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Agenda: 

Ø BYOD Introduction 

Ø Mobility & Social Enterprise Use Case 

Ø Building Blocks of Cisco BYOD Solution 

Ø SAP Enterprise Mobile Solution 
 

BYOD: Bring Your Own Device 
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Mobile Data 

Cisco Visual Networking Index (VNI) Global Mobile Data Traffic Forecast, 2010-2015  
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Trusted 
WiFi 

ü Authenticate User 
ü  Fingerprint Device 

ü Apply Corporate Config 
ü  Enterprise Apps 
ü Automatic Policies 
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WiFi 
Trusted 

Apply defined policy  
profiles based on: 
ü Device Type 
ü User 
ü  Location 
ü Application 

Identity Services 
Engine 

Mobile Device 
Management 

Prime Management 

802.11n Infrastructure 
• VideoStream 
• CleanAir, Client Link 
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Trusted 
WiFi 

Electronic Medical Records 

Mobile TelePresence 

Email 
Instant Messenger 

Yes No 

Access: FULL 
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Is Mr. Allen’s lab work ready yet? 

Not yet but i will let you know the 
moment it arrives 
 

Trusted 
WiFi 

Identity Services 
Engine 

802.11n Infrastructure 
• VideoStream 
• CleanAir, Client Link 

Prime Management 

WAAS 



16 © 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential Presentation_ID 

Untrusted WiFi 

Access: Limited 
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Hotspot 2.0 

802.11n 
Infrastructure 

ScanSafe 
IronPort 

Identity Services 
Engine 

AnyConnect 

WebEx 
Mobile 8 
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Electronic Medical Records 

Mobile TelePresence 

Email 

Instant Messenger 

Yes No 

3G/4G 

Access: Limited 



20 © 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential Presentation_ID 

Identity Services 
Engine 

AnyConnect 

3G/4G 

ASR 
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Electronic Medical Records 

Mobile TelePresence 

Email 

Instant Messenger 

Yes No 

Trusted 
WiFi 

Access: FULL 
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WebEx 
Mobile 8 

802.11n Infrastructure 

Trusted 
WiFi 

Cisco  
Virtual Office 

Bandwidth Priority 
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Environment requires tight 
controls 

 

Corp Only Device 
Mfg Environment 

Trading Floor 
Classified Gov Networks 

Traditional Enterprise 

Deny or Restrict Bought In Encouraged Allow 

Focus on basic services, easy 
access, almost anybody 

 

Broader Device Types But 
Internet Only  

Edu Environments 
Public Institutions 

Simple Guest 

Enable differentiated services, on-
boarding  

with security but no ownership 
 

Multiple Device Types + Access 
Methods, VDI 

Healthcare 
Early BYOD Enterprise Adopters 

Contractor Enablement 

Corp native apps, new services, 
full control  

 

Multiple Device Types, Corp 
Issued, MDM 

Innovative Enterprises 
Retail on Demand 

Mobile Sales Services (Video, 
Collaboration, etc.) 
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Unified Infrastructure 

Policy 

Next Generation Workspace 

Management 

Security 
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VPN External Wi-Fi Internal Wi-Fi Wired 
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Devices Layer 
Smartphones 

 
Desktop/Notebooks 

 

FW Router Wireless Wired ISE  

Tablets 
 

Thin/VirtualClients 
 
 

Connectivity Layer 

NCS Prime 
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Devices Layer 
Smartphones 

 
Desktop/Notebooks 

 

FW   Router Wireless Wired ISE  

Tablets 
 

Thin/VirtualClients 
 
 

Connectivity Layer 

ISE  NCS Prime AnyConnect ScanSafe ESA/WSA 

NCS Prime 
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VPN External Wi-Fi Internal Wi-Fi Wired 
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Devices Layer 
Smartphones 

 
Desktop/Notebooks 

 

FW   Router Wireless Wired ISE  

Tablets 
 

Thin/VirtualClients 
 
 

Connectivity Layer 

ISE  NCS Prime AnyConnect ScanSafe ESA/WSA 

. . . 
ISE  NCS Prime 

NCS Prime 

VXI Quad Jabber Webex 

 
MDM: Mobile Device Management 
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CleanAir 

Up to 30% Improved Performance 
Better coverage for mobile devices compared to 
competitors 

Simplified advanced RF management 

Perfect 5.0 MOS Score for Video 
Reliable multicast, stream prioritization, resource 
reservation  

ClientLink 

VideoStream 

Self-Healing in 30 Seconds 
Proactive and automatic interference mitigation 

Radio Resource 
Management 

Best-of-Breed and  
Best-in-Class  Mobility Predictability 

Best-of-Breed and Best-in-Class  
Policy and Network Management 

ISE 
(Control) 

NCS 
(Visibility) 

Who?          What?         When?         Where?        How? 

Android and iOS VPN Client 
Always-on, simple, context-aware,  802.1x  
VPN connectivity 
 

AnyConnect 

BandSelect Proactive and automatic band steering for 5GHz 
capable clients 

FW   Router Wireless Wired 

Unified Access 
ISE  

Policy 
NCS Prime 

Management 

Mean opinion score (MOS)  
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Policy Profiling 

VLAN 10 
VLAN 20 

Personal 

Employee 

Corporate 

Wireless LAN 
Controller 

Corporate 
 Resources 

Restricted  
Internet Only 

USER LOCATION 
TIME Access Method 

DHCP 
RADIUS SNMP 

NETFLOW 

Corporate Issued Device 
1. User Authentication and Authorization  
2. Profiling to identify device 
3. Policy decision 
4. Policy enforce to “VLAN 10” on same SSID 
5. Full access granted 
6. Full device visibility 

PERSONAL Device 
1. User Authentication and Authorization 
2. Profiling to identify device 
3. Policy decision 
4. Policy enforce to “VLAN 10 or 20” on same SSID 
5. Full or Restricted access granted 
6. Full device visibility 

HTTP 
DNS DEVICE 

Centralized Policy 
Engine 

Unified Access 
Management 

Single SSID 

ISE  

Policy 
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Acceptable Use 

Access Control 

Data Loss Prevention 

Choice 
Diverse endpoint support for 

greater flexibility 

Security 
Rich, granular security 

integrated into the network 

Experience 
Always-on intelligent connection for 

seamless 
experience and performance Intranet 

Corporate  
File Sharing 

Access Granted 

AnyConnect Client 

Threat Prevention ASA WSA 

AnyConnect ScanSafe ASA/WSA 

Security 
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Only Cisco can tie all the pieces together! 

NCS Prime 

ISE 

Cisco  
WLAN Controller 

AC NAM 
(Win Only) 

Wired  
Network 
Devices 

Cisco  
Catalyst 

Switches 

AC NAM (Win 
Only) 

3rd Party  
MDM Appliance 

CSM / ASDM 

MDM Manager 

AC VPN (All Mobile) 
AC Cloud Web Security (All PC’s)  

IronPort WSA 
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19th of March, 2012 
Maher Al-Shishani 
Senior Technology Consultant 
Solutions Group - SAP MENA 
maher.al.shishani@sap.com 
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SAP Mobile Strategy 

On Device 

  On Demand 

On Premise 

Technology Foundation 

Collaboration Analytics Mobile 

SAP Business 
ByDesign 

LoB on Demand 

O
rc

he
st
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�  All devices 
�  All user experiences 
�  Easy to extend  

�  Instant value 
�  Line of business or suite 
�  Integrated to On Premise 

�  SOA-enabled 
�  Best-practices packages 
�  Non-disruptive enhancements 
�  Platform 
�  In-Memory 
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Enterprises are considering moving Mobile  

•  Mobile Dashboards 
•  Mobile Management Apps 
•  Mobile Customer View Apps 

•  Mobile Employee Productivity Apps 
•  Mobile Collaboration Apps 
•  Mobile Business Analytics Apps 

•  Mobile Field Service Apps 
•  Mobile Asset Mgt 
•  Mobile Sales Apps 
•  Mobile Industry Apps 

•  Marketing Apps 
•  Banking Apps 
•  Commerce Apps 
•  Citizen Apps 

Execs 

Knowledge 
Workers 

Task Workers 

Consumers 
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Mobilizing the Enterprise Is Complex  

Device and 
Backend Diversity 

Device Choice 
Device & App 
Management 

Development 
Tools & TCD/TCO 

Security Ease of Use 

Apps & More 
Apps! 

End User Requirements 

Enterprise Requirements 
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SAP with Sybase is now leading Mobile 

Innovation in Mobility Since 1992 

1992 
First mobile 
database 

1994 
First mobile 
management  
solution 

1995 
First mobile 
computing sync 

1998 
First mobile 
web 
platform 

2003 
Launch of the 
“Unwired 
Enterprise” 

 

2008 
 First secure 
enterprise email 
support for 
iPhone 

 

2006 
 Becomes world’s 
largest provider of 
mobile messaging 
services 

Today 
Mobility products: 
- 32% of total revenue 
- 50% of licenses &  
messaging revenue 

Mobile devices are the new desktop Jim Snabe, co-CEO of SAP 
SAP Influencer Summit, December 2010 
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SAP Provides Complete Mobility Solution 

SAP Mobility Platform 

Mobile Applications 

Mobile Services 



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 41 

SAP Enterprise Mobility Platform 
Create 

Connect 
heterogeneous 

data sources 

Consume 
heterogeneous 
mobile devices 

Control 
Device and server management and security 

Afaria Management console 

Mobile 
Business 
objects 

Container Apps 

Native Apps 

Eclipse 

Sybase  
Unwired Platform 
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MDM Afaria – Managing and Securing the 
Device Lifecycle 

Manage  
�  Assign membership/policies 
� Configure devices 
� OTA client delivery 
� Application deployment 

Secure 
�  Establish policies 
�  Initialize power-on password 
�  Install and encrypt data 
�  Install and configure AV, 

firewall, controls 

Manage 
�  Track asset 
� Update/repair software 
� Maintain/modify configuration 
� Distribute/update files 
�  Software license tracking 
�  Schedule/automate activities 
� Device remote control 

Secure  
�  Back-up data 
�  Apply patch/security updates 
�  Enforce security policies 
� Monitor/track security violations/

threats  
� Compliance activity logging 

Manage 
�   Reprovision/reimage device 
�   Replacement device-same user 
�   Repurposed device  
�   Redeploy software assets 
�   Restore data (after device kill) 

Secure 
� Disable lost/stolen 

device 
� Remote kill/lock 
�  Access violation lock 
�  “Data fading” 
� Disable device, network, 

application access 
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SAP Mobile Applications Strategy 

Partner Apps 

 People Productivity Consumer 

A
pp

s 

A
pp

s 

1 Process 

A
pp

s 

2 4 

Employee Productivity 
• Travel 
• Time 
• Procurement 
• Leave requests 
• Authorization 
• Workflow 
• Collaboration 
• Employee & 

Customer Contacts 

LoB 
• Sales 
• Field Service 
• Human 

Resources 
• Finance 

Industry Apps 
Manufacturing 
Public Sector 
 

• mCommerc
e 

• Banking  
• Public 

Sector 
• Telecom 

 

Analytics 

A
pp

s 

3 

SAP Apps 

Productivity 

Process 

Analytics 

Consumer 

Productivity 
Process 

Analytics 

Consumer 
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Mobile Productivity Apps 

Human Resources 
§ SAP Employee Lookup mobile app 
§ SAP Leave Request mobile app 
§ SAP Timesheet mobile app 
§ SAP HR Approvals mobile app 
§ SAP Interview Assistant mobile app 
§ SAP Manager Insight mobile app 

 

Finance 
§ SAP GRC Access Approver mobile app 
§ SAP GRC Policy Survey mobile app 
§ SAP Payment Approvals mobile app 
§ SAP Travel Receipt Capture mobile app 
§ SAP Travel Expense Approval mobile app 
 

 

SCM and Manufacturing 
§ SAP ERP Quality Issue mobile app 
§ SAP Cart Approval mobile app 
§ SAP Transport Notification & Status mobile app 
§ SAP Transport Tendering mobile app 

 

Sales 
§ SAP Sales Order Notification 
§ SAP Material Availability 
§ SAP Customer & Contracts 
§ SAP Customer Financial Fact Sheet 
§ SAP Order Status 
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Mobile Process Apps 

q SAP EAM WORK 
ORDER MOBILE APP 

SAP FIELD SERVICE MOBIL 

q SAP RETAIL 
EXECUTION MOBILE 
APP 

q SAP CRM SALES 
MOBILE APP 

q SAP ELECTRONIC 
MEDICAL RECORD 
MOBILE APP 
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Mobile Analytics Apps 

SAP BUSINESS 
OBJECTS 
MOBILE 

SAP BUSINESS 
OBJECTS 

EXPLORER 

SAP BUSINESS 
OBJECTS 

STRATEGY MGT 
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Mobile Consumer Apps 
Enable commerce on any 
mobile device (SMS, Near 
Field, 3D Barcode, Mobile 
Wallet) 
 
Open marketing channel 
to mobile device engaging 
loyalty programs 
 
Support industry specific 
consumer apps  

 mCommerce 
 mPayments 
 mRemittance 
 mBanking 

 
Create browser based 
apps on gateway 
 
SAP Citizen Connect 
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Custom Mobile Apps 



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 49 


