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NHCTPYMEHTBI KOHTPOMSA CETEBOIrO OKPY>KEHUS.

CiscoWorks NCM kak cpencteo ayauTta

[TaTeHko Brniagucnas, MHXeHep-KOHCYNbTaHT
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[Mpobrnembl Npu HacTponke o6opyaAOBaHNA BPYYHYIO

PyyHon cbop HacTtpowuka, ckpunTbl BeskoHTponbHoe Py4yHas,
AaHHbIX U XpaHATCS Ha paboymx NoAKMoYeHne HacTponka

cocTaBrieHue CTaHUMAX COTPYOHUKOB KIMeHTOB KaXkaoro
OTYEeTOB yCTpoucTBa

[loporo, Hebes3onacHo, He Kak BbIgBUTb [oporo,

yanTop,
OnpekTop




CnepnctBusa ynpaBfieHUS CeTbI0 BPYYHYHO

YBenuyeHune 80% OTka30B 1 Npobriem ¢ 6e30MacHOCTbIO
KOnn4yecTBa OTKa30OB  cBdA3aHbl C HEKOHTPONMMPYEMON
HaCTPOWKOMN CceTun

MoHMKEHne 80% OlopgxeTa Ha yBenn4yeHme
OCTYMHOCTM CETH [AOCTYMNMHOCTW CETU pacXoayeTcsa peakTUBHO

bonbLumne 45% BpeMeHU NHXEHEepOoB
TPYAO3aTpartbl Ha M3pacxoaytoTcsl Ha HACTPOMKY
ynpasrieHue obopynoBaHNA BPyYHYHO

CNOXHbIN KOHTPOIb  5-kpaTHOE yBENUYeHUe CTOMMOCTM U
COOTBETCTBUSA TPy4o3aTpaT Ha KOHTPOIb COOTBETCTBYS
NONUTUKaM NonMTUKam

NcTouHuk: Onpoc 3akasdnkoB komnaHuen Cisco




CiscoWorks Network Compliance Manager

OAHO 13 NyYLWnX B MUPE PeLLIEHN
No ynpaBneHno N3MEHEHNAMMN

= OBHapy>XeHne U3MEeHEHUN Ha CETN B peasibHOM
pexnme BpeMeHU

=[1peaBapuTenbHas NPoBepKa N3MEHEHUN NEPEL, wu=  weo 8 comm sovecommmon st wso
@ search [ ] Lines Change: 1 Lines Delets:
NX BHEOPEHNEM Ha CeTU —

= KOHTPOnb 3a BbINOIHEHNEM KOPNOPATUBHbIX
npaBun 1 NONUTUK

AyauT 1 aHanu3 cCoOOTBETCTBUS L R &t o e g
NONIMTUKAMMN KOMNaHUU 2

) Workflow Wizard

Step 3: Manage Approval Rules

" BHe,u,peHme NOJIUTUK U NMpaBUIl Ha CeTU —

r a name for the approval rule if you wish to create a new one:

= ABTOMaTu4yeckasa reHepaumsa oT4eTOB Mo
COOTBETCTBUIO MEXAYHAPOAHbIM
pekomeHgaumam (SOX, VISA CISP, HIPAA,
GLBA, ITIL, CobiT, COSO)

CornacoBaHne U3amMeHeHUn
= HacTtpowka npasun cornacoBaHus

* BO3MOXXHOCTb HACTPOUKN CNOXHbLIX MpaBusi

OTYeTHOCTb




O030p apxXUTEKTYpbI

CiscoWorks Network Compliance Manager
Architecture Overview

Supported Platforms:
Windows 2000 and 2003
Server, Solaris 9, Red
Hat Linux AS/ES 3
Update 2 and AS/ES 4

' Third Party
* = Systems:

Telnet/ SSH Perl APl JAVA APl SOAP/XMLAPI Connectors L MSTIBCO,

o Proxy + HPOW MMM (

API r Service Desk,

SMAATS
Workflow and Approvals Layer . InCharge,
. Mortal Optivity
Management Engine (J2ZE |+ NMS, Remedy,
g gine (J2EE) | paregrne

R
Driver Layer pvm— -
Real - Time Change | Databases: |
Detection ESnapshots Change Automation Software Image Mgmt : Oracia, i
Syslog SNMP (v1/v2) SNMP (viA2) pr— I ms S{JI;‘:I:;CMySQL I
Polling Telnet Telnet FTP ;'———‘
TACACS / RADIUS SSH (viN2) SSH (vifvz) SCP T
Telnet/SSH Proxy TFTP TFTP | HTg.n-ﬁ;ra_llil;_llllt;r. i
Web Ul FTP FTP (Optional): |
. Oracle DB ONLY -
= i | {UsesOracle DB |

| FReplication) I

RAouters, Switches, Firewalls, Load Balancers, VPN

Concentrators, UPS Power Supplies, Terminal Servers,

and Access Points from:
3Com, APC, Arubsa, Beldir, Check Point, Cisco,

Cyclades, Extrems, Enferasys, FS, Force10, Foundry,
1 HP, Juniper, Marcani, NetApp, NetScreen, Nokia, Nortel |

Networks, Pecketesr, Procket, Secure Computing,
Terayon, and Zyxel

Be3onacHocTb

- KoHTponb focTyna Ha ypoBHe
Ka)kgoro ycTponcTea

- KoHTponb focTyna Ha ypoBHe
3agay/cKkpunToB

- lWwndpoBaHne gaHHbIX

MuTerpauma c LDAP n AAA
- LDAP / Active Directory
- RADIUS/ TACACS
- SecurelD
Bbicokasi AOCTYMNMHOCTb
- High Availability Replication
- Satellite Off-loading
- Knactepbl Microsoft n Veritas

(Solaris)
PacwupeHusn
- APIs (Perl, Java, Web Services
(XML)

- OrTkpblTaga cxema B[]

«  WuTerpaums c CiscoWorks n
apyrumm NMS



BO3MOXHOCTU NO OTKa30yCTONYNBOCTU

KoHdourypauus Active/Active yepes pennunkauunto 6asbl gaHHbIX

NCM Core
: NCM Core

NCM Core

YI'IpaBJ'IﬂeMaﬂ CeTb
NCM Gateway

* Management of remote offices & duplicate
IP addressed space

YpaneHHbIn ouc .
* Meshed to work around network failures

Kno4yeBblie BO3MOXXHOCTU

OrtkasoycTonymsoctb NCM

*  CuHxpoHu3auuna aaHHbIx mexay scemu NCM Core B « Core
peanbHOM BpeEMeEH!U
~* HA *

* YpaneHHoe ynpaBreHue yCTpomMcTBaMu—
[axe B ceTsix ¢ agybnvpoBaHem IP
agpecos

* bBesonacHocTb, MaclwTabupyemocTb
HeT egmnHom To4YkM oTKasa

* YpaneHHoe ynpaBereHne 1 BOCCTaHOBMNEHME CUCTEM
* [lonHasa pennukauusa gaHHbIX

-~




CtaHgoapTbl U OTYETDI

NCM npenocrtaBnsieT roToByO OTYETHOCTbL MO psay

cTaHOapToB

Kak TonbKo yCTponCcTBO
nobasrieHo B CUCTEMY U MO
HeMy MnosfyvyeHa
KOHurypauus,
NHOPMaLUSA NO HEMY
aBTOMaTM4yeCKu NonagaeT B
OTYET.

Bam Heobxoanmo HaxaTb
OLHY KHOTKY...
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Search For v
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¢ My Settings
My Profile
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My Preferences
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Back & o Compliance Center - Home

Add to Favorites & Help @)

Compliance Center

CiscoWorks Metwork Compliance Manager provides powerful
capahilities for managing compliance with government
regulations and industry standards for IT processes and best

practices,

The Compliance Center is CiscoWorks Network Compliance
Manager's portal for accessing reports and information that
help determine the compliance status of your netwaork

FESOUrCces,

Compliance Reporting

The Compliance Center provides reports detailing the current
compliance status of your network infrastructure with respect

to the government regulations and industry standards:

Zarbanes-Oxley {(Section 404)

COBIT

COs0

ITIL

GLBA

HIPAL

Visa CISP{PCI Data Security Standard)

Use the links at right to view the individual compliance

reports.

L

Sarbanes-0Oxley {Section 404)
The Public Company Accounting Reform
and Investor Protection Act of 2002

Compliance Status

COBIT
Control Objectives for Information and
related Technology

Compliance Status

coso
Cormmittee of Sponsaoring Organizations
of the Treadway Commission

Compliance Status
ITIL
IT Infrastructure Library

Compliance Status

GLEA
Gramm-Leach-Bliley Financial
Modernization Act

Compliance Status
HIPAA

Health Insurance Portability and
Accountability Act
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Back @ o Compliance Center - Visa CISP

Add to Favaorites

[ Search H Cannect

or...

Search For hd

My Workspace
.'# Current Device Group

Inventory
.'# My Favorites
Command Scripts

7 My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

Compliance Center

Compliance Center Home

Sarbanes-Oxley (Section 404) COBIT COS0

Misa CISP

¥isa CISP({PCI Data Security Standard) Compliance Status

e

Email Report [

In an effort to combat data theft and maintain consurmer confidence, all of the major credit card issuers have formulated detailed security programs, including:

- Visa UsSa Cardholder Information Security Program (CISP)

- MasterCard Site Data Protection (SDP) program

- Discover Information Security and Compliance (DISC) program
- American Express Data Security Operating Policy (DS0OP)

In late 2004, Yisa and MasterCard aligned their programs under a single standard: the Payment Card Industry (PCI) Data Security Standard. Fundamental security best

practices focused on protecting cardholder data comprise the 12 PCI requirements. Penalties for failure to comply with the requirements or to rectify a security issue are

severe: possible restrictions on the merchant ar permanent prohibition of the merchant's participation in Wisa programs, and a fine of up to $500,000 per incident. Level 1
merchants must achieve walidated cormpliance by September 30, 2004; Level 2 and Level 3 merchants rust achieve validated compliance by June 30, 2005.

Mare information about the Visa CISP(PCI Data Security Standard) and achieving compliance using CiscoWorks Metwork Compliance Manager

CiscoWorks Metwark Compliance Manager enables or enhances support for the requirements of the PCI Data Security Standard (Wisa CISP) as indicated below,

Build and Maintain a Secure Metwork

Requirement 1: Install and maintain a firewall configuration to protect data

Specification

Status

More Information

1.1 Establish firewall configuration standards that
include:

1.1.1 & formal process for approving and testing all
external network connections and changes to the
firewall configuration

1.1.2 & current network diagram with all connections
to cardholder data, including any wireless netwoarks
1.1.3 Requirements for a firewall at each Internet
connection and between any OMZ and the Intranet
1.1.4 Description of groups, roles, and responsibilities
for logical management of networl components

1.1.5 Documented list of services/ports necessary for
business

1.1.6 Justification and docurnentation for any available
protocols besides HTTP and SSL, SSH, and WPN

1.1.7 Justification and documentation far any risky
protocals allowed (FTP, etc.), which includes reasan for
use of protocol and security features implemented
1.1.8 Periodic review of firewall/router rule sets

1.1.9 Caonfiguration standards far routers

1 firewalls deployed

1 firewall configurations stored

0 firewall configuration changes in the last 7 days
13 routers deployed

339 router configurations stored

S router configuration changes in the last 7 days
16 configuration policies in place

59 violations of NSA Router Security Best Practices
policy in last 7 days

0 approved firewall changes in the last 7 days

0 unappraved firewall changes in the last 7 days

Eirewall List

Active Firewall Configurations

Firewall Configuration Changes

Router List

Active Router Configurations

Router Configuration Changes

Configuration Policies

MSA Router Security Best Practices Violation Events

Approved Firewall Changes

Unapproved Firewall Changes

1.2 Build a firewall configuration that denies all traffic

from "untrusted" networks/hosts, except for:
)
1 3 3 ok meedm e e - T et S0 e S e e

0 firewalls in configuration policy non-compliance

0 firewall carfianration ron-cormoliance evernts 0 the

Mon-Compliant Firewalls

Alert Center  Logout

Help &)




Kak co3aaTtb npaBuio onsa npoBepKu
NOJINTUKN?

alta] i giscoWorks

@ Devices | .jTasks | B Policies | | Reports | G Admin |
= = = =

#) Home Back 3 a New Policy
S Notes:
@ Search & * Required fields

T —

| g Devices | G';_a Tasks a Policies | d Reports | ? Admin | —] *Policy Name ICL— Syzlog bManagement Palicy
salEylss ] Policy Description Fequired Syslog config standards for Ciscolive
& Horne Back G @ Home _ o
Import/Export Policies
% Search k) " Palicy Ackivity o Scope ® selact device groups policy applies to

|f My Homepage \ @By St

IP ar Hostname Policy Compliance
Test Policy Compliance

[ Search ][ Connect ]

) use filkers to define a dynamic policy scope
Default Site b
F241-CCIE-LAR

[:D No tasks found. Saftware Levels RTPHML - Test 8
Q. . .but not these devices:
‘ Mews Policy Task 3 Htnatihese devices Add Exception << |
[ Search For el
My Profile
My Warkspace
My Preferences
My Fermissions
Change Password Policy Rules
Detailed Description
Policy Status ® active
O Inactive
OI'I peﬂeﬂ nte HazpaHume < additional Policy Fields
CWE

|

non MTMKUM, npaBM.ﬂo, rpynny Wendor Advisory URL I

yCTpOMCTB L'Iepe3 MeHI’O wendor Solution URL I
“NeW POIicy” Blieelosuiz iz | Edit using yyyy-MM-dd format

Solution

Save



e el " i bl weddolin | cnlilbe

\

-
-

]
=

Back {3 n Edit Policy Rule

=

i
[

Notes:
* Required fields

Edit Policy Rule

*Rule Namne IMinimum 2 Svzlog receivers

*Rule Type ® corfiguration O Diagnostics O Software

Rule Description

message receivers

Applies to devices with these drivers

O all Device Families

Cevice Family I Cisca 105 i,

() all applicable drivers
() select specific drivers

Cizco switches, Catalyst 20000 & 350001 series, |05 version 11 )
Cizoo switches, Catalyst 2850, 2970, 3550, 3750 & 8500 zeries, 105 verzion 12.x =
Cizoco routers, 3600 series, 103 version 11.x

Cigoo routers, 7200 & 7500 zeries, 105 version 11 =

[

Define Text Block: [] set Text Blocks to be used by rule conditions,

Tip: Use to check each single interface in 105,

Rule Canditions

Conditions

m Regular Expression [get help defining patterns.]




~
vlen] 1 CiscoWorks Network Support  Daocs  Alert Center  Logout =

4 Devices | o) Tasks | B Policies | | Reports | 3 Admin | jadavis Mov-09-08 12:39:00
L £
) Home Back n Edit Policy Add to Favaorites & Help @
_ Motes:
& Search S * Required fields

IP or Hostname Edit Policy

#Palicy Name ICL—SysIog hanagerment Policy

ar... Palicy Description

My Workspace"‘ )

Scope ® select device groups policy applies to

O use filters to define a dynamic policy scope

Default Site N
F241-CCIE-LAR

7 Current Device Group

Inventory

v My Favorites
RTPrMRAL - Test

€

Cornrmand Scoripts

& i Wbut not these devices: -

»f My Settings Add Exception << I
My Profile

My Workspace Remove Exceptio

My Preferences
My Permissions

Minirum 2 Syslog Configuration  Cisco [0S Every 105 device must have a minimurn of  Wiew & Edit | Delete
O)KeT bITb Co3ﬂa HO receivers 2 Syslog event message receivers

Minirum 2 Syslog Configuration  Cisco Catalyst Every CatdS device rust have a rminimmum  Yiew & Edit | Delete
HeCKon bKO I-I pa BM” receivers - Cat0s o5 of 2 Syslog event receivers

Minimum 2 Syslog Configuration  Cisco PIX Every PIX device must have a minimum of  Wiew & Edit | Delete

ANSA 0AHOW NONMUTUKK A
N PasHbIX TUNOB /7
YCTPOWUCTB pa3sHbIX

npousBoanTeENEen.




OT4eT NO COOTBETCTBMUIO NONMUTUKAM
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e
% Search X

@ Mo tasks found.

Palicy Activity

Test Palicy Compliance

-

Software Levels

Mew Palicy Task 3

MpocMOTp nepuroanyeckmx
OTYETOB MO COOTBETCTBUIO
NONUTUKaM

Support

Docs

alert Center  Logout
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Back (3 n Policy Compliance

Add to Favorites & Help &)

IF or Hosthame

[ Search H Connect ]

Check Policy Compliance

Q.

| Search Far

"]

e

[ My Workspace

¢ Current Device Group

Inventory

'# My Favorites

Cormrmand Scripts

' My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

Current working group: I Irerntory hd

P Display only devices that are not in compliance,

coig-p01-swl Unknown
ciscoasa 10.94.140,95 ‘ves
crsl6a 11.16.254.10 Mo
orsda 11.16.254.40 Mo
f241-19-01-3600-1 14.5.0.21 No
f241-19-01-3600-1 14.5.16.0 es

) fZ41-19-01-3600-1 14.5.16.255 Tes

86 result(s)

Default
Site

Default
Site
Default
Site
Default
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Default
Site
Default
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Default
Site

Page 1 of 4 (]

Jun-10-08 18:55:54

Oct-15-08 12:57:56

Mow-08-08 01:19:19

Sep-16-08 20:12:52

Jun-12-08 10:07:55

Jun-12-08 10:07:56

Go to page

Policy Events | Policies Applied

Policy Events | Policies Applied

Palicy Events | Policies Applied

Policy Events | Policies Applied

Palicy Events | Policies Applied

Policy Events | Policies Applied

Policy Events | Policies Applied




NCM Alert Center

YTO 3TO Takoe?
[lononHuTtenbHasa ycnyra, Kotopas no3sonsdet nons3osareniam NCM

onepaTuBHO nony4atb MHOPMAaLIMIO O BO3MOXKHbIX OLLMOKax U
YyS3BMMOCTSX B PYHKLMSAX obecnevyeHns 6e3onacHoCTH

[MpenoctaBnsiemMmble QYHKLNW:

Security Alerts — onoselleHns 0 BO3MOXHbIX OLLIMBKaX
TpaHcnumpyroTca B nonutuku NCM

Shared Product Extensions — nonyyeHue n ncnonb3osaHue
CKPUMTOB M HOBbIX MOSUTYUK

Functionality Updates — Hosble BoaMoxHOCTM nosiBnisitotcs 6e3
oXuaaHua Bbixoga HoBom Bepcum N0




NCM Alert Center

Ha cBs3u ¢ Cisco

TpaHcnaums B NoeHTndmka-

npasuna u Lms 1
NONMUTUKN ncnpasneHve

OcBegomnex-

HOCTb 00
YySI3BUMOCTSIX

[NocTOoAHHbIN

KOHTpOIb

ABTOMaTn4eckoe Mony4eHune rotoBbiX  BbICTPbIN NMOUCK U
nonyvyeHne gaHHbIX 06 NONUTUK ncnpasrneHne
YA3BMMOCTAX npobnemobl

= CBOEBpPEMEHHOE
nonyyeHne gaHHbIX

= ABTOMAaTUYECKUN MOUCK
BCEX YCTPOWUCTB C
YSA3BUMOCTSIMU U
BbIBOJ OTYETa

= NCM obecneuunt
ncnpasneHmne
npobnemsol

» [laHHblE 00
ysI3BUMOCTSIX B
BUAE rOTOBbIX
NOSIUTUK

= [lonb3oBaTtenb
MOXET BblbpaTb
NOSINTUKK, KOTOpPbIE
OOIMKHbI paboTaTb
Ha ceTu

ABTOMaTN4YECKOE
MU3BELLEHnE 0
npobnemax

v

= |[3BeLleHmne o
NOSABNEHMN HOBbIX
npodnem nnu HOBbIX
YCTPOUCTB,
YCTaHOBIEHHbIX Ha
CETN CO CTapbiMU
npobnemamu




CiscoWorks LMS nnn NCM?

= NCM 4acTtn4yHo nepecekaetca ¢ LMS (MHBeHTapHble
OaHHble, ynpasneHne KoHdurypaunsamm m N0O)

= [penmyLiectesa NCM:

=[Mopaepxka 30+ nponssogutenen — CiscoWorks paboTtaet
TonbKo ¢ obopynoBaHuem Cisco

*MacwTtabupoBaHue — apxutektypa NCM nosBonseTt pabotaTb
C ropa3ano 6onbLLNMKU CETAMMU

=OTYETHOCTb — B CTaHOapTHOW NOCTaBKN NPeaoCTaBAITCA
rotoBble oT4yeThbl No PCI DSS, ITIL, COBIT ...

=\Workflow — BO3MOXXHOCTb CO3aHNsA anropuTMoB
cornacoBaHus U3MeHeHUn

*API| — rmbkne BoamoxxHocTu rno nHterpaumm (SOAP, PERL,
apyrve)

= PelleHuns nHTerpmpyoTcsa u AONOMHAKT ApYyr Apyra
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NHCTPYMEHTbI KOHTPOMSA CETEBOrO OKPY>KEHUS.

Cisco NAM Kak cpeCTBO OLIEHKA
NPON3BOANTENBHOCTU

[TaTeHko Bnagucnas, MHXeHep-KOHCYNbTaHT
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0630p hyHKUMoHanbHocTn Cisco NAM

KoHTporb
Npon3BOANUTENBLHOCTU AHanma Tpaduka
NPUNOXEHNN
*  MOHUTOPWHT BpemeHu * AHanus Tpadguka no
OTKNMKa NPUIOXEHNI NPUNOXEHUAM,
yCTpOMCTBaM,
* AHanua pesynsraTtos DSCP/QoS, VLAN, VRF

ontumunsauunn WAN
* AHanms cetn c
Hanndnem VM

 AHanua KkayectBa
rosiocoBoro Tpadgouka

Cisco Nexus 70xx series

[lnarHocTuka

« 3axBarT MNakeToB,
AekoampoBaHue,
douneTpauus n nouck
oLmnbokK

« Cratuctuka no noptam u
NHTEepdgencam

Cisco Catalyst 4K series



[MbkocTb B BbIOOpe nnatdopmbl

NMnatdgopMbl U UCTOYHUKK TpaduKa

YHupurumnpoBaHHas HTTP — e
KOHCOSb OTYETHOCTU U S i
e s —— itirr e deeind
— = = = Cisco Prime NAM for ISR
Mk, . = RgLre ey G2 SRE
= O HTTP
Cisco WAAS NAM
Virtual Blade (VB) HTTP HTTP i : ﬁ
.y Cisco Nexus 1000V NAM

,, Virtual Service Blade (VSB)

NAM 2200 Series Appliance Cat65xx/C76xx NAM Cisco ISR/ISR G2 NAM

SPAN ERSPAN RSPAN NDE CEF VACL WAAS

YHndmnumnpoBaHHas KOHCOSb ynpasfieHNUs 1 MOHUTOPUHIA OAUHaKoBagd
Ha BCcex nnaTtdgopmax.



Bo3MOXHble TOYKW KOHTPONA
C yyeTOM CyLLEeCTBYHOLINX apXUTEKTYPHbIX peweHun Cisco

Cisco® Unified Communications
Manager Cluster

AN
| SAX ]

Cisco Catalyst® lil

6500 NAM
V==
I

Cisco WAAS

Traffi
|
|

Inter-Branch

Cisco 7200

Cisco NAM , — mh — Data Center

Virtual Service == Traffic

-c



U,EHTpaﬂ N30BadaHHbIE CUCTEMbl OTHETHOCTHU

MapTHepbl: Compuware,
CA/NetQoS, InfoVista, apyrune

— a1 « KoHconuaauma gaHHbIX
atlwstnll =5 ANsi KOHTPONSA
s bt T NPOU3BOANTENBHOCTU CETU

it ?Ellluhlll||n|l|hlll’l

« Bo3MOXXHOCTb nonyyeHus
aeTaribHbIX OTYETOB C
ata Drill- NAM 0o ypoBHSA
» COOEPXXMMOro MaKeToB

NAM Form-
Factors

e J[lnarHocTuka


http://images.google.com/imgres?imgurl=http://www.perceptualedge.com/blog/wp-content/uploads/2007/02/MicroStrategy Dashboard1.jpg&imgrefurl=http://www.perceptualedge.com/blog/?p=91&usg=__FLSmnKaEwAQlGyBFoBVS3mfikpw=&h=386&w=540&sz=153&hl=en&start=1&sig2=iEHY8pP9OvjRjeqwjgpAiw&um=1&tbnid=EJYZCWudo97A3M:&tbnh=94&tbnw=132&prev=/images?q=microstrategy&hl=en&rls=com.microsoft:en-US&sa=N&um=1&ei=kvQeSqnlCIKQtAOZqJWKCQ
http://images.google.com/imgres?imgurl=http://dashboardspy.com/img/microstrategy-enterprise-performance-management-dashboard.gif&imgrefurl=http://www.enterprise-dashboard.com/2007/01/02/microstrategy-report-services-enterprise-dashboard-screenshots/&usg=__GWEJ3QW1g15r3NYXIQ_aTTAJM-A=&h=518&w=650&sz=28&hl=en&start=2&sig2=OMI0k8zlmnn7IwSgfGkweQ&um=1&tbnid=Es-jNYpXI0EZ7M:&tbnh=109&tbnw=137&prev=/images?q=microstrategy&hl=en&rls=com.microsoft:en-US&sa=N&um=1&ei=kvQeSqnlCIKQtAOZqJWKCQ

MHTepakTUBHasA OTYETHOCTb

BbICTPbIN AOCTYN K BaXXHOU MH(popmaLumn

12000000

10000000

8000000

6000000

4000000

From 20\10-Oct-23,17:17
To 201Y-Oct-24, 1717

2000000

Packaisjsec [[noyos 7]

Mean 1214599
Minimum 652268
Maximum 11136060
Median (50th) 796565
1st StdDev (68th) 850305

2nd StdDev (95th) 4004482

=] HostConversations

20:00 2:00 10:00 12:00 14:00
Time
12000000 —] [ =0
6000000 —| [ ap
NEwS MM A AR M RAK mﬁ S T
. {
18:00 20:00 22:00 0:00 2:00 4:00 6:00 8:00 10:00 12:00 14:00 16:

= InBytes - Out Bytes

* YMEHbLUEHUE BpeMEHN I/ILl,eHTI/ICbI/IKaLI,I/II/I n pelieHund I'IpO6J'IeMbIZ

» BbigeneHue Tpebyemoro gManasoHa (zoom) v nonyvyeHne getanusauum
* [MBkmMe punbTpbI

" Bmsyaanaﬂ Koppenauna agaHHbIX

» \geHTndpukaums noBTopsowmxca npobnem n coxpaHeHne unsTpoB

= JKCMNOPT AaHHbIX Ansi 6onee AeTanbHOro aHanuMsa ApyruMm MHCTPYMEHTaMM




AHanus MCTOPUYHECKUX AaHHbIX

[JJaHHble XpaHATCA B BCTPOEHHON Oa3e AaHHbIX

. Application Traffic - http -
Site |SanJose-Campus = ——
DataSource | E]| Megabits/sec Packets/sec
VLAN | | ;iz 160000000
. . 200
Application |http Tun TpaquKa 1o 120000000
*Data (3) Rate (per seconu) () wumuiatve 2 O
80
* Time Range || ast 1 month B 5
T 0 0
Last 5 minutes I ! !
"M Last 15 minutes I
To| 'Last1 hour
240 —] 1 180000000
; Last4 hours 1 [
Filter Name ‘Lastahours nep“on 12:_’ Ml MA/\A_ Eimom
J
‘ Last 1 day OTYETHOCTU 10/31/10 11/7/10 11/13/10 11/20/10 -
LaSt -1 WEEk _I & Bits -# Packets
Last 1 month = @
Custom
PYHKLUA:

« XpaHeHue Bcex AaHHbIX A0 72
4acoB C rPaHynsiPHOCTbIO 1-5 MUH
n 6onee ANUTENbHLIN Nepuoa ¢

bonbLuen rpaHynApHOCTLIO (1-2
yaca)

* NIHTYUTUBHO NOHATHBLIN

NHTEepdenc anga ganbHeunLwero
aHanmsa gaHHbIX

BoamoxHocTu:

« AHanu3 TeHaeHUMN Ang guarHOCTUKM
npobnem ¢ NPon3BOAUTENbHOCTbLIO

* YMeHbLUEHNE BPEMEHM NMOUCKa Npobnemsbl ¢
AOCTYMNOM K AeTarnbHbiM AaHHbIX 3a
nocnenHue 72 vyaca

* HageXXHbI NCTOYHUK JaHHbIX AN MPUHATUS
peLueHn No onTuMmsauum ceTn nnm
HaCTPOMKe NPUITOXEHUN.




MOHUTOPUHI yAaneHHbIX O(PUCOB
OTpaxaeT TONONOrnKo CeTn

O6wasn cratucTuka no Tpacpumky

Interactive Report
Site New York - NDE
Data Source
VLAN
Data Rate
Time Range Last 1 week

From 2010-Nov-18, 18:26
To 2010-Nov-25, 19:26

Top N Applications m]

Top N Application Groups

Export

Top N Hosts (In a

nd Out)

IP Distribution by Bytes

: : : . - oo W 1pvau = h B 1pva T B 1pva 1cMp

——— New York
Site Details (@) @1

Subnet Data Source VLAN

2.0.0.0/8 MNDE-192.168.159.2-D-0

192.0.0.0/8 NDE-192.168.159.2-D-0

N
San Jose Data Center New York

—>
¢’>

B
i

-

-

KL,
WL L

NetFlow Data Exports
SPAN

TED 2

——————

100 Penn Plz.

PYHKUUMA:

» CospaHne odwmca (Site) kak
rpynnbl y3nos no IP agpecy
NI CETUN, UCTOYHMKA
AaHHbIX unn VLAN

* [pynnupoBKa gaHHbIX MO
oduncy B OAHOM OKHe (Tur
Tpadpuka, Ka4ecTBO rosioca,
BpeEMS OTKIIMKa
NPUIIOXEeHNW, oNnTUMMN3aums
WAN)

BoamoxHocTum:

* [MBKasi OTYETHOCTb C
rPynnNMPOBKON AAHHbIX MO
othucam, nogpasgeneHnsam

 [lpeBEHTMBHOE N3BELLEHNE
0 npobreme no rpaHNYHbIM
3HaYEHNAM AN KaXaoro
ochuca



CkaHupoBaHue OLWNOOK NakeToB

Highlights observed Protocol/Packet level Anomalies

alreln NAM Traffic Analyzer - Packet Decoder

CISCO Capture Session ID: 0 @
Packets: 13594-14593 of 40178 | Prev | Hext | 1000 Go to | 1 Display Filter | TCP Stream ¢yH Ku“ M .
Pkt [Time(s)|Size Source Destination Protocol Info -
0 |
13595 0.000 B2 128107191112 1921681583131 T.38 LDP: UDPTLPacket Sea=44372 data:=unknown || A
13596 0000 2222229 1.1.1.9 upp Source nort: 1604 Destination nort: 3270 Ha'r“/ls naKeTa M no'qCBeTKa
13597 0000 2222323249 1114 upp Source nort 1604 Destination nart. 3270
13598 0000 23223224 1.1.1.9 upp Source part 1604 Destination nart. 3270 aHOMaﬂ bH bIX naKeTOB
13509 0000 2222227 1117 upp Source port 1600 Destination port: 3266
13600 0000 2222227 1117 upp Source port: 1600 Destination nort: 3266
13601 0000 2222227 1117 upp Source port: 1600 Destination nort: 3266 I_I
|

13602 0000 22222220 11.1.20 upp Source not 1609 Destination nart 3275 Oﬂyqu Me ,U,eTaﬂ I/I3aL||VI I/I r|0
13603 0000 22222220 1.1.1.20 upp Source nort 1609 Destination oot 3275 i

Packet Mumber: 13594 - Arival Time: Oct 20, 2010 11:48:26.000391000 - Frame Lenath: 68 bytes - Capture Lenath: 68 bytes naKeTOB O.E"HVIM LIJ,eJ'ILI KOM

ETH Ethernet I, Sre: 00:18:73:h58:7a:3f (00:18:73:05: 72030, Det: 00:11:50:03:08:00 {00:11:5c:03:b8:00)

WLAN - 502.1G Virtual LAN, PRI: 0, CF1: 0, 1D: 32 MbILLUWA

P Internet Protocal, Sre: 128107 191 112 (128107191 112, Dt 1921681583131 (192 168.153.131)

upp User Datagram Protocol, Sre Port: 5654 (5654), Dst Port: 6004 (6004)
T38 ITU-T Recommendation T.38

MALFOR [Malformed Packet T.38] .
EXPERT  [Expert Info (ErrorMalformed: Malforrmed Packet (Exception occurred] BO3MO)KH OCTM .
EXPERT [Messange: Malformed Packet (Exception occurred)]
EXPERT [Severity [evel: Errar]

EXPERT [Group: Malformed]

[ S 4

= [loBbllLEeHUE

0000 00 11 54 03 b& 00 00 18 73 b5 7a 3£ 81 00 00 Z0 R SR = 2Ry -
0010 08 00 45 00 00 24 70 d2 00 00 77 11 38 ef 80 ¢b ..E. fp...w.8. .k E| 3¢(peKTMBHOCTM pa6OTb|
00zZ0 bf 70 cO a8 99 83 16 16 17 74 00 10 06 c6 ad 54 oldanaoona (ERESgEpey T —

DE}J 82 75 6c 73 32 00 00 00 00 00 00 00 00 00 00 suls2e.i.i.... . Cny)K6b| 3KC|'|_]'|yaTa|_|'|/||/| —
BO3MOXHOCTb 3aliMcu
S rne - Son[ o | Tpadmka No coObITUIO

Packet Id Protocol _\ /_ Description
Severity

71938 ethvianipudp:t38 Emor  Maformed  Malformed Packet (Exception occurred) n rIO.D'CBeTKa OL|J|/|6OK

72263 ethvlanipudpt38 Error Malformed Malformed Packet (Exception occurred)

7528 ethvlanipitcp:ssl Warn Reassemble  Unreassembled Packet (Exception occurred) |-|O3BOJ-|F|eT CS KOHOM VITb

7529 eth:vian:ipicp:ssl Warn Reassemble  Unreassembled Packet (Exception occurred)

7530 ethvlanipicp:ss] Wamn Reassemble  Unreassembled Packet (Exception occurred) BpeMﬂ Ha aHa-rI M3e ﬂaHHbIX
7531 ethvlanipitcp:ssl Warn Reassemble  Unreassembled Packet (Exception occurred)

7535 eth:vian:ipicp:ssl Warn Reassemble  Unreassembled Packet (Exception occurred)

el ethrvlanintrn sl Warn Reassembhla LInreassemhlad Parket (Fxrentinn accurrady




AHanuns BpeMeHu OTKINnKa npunoxeHus

AHanuntuka gnga aHanu3a TCP- npunoXxeHuun

= [letanbHaa CTaTUCTUKA NO CECCUSAM U TPaH3aKuuaMm — bonee 45

napameTpoB

r time

time
duration

ytes and packets retransmitted
ion delay
ement delay

B Response Time

Top N Site-to-Site Network Time —
Client Sites - Server

Unassigned , San

San Jose Campus

San Jose Campus

L N D R D D |
0 2 4 6 B 10 12 14 16 18

B Netwark Time B) (==

Top N Servers by Server Response Time

pen connections P
losed connections '
efused connections

nresponsive connections

B Response Time

*Indicates Remote Hosts

Top N Servers by Bytes

MoLwHoe cpeacTBO ANSt MOHUTOPUHIa NPUNOXEeHUN




KoHTponb acdhdhektuBHoctn ontummnsauum WAN
UHTerpupoBaHHoe peweHue ¢ Cisco WAAS

= &

WAAS Router

PyHKUUMA: BO3MOXHOCTMU:
= OTYETHOCTb NO NPOUN3BOAUTENBHOCTU * VpoeHTudpukaunsa npunoxeHun ansa
NPUNOXEHUW B pearbHON pexnme onTuMmsaumm

BpemMeHUu Ha Bcex cermeHTax WAAS .
P = YyeT acbpekTnBHOCTN paboTbl Cisco

= [leTanbHble OTYETbLI MO BPEMEHMU WAAS
OTKINUKa MPUIOXEeHUN, 3arpyske

= YBenuyeHune apekTUBHOCTM paboThl
KaHanoB, U ApyrMM napamMmeTpam 4P P

cny6 akcnnyaTaumm no peLLeHunto
= CTtaTUCTUKa MO ONTUMMU3UPOBAHHBIM U npobnem
HEONTUMU3NPOBAHHBLIM MPUITOXEHUSAM



AHanui3 KavyecrtBa ronocoBoro Tpagpuka

MOHMTOPUHI U AnarHoCcTUKa B peasibHOM peXnme BpeMeHMU

Top N Source End Points — || Top N RTP Streams by Adjusted Packet Loss %
» MoHutopuHr MOS (basupyeTtcs oo .
Ha pekomeHgauusx ITU-T G.107)

50.5.10.17: 50.5.10.21 - 60.5.

50.6.10.23.

= AHanun3 notokosB RTP B pearnbHoOM
pexume BpemMeHU

o B aversge mOs B @ =5 Packet Loss e S
* BbICTPbIN NOUCK NPOBNEMHbIX
= [lnarHocTtuka npobnem c E——
NPON3BOANTENBHOCTLIO C -

MCMOSb30BaHNEM CTaTUCTUKK MO =3

nHTepdgencam, DSCP, s ]
AeTtanbHbI aHanus3 rnakeTos - L
o= I

= BpeMFl OTKITMKa OJ14 CUrHal1bHbIX 2000 |
npoTokonos Ha 6ase TCP, Tl bl il o Tl LD D L
HaanMep SCCP’ SIP 13:00 15:00 17:00 15:00 21:00 23:00 1:00 2:00 5:00 7:00 5:00 11:00

W netvork Time B Server Response Time [0 Dats Time




ueHTpaHM3OBaHHaﬂ OTHETHOCTb NO Ka4ecCTBY

roriocoBoOro Tpadguka

UHTerpaumsa ¢ Cisco Unified Communication Management Suite

B peanbHOM pexnme
BPEMEHM NO BCEWU CETH

= [lpeBeHTUBHbIE U3BELLEHUS
no npobnemam ¢ Ka4eCcTBOM
FONOCOBbIX yCnyr

= [leTtanbHas nHgopmaums c
NAM ana anarHoCTuKu

= Macwrabupyemble n rubkoe
pelleHne — BO3MOXXHOCTb
CHATb CTaTUYTUKY B JI0O0N
TOYKE CeTU

Service Statistics Manager (CUSSM)

t Correlated Voice
Quality Alerts
Service
Monitor (CUSM)

Operations
Manager (CUOM)

-
-l

Voice Quality
Metric Collection

Branch Router NAM

Cisco NAM pononHsier CUCMS gnsa nony4yeHue KOMMMEKCHOro

peLleHnst M0 MOHUTOPUHIY yCcnyr nepenayu rosioca




KoHTponb BUpTyanbHbIX MaLllnH
NuTterpauma NAM n kommyTtatopa Nexus 1000V

PYHKLUUA:

[eTanbHbln aHanus3 Tpadumka no
BUpTyanbHon mawmHe, VLAN, DSCP,
NPUNOXEHUIO , N T.4.

CTaTucTuKa Kak no om3nyecknm, Tak un
BUPTYyasibHbIM cepBepam

MOHWUTOPUHI BUPTYaribHbIX MHTEpP(EeNncoB

MOHUTOPUHI BUPTYaribHOM MaLUMHbI BO
BpemMa murpauum ¢ VMotion

BoamMoXxHocCcTMU:

MBKMe BO3MOXXHOCTW NO BU3yanuaawmm
Tpaduka ¢ BUPTyaribHbIX MaLLVH

YyeT npobnem ¢ Npon3BOAUTENBHOCTLIO
n3-3a Murpaummn niam N3sMmeHeHum
KOHdourypaumu.

Nexus \ k f f f

(O O ]

(E) vmware  vsphere

Server Server

> Cat6K NAM-2 blade

J-

NAM Appliances

e
@ i
: 1] [ Yl ih

=~ Nexus 1000V NAM
Virtual Service Blade




AHanu3 DiffServ

Mean
| 2000 Minimum 2.084

PyHKUMUA:

[ isg0 Median (50t 2511

.o | ™ Bugdyanusagmna tpaduvka no
e y3rnam 1 NpUnoXeHusm ans
: kaxgoro DSCP

= Arperaumsa Tpadguka no
n20‘:42 20:46 20:50 20:54 20:58 21:02 21:06 21:10 21:14 21:18 21:22  21:26 21:30 21:34 21:38 . Ka)KﬂoMy DSCP

= Bits & Packsts ;; E
Bo3moxHocTu:

Time Range From: 2010-Nov-26, 20:41  Teo: 2010-Nov-26, 21:41

Topl‘.lAppIi[:aliDnﬁ Top N Application Groups L I_I po BepKa n paBM” bHOCTM
S NfaHMPOBAHUSA N BHEOPEHUS
S QoS

Directory-Services

System-hanagement

Console

= OnpepgeneHne Hey4TEHHOro

0 0.2 0.4 0.6 0.8 éiga:;s:;4 1.6 1.8 2 2.2 2.4 o 0.4 0.8 Giga:;ﬂ: 1.6 2z 2.4 Tpa¢” Ka ’ Mn M Tpa¢ M Ka C
B Traffic Rate =] == Traffic Rate =] ==
- - - - HenpasunbHbIM DSCP
Top N Hosts (Bits In) Top N Hosts (Bits Out)

perf-netgos-ma dis. nam localdom

192.168 137, nmig-hg-com70-pub-
nem localdom nmtg-core2-6508-na
nmig-core2-8508-na Ims-demo3.cisco.c.
Ims-vi3. cisco.c. perf-netqos-ma.cis
192.168 152, bench-comB0-pub-1
cuom-demo1 cisco o Ims-demo1 cisco.c.

nmig-hg-cem70-pub-.. cuom-demod cisco.c..

(B T T
o 100 200 300 400 500 0 40 B0 120 160 200 240 280 320
Kilekits/sec Kilobits/sec

B Traffic Rate &) == B Traffic Rate B =




-
AHanu3 Tpadumka VLAN

Application Traffic - iscsi

Bits Packets
Gigabits/sec

e | DYHKLMMN:

1

~===| o [IpocmoTp Bcex VLAN no

(— 20000000

p— KonnyecTBy Tpadomka
—=e | o AHANIN3 Tpadpomka VLAN

T T T T T T T T : : T T T T T
21:26 21:30 21:34 21:38 21:42 21:46 21:50 21:54 21:58 22:02 22:06 22:10 22:14 22:18 22:22 [ annO)KeHMﬂ

R * Yanbl
: [MoTokm
o ° KauecTBO ronoca

Bpems oTknnka npunoxeHum

21:26 21:30 21:34 21:38 21:42 21:46 21:50 21:54 21:58 22:02 22:06 22:10 22:14 22:18 22:22

Top N Hosts - Traffic In Top N Hosts - Traffic Qut

Hosts

Hosts

BoamoxHocTu:

cdiotmes. cisco. com g

cdiotme2.cisco.

* MoHuTOpPUHr Tpadmka B
TTr T JEE KaXkAOM KOHTPONMpyemMom
200 300 400 500 600 0 40 80 120 160 200 240 280 VLAN

Megabitsisec Megabitsisec

cdiotme1 cisco.

100

B Traffic Rate 8J ==

[ Fep e Apptcaton roues —| * lNonCK HEKOPPEKTHbIX
e Ha3Ha4YeHUn BUPTYanbHbIX
=) MaLUnH (MHTEPJENCOB) U

Email-and-Messaging-|

R VLAN

Database-
VPN

System-Manageme:

Vession-Mansgement]

40 60 80 100 120 140 160 180 0 20 40 &0 80 100 120 140 160 180
Kilobits'sec Kilobits'sec

(=) = B Traffic Rate E]) =




JononHutenbHaa uHdopmaLus

- ,U,OKyMeHTaLI,I/IFI, npe3eHTaunn, ornncaHmn4
NAM: http://www.cisco.com/go/nam

NCM: http://www.cisco.com/go/ncm

= [leMOHCTpauUnoHHbIE BEpCUK

http://www.cisco.com/go/nmsevals



http://www.cisco.com/go/nam
http://www.cisco.com/go/ncm
http://www.cisco.com/go/nmsevals

Bonpocbl n OTBeTbI
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