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Service Control Engine. DPI pelwieHune ans
aHanusa u ynpasneHuns Tpaukom

Cepren BenunkaHos

CucTeMHbIN nHXeHep komnaHun Cisco Systems



O yem nonaget peydb

= Y10 Takoe Deep Packet Inspection?

= Service Control Engine — peweHune DPI ot Cisco
Systems

= Cepsucol DPI B ceTn nepegayn gaHHbIX
= JKkocuctema Service Control Engine
= Cuctema MOHUTOPUHIa N OTYETOB

= Bonpochkl 1 OTBETHI
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YTt0 Takoe DPI?
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Kak nepegaetcsa nHpopmauus

E CeTb nepega4vn aaHHbIX VIHTepHeT

.

>

= MHpopmauus oT nonb3oBaTenst B UHTEPHET ( 1 obpaTHO)

nepegaeTcsi B BUAE NakeToB HEOOMbLLOro pasmepa
3arornoBokK CopepxaHne Web ctaHuubl

0 0

= B Ka)kgoMm nakeTe eCTb 3arofloBOK U nepenasaemMasi MHpopmauud

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Y10 Takoe DPI

= [TakeTHbIn unbTp (Firewall) moxxeT aHannanpoBaTtb TOSbKO
CNYy>XeOHbIN 3arofioBOK NakeTa

>

= PeweHus DPI ( Deep Packet Inspection — rmnyboknn aHanm3 nakeToB)
MOryT aHannM3npoBaTb BECb NAKET LENMMKOM, a TaKkke yCcTaHaBnmBaTb
B3aMMOCBSI13b MEXOY HECKOSTIbKMMU NakeTamu, ans 6onee nosiHoro
BbISIBIIEHMNA TUNA U XapakTepa nepegaBaemomn nHdopmaumnm

2 () )
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T ——
TeKkyuiee cOCTOsHUE U Npobnemsbl B
ceTaAX nepeaayvn gaHHbIX

= HoBble Over-The-Top (OTT) npoToKomnbl N NPUNOXEHUA —
dannosbin obmeH P2P, VolP, HTTP-Bugeo, oH-namnH
Urpsbl. ..

= HekoHTponupyembie TpeboBaTenbHbIE K NOMnoce
NPUNOXEHMUA MOryT NMOBNUATL Ha obLLee Brne4yatneHme
aboHeHTa OT KadecTBa NpeaoCcTaBNsiEMbIX YCIYT.

* /IHTepaKTuUBHbIe K TpeboBaTernbHble K 3aJep)XkamM BUOEO
1 TONTOCOBbIE NPUNOXEHUa TPebyoT noaaepkaHus
NMOCTOSAAHHOIO BrieyaTleHNUs: OT Ka4ecTBa cepBuca.

. npOTOKOJ'IbI N NPUNOXEHUA NMNOCTOAHHO BNOON3IMEHAKTCA.

= CeTeBOU TpadPUK HEKOTOPbIX cneumndonyeckmnx
NPUNOXEHUN TSXKENO NOALAETCA aHanmay u
kKrnaccudpukauum (Hanpumep P2P), BpegoHOCHLIN TpaguK
(Hanp. «4yepBU») N 1.4

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



KoHuenuusa Deep Packet Inspection

= HTennekTyasnbHbIM aHanu3 n ynpasnenue |IP tpadpukom
= Knaccudgumkaumsa no npunoxeHUaM;
= [lpmnBsaska K nHanBuAyaribHOMY abOHEHTY, MNONUTUKE N COCTOSTHUIO

= Bbibop oencTBus B 3aBUCMMOCTM OT YCINOBUN — BPEMS CYTOK,
Hanuyne neperpysku, NoTpedrneHHbIn 06beM 1 ap

= BbInonHeHne OencTBUA U reHepaumnsa OT4eTOB

BnokupoBka

NepeHanpaBneHue

CtaTuctuka

OTyeTbl

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Service Control Engine —
pewleHune DPI ot

Cisco Systems




Service Control Engine

= bonee 750 KomnaHum ucnonb3ytoT SCE

Bce tunel winpokononocHoro agoctyna: XDSL, FTTx, Cable, Mobile 3G,
Fixed-Wireless

= Camoe bonslwoe sHeapeqHne DPI e myupe — obenyxusaetca boree
100 MnnnnoHoB aboHEHTOB

. N
e | ELECOM
WI N D T — (TALIA y. SingTel

OO O ROGERS
@ NetHome Marcamos lo diferencia I i
- clearw re telenet

wireless broadband

.-« - -Mobile- pIO.IO. ===
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http://www.telecomitalia.it/cgi-bin/tiportale/TIPortale/ep/start.do?tabId=0&LANG=IT
http://www.t-mobile.co.uk/Dispatcher?menuid=menu_item_00&customerCategory=personal
http://www.oni.pt/default.aspx
http://www.clearwire.com/index.html
http://www.rogers.com/

T
YTo xe Takoe Service Control Engine?

Pacno3sHaBaHue

npunoXxeHWUN OnepaTtopckuii Knacc:
PaspabotaHo onsa noctpoeHns
peLleHnn onepaTopcKoro Krnacca ¢
BbICOKOW MPOM3BOAUTENBHOCTBIO
Ha ckopocTax Multi-Gigabit n10

HagexHble MexaHn3mbl
aHanusa (DPI) : BmecTto
06paboTkn OTAENbHbIX
naketoB SCE obpabaTtbiBaeT

- Pa3pabotka
MOTOKM NPUNOXEHUI Ha 7-M

cepBUCOB

YPOBHE. Gigabit .
TexHoOMnorus Bbicokasi HaAEeXHOCTb U
[OCTYMHOCTb C 06ecneyeHnem
MporpaMmMmpyemocTb: PE3EPBUPOBAHUA.

bbicTpasa aganTauuns noa
HOBbIE BMAbI NPOTOKOSIOB
N MPUNOXEHUN.

YnpaBneHue B
peanbHOM BpeMeHMU

YnpaBneHue nosiocon Ha
YPOBHE NPUNOXEHNN,

YHpaBneHme COCTOAHUNEM

ggg::Zﬁ?):%ﬂeHMe (HTTP aboHeHTa C nHansuayasibHbIM
! KOHTpPOJ1EM MNOJ10Cbl, KBOTAMW HA
RTSP, SIP) P

obbem Tpadumka n gp.
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Nnatdopma Service Control Engine

= BO3MOXHOCTM
*[My6oKnn aHann3 nakeTos

Stateful MHCNEKUMA NPUNOXeHNN
*[MbKMe NoNUTUKM ynpaBneHus

= YCTPOMCTBO ONepaTopcKoro
Kracca

*MoaynbHOCTb U pacLUMPAEMOCTb
«3awmTa ot cboes (Bypass)

*CreunanmanpoBaHHbIn
npoueccop Ans aHanumaa Tpaduka

*KomnakTHbIN pasmep

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Nnatdopma Service Control Engine
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.
dnarmaH nuHenkm - SCES8000

= CneunanusnpoBaHHas apxXuTtekTypa HOBoro rnokoneHua 10l but/c

Ncnonb3yeT MHoroneTtHum onbIT CisSCO Ha pbIHKE YCTPOUCTB ynpaBrneHnd
cepBucamu

HoBbIN XOpoLlo paclumpsemMbii gn3anH

» [loTpsacatowme napameTpbl NPON3BOAUTENBHOCTU
[MponsBoanTenbHOCTL Ha oanH moayneb DPIl no15Gbps
YBennyeHue go 30Gbps yctaHoBKOM BTOPOro Moayns
[1o 1M ogHOBpeMEHHbIX aBOHEHTCKUX MNOAKITHOHEHNN
[o 16 MnnuoHoB ogHOHanpaseHHbIX NoTokos (flow) Tpaduka
YBenuyenue 0o 32 MUISIMOHOB C YCTAaHOBKOW BTOPOro MOoayns

= 10Gig n GBE SPA nHTepdencHsle moaynu

cnonb3oBaHue cyuwecTByowmx Ha pbiHke Cisco SPA moaynen

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



JocTtynHble nnatdopmbl Service
Control Engine

SCE2000 SCE8QQ0

s

Kateropums

SCE1000

Cwo=w

2-10G
' 2-GBE 4-GBE
NuTepdeiicsl _ _ 4-10G
(Fiber SX/LX) (Fiber SX/LX) _
(Fiber SX/LX/ZX)
LTI PELC 2 x 10/100/1000 Eth 2 x 10/100/1000 Eth 2 x 10/100/1000 Eth

ynpaBneHus

Makc. konmyecTBo
OHOHanpaBneHHbIX 2M 2M 16M / 32M
MOTOKOB MPUITOXKEHNI

Makc. konndyecTBo
ABOHEHTOR 40,000 200,000 1,000,000
_ Out of Line Out of Line
Out of Line _ _
BkntoyeHue B ceTb _ Inline Inline
Inline

Clustering Clustering
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MexaHunambl knaccudukauum Cisco SCE

= OOHoBNsIEMble NpousBoanTenem pas B 3 Mecsila curHaTypsbl:
» bonee 1200 curHartyp gnga knaccudpukaunm 800 npunoxeHnn

* Tunbel npunoxennn: VolP, Video, P2P, Streaming, Web browsing, Web
download, Web video, File-Hosting, Gaming, IM, Enterprise applications,
n T.0.

« Knaccugumkauma npunoxeHnm Ncnonb3yrLwwmx WndposBaHme -
Encrypted P2P, Skype, v gp.

» Knaccmndgmkauyuma no noptam, Korga 310 NpUMEHUMO.
= BO3MOXHOCTbL co3aBaTb BPYYHYIO COOCTBEHHbLIE CUTHATYPbI

= [ToBeaeH4Yeckme MexaHn3Mbl Knaccudukauum ansa noaaepkku
HOBbIX NMPUMNOXEHWI C HYNEBOro HSA

» Knaccndpumumpyet HoBble npunoxeHunsa VolP, P2P, File sharing go
MOMEHTa BbIXO4a CUTrHaTypbl.

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



CepBucbl DPI B ceTu
orneparopa CBS3U U

i
=1

npeanpuaTms
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T —
YnpaBneHue n ontumusauusa P2P

= KoHTponb ncxogsduiero P2P
[1lo ceccusam nnu nonoce

Global Bandwidth per Service
Traffic Direction: Downstream

= BpemeHHasa npmBA3Kka
MNonutnkm B YHH/ BHe YHH

* YnpasreHue B neperpyskax

[MpropuTtesaumsa 4yBCTBUTENbHbIX
NPUINOXEHUN NpU Neperpyskax

CnpaBeanuMBocTb Mo aboOHeHTaMm

KBoTu poBaHME N JIMMUTDbI

. lepaBneHvle MO HanpaBJIEHNAM

PasnnyHblie nonuTnku gns
BHYTPUCETEBOIO N BHELLHETO
Tpaduka

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



PoantenbCKUN KOHTPOIb

= Pogutenun yepes
Nonb30BaTENLCKNU MopTar
MOTryT YCTAHOBUTDb
KOHTPOmNb AOCTyna B
NHTEPHET ONns CBOUX OeTeun

= brioknpoBKa gocTtyna Ha
HEKOTOpbIe KaTteropum
canToB

= OnpegeneHne BpeMeHHbIX
PaMOK U orpaHu4yeHune
BPEMEHM NONb30BaHUS
NHTepHeTOM

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Ucnonb3oBaHue YepHbix cnnckoB URL Ha SCE

* [lpegHa3Ha4eHne
* PoOntenbCcKknn KOHTPOSIb

t
AN
* Peanunsauymsi NONMTUK KOMNAHNK

* [lpeceyeHune gocTtyna K He3aKOHHOMY
KOHTEHTY N COOTBETCTBME 3aKOHOOATESNbCTBY

= Bo3MOXXHOCTU 'U
= =

 NMoppepxunBatotca 6asbl — LLAVP, Websense Q}
- BriokMpoBaHue U nepeHanpaeneHne 8 i """""""
3aBucumocTu ot Kateropun URL 1 nonutukn

aboHeHTa

adress [ €] T
Google-| ] Bpseachweb Gxsearct st @Dnews | PR @pegemho v

* BCTpOEHHbIE OTYETLI NO KaTeropusm u
nocewaembix URL fﬁﬂfﬂuﬁ AaHHOI

3abs10knpoBaH
ornepaTropom CBsi3u

LIv
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CepBuUcbl 6e3o0mnacHoOCTHU

Bo3MOXHOCTb naeHTuuumpoBaTtb 1 npeaoTepallaTbe ataku
ncxoasme ot coobcTBeHHbIX abOHEHTOB

= OTKpbITbIM OOCTYn:
[TlpoBangep He MOXeT
OorpaHnYnTL 4OCTYyn (Hanp.
3abnoknpoBaTtb gnanasoH
NnopToB)

= OTcyTcTBME 0DsI3aTENBHbIX
MHCTPYMEHTOB 6€30MaCHOCTM:
aDOHEHT MOXET HEe UMETh
Oaxe aneMeHTapHbIX CPeACTB
3alUUTbI

= ADOHEHT Kak npaBuIio He
NMEeEeT OnbITa B CeTEBOU
0e30nacHOCTHU
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CepBucbl 6e3omnacHoOCTH

Bo3MOXXHOCTb MAEHTUMLMPOBATL U NpeaoTBpaLlaTbh aTaku
ncxoasme ot coobcTBeHHbIX abOHEHTOB
= Cnam-00Tbl — BbiABNeHMe Ha ocHoBe aHanu3a SMTP:
» YUpesmepHo 6onbLioe yucno SMTP-coeguHeHnn ¢ ogHOro
agpeca
= DDoS-ataka — BbIigBNeHMe No aHoMmanuam Tpaduka

« AHOMarbHOE YMCNO coeauHEHNI OT OQHOIMo BHYTPEHHEro
agpeca oaunH BHeLUHMW agpec
= CkaHunpoBaHue/PacnpocTpaHeHne — BbisiBNIEHUE MO
aHomanuam Tpadomka

« AHOMarnbHOE YNCIO COeaMHEHUN OT OQHOrMo XOCTa Ha OOMH UMK
HECKOIbKO APYrMX XOCTOB:

*CKkaHMpoBaHue: Heckornbko nopToB, ogvH aapecaT
*PacnpocTtpaHeHue yepss: OOuH NopT, HECKONbKO aapecaTos.

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



JKocuctema Service

Control Engine
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Kak BbirnaguT peweHune ¢ SCE B uenom?

Service o
Portal - AAA
——¢ 1
- = < > =3 || pHcP
Billing f Radius

Collection
Manager

Subscriber
Manager

Reporting Engage
Tool  cConso

Service Control
Engine

.\I\\wa %rk

1. YcTtpoicteo SCE 2. Subscriber Manager 3. Collection Manager 4. SCA-BB &
ans pasbopa u AnA KoopAnHaumn ans cbopa Cisco Insight
yrnpaBneHusa MHdopmaumu 06 CTaTUCTKN Ans [MpenoctasneHne
TpaduKom aboHeHTe C ceTeBbIM OTYETOB U CTaTUCTUKN

agpecoMm n norimTnkamm ovnnnHra M oTyeToB
obcnyKmBaHus
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Cxema yctaHoBku SCE

= Tononorna « Tonbko Ha
npnem»

*//lcnonb3oBaHne ONTUYECKOro
cnnnttepa unu Port-Span

o.splitter '
*BLINOMNHAETCA TOMBKO e °°" o.splitter gy
MOHUTOPUHI Tpaduka

= Tononornsa «B NMMHUNY»

*YCTPONCTBO yCTaHaBINBAETCA B
pas3pbiB Ha NyTK Tpaduka

*BbINonHseTcs Kak MOHUTOPUHT
Tak 1 ynpasneHne Tpadnkom

AOOHEHTbI
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Kak BbirnaguT peweHune ¢ SCE B uenom?

Service —
Portal =
= 1 AAA
< > — 1| | DHCP

Billing

Subscriber
Manager

Collection -«— @

T ‘
LT il
Manager ] Renortin
1111 p g Engage
Tool Conso
L)

'

Service Control

Engine

.\I\\wa %rk

1. Yetponicteo SCE | 2. Subscriber Manager 3. Collection Manager 4. Cisco Insight
ansi pasbopa u Ans KoopanHauun Ans cbopa [MpenoctaeneHne
yrnpaBneHusa MHbopmaLum 06 CTaTUCTUKN ONA CTaTUCTUKMN
TpanKoMm aboHeHTe c ceTeBbIM OTYETOB U N OTYETOB

agpecom 1 nonmTukamm ounnuHra
obcnyxmBaHus
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Subscriber Manager (SM)

= YcTtaHaBnmBaeTcsa Ha X86 cepsep Unix (Solaris, Linux)
= Cisco Subscriber Manager siBnseTcs y3rnom nHterpaymm
= KoHTponb 1 npegocTaBneHne ycnyr anst aboHeHToOB

= YnpasneHusa aboHEHTCKMMWN KOHTEKCTaMU
* ID aboHeHTa
* IP-agpec aboHeHTa
* ID nonutuku (TapudHoro nnaHa, naketa)
» KBOTa Ana aboHeHTa

* IHTerpayms ¢ CUCTEMOU ynpasneHns
» CTatnyeckoe onucaHne aboHeHTa
« RADIUS AAA
« DHCP cepBep
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Kak BbirnaguT peweHune ¢ SCE B uenom?

Service o
Portal - AAA
Ol L —
- 1« » =1 DHCP
Billing

Subscriber
Manager

Collection -«— @

T ‘
LT il
Manager ] Renortin
1111 p g Engage
Tool Conso
L)

'

Service Control

Engine

.\I\\wa %rk

1. YctponictBo SCE 2. Subscriber Manager 3. Collection Manager 4. Cisco Insight
ansi pasbopa u AnAa KoopAnHaumn Ans cbopa [MpenoctaeneHne
yrnpaBneHusa MHopMaLum 06 CTaTnCTMKn An- CTaTUCTUKMN
TpaduKom aboHeHTe C ceTeBbIM OTYETOB U N OTYETOB

agpecom v NofIMTuKamm ounnuHra
obcnyxneaHus
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Collection Manager (CM)

= YcTtaHaBnmBaeTcsa Ha X86 cepsep Unix (Solaris, Linux)

* [1lpuHMmaeT gaHHble B RDR ot SCE

= CoxpaHgaeT gaHHble B JDBC — coBmMecTUmMyto 6a3sy gaHHbIX (
Oracle, Sybase, MySQL )

= [IpegocTaBnsaeT AaHHble A1 CUCTEMbI OUNNKUHra
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Kak BbirnaguT peweHune ¢ SCE B uenom?

Service

?%E@' ] AAA

« > | DHCP

f " | Radius

Billing

Collection
Manager

Subscriber
Manager

Reporting Engage
Tool  cConso

Service Control
Engine

.\I\\wa %rk

1. Yetpoincteo SCE 2. Subscriber Manager 3. Collection Manager 4. SCA-BB & Cisco
ansi pasbopa u Ans KoopanHauun ans cobopa Insight
ynpaeneHus MH(*)OpMaLI,MI/I 06 CTaTUCTUKN angd HaCTpo[/'"(a
Tpac*)I/IKOM aboHeHTe C ceTeBbIM OoT4ETOB U ﬂpe'q()CTaBneHme

agpecom v NofIMTuKamm ounnuHra CTaTUCTUKN
obcnyxneaHus " OTYETOB
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Cisco Service Control Application (SCA-BB)

Q Network Navigator - <new service configuration> - SCAS BB Console E]@

= [lporpamma ana OS Windows

£ & servics Configuration Editor % Subscriber Managsr Signaturs Edter (5 Reporter | @ Notwork Navigator |

5 Notwork Havigator ~ | Propeties B k2
[ ] 51 & Site Manager Property Val H
CA 3KOCUCTEMa YNpaBJIAETCA U3 ey e

ﬁ sce.mydomain.0[1.1.1.1] Wersion =

- 88 scemydomain.i [1.1.1.2]
© | scecm.100(1.1.1.100]
OﬂHOrO MeCTa 4 SMdevicel [1.1.1.1]
{ Hubz v

)
EREA T S
hlew 4 (-3 PrngrassV\ew\\ & -

[} S ‘ E 9 Update Dynamic Signature Pack. ..

& Apply Service Configuration. ..

& Retrieve Service Configuration...

L4 S M £ Undlo New SCE

r S
.CM & console “fof cut Z e B
Console &2 copy
_‘E Paste

3 Delete

= BO3MOXHHOCTb yNpaBneHus S e
HECKOMbKNMN YCTPONCTBaMU

* BCTpPOEHHbIE OTYEThI
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Cisco Insight

= BblcokonponssoauTenbHbIN alal, Cisco Insight
aHanus v LeHTpanuM3oBaHHas c1eee e
cuctema otyetHocTm ana SCE

User Mame |ciscc| |

= Web-based cuctema otyeTHOCTHU S |
(BMecTO TekyLiero SCA-BB Coaan |
reporter), Bknovatowiasi B cebsi kak
BCe nmerwwmecs ot4yeTtbl B SCA-
BB, Tak 1 HOBble L e e e e e e e e

= Great usability

= MawTtabupyetcs oo mawTtabos
noodoun cetu
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SCE — npumepsbl aHanuTtukm B Cisco Insight

PecypcCHble oTyeThl
Kak pacxogyoTtca ceTeBble pecypcbl?
Korga notpebyetcs pacwmpeHme nomnocol?
[oe npnynHa congestion?

[lemorpadunyeckme oTYETDI
KakoB npoueHT nonb3oBatenen P2P/Flash npunoxeHnin?

Kak BbIrmagsaT OCHOBHbIE NPpodunu NOTpedneHna pasHbiMm
rpynnamm aboHeHTOB?

CKONbKO HaM CTOAT «TaXenble» aboOHEeHTbI?

CepBepHasa akTUBHOCTb
Kakne web-pecypcel Hanbonee nonynapHbl?
Kakue streaming pecypcbl nonynapHbI?
[onrocpoyHble NPOrHo3bl NONYNAPHOCTU PECYPCOB
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OTyeT. PacnpeneneHue TMnoB Tpadouka

| Residential fixed - Global Bandwidth per Senace

1 Metwork | 2 Topic Date & time
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T ——
[leTanbHbIX OTYET MO KaXXaomy Tuny
Tpaduka

‘ @ Super Apricot Network - Global Bandwidth Per Video Service

1 Network | 2 Topic | Date & Time Topology [ Services | Parameters

Legend for Series displayed in Chart & |[fty ] [ u EE |

B Other Flash Audio and Video ... L Time Span: 2010-08-11 14:50:00.0 - 2010-08-16 14:50:00.0
Traffic Direction: aggregated

Flash YouTuhe RTMP
s e 26000000
b RTSP Commercial Med... | 24000000

L OtherP2ZP TV B FPPLive ' 22000000
20000000

s1assnes 18000000

Q

16000000
14000000
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10000000

2000000

Leading Input

| Popularity Tree w |

[sdgulyipmapueg

v V| | Default Service

v'| | Other Flash

6000000
V| Audio and Video over HTTP

4000000

v'| | Flash YouTube 2000000
V| ) RTMP g

ﬂ - RTSP 8/1110 8120 2/13M0 814410 811510

i_\f_j Commercial Media Distribution
| Other P2ZP TV

Senices

Time:  WedAug 112010 - WedAug 182010 daily total
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AOOHeHTbI, NpocMaTpuBaloLue 6onblLle BCEro

Bunageo

@ Super Apricot Network -

Network [ 2

Top Video Consumers

Topic

Legend for Series displayed in Chart

Date & Time

B 55.1358.14.54@0...
B 89.138.102.213..
. 88.138.26.23@0...

B 89.138.105.250...
) 8913854211 @...
B 59.138.27.65@0...

Parameters

| Services

e=

Time Span: 2010-08-13 15:20:00.0 - 2010-08-13 15:20:00.0
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Legend for Series displayed in Chart G ‘ e m 23 ’

W 79.958.3.219@anon1 | W GUIPO_LIN Time Span: 2010-08-11 11:29:00.0 - 2010-08-11 11:29:00.0
b 10.85.4.93@anon1 | L WIFI_default

L 10.8532.31@anon1 | | CENTRO_SERVIZI...
79.98.1.236@anont | 0 81.88.230.71@an...
W 217.146.196.247... | | 10.85.69.107@an...

20

60

40

20

0

& \,\é S

=)
o,'\q@b? 0§° /

%
N

A
(] |

A
*

3

X

Y

L5

J

e
=

A .
<»§g\ o

S o
O 7 Subscribérs

&

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Mobile reports
Volume Usage per Device Type

@ My ISP - Usage per Device Type -0Ox
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Mobile reports
Application Usage for specific Network

@ My ISP - Application usage for specific hetwork type
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Mobile reports
Application Usage for specific APN

@ My ISP - Application usage for specific APN
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NetanbHaa nHopmauua o6 adboHeHTe

Top P2P Consumers PeanbHble
Aggregation Period: Daily
Service: [Behavioral PZP, Gnutella, eDonkey/eiule®, \Winny, Cther P2P, Aresfarez, Bittorrent™, P2P TW™* ] OaHHbIe

Time: 2009-01-20 00:00:05.0

Drill Down to the Top
Subscriber in Real-time

22,000
26,000
w 24,000 '
= Table |
% SUBSCZ,,, | PACKAGE_ID SERMICE_ID PROTOCOL_ID FLOW _STATE | CLIEMT... CLIENT_PORT SERYER... | SERVER_PORT | FLOW _IMFO1 F | INITIATING_SIDE | TIME_STAMP FLOW _DURAT
= EE,DDD 77.127.... Default Package HTTP HTTP Browsing Close 77, 3424 69.63,17,,, 80 1.channel3s.facebook.c... /... Subscriber Initiated Wed, 21 Jan 2009 11:50:26 58,6200
o 77.127.... Defaulkt Package HTTP HTTP Browsing Close FR127.... 3459 69.63,17,,, &0 1.channel33.facebook.c... /... Subscriber Initisked  ‘Wed, 21 Jan 2009 11:50:35  3.0700
= 77.127.... Default Package HTTP HTTP Browsing Close 77127, 3536 69.63.17,,, &0 1.channel3d.facebook.c... /... Subscriber Initiated  ‘Wed, 21 Jan 2009 11;58:01  301.7300
E 2':'_. Qoo 77.127.... Defaul Package HTTPS https Close 172.24.... 38977 FAA27 1. 443 Tetwork Initiated Wed, 21 Jan 2009 11:53:20 2.4600
H 77.127.... Default Package Encrypted eMule EmuleEncrypted Close TTAZT.L. 3344 85.56.52... 4662 Subscriber Initiated  Weed, 21 Jan 2009 11:49:12 1039200
= 77.127.... Default Package Encrypted eMule EmuleEncrypted Close F7AZT.... 3375 200,127.... 21248 Subscriber Initiated  Wed, 21 Jan 2009 11:49:16 74,2700
(] ]_BJI:II:II:I 77.127.... Defaulk Package Encrypted eMule EmuleEncrypted Close 217.21.... 55633 77.127.1.,, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:49:51 76,0400
£ 77.127.... Defaul Package Encrypted eMule EmuleEncrypted Open FR127.... 33 151.32.1... 8800 Subscriber Initiated  Wed, 21 Jan 2009 11:50:06 19,5500
o 77.127.... Default Package Mon-Encrypted eMule eDonkey Close 89.142.... 1370 771271, 32071 Metwaork Initiated  Wed, 21 Jan 2009 11:48:30 666.9400
ui] lﬁ,DDD 77.127.... Default Package Mon-Encrypted eMule eDonkey Close F7AZF.L. 3359 84.228.1... 17393 Subscriber Initiated  Weed, 21 Jan 2009 11:48:34 48,9600
77.127.... Default Package Mon-Encrypted eMule eDonkey Close §8.25.4... 10201 71271, 42095 Metwork Initiated  Wed, 21 Jan 2009 11:48:41 22,0100
77.127.... Defaulk Package Mon-Encrypted eMule eDonkey Close 77127, 3363 62.0.81.... 23006 Subscriber Initiated  Wed, 21 Jan 2009 11:48:44 51,7300
14000 77.127.... Default Package Mon-Encrypted eMule eDonkey Close 82.158.... 3365 771271, 32071 Metwaork Inikiated  Wed, 21 Jan 2009 11:48:45 73,3500
J 77.127.... Default Package Mon-Encrypted eMule eDonkey Close FRA27.... 333 219.147..,, 3327 Subscriber Initiated  Wed, 21 Jan 2009 11:48:46 76,2100
77.127.... Default Package Mon-Encrypted eMule eDonkey Close L S <) 83.173.1... 54984 Subscriber Initiated  Wed, 21 Jan 2009 11:48:54 10,4100
77.127.... Default Package Mon-Encrypted eMule eDonkey Close 77127 3181 118.112.... 226 Subscriber Initiated  Wed, 21 Jan 2009 11:48:56  301.85800
121 0ao 77.127.... Default Package Mon-Encrypted eMule eDonkey Close 792,17, 4085 771271, 32071 Metwork Initigted — Wed, 21 Jan 2009 11:48:58 74,7700
77.127.... Default Package Mon-Encrypted eMule eDonkey Close 189.54.... 50188 771271, 32071 Metwork Inikiated  Wed, 21 Jan 2009 11:49:00 53,6700
77.127.... Default Package Mon-Encrypted eMule eDonkey Close g4.108.... 64645 771271, 32071 Metwaork Initiated  Wed, 21 Jan 2009 11:49:23 55,0700
77.127.... Default Package Mon-Encrypted eMule eDonkey Close 218.37.... 2980 77271, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:49:29  £7.4300
E 24,228,100 77.127.... Defauk Package Mon-Encrypted eMule eDonkey Close 85.65.2... 63829 771271, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:49:32  733.0200
m 77,1273 77.127.... Default Package Mon-Encrypted eMule eDonkey Close FFAT.L.. 3307 &4.108.1... 5773 Subscriber Initiated  Wed, 21 Jan 2009 11:49:35 52,4000
' ' 77.127.... Defaulk Package Mon-Encrypted eMule eDonkey Close 79.144,,.. 2002 77.127.1.,, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:49:36 57,4900
O T 127.5] . Default Package  Mon-Encrypted eMule eDonkey Close 77127, 301 217.132..., 4103 Subscriber Initiated  Wed, 21 Jan 2009 11:49:37 51,5300
77.127.... Default Package Mon-Encrypted eMule eDonkey Close gz2.81.4... 4703 771271, 32071 Metwaork Initiated  Wed, 21 Jan 2009 11:49:41 51,2500
77.127.... Default Package Mon-Encrypted eMule eDonkey Close g9.29.1... 2771 771271, 32071 Metwork Initiaked  Wed, 21 Jan 2009 11:50:07 £2.9300
77.127.... Default Package Mon-Encrypted eMule eDonkey Open a0.44.2... 61833 771271, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:50:16 00000
77.127.... Defaulk Package Mon-Encrypted eMule eDonkey Close 79.178.... 44816 77.127.1.,, 32071 Metwork Initiated  Wed, 21 Jan 2009 11;50:19 59,6500
77.127.... Default Package Mon-Encrypted eMule eDonkey Open g1.67.2... 50336 771271, 32071 Metwaork Inikiated  Wed, 21 Jan 2009 11:50:20 0.0000
77.127.... Default Package Mon-Encrypted eMule eDonkey Close 83.35.2... 22841 771271, 32071 Metwaork Initiated  Wed, 21 Jan 2009 11;50:24 55,1700
77.127.... Default Package Mon-Encrypted eMule eDonkey Close 83.196.... 57337 771271, 32071 Metwork Initiated  Wed, 21 Jan 2009 11:50:25 68,9700
77.127.... Default Package Mon-Encrypted eMule eDonke Close 82.224.... 49262 77.127.1... 32071 fetwork Initiabed — Wed, 21 Jan 2009 11:50:26  123.85800 |
Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Kakue npobnembl SCE pewaeTt

= HeypoBneTBopeHue nosib3oBaTtesia OT
ycnyr (3arpy>xeHHasi CETb)

HexxenaTenbHbIM UK HE BaXHbIA TpadouK
3aHMMaeT CNULLKOM B0sbLUYHO MONoCcy

Business important/real-time Tpaduk ctpagaet
OT 3aJepxKekK

MeHblliee KOnmM4yecTBo Nnorb3oBaTenei
3aHMMaeT 6oMbLUY NONocy NPonycKkaHus

Ka H an a Sub::: ;‘;dn;vy_WAN (192.168.1.0/24), All Applications

03/01/2008, 00:00 o 04/01/2008, 00:00

= HeoGxoanmMocCTb perynmpoBaTtb 4OCTYyNn @ =

CocTaBrieHne OTYETOB O MOCELLEHNM
briokmposka URL

= Yrpo3bl 6e3onacHoCcTu

= CHmxeHue ARPU (BBegeHMe npemMuarsbHbI

M Average Network Latency O Average Application Latency

TapUdHbIX MNaHOB)
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noyTte svelikan@cisco.com
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