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Cisco IronPort SenderBase
CereT ycnexa -- Ka4eCTBO N KOJTINYeCTBO AaHHbIX

SpamCop, SpamHaus (SBL),
NJABL, Bonded Sender

_— . ] . . Spamvertized URLs,
Spam, phishing, Complaint IP Blacklists & SCUELRSIERNIE hishing URLs,

virus reports Reports Whitelists & Safelists spyware sites

SpamCop, ISPs,

CL.Jsto.mer Spam Traps
contributions

Compromised SORBS, OPM,
Host Lists DSBL

Message size, . K | .- ' P T T . Downloaded
attachment volume, Messa?? : | R Yot CWeb S'.:? files, linking
attachment types, Com[;)osmon : i .:: = oml:r))otS| ion URLS. threat
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/\ Other Data

Fortune 1000, length of
sending history, location,
where the domain is
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been registered, how
long has the site been up

Global Volume @
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email traffic,
web traffic
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Email. Yrpo3a 6e3onacHocTu
bonblue cnama, borblle criamepoB
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German Stock Insider - OYQ.F (TKMD.F)
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TEXT SPAM ATTACHMENT SPAM
(PDF, EXCEL, MP3)

|-
»
D08
IMAGE SPAM
TARGETED ATTACKS
SETATTENTION ALL DAY TRADERS AND INVESTORS***
From: Webmail Support Team <oox@uxoooo.edu> .
INVESOTR ALERT! Dum s g 5.5 2008 Your Equitable
IT LOOKS LIKE ANOTHER RUN FOR SWNM! B T
WATCH SWNM LIKE A HAWK ON Tuesday July 1, 2006 st Conim Your Emas Bank account
Dear {EDU} Webmail User, is closed, call

Company Name:  SOUTHWESTERN MEDICAL, INC. We regret to announce to you that we will be making some vital maintainance on our (EDU) Webmail system. During this process us now at (BQZ)
Stock Symbol; SWAM you might have login problems in signing into your online account.
Monday Close: 011 To confirm and to keep your account active during and after this maintenance process, please reply to this message with the 354-4250
Vohume: below account information.
:' 761 g 102 YOUR {EDU} Webmail ACCOUNT CONFIRMATION
UP 0.025 (27.78%) Name:

2 Email Address:
Market Cap: $33,000,000.00 (Approx) Email Password:

Date of birth:

Your account shall remain active after you must have successfully confirmed your account details.

“B 2008 rogy cnam CyLeCTBeHHO 3BOMIOLMOHMPOBAN...KN6epnepCcTynHUKU UCNONb3YHOT KOPOTKME
(hbMWIMHroBbIE KaMNaHUWN HaUeneHHble Ha onpeaenieHHble rpynnbl Nonb3oBaTenen Ans AOCTUKEHUSA
oonblero achcpekra”
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Malware Ha nogbeme
Email —cpena pacnpocTtpaHeHus
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YTeuyka AaHHbIX — ewe oaHa npobnema

Errant e-mails compromise hundreds of student IDs

Student Financial Services sends 632 registration block notifications containing students' Social Seci
humbers to the wrong students

YBenM4mMBaeTcsi KONMYeCTBO OTHETOB, Broanna Hockenbury, Cavalier Dady Staff Writer

CBMAOETENbCTBYIOLLINX 00 yTeyke AaHbIX

Notifications from Student Financial Services intended for students whose registration was blocked were
erroneously sent to the wrong students in emails that included others' Social Security numbers.

tudent Financial Services intended to send 1,264 emails to alert students of registration blocks. Only 632 e-

aro artually cant nut late Tuaedav avenina Thaea a.maile rantainad tha ehidant IDanf tha R32 athesctidal

[TTaTy UnTETETTT VECIUTS UT ULF TEdRdBE DUTTToT i |

equal.

Order  Leakage Concern Percent
OcHoBHasi cpefia, Yepes KOTopyHo 1 Email 56%

H 2 Lost Laptop 51%

npoucxoamT yTedka -- email . = =l

4 IM 33%

5 usB 19%

Tablel:IT Concerns for Leakage (IDC)

Privacy & Security Task Force ADVISOR

October 7, 2008
HoBble 3aKOHbI BblABUTAOT HOBbIE

TpeboBaHus States Adopting Aggressive New Privacy
and Data Security Laws and Regulations

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 11



Harpy3ka Ha agMUHUCTpPaTOpPOB

» PacnpocTpaHeHune yrpos
yBeNMYMBaeT 0bbLEM
paboTbl N TpebyeT
OONONHUTENbHbIX
cneumann3npoBaHHbIX
3HaHUM

CokpalleHune bromxeTa
NpPUBOOUT K TOMY, YTO
aAMUHUCTPATUBHbIE
PEeCcypcCbl «pacnbIATCS»
Ha BbIMOSTHEHNE
HECKONbKUX
HEeCOBMeCTUMBbIX 3a4au

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved.
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IronPort Email Security Solution

“YctaHoBun u 3abbin’

[Mepen Cisco IronPort

1
Firewall ‘
MTA v
- T — D
Encryption v Firewall
Platform Anti-Spam m DLP Scanner I
v
Anti-Virus m m
DLP Policy
M Manager
Policy Enforcement m
v
Mail Routing ”
v
Groupware ®
Users %—! =.—,!
Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved.

[Nocne Cisco IronPort

!

Firewall ‘

Cisco IronPort Security Appliance

Groupware
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Email. Apxutektypa 6e3onacHoOCTM.
be3onacHoCTb BXOASLLMX COODLLEHUN, KOHTPOSb UCXOAALLMNX

BesonacHoOCTb 3au.w|Ta oT
BXOAALMX COOOLLEeHnN
BUpPYCOB

Mnatdopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

MpepoTBpalleHue Be3onacHbI
KoHTponb ucxoaswhx

COOBLIEHNI yTEeYKN AaHHbIX obmeH
COOOLEeHUAMHU
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AHTU-CcNam B geTansx

PenyTaunoHHas
dunbTpaumnn

SenderBase /
: Who? How?

IronPort Anti-Spam

Verdict

What?

p——

Cnam 6nokupyetcs
nepea TeM, Kak OH
BOWAET B C€Tb

YpoBeHb
o6HapyxeHusa >99%
Konu4yecTBO NOXHbIX
pabaTtbiBaHuMi < 1 Ha 1 mn
BXOASLMUX COOOLEeHUN

it .ig

S
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PenyTtauunoHHasa dounbrpauusa SenderBase
[MpenoTBpaLleHne yrpo3 B pearbHOM BPEMEHM

Bxoaswas noura.

Xopoluas, nnoxas,
HeonpepgerieHHas
noyra

Cisco on Cisco

KopnopatneHas
noyta Cisco

Presentation_ID

PenyTaunoHHas
¢unbTpaums

IronPort
AHTUCNaM

* A3BecTHasa xopoluasn
AocTtaBnsieTcs

* [logo3putenHas

» OorpaHuyYnBaeTcsa U

npoBepsieTcs Ha cnam

* U3BecTHada nnoxas

Grnokupyetcs

Message Category % Messages

Stopped by Reputation Filtering 93.1% 700,876,217

Stopped as Invalid recipients 0.3% 2,280,104

Spam Detected 2.5% 18,617,700

Virus Detected 0.3% 2,144,793

Stopped by Content Filter 0.6% 4,878,312
Total Threat Messages: 96.8% 728,797,126

Clean Messages 3.2% 24,102,874
Total Attempted Messages: 752,900,000

© 2010 Cisco and/or its affiliates. All rights reserved.
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AHTcnam Cisco lronPort
MHoroypoBHeBas NMHUA 0O0OPOHbI OT cnama

v
BoTHeThI /' SMS Spam
v" Cnammepckue v CnamB
cetTmn npuceanHeHHbIX
c¢annax
EMAIL PenyTtauus // Kto? Yr10? CopepxaHue coobLieHus
s - !
Bepaukr
WEB PenyTtauus Kyna? Kak? CTpykTypa coobLieHus
v Malware/®uwunHr v Cnam co3aaH ¢
v KopoTkue cnam- el =)
nucbma ¢ URL aBTOMaTU3NpoBaHH

bIX MHCTPYMEHTOB
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Intelligent Multi-Scan
Jlydwee u3 08yx Mupo8: CHUXEeHUE YPOBHS ITIOXKHbIX
cpabameigaHul, yeeriudeHUe Koru4vecmaea 0bHapyXeHH020

Ccriama

Intelligent Multi-Scan

Anti-Spam Anti-Spam Anti-Spam
Engine A Engine B Engine C

SR
e o
%. ®
=1

IronPort Anti-Spam

v,

JloxHble cpabaTbiBaHUS
v B HeckonbKko pa3 MeHbLUEe

Y

R

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved.

18



Email. Apxutektypa 6e3onacHocCTM.
be3onacHOCTb BXOASALMX COODLLEHNN, KOHTPOSb NCXOOALLMNX

BesonacHocTb 3awuTa ot 3awuTta ot
BXOAALMX COOOLLEeHnN
cnama BUpPYCOB

Mnatdopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

MpepoTBpalleHue Be3onacHbIN
KoHTponb ucxoaswhx

COOBLIEHNI yTEeYKN AaHHbIX obmeH
COOOLEeHUAMHU
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MHoroypoBHeBasi aHTUBUpPYCHasA 3aLliuTa

MexaHu3mbI
aHTUBUPYCOB

SOPHOS
McAfee’

3awmTa oT aTak dononHsarowwme apyr
HyneBOro gHs Apyra aHTUBMpYChbl
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Cisco IronPort Virus Outbreak Filters
3alinTa OT aTaK HyneBoro gH4

C esammmaa

SenderBase

@35

NMpeumywectBo Virus Outbreak Filters

Presentation_ID

Virus Outbreak Filters B aencreun

t o

—

N
By

© 2010 Cisco and/or its affiliates. All rights reserved.

“Since VOF we have
not had a single
virus outbreak!”

AIR FRANCE
_—wyss e 7

“Over 24,000 virus
positive messages
stopped in 9 months”

]OHNS HOPKINS

“VOF has stopped
more than 12,000
separate viral
messages in the last
year”

21




Email. Apxutektypa 6e3onacHocCTM.
be3onacHOCTb BXOASALMX COODLLEHNN, KOHTPOSb NCXOOALLMNX

Be3onacHocTs 3awumTa oT 3awuTa oT
BXOAALMX COOOLLEeHnN
cnama BUpPYCOB

Mnatdopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

NpepnoTBpalwieHue Be3onacHbIN
KoHTponb ucxoaswmx

CooBIeHNiA YTEUYKU AaHHbIX obmeH
COOOLEeHUAMHU
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RSA - Jlupep pbiHKa  TeXHONOruun

Associion ¢ 4§ BARCLAYS = Ranked as “Leader” in
Gartner Magic Quadrant
— . :
= 60 dokycupyeTcsa Ha TOYHOCTMW:
o 6
A onblLuas
at&t S5 Ncere
aoBaTternbcKas
i KOMaHOa BbleneHa ans
Micresoft &BYvifth Third Bank HanMcaHUs U NPOBEPKM
NONINTUK
CVS
CAREMARK

“RSA has strong described content capabilities enabled by a

formal knowledge-engineering process” - Gartner

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 23




KoMnneKkcHbIe NONIUTUKN

Gornee 100 npedonpederieHHbIX rnoumuk

¥ Regulatory Compliance
Add Payment Card Industry Data Security Standard (PCI-DSS)
Add ‘ PIPEDA (Personal Information Protection and Electronic Documents Act)
Add ‘ FERPA (Family Educational Rights and Privacy Act) Customization recommended.
Add GLBA (Gramm-Leach Bliley Act) Customization recornmended.
Add HIPAA (Health Insurance Portability and Accountability Act) Customization recommended.

Add SOX (Sarbanes-Oxley)
I ——

Add DLP Policy from Templates = Privacy Protection
add ABA Routing Numbers

Display Settings: Expand All Categories | Display Policy Descriptins

Add Australia Bank Account Numbers

b Regulatory Compliance Add Australia Business and Company Numbers

Add Australia Medicare Card Numbers

b US State Regulatory Compliance Add Australia Tax File Numbers

b Acceptable Use Add Canada Drivers License Numbers

b Privacy Brotechion Add [ Canada Social Insurance Numbers
Add Contact Information

b Intellectual Property Protection credit Card Numbers

Custom Account Numbers Customization recommended.

b Company Confidential

EU Debit Card Numbers

b Custom Policy France BIC Numbers

v Custom Policy

d4d Custom Policy
This option is considered advanced and should be used only in rare cases when the policy templates above do not meet unique

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 24
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[lpocTasa ycTtaHOBKa

Outgoing Mail Policies

Find Policies

Email Address: I ® Recipient Find Palicies

Sender

NHTerpmpoBaH
B MeHexXep

Add Policy... |

Order | Policy Name Anti-Spam Anti-Virus Content Filters | Virus Outbreak Filters| @ DLP elete non MTM K
1 Fake Palicy (use default) (use default) (use default) (use default) (use default) i)
Default Policy  IronPort Anti-Spam Sophos Enabled Disabled HIPAA (Heal...
Positive: Deliver Repaired: Deliver (no filters) GLBA {Gram...
Suspected: Deliver Encrypted: Deliver Restricted Fi...
Marketing Messages: Disabled Unscannable: Deliver

Key:l Default || Custom ” Disabled |

DLP Scanning Policies

Enable DLP Policies to apply to this mail policy.
To manage this list, add or remove DLP policies, go to DLP Resources. A KT M B a M ﬂ
- L'|
Enable
e Fener “FOOHNM KJITUKOM
PCI-DSS (Payment Card Industry Data Security Standard)
1 Identifies cardholder data regulated by PCI-DSS. Customize to detect credit card numbers from one or all of the following issuers: American Express, Diner’s Club v
Discover Card, JCB, MasterCard and Visa.
GLBA (Gramm-Leach Bliley Act) M bl I I I KM
2 Identifies customer-related financial information regulated by GLBA. Customize this policy to detect SSNs, CCNs and custom account numbers such as bank, r
investment, or mortgage account numbers specific to your organization.
3 HIPAA (Health Insurance Portability and Accountability Act v
Identifies HIPAA-regulated information including patient IDs, National Provider Identifiers, Social Security Numbers and HIPAA dictionaries.
a Restricted Files
Detects restricted files including MS Access, executable, and Oracle executable files.

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 25



mMybokuun aHanus rapaHTUpyeT TOYHOCTb

£® patient Information - SSN: 603011313 - Message (Rich Text) =] Dlz]

‘ Fle Edit View Insert Format Tools Actions Help
id=asend | [l & | & Ha @ | [& 0 T AttachasAdobePDF [ &/ |4 7 &
: Arial -0 -JAB 7 U|EE=EES
To... I |jsmith@cme.com
cc... I |
Subject:

|Patient Information - SSN: 603011313

¥ | & | [z options... | I@!

Ll
o
i

SSN Detection

. - - —
We need to fax the following preseription information for Roger McMillan: ¢

FEXOFENADINE (ALLEGRA) 180 MG TABLET 0 Pro per Name
Dosage: Take 1 Tab By Mouth Daily. Detectlon
Prescribed by Joseph A Keeney:v‘.D o 0616369

MatCheS are FOU nd Please make sure that this information is provided to the pharmacy.

in Close Proximity Nimo: ey
Medi - 06135443
Primary Provider: Blue Cross Blue Shield CA U n Iq ue RUIe MatCheS
Clinic: Stantsi 4 Hospital Are Met

Rule Is Matched Multiple =S EEEEE
Times to Increase Score 177 Bovet Road
San Mateo, California 94402

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 26




Jlerko otcnexuBaTtb U CTPOUTDHL OTHEeThHI

| DLP Incident Summary |

Message Event: | Selecting multiple events will expand your search to include messages that maltch eal
with other search criteria will narrow the search.

[] virus Positive [] Hard bounced

[] spam Positive [] soft bounced
MESSAGE ID "5972594" MATCHED DLP POLICY "HIPAA"
Violation Severity: | CRITICAL (Risk Factor: 100)

Message Body: | |5 gocial Security Number

e Acme Corp Marty Smith 808 Sumner Street Greenwood MS 38930 USA
Engineering 662-646-0542 msmith@acmecorp.com 2/1/07

patient1234.xIs: | o4 s patient Identifier

¢ Fred Flintstone Operations 321-02-3456 111 Stonehenge Dr, Bedrock CA
99432

e Wilma Flintstone Hurman Resources 321-03-3116 111 Stonehenge Dr,
Bedrock CA 99432

e Pebbles Flintstone Engineering 321-04-3256

| [ Total Incoming Matches: ] 123 ] —

Info... | Export... I j

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 27



QaunAns DAA ATA LVWLUAD

Bank Sends Sensitive E-mail to Wrong Gmail Address, Sues
Google

By Kim Zetter &4 September 21, 2009 | 8:20 pm | Categories: Breaches

A Wyoming bank sent an e-mail containing
sensitive customer data to the wrong Gmail
account, and now wants Google to reveal the ROCKY MOUNTAIN BANK
identity of the account holder who received the
data.

According to a court document in the case, in

August a customer of the Rocky Mountain Bank asked a bank employee to send certain loan statements
to a representative of the customer. The employee, however, inadvertently sent the e-mail to the wrong
Gmail address. Additionally, the employee had attached a sensitive file to the e-mail that should not have

been sent at all.

The attachment contained confidential information on 1,325 individual and business customers
that included their names, addresses, tax identification or Social Security numbers and loan

449  information.
diggs

digg it After realizing what he'd done, the employee “tried to recall the e-mail without success.”

When that didn't work, the employee sent a second e-mail to the recipient instructing the
person to delete the e-mail and attachment “in its entirety” without opening or reviewing it. The employee
also asked the recipient to contact the employee to “discuss his or her actions.”

Silence ensued.

That's when the bank sued Google to identify the recalcitrant recipient.

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 28



Email. Apxutektypa 6e3onacHocCTM.
be3onacHOCTb BXOASALMX COODLLEHNN, KOHTPOSb NCXOOALLMNX

Be3onacHocTs 3awumTa oT 3awuTa oT
BXOAALMX COOOLLEeHnN
cnama BUpPYCOB

Mnatdopma EMAIL
CISCO IRONPORT ASYNCOS™

YnpaBneHue

MpepoTBpalieHne Be3onacHbIn
KoHTponb ucxoaswmx

COOBLIEHMI yTEYKN AaHHbIX obmeH
COOOLEeHnAMM
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Email. Apxutektypa 6e3onacHocCTM.
be3onacHOCTb BXOASALMX COODLLEHNN, KOHTPOSb NCXOOALLMNX

Be3onacHocTs 3awumTa oT 3awuTa oT
BXOAALMX COOOLLEeHnN
cnama BUpPYCOB

Mnatdopma EMAIL
CISCO IRONPORT ASYNCOS™

MpepoTBpalleHue Be3onacHbIN

CoOBLLEHMIA yTEYKN AaHHbIX obmeH
COOOLEeHUAMHU

KoHTponb ucxogawmx
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Cisco IronPort Email Security Manager
[1lpocTaa HacTponka NONMUTUK ONs BCeEU opraHn3aumm

KaTteropun: 4OMeEH, Umsi

Incoming Mail Policies norb3oBaternA, LDAP
Email Address: [ ® Recipient -
O sender
Add Policy... I
Order Policy Name | Anti-Spam Anti-Virus Content Filters Virus Outbreak Filters  Delete
1 IT Staff (use default) (use default) QuarantineEXtEs | (use default) =1
2 Sales IronPort (use default) DelMsgsWthEXEs | (use default) - | =

Positive: Deliver
Suspected: Deliver

3 | Legal (use default) (use default) ArchiveMail Enabled - |
QuarantineEXEs
StripMediaFiles

Default Policy  IronPort Repaired: Deliver QuarantineEXEs | Enabled
Positive: Drop Encrypted: Deliver StripMediaFiles
Suspected: Deliver | Unscannable: Deliver
Virus Positive: Drop

Key: | Defagle [ Custom J Disabled I

“IronPort Email Security Manager paboTtaeT kak ogHa MoLlHasi 1 rmbkasi KOHCOrMb
HaCTPOWKKN, KOTOpad NO3BOSISAET YyNpaBnsaTb BCEMU CepBUCaMun yCTPOMUCTBA,
— PC Magazine

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 31



OTyeTbl

YHnduympoBaHHasa cuctemMa nocTpoeHUsa OTYETOB aAN1a busHeca

= [lpocmoTp
KOHCcOonmamnpoBa
HHbIX OTYETOB
Onsi Bcen
opraHmsauymm

= [logpobHocTn
Tpapuka email
N yrpos

* [epapxunyeckas
cucrema
OTYETOB

Presentation_ID

Consolidated Reports

Overview
Printable (PDF)
Time Range: | Day v Yiew Data for: | All Email Appliances v

26 Jan 2009 22:00 to 27 Jan 2009 22:47 (GMT -0800)

800
720
640
560
480
400
320
240
160

80

0
22:00 02:00 06:00 10:00 14:00 18:00 22:00

10

9

8

7

6

5

4

3

2

| g LI
1T T U T U
22:00 02:00 06:00 10:00 14:00 18:00 22:00

Incoming Mail Graph

Data in time range: 99.8 % complete

Incoming Mail Summary

Info... | Export...

Outgoing Mail Graph

Message Category % Messages
W stopped by Reputation Filtering 95.6% 8,228
Stopped as Invalid Recipients 1.3% 109
Spam Detected 2.0% 176
W virus Detected 0.0% 0
Stopped by Content Filter 0.0% 2
Total Threat Messages: = 98.9% 8,515
Clean Messages 1.1% 93
Total Attempted Messages: 8,608

Info... | Export...

Outgoing Mail Summary

Message Processing o Messages
Spam Detected 0.0% 0
W virus Detected 0.0% 0
Stopped by Content Filter 61.5% g
Clean Messages 38.5% ]
Total Messages Processed: | 13

Info... | Export...

Message Delivery Yo Messages
Hard Bounces 0.0% 0
Delivered 100.0% S

Total Messages Delivered: 5
Info... | Export...

Search for: | Domain |

© 2010 Cisco and/or its affiliates. All rights reserved.

exact match v @

Multiple data points

sma spamdomain et

* Email Volumes
Spam Counters
Policy Violations
Virus Reports
Outgoing Email Data
Reputation Service
System Health View

e mal User e
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Mouck cooOLeHnn
Message Tracking

Message Tracking

HTo cnyuunocs ¢ e
NUCbMOM, KOTOpoOe fi

Available Time Range: 08 Oct 2007 09:10 to 27 Jan 2009 22:51 {GMT -0800) Data in time range: 91.25% complete
oTtocnan 2 yaca Hasan? Envelope Sender: (D | [Begins with |
Envelope Recipient: () | [pegins with | |
v' OTcnexvBaHue Subioct | [oagms W |
n HD,MBM.D.yavn bHbIX Message Received: | @) | 4ot pay O Last Week O Custom Range
coobLeHnn Paeers0ns Poes— ond fo/asreoss g (oHT -0s00)

= Advanced

Sender IP Address: I

O search rejected connections only ® search messages

Kto ewe nonyuun

Message Event: | Selecting multiple events will expand your search to include messages that match each event type.

Ta KyI-O n O"lTy? HDowiﬁrs ;z;:ﬁ:gng an event typeDwttgaor;h:; :::;cdh criteria will narrow the search.
v’ PaccrefoBaHme 0 e soem B vty utbresk v
,D,ﬂﬂ TO ro, L‘ITO6 bl [0 pelivered [ quarantined as Spam
rapaHTMpOBaTb e
H l—
BbINMOJIHEHUE
IronPort Host: | [ All Hosts v
3aKoHoAaTemNbHbIX i 0 S—
HOpM Max. results returned: | | 250
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Email. Apxutektypa 6e3onacHocCTM.
be3onacHOCTb BXOASALMX COODLLEHNN, KOHTPOSb NCXOOALLMNX

/‘
Be3onacHocTs 3awumTa oT 3awuTa oT
BXOAALWMNX COOOLEeHNN
cnama BUPYCOB
@
~ =
Nnatdopma EMAIL 0:9
CISCO IRONPORT ASYNCOS™ m
©
- (o}
=
. >
npep‘o-erauJ‘eHMe Be3onacHbIN
T oo YyTEUYKN [aHHbIX obmeH

COOOLEeHUAMHU
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Cisco IronPort AsyncOS

Habop MHCTPYMEHTOB NS 3alMThl 3aKa34nKoB

TLS wudpoBaHue HTML Sanitization
WndgposaHne Ha nsbexaTtb NoaaeribHbIX
YPOBHE LLUMHO3-LUSIH03 URLs

SPF npoBepka
[MpoBepka TOro, 4to
NMMCbMO BbINO OTNPaBEHO
cepBepoMm,
aBTOPU30BaHHbIM
OTNPaBnATb NOYTY AN
AaHHOro AoMeHa

BoamoxHocT LDAP
LDAP ccbinkum,
Heckonbko LDAP
cepBepoB, yCTaHOBKA 3a
3 wara

DKIM noanuceb n Bounce Verification

N3bexaTb
npoBepka nepeHanpaBneHHbIX
[MpoBepka oTnpasuTens bounces

Cnam-KapaHTuH
YyepHbIe U benbie MpoBepka nony4varens
CrucKu ans YaanuTb coobLeHms,
nonb3oBaTteneun KOTOpble OTNpaBneHbl Ha
KoHTporb HeCyLLEeCTBYIOLLWI aapec
nonb3oBaTenen
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\Web 6e3onacHOCTb

TeHaeHunn n npobnemsl




TpaanUuMOHHAA rpaHuLa ceTu

3akasyukum
BpepnoHocHoe 1O [MapTHepsbI




Borderless ceTb

3akas4uku/ ~
BpenoHOCHbIN AaponopT
con napTHepbl l
e =

MoOunbHbIN
nonb3oBaTerb

Software
as a Service

Kade

AP

D)

Infrastructure
as a Service

[lom

SR i fe e Pere l RETETIIN .
= =

Platform
as a Service



Apxutektypa Cisco Borderless Security

Corporate Border

LN ]
“I ...
* *

* *
0‘ d
*
* .

Branch Office *

Platform
as a Service

Infrastructure
as a Service

R
R

X
as a Service

Softwar_e
as a Service

J[////]]]
J 1777771
J [[[1[]]}
J [ [/]]]]]
1711 ]]]

&
&
&
L ]
L
L4
. Corporate Office

Cisco Security Enforcement Array
(SEA)

~— '._
C 7 * Applications & Data
Airport @ Home Office
Mobile User Coffee Sho ., o
! Attackers Partners Customers p ®apnns®
40
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NMpobnembl Web 6u3Heca

Acceptable

Use Control w

SaaS Access
Control

Malware Data Loss
Protection Prevention

@ webex
@les rce

Google docs

facebook

Linked [T},
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LLino3 6e3onacHocTn Web cnepgloyuwiero

NMOKOJ1IeHUA
ObbeagnHeHne pyHKUMn — 9 PEKTUBHOCTL B paboTe

Before IronPort After IronPort

Cisco IronPort S-Series

2990 290900
°o9 S



Cisco IronPort Web Security Appliance

JNyywnin winto3 Web 6esonacHocTu

A"

BesonacHasa

"ﬁ]— B » | Internet ;
MOBUNBbHOCTb L YnpaeneHue
60 : | OHTPOTTb

i 4 )

OHTPOSTb
1"" \ ~ poctyna k SaaS

LleHTpanu3oBaHHOE ynpaBneHne 1 OTYETHOCTb
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Cisco IronPort Web Security Appliance

Ny4ywnn wmos Web 6esonacHocTu

‘ BesonacHocTb

3awmTa oT
malware

@ \ t30I'IaCHOCTb
BesonacHas )iL— D L y | Internet
MOOUBHOCTb L

Ynpasnexue

4o

a
--

LleHTpanu3oBaHHOE ynpaBneHne 1 OTYETHOCTb
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[MonHasa 3awuTa oT BpeadOHOCHOIo Koaa

MHoroyposHeBas 060poHa

2

AHanus penytaumu

Web knneHTbl

CICHCC)

a N
S~y

MHDULMPOBAHHbIE
KMUEHTBI

AHanus
noBegeHus

CurHaTtypHbIv
aHanus

Layer 4.
Traffic Monitor
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PenyTauua B oeucTtBumn
New York Times: XepTBa ataku 4

(= The New York Times - Breaking News, World News & Multimedia - Windows Internet Explorer E\E}
[y nytimes. com; 3|42 [x ‘b ‘ Ll
Fle Edt View Favortes Toos Help
Sk Favorites | 9 @ Suggested Sites + 8] Web Sice Galler
& The New York Times - Breaking News, World News & ... ‘7 B B - @ - Page~ Sofetys Tods+ @

| |
-

GetHome Delivery |LogIn | RegisterNow [

«
» Get Home Delivery in SF | Personalize Your Weather

Home Page Today's P: Video | Most Popular | Times Topics | Most Recent

Elhe New Jlork Eimes

Thursday, September 17, 2009

CO(
search | [ RTIOTY

White House to
Scrap Bush’s
Approach to
issile Shield

Try Our
EXTRA
Home Page

7

Switch to
Global Edition»

s,
POLITICS
N.Y./REGION
BUSINESS

Cisco Web Rep 3Haqu|/|-: -9.3

[encreme no-ymomn4yaHuio:
BLOCK

NYT paspeLleH, HO
BPEOOHOCHbIN KOHTEHT
3abrokmpoBaH
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epes peknamy!

MNoxoxana Ha neranbHylo peknama
oKasaracb BpeLOHOCHOW 1 aenana 3
nepeHanpasfeHns

OkoHuYaTenbHas uenb:
protection-check07.com

-

Get full time protection

("% Personal Antivirus

\‘5),

Personal

Result/Infecton

Infected: I-Worm.Sober.i - Trojan
Infected: Suspicous.Harakit - Trojan, Vieus
Infected: Suspicious.Harakit - Trojan, Vieus
Infected: Suspicous.Harakit - Trojan, Virus

PaboTtaeT scareware

lMonHo3aKkpaHHOE BCMSblBalOLLEE OKHO
amynupyet aHTusmnpycHoe O, npeanaras
Nnonb30BaTesNto KYNnTb MOMHYK BEPCUIO AN
OYUCTKM KOMMblOTEPa

47




MexaHu3m Cisco IronPort DVS

Dynamic Vectoring and Streaming

OBpPUCTMYECKOE ODHapyKeHue
NoeHTndpukaumsa HeobblYHOro
noeegeHNA

| B
DVS Engine

SOPHOS

webroot

CurHatypHoe ckaHupoBaHue
NaeHTudukaums obblyHOro
noBeaeHus

NapannensHoe, NOTOKO!
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CurHaTtypHbI U 9BPUCTUYECKNA aHanus

LLinpokoe nokpbiTHe C
HECKONMbKUMN MeXxaHn3mMamu
CUrHaTypHOro aHanunsa

NoeHTudunkaumns
3almMdpoBaHHOro
BPEeaOHOCHOIo Koga nytem
nepexesara 1 pacLungpoBKu
SSL coegnHeHumn

HesameTHoCTb Ang
nonb3oBaTenen bnarogaps
MexaHn3mMy napannenbHOro
CKaHMpoBaHus

Camble nocrnegHue curHaTypbl —
aBToMaTu4veckme obHOBNEHUA
Kaxkgble 5 MUH
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OOHepyxeHne 3apaxeHHbIX KOMMNbLITEPOB
Layer 4 Traffic Monitor

Packet and
Header
Inspection

Network
Layer
Analysis

y Cisco
IronPort
S-Series

= CkaHupoBaHue Bcero Tpaduka, Bce = ABTOMaTMyeckn obHOBRSEMbIE NpaBuna
NOpTbl, BCE MPOTOKOSbI » St ;
= MexaHuam “Dynamic Discovery”,
= OBHapy>KeHne BPeAOHOCHOrO Koaa, SiCPReEal 2 Rl 2 R

noywero mmmo 80 nopTa
» [IpepoTBpalleHne Tpaduka 60THETOB

[octynHo Ha ASA B Bnae Botnet Trafic Filter
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Cisco IronPort Web Security Appliance

Ny4ywnn wmos Web 6esonacHocTu

‘ BesonacHocTb

LLMTa OT
lware’

Be3onacHocTb
OaHHbIX

©

BesonacHas Lgl > L'—» Internet
e}

MOOUIBbHOCTb

4o

Ynpasnexue

a
--

LleHTpanu3oBaHHOE yrnpaBrneHue 1 OTYETOHOCTb
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MonHasa 6e3o0nacHOCTb AAaHHbIX

BCTpOGHHbIe NMOJINTUKUN «34pPaBOro CMbicria»

r MapTHep

\

A 4

g

0 [oKyMeHTbI - A —L!! Allow
Block

» PaspelnTb, 3abnokmposaTh, 3anpoToKONMpoBaTb Ha OCHOBE
MeTagaHHbIX, URL kaTeropuu, nonb3oBatensa v penytauun

= MHoronpoTokonbHbin: HTTP(s), FTP, TyHHenupoBaHHbin HTTP

A 4

O 0 e Log

PacmupeH Has 6e30MacHOCTb AaHHbIX

Q 0 [x] | g : Log
JOKyMEHTHI !L —LB Allow
Block

BHewHun DLP

\ 4

A 4

* [y6okasi npoBepka COAepPXKNMMOro: COOTBETCTBME CTPYKTYPUPOBaHHBLIM U
HECTPYKTYPUPOBAHHbLIM AaHHbLIM

= OnTummnsaums npon3BoaUTENIbHOCTW. pa60TaeT B TaHAEeMeE CO BCTPOEHHbIMU MOJINT
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Cisco IronPort Web Security Appliance

Ny4ywnn wmos Web 6esonacHocTu

BesonacHasa

e —
MOOUIBbHOCTb ,/ﬁL‘

KoHTpornb
MCNOJib30BaHUA

YHTPOMb
f’ * ~ pgocTyna k SaaS

LleHTpanu3oBaHHOE yrnpaBrneHue 1 OTYETOHOCTb

© 2010 Cisco and/or its affiliates. All rights reserved.



NonHoe 3HaHue KOHTeKcTa

NoeHTudpukayms @

Human

Mowuck paboTbl Resource

No Fil
Transfer

Facebook Q Lunch hour

Bugeo | ."4 " 100 kbps/User

Instant Message

P2P All
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[MpunoxeHne

[Mpuoputet

53




KoHTponb ncnonb3osaHusa Web 2.0
Cisco IronPort Web Usage Controls

= URL 6a3a gaHHbIX C LULUPOKUM
nokpbiTuem (>50M y3noB)

= [lnHammnyeckasa Kateropusauus
HeunsBecTHbIX URL

= O6HoBneHusa bl c
NATUMUHYTHbIM UHTEPBaNom

[IpMmeHeHne npaBunb
NoNb30BaHUSA

= CHU3UTb NnoTepu paboyero
BpeMeHu

" YMEHbLNTb PUCK HapyLUEeHUNA
3aKOHOOAaTEJ1IbCTBA

* YnpaeneHue Ttpagpukom Web
2.0 1 BeD-NpunoxeHnsaMu

* ny6okun KOHTpOnb
npunoxeHuu -- IM, Facebook,

ebEXx

* YnpaBneHue nosnocou ans
NOTOKOBOIro BUAEO

" YnpaereHne Tpaukom
NOTOKOBOIo BUAEO

* PenTuHr yanos
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KoHTponb web-npunoxeHunn

v " TOYHbLIN KOHTPOIb

Instant Messaging File Transfer over IM npunoxeHun HTTP,
Facebook: npunoxeHrus Facebook Chat, Email HTTP(s), FTP
Bupgeo: 512 kbps makc P2P

— - = [lTnHamnyeckme

OOHOBNEHUusA

OchrcHBII T curHatyp ot Cisco
paboTHMK . SIO

flickr s D | @BitTorrent”

TOYHbIN KOHTPOMb Hag ncnosb3osaHnem Web
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Cisco IronPort Web Security Appliance

JNyywnin winto3 Web 6esonacHocTu

A"

BesonacHasa

"ﬁ]— B » | Internet ;
MOBMBbHOCTb L YnpaeneHue
60 : | OHTPOTTb

i 4 )

. !! ‘ ‘ OHTPOb
| ocTyna Kk SaaS
& "

LleHTpanu3oBaHHOE yrnpaBrneHue 1 OTYETOHOCTb
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Cisco AnyConnect Secure Mobility
YOoaneHHbI OCTyn HOBOrO MOKONeHUd

epxka 6onbLoro
A4eCTBa pa3HbIX
“nnarcpopm

v/ Data Loss Prevention £ : , : Acceptable Use «/

:erpupoaaHa B

« Threat Prevention ' : Access Control « ceTb

Access Granted

skype  You Tube

=_r_‘|
sales  .com °°"°°’§‘.§2rfr'.'3 @

lepXKKa peXXxuMoB:
Always-On,
GHapyXeHUs
ePEHHbIX» CeTeun




Cisco IronPort Web Security Appliance

JNyywnin winto3 Web 6esonacHocTu

A"

BesonacHasa

"ﬁ]— B » | Internet ;
MOBUNBbHOCTb L YnpaeneHue
60 : | OHTPOTTb

i 4 )

OHTPOSTb
1"" \ ~ poctyna k SaaS

LleHTpann3oBaHHOE ynpaBrneHne N OTYETHOCTb
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YnpaBneHue 6e3onacHocTtbio Web
Security Management Appliance (M-cepus)

LleHTpannsoBaHHOe ynpasneHue LieHTpann3oBaHHbLIN PENOPTUHT

”e”Jr?Sgé"ﬁé’ﬁﬁg”“ AenersposaHHoe rny6okun LLInpokme BO3MOXHOCTM
nonuTykamu agMUHNCTpUpoBaHne MPOCMOTP Yyrpo3 Mo paccrefoBaHuio

[pocmoTp YnpasneHue O630p
[MpunoxeHui, yrpos u Ob6Lme NoNUTUKN MeXAy pasHbIMU Pa3Hble YCTPOICTBA, CEPBUCH,

nonb3oBaTenen noapasgeneHnamm n yoaneHHbiMu ceTeBble yCryrm
nosib3oBartesiaiMmn

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. 59



BbicokonpousBoautenbHasa nnartdopma
NPOKCU, UHTerpupoBaHHasa ayTeHTUdpukKaums

MHorosgepHas Integrated Identity and

Authentication
\ NTLM/
Active
A Directory
A
g\! Novell
eDirectory

onTNMMmn3auund

Burdened System Capacity
(Web Transactions/Hour)

Millions

1-core 2-cores 4-cores
= HanpaBneHo Ha YMeHbLUEHME 3a4EepKeK, = [lonnTuknM, oCHOBaHHbIE Ha
CBSI3aHHbIX CO CKaHMPOBaHMEM naeHTupuKaumm
= BknoyeHue gyHKUMOHana Mynstu- = [lpo3payHasa ayTeHTUdpuKaumsa B
CKaHMpoBaHUa AN addEKTUBHOM ceTsx Active Directory n Novell
BbesonacHocTn eDirectory ¢ nogaoepxkon SSO

=  ONTUMK3MPOBAHO AN Web-coaepXXMmoro = Guest Policies, Re-Auth

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved.



Cisco IronPort Web Security Appliance

JNyywnin winto3 Web 6esonacHocTu

A"

BesonacHasa

"ﬁ]— B » | Internet ;
MOBUNBbHOCTb L YnpaeneHue
60 : | OHTPOTTb

i 4 )

OHTPOSTb
1"" \ ~ poctyna k SaaS

LleHTpanu3oBaHHOE yrnpaBrneHue 1 OTYETOHOCTb
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95% of companies
who try Cisco IronPort
become customers.

Contact:
Your Cisco IronPort Rep
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Be3onacHocTtb Cisco IronPort

MHmezpuposaHHble ycmpoucmea be3onacHocmu Osis
nepumempa cemu

* YHUKanbHoe pelleHue 3amTbl INEKTPOHHOM MOYThI,

C-cepwus vé
* UHTerpupoBaHHble MmexaHu3amMmbl DLP ckaHnpoBaHus -
* YHUKanbHble BO3MOXXHOCTU NO 06paboTKe NOYTOBbLIX I :
H ronPort C-Series
coobLeHNA EMAIL SECURITY APPLIANCE

- Cisco-Spam-Bloecker, C160, C370, C670, X1070

* PeweHne 6e3onacHoctn Web Tpaduka, S-cepus
* YnpaBneHue nonutukamm goctyna Kk Web

* AyTeHTUpMKauma n asTtopmsanusa fiokanbHbIX U
MOOUNbHBLIX Nonb3oBaTenen

* ®dunbTpaumnsa BpegoHocHoro MO

+ $160, S370, S670

IronPort S-Series”
WEB SECURITY APPLIANCE

* LleHTpanu3oBaHHbIN penopTUHr (Email + Web)

* LleHTpanu3oBaHHbIN TpeKUHr (Email + Web)

* LeHTpanusoBaHHoe ynpasneHue nonutukamm (Web)

IronPort M-Series”
« M160, M370, M1070 SECURITY MANAGEMENT APPLIANCE
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Bonpocbl n OTBeTbI ‘\I

O

[lonornHuTtenbHble BoNpockl Bbl MOXeTe 3agaTh N0 3NEKTPOHHOW
nouyTe security-request@cisco.com
nnun no tenedoHy: +7 (495) 961-1410
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Mb! xoTenu Obl y3HaTbL Bawe MmHeHue

Noxanyucra,
3anosfIHUTE aHKeTy
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