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* DTP (Dynamic Trunking Protocol)
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« 291X 4096711 €] VLAN A2

«PVST (Per—VLAN spanning tree) @ PVST+

« 2~3d E] PortFast ¥ PortFast 2%
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*802.1s

«802.1w

«802.3ad

AHY EY] RFEHSE

« Cisco Discovery Protocol

« IGMP snooping vl ¥ v2

« T & 2121 7}= 9 Cisco EtherChannel®, Fast EtherChannel %! Gigabit EtherChannel 7% 2 &
« PAgP (Port Aggregation Protocol)

« UDLD (Unidirectional link detection) ¥ %] =4 (aggressive) UDLD
*Q—in—Q pass—through

« Jumbo Frame (H tf 92161} E)
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glolo 3715

+ 48Mpps?] =90} 714 IP Cisco Express Forwarding 2%

* 44 (Static) 1P 2}5-8

«IP 298 X2 EZE (IGRP|Interior Gateway Routing Protocol], EIGRP[Enhanced IGRP], OSPF [Open
Shortest Path First], RIP [Routing Information Protocol], RIP2)

« BGP4 (Border Gateway Protocol 4) 2 MBGP (Multicast Border Gateway Protocol)

+ HSRP (Hot Standby Router Protocol)

« [PX (Internetwork Packet Exchange) 2 AppleTalk?] AZE o] 298

«IS—IS(Intermediate System to Intermediate System) 2+-¢8 L2 EZF

*IGMP v1, v2, v3

e~ B FES IGMP HHY

«IP HE|NAE 2198 L2 EF (DVMRP [Distance Vector Multicast Routing Protocol], PIM, SSM)

« MSDP (Multicast Source Discovery Protocol)

« 2] 25 GMP (Group Multicast Protocol) A8

+ ICMP (Internet Control Message Protocol) ¢+ 2]

+ ICMP Router Discovery Protocol

« PBR (Policy —Based Routing)
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|5 AFALE] A WS WA s=TACACS+ % RADIUS

« 7 E ¥ Eof RACL (Router ACL) A4 (%5 A3t 3l2)

* VACL (VLAN ACLs)

s M~ W EX T XLE S PVLAN (Private VLANs)

« DHCP (Dynamic Host Configuration Protocol) 23 2! Option82 A%
+¥XE Ho}

* SSH v1(Secure Shell version 1)

« VMPS (VLAN Management Policy Server) Zglo|AE

« FUMNA~E MAC ZEH
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NetFlow AMH|Z 7I=0f CHet XIE 4F

NetFlow Services Carde &2-% 7|4k} VLAN 7]5Fe] B4 TUEHH S 3] st=ofolA 57 7 A (statistics
capture) & A AUtk NetFlow A~ ZF HiolE Z2FMEYTY 3 AEFIEA thE JEZRJER
o WEko 7 o] ek Al B ol ek AAle ARE 2aska A F T NetFlow 7)Aol EA3k= vo]
B [P 74, #7 9 vlo] E 7R E, A7kl (timestamps), e Z2]Alo)d X E 3 28 Al A BE 1] 23t
54 £259 g RSt o9 vlolH & thekdt B0 &9, £, B4 4 9lEHTh NetFlow 7%
off Fhek Bt AAeE B theg FaskAl L.
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http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/iosnf_ds.htm

NetFlow Services 7I= O=2|H0|M

NetFlow 7]&2 AMu]A AlFAAQ Qe Zefo]|= 174 BFE 98] U EY T EFF accounting, AHE-Fo] u}&
YENT A4 UEYT A, MEY T ZYUEH, do]E rlo]yd (data mining) 592 7]5S E835ke] 44
ol o Zg Ao MEZS 93 =4 715 (metering base) & Al &gt}

«dlE| o= u AL o] JHE thd} A2 54, S FAH 27 F3}(departmental charge—back) /71| g/

WEY A oat A3l EY D ZUE R A, o ZeAlolA RUEH I AE, AM ZUE T AE, g
Z}o] = accounting, AHEFOl WE ST, dloly flojehe-d, e o] B 58 B3-S dd AHEE 5 Q)

AR AFPA AL Y ems AEeHA Al o, f LA, AHEE, QoS, 71E] Foll whek ARk
= ] s ARE o] &8 U Th Akl NetFlow o 2] Alo] el #hgh Al 552t

il

http://www.cisco.com/warp/public/732/Tech/nmp/netflow/docs/netflow_eco_WP.pdf

NetFlow Service 7IE 7|

NetFlow Services Card®] %7] A2XE¢ o] Hg]lA= NetFlow A 13 58 AP, th29 715 Al&dY
ch
«NetFlow Statistics Collection¥} NDE (NetFlow Data Export)
- A P
/AP F4
IPELEEF
*Layer 4 3] /#ﬁ L E (TCP/UDP9] 73-%-. 71Et Z--¢ll= 0)
A ZT FF A
A ?P%Eﬂr ufo]
* VLAN A 47
*NetFlow % VLAN &A1& 913 CLI A€
« VLAN EA1E 913 SNMP A€
F5-0] Az ESo] el A tga £ NetFlow Bl 85 A48 o4 Yt}
* NFX (NetFlow Aggregation Support)
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NetFlow Services 7= =90 Y AZEQ0] A

NetFlow Services Card® Cisco I0S SoftwareZ 2zt& Supervisor Engine IVolA "t A= Cisco
CatOS (Catalyst Operating System) 9|4 = #| Q5 %] ¢k&UTh

AZES0] 7

« H A% AZEo] M T ZE U
— NetFlow Services Card 22} Supervisor IV Cisco [0S Software Release 12.1(13)EW ©]4F
« NFC (NetFlow Collection) ™ NDA (Network Data Analyzer) 2.31:
— Cisco CNS NetFlow Collection Engine (NFC) 3.5 0%
— Cisco Network Data Analyzer (NDA) 3.6 9]

SIEHI 2

« Supervisor Engine [V3F 33

« Y HE A1 Supervisor Engine IV 3}917kE 4 0] A 3oF Fth NetFlow Services Card?} 12} 53] u}o] 4]
AR o] Ax 5 o] 9l-& ¢, 24} NetFlow Services Carde U3t AA] W] 22} Supervisor Vel A x| afjo} g+
Yt

NetFlow Services Carde 3394 Supervisor Engine IVel 72 X8 A E T3 A Aol mAg =
= HE A2 F5E T A5Y NetFlow Services Modules A3} Supervisor Engine [VE AJA] o]
Al g allof st =, ghaebgE HA] sy

Cisco Catalyst Supervisor Engine I, Ill, IV2] £ X|0|H

¥ 2% Cisco Catalyst Supervisor Engine II, I, IVS] 8 Z}o]d& HojFy )

E 2 Cisco Catalyst Supervisor Engine II, lll, IVS] =& Xt0|H
Supervisor Engine Il Supervisor Engine Il  Supervisor Engine IV
=5 E=PAE| Cisco Catalyst 4006, 4503, Cisco Catalyst 4006, 4503,  Cisco Catalyst 4006, 4503,
4506 4506 4506, 4507R
ol CHH[E =7t = 7H=(Cisco Catalyst
(Redundant) 7}= 0% 4507R2H 3l )
MNs 24 Gbps, 18 Mpps 64 Gbps, 48 Mpps 64 Gbps, 48 Mpps
(Layer 22H) (Cisco Express Forwarding  (Cisco Express Forwarding
71&) @&ojof 2, &llo|o 3, 71E) @&olof 2, 2llo]o 3,
glojof 4) g0]0f 4)
HEolof 21 oo 2 S dolo 2, 2ol 3, S dolo 2, 2ol 3,
glo[of 4 go[of 4
SUHH Cisco CatOS(Catalyst AATI0S 2 ZEQ0f ANAT|0S 2AZE0f

Operating System)




H 2 Cisco Catalyst Supervisor Engine II, I, IVS] =& Xt0|H

Supervisor Engine |l

Supervisor Engine Il

Supervisor Engine IV

QoS

A AE I1EEQoS

EE J|H QoS (1& 7|5)

EE J|8QoS (12 7|5)

(M)

° == ° == ° ==
=T = =TT
c AAEY « AEEY o AAIEY
0t o O} CHHEZ 2|
o CH = 2| *ACL
*ACLs *DBL
NetFlow Service 7|= No No Yes

LiE mi=2| 7l M2 AR ZF/ 7l M 22 SR(ESH ) - M2 IR (ESHE YY)
(88 &) 8 MB 16 MB 16 MB
« H|3| 2 RAM(NVRAM) *NVRAM: 512 kB *NVRAM: 512 kB
1MB LHZ ZCHAl H22]: 64 MB Ui SEiAl HIZ2]: 64 MB
+E2iAl M2l 16 MB (BHEHAl CompactFlash (BHEHAl CompactFlash
*SDRAM: 64 MB H =2l 2) H=Zzl Q)
*SDRAM: 256 MB *SDRAM: 512 MB
CompactFlash HI22|  RHEHAl ZIEFA CompactFlash M 22|  H|EHEHA! (xRemovable)
CompactFlash HZ22|7} S (64 == 128 MB) CompactFlash M 22|
(64 £= 128 MB)
MAC F& 16,384 32,768 32,768
ZES{ 2 4 4
O}7[Edlx{ 24Gbps 22| & AT 37H 64Gbps 222 AT 7Y 64Gbps 22 A 174
CPU CPU: 150 MHz CPU: 300 MHz CPU: 333 MHz
M2 &= 74 MHz 100 MHz 133 MHz
=AY

Supervisor Engine IV M5 L ALl AlY

*64—Gbps = BZ7 A9 Bz
*48—Mpps o]0} 2 E (BF=4|°)
+ 48Mpps dlofo] 3, dlojo] 4 ¥4 — Cisco Express Forwarding 7|RFGEH=49]) 1P 259

«gojo] 2, Ho]o] 3, Holo] 4 =] 7]k A9 X AR (ASIC [application—specific integrated circuit] 714

THATE A

s FUAMNAE G HEIAE 398 dEe): 131,072

«gojo} 2 HE|FNAE F4: 16,384

*MAC F4~: 32,768
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« VLAN: 3tE9o] & 40967 A&
+PVST: Sl&
«A¥ A 74 1000Mbps 7]17H] E o]t} 91 (GBIC [Gigabit Interface Converter])

4789 th71d

AR{X| OFF|EIX] A

o A7 2l I E (forward) 294, 1.4 vlo]32 %2 w2 th”] (latency)
<75 WellA T3k 2l 7kE of7 A

« 97 MY T4, 16MB &+ WL

CPU %! HIZE]| AFRF

3 3& Supervisor Engine IVS] CPUS} W 2] Alokg Hojsy )

E 3 Supervisor Engine IV2| CPU & M| 22| AFQF

A Supervisor Engine IV

CPU 333 MHz

SDRAM H|22] 512 MB

SDRAM &5 133 MHz

NVRAM 512 kB

LHE Z2HAl =z 64 MB

&EA CompactFlash 22| ANATO|AM 64 MB E£= 128 MB 1Y 75
e

=

« CiscoWorks/LMS (LAN Management Solutions) (CiscoWorks Resource Manager Essentials 2! Cisco View
23

*SNMP v1, v2, v3

*RMON [, II

*RFC 1213—-MIB (MIB 1)

«UDP—MIB

« TCP—MIB

« CISCO-FLASH—MIB

* CISCO—-IMAGE—MIB

*RFC 2233 (IF—MIB)

« CISCO—CONFIG-MAN—MIB

* CISCO-MEMORY—-POOL
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+ CISCO—-CDP—-MIB

«RMON-MIB lite (RFC 1757)

*RMON2-MIB lite (RFC 2021)

+ HC—RMON-MIB

* SMON—-MIB

*ENTITY-MIB (V1-RFC 2037) (V2— RFC 2737)
+ CISCO—PROCESS—MIB

+ CISCO—-CONFIG—-COPY—-MIB

+ CISCO-ENTITY-EXT-MIB
+CISCO—-ENTITY—-ASSET-MIB

+ CISCO-ENTITY-FRU-CONTROL-MIB

+ CISCO—ENTITY—-SENSOR—-MIB

+ CISCO-ENVMON-MIB

«BRIDGE—-MIB (RFC 1493)

+ CISCO-PAGP—-MIB

+ CISCO-PRIVATE-VLAN-MIB

+ CISCO—-STP—-EXTENSIONS—-MIB

+ CISCO—-VLAN-MEMBERSHIP-MIB

+ CISCO—VLAN-IFTABLE-RELATIONSHIP—-MIB
« IGMP—-MIB

« PIM-MIB

+OSPF-MIB

+ CISCO-ENTITY-VENDORTYPE—-OID—-MIB
+ CISCO—-SYSLOG—MIB

4 B

h]

« o]t Yl IEEE 802.3, 10BASE-T

« |2 E o]f) 4l IEEE 802.3u, 100BASE-TX, 100BASE-FX
« 7|71 E o]t Yl: [EEE 802.3z, 802.3ab

«[EEE 802.1D Spanning—Tree Protocol

«IEEE 802.1w A3 E] ] A& A4

«IEEE 802.1s 2~3'd E2]9] 145 VLAN QIARI A

+IEEE 802.3ad LACP (Link Aggregation Control Protocol)
«IEEE 802.1p CoS(class—of—service) $A14=9] A4
«IEEE 802.1Q VLAN

«[EEE 802.1x AH-A} Q15

« 1000BASE-X (GBIC)

* J000BASE—X (SFP[small form—factor pluggable])

* 1000BASE—SX

« 1000BASE-LX/LH
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+ 1000BASE-ZX
*RMONT Y II %&

XA s e Il=E % 2E

* WS—F4531—Cisco Catalyst 4000 NetFlow Services Daughter Card

« WS—X4148—-FX—-MT—Cisco Catalyst 4000 Fast Ethernet Switching Module, 48 *E 100BASE-FX HE]
2 spolH (MMF) (MT-RJ)

* WS—X4148—-RJ—Cisco Catalyst 4000 10/100 Module, 48 3£ E (RJ—45)

* WS—X4148-RJ21—Cisco Catalyst 4000 10/100 Module, 48 3£ E telco (4 x RI—-21)

* WS—X4148-RJ45V—Cisco Catalyst 4000 Inline Power 10/100, 48 XE (RJ—45)

* WS—X4232—GB—RJ—Cisco Catalyst 4000 32—port 10/100 (RJ—45), 2—Gigabit Ethernet (GBIC) Module

« WS—X4232—-RJ—XX—Cisco Catalyst 4000 32—port 10/100 (RJ—45), 58 4H 3 &3 ¥£3

* WS—X4424—-GB—-RJ45—Cisco Catalyst 4000 24—port 10/100/1000 Module (RJ—45)

« WS—X4306—GB—Cisco Catalyst 4000 Gigabit Ethernet Module, 6 3E (GBIC)

* WS—X4412-2GB—T~Cisco Catalyst 4000 Gigabit Ethernet Module, 12 £E 1000BASE-T (RJ—45) + 2
¥ E 1000BASE-X (GBIC)

« WS—X4418—GB—Cisco Catalyst 4000 Gigabit Ethernet Module, A1 293 18¥E (GBIC)

* WS—X4448—GB—-LX~—Cisco Catalyst 4000 483 E 1000BASE—-LX (SFP)

* WS—X4448—GB—RJ45—Cisco Catalyst 4000 48*E 10/100/1000 Module (RJ—45)

* WS—-U4504—FX-MT-Cisco Catalyst 4000 Fast Ethernet Uplink Daughter Card, 4 E 100BASE—-FX
(MT-R))

« WS—X4604—GWY—Cisco Catalyst 4000 Access Gateway Module (IP & #3831 A X E 9]o] 1))

e WS—X4095-PEM~—Cisco Catalyst 4006 DC Power Entry Module

*WS—X4124-FX—-MT1 —Cisco Catalyst 4000 Fast Ethernet Switching Module, 243 E 100BASE—-FX
(MT-RJ)

* WS—G5483—Cisco 1000BASE—T GBIC

* WS—G5484—Cisco 1000BASE—SX Short—Wavelength GBIC (HE]R2.%)

+ WS—G5486—Cisco 1000BASE—-LX/LH Long—Haul GBIC (HZEE T+ HE|LE)

« WS—(G5487—Cisco 1000BASE-ZX Extended—Reach GBIC (&5

« Cisco CWDM (coarse wavelength—division multiplexing) GBIC &54

HEA|7|(indicator) Y ZE 7%

c AAE A A (85) /A ()

e A9 FEE 1% ~ 100%2] & A9 o] & (aggregate switching usage)

« 2% RJ—45 female

A — A9A] AHE- FA] B3 (switch recessed protected)

el e R R

solu]x] #e] ¥ E:10/100BASE-TX (RJ-45 female) DTE (data terminal equipment); =4 (%3), 9 #l%] 4
(&5 SR, off (14 2At4)
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Cisco Catalyst 4000 Family Supervisor Engine IV¥ Cisco I0S Softwareo| A% 219 =™ Cisco
CatOS (Catalyst Operating System) o4& A Q52| 5 th #HAee] AXESjo] WAHL th53) 25Ut

« Supervisor Engine 1V, Cisco I0S Software Release 12.1(12c)EW ©]4F

Bd x=A

8 2%:32~104°F (0~ 40°C)
W &5 —40 ~ 167°F (—40 ~ 75°C)
gt FE 10 ~ 90%, ¥-55

8 TT: —60 ~ 4000m

N BE =5
I 4% Cisco Catalyst Supervisor Engine V2] 1A 5 F570f 33 A4 BT},
E 4 Cisco Catalyst Supervisor Engine IV itXl E& &4 4X &

AFQE BE

A Are =4 CE BAl

orF * UL 60950
* CAN/CSA—-C22.2 No. 60950
* EN 60950
* IEC 60950
TS 001
* AS/NZS 3260

EMC *FCC Part 15 (CFR 47) Class A
*|CES—-003 Class A
* EN55022 Class A
* CISPR22 Class A
* AS/NZS 3548 Class A
*VCCI Class A
*EN 55022
* EN 55024
*EN 61000—6—1
* EN 50082—1
*EN 61000—3-2
*EN 61000—3-3
*ETS 300 386

A EMC, oF8 Y, & * GR—63—Core NEBS(Network Equipment Building Systems) Level 3
e B5E * GR—1089—Core Level 3

*ETS 300 019 Storage Class 1.1

* ETS 300 019 Transportation Class 2.3 (2& &)
* ETS 300 019 Stationary Use Class 3.1

*ETS 300 386
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¥ 5% Cisco Catalyst 4000 Family Supervisor Engine 1113} Supervisor Engine IV % A K.Yt}

E 5 Supervisor Engine Ill & Supervisor Engine IV F2 &

WS-X4515 Cisco Catalyst 4000 Supervisor Engine IV

WS-X4515/2 Cisco Catalyst 4507R Redundant Supervisor Engine IV

WS-F4531 Cisco Catalyst 4000 NetFlow Services Card

S4KL3-12113EW Cisco Catalyst 4000 Supervisor Engines Il 2 V& Cisco I0S Software; 7| 20]0{ 3
AZEQ0f oA X (RIP, static routes, IPX, AppleTalk)

S4KL3E-12113EW Cisco Catalyst 4000 Supervisor Engines Il 2 V& Cisco I0S Software; 112 20]01 3
AT EQ0f 0[A|X] (OSPF, IGRP, EIGRP X ISHS Z &)

MEM-C4K-FLD64M Cisco Catalyst 4000 Supervisor Engine Il & IV CompactFlash M 22[, 64-MB &4

MEM-C4K-FLD128M Cisco Catalyst 4000 Supervisor Engine Il ¥ IV CompactFlash M 22|, 128-MB &4

2fo| M~

Cisco Catalyst 4006 @ 4500 Alg]2= 29 x| 4 RMON 7]5-& AFE-5lei™ RMON o|o] HE gho] AlA7t 4 @ 3
Yt} Supervisor Engine 1113} VoAl BGP4& AHE-3te1 ™ InterDomain 2H--8 ko] A7 H @ sttt AfA]
RMON ofjo] AE gto] A~ = InterDomain 298 ko] 4lA ahubyk 9l o =),

E 6 Supervisor Engine Il & Supervisor Engine IV F& &

HE Hs a3

WS-C4006-EMS-LIC(=) Cisco Catalyst 4006 RMON Of| 0| M E 2to|HlA

WS-C4503-EMS-LIC(=) Cisco Catalyst 4503 RMON Of[0|H £ 2to[ M A

WS-C4506-EMS-LIC(=) Cisco Catalyst 4506 RMON 0| 0|H £ 2to[ M A

WS-C4507R-EMS-LIC(=) Cisco Catalyst 4507R RMON 0f|0| M E 2to[M A

FR-IRC4 Cisco Catalyst 4000 Supervisor Engine lll 2 IV InterDomain 2t2& 7|5
20|l A (BGP4)

23

Supervisor Engine IVS] BZ 7]z 9090w, wA® 3FE9o]= RMA (return materials authorization) & %
& EEAE 109 well vHEsjof gyt
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