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Please waitwhile Security Audit checks ifthe recommended security settings
are configured on the router.
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o] e Name | status =
16 Set Minirmurn Password length to less than 6 characters ¥ Not Passed
16 SetAuthentication Failure Rate to less than 3 retries ¥ NotPassed
17 SetTCP Synwaittime v Passed
18 SetBanner v Passed
18 Enable Logaing ¥ Not Passed
20 SetEnable Secret Password K Not Passed
21 Disable SNMP v Passed
22 Set Scheduler Allocate v Passed
23 SetUsers v Passed
24 Enable Telnet settings ¥ Not Passed
25 Enable NetFlow switching ¥ Not Passed
26 Disable IP Redirects ¥ Not Passed
27 Disable IP Proxy Arp 3 Not Passed
28 Disable IP Directed Broadcast ¥ NotPassed
29 Disable MOF service K Mot Passed
30 Disable IP Unreachables ¥ MotPassed |«

Click "Close” to continue fixing the identified security problems or undoing the
configured security configurations in the router,
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Configuration Steps
Interface:  [FastEthemelain -
It is recommended that you change the default LAN [P address below. Use the
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Firewall
Security Seftings
Summary
h “ -
-
<gack | Next= | Finen | cancel| Heip |

ANAF 2t2F 2 74

Cisco SDM¥} Cisco CNS 2100 Series Inteligence Enginew F&ahd 7] 49 Al A5 2H-EH O YR A4S w21 Bjg gy8o=
T = FUTE MBI AT GA L t71 el A e 8] dAlA Cisco SDM# Cisco CNS 2100 Series & A8t Z2@ske] A3 5= gl
o W&E A e A W A7} Cisco I0S CLIE AFE-31A] ¢k % # < Cisco 10S Software T4 th&-2 Eato] ARREE 4= Q15U

AAT 2}RE HOb a|

Cisco SDM& F& A|~57 9lEU 9} 11790] NAT Network Address Translation), ACL, 3} @ [PSec VPN¥} 22 Cisco I0S Software
Bt 7ss \:17ﬂ T g glom o]y g Hel 7]5& 7]1E9 ghe-E 7 U EL A oA o] HE 4 lFTh Cisco SDMO] AntE
pAbE 2R Hel 759 A AHE-& olalstal §loH Cisco TACY 13 HAE 4 & 57 €704 A% HF 745 AFEAL
Al Xﬂ*“h/]‘ﬂr Cisco SDM9] CLI AHd A E BEE ARgato] A& AREAF HE 445 A3 AAre ol eheHE Ad9d & syt

NAT 219H 29 e
Cisco SDM& 53} A2 b= o} 3170] SSL 2! SSHE Abgalo] 2] 299 LE Fo 2 () Stdlo], 2ZEgo] A1 e, Ae
o] 2« 4w, W 8l ACL 271, VPN B Aol 8l b3 H29) A2z vlAA) S s 970z el 5 gt

aE

m
o
°
£
>~
[
=il
#

(m
v
N
§

[

WE
=
(m
0
{u
bz
o,
)
olr
flo
Ao

Cisco SDM& HESA W Hel #EAFe] A& FINATE $23 =
3l Cisco SDM& AFg-ato] Al As e & o w=A +48 + sy h

2R A A AT FH O %
1Yt} Cisco SDMel| &3¢

Cisco SDME Eall A|lA5 1L Cisco SDMoA WA H FAS AFgsho
AL A 2aF Rl o] e HIAEE A Cisco TACY

OW o:
-0,
o
HE
ro
oo
e oy
-1
o
o,
>,
il
offt
ok
-1
oX.
to
=]
1o
rO
[
[nil

HE ArE

¥ 32 Cisco SDM 9] Al AFFS YERIY T



X 3. Cisco SDM HZ At

IIs oy
X|HEls EHE « Cisco 831 O|C{4l ZHE 2t2E, Cisco 836 ADSL over ISDN Zie 2t2E L Cisco 837 ADSL &S
2t E:
- Cisco 10S Software Release 12.2(13)ZH 0|4 & 12.3(2)T 0f4
« Cisco 1701 ADSL EOt A 2t2E Cisco 1710, Cisco 1711 U Cisco 1712 2Ot AMA 2tRE,
Cisco 1721, Cisco 1751, Cisco 1751-V, Cisco 1760 % Cisco 1760-V ZEH BAMA 2tREf:
- Cisco 10S Software Release 12.2(13)ZH 0|4, 12.2(13)T3 0]4, 12.3(2)T 0|4 E= 12.3(1)M 0|4
- Cisco 1841 Integrated Services Router:
- Cisco 10S Software Release 12.3(8)T4 0|4
- Cisco 2610XM, Cisco 2611XM, Cisco 2620XM, Cisco 2621XM, Cisco 2650XM, Cisco 2651XM &
Cisco 2691 HE|MH|A 2t2E:
- Cisco 10S Software Release 12.2(15)ZJ3 0|4, 12.2(1)T6 0[4, 12.3(2)T 0|4 L= 12.3(1)M 0]4
« Cisco 2801, Cisco 2811, Cisco 2821 ¥ Cisco 2851 58 MH|A 2t2E:
- Cisco 10S Software Release 12.3(8)T4 0|4
« Cisco 3620, Cisco 3640 ¥ Cisco 3661 HE|AH|A E2E ¥ Cisco 3662 Telco Versatile DCN
HAHA EBE
- Cisco 10S Software Release 12.2(15)ZJ3 0|4, 12.2(1)T6 0[4, 12.3(2)T 0|4 L= 12.3(1)M 0]4
« Cisco 3725 4 Cisco 3745 HE|MH|A AMA BI2H:
- Cisco 10S Software Release 12.2(15)ZJ3 0|4, 12.2(1)T6 0[4, 12.3(2)T 0|4 L= 12.3(1)M 0]4
« Cisco 3825 % Cisco 3845 E8&F MH|A 2I2H:
- Cisco 10S Software Release 12.3(11)T
« Cisco 7204VXR, Cisco 7206VXR & Cisco 7301 2tEf:
- Cisco 10S Software Release 12.3(2)T 0|4 L= 12.3(3)M 0|4; B, E ¥ S Egf2l2 X|&sHX| &S
AZEg0f S&M QoM AZ3t Cisco SDM X|¥ Cisco 10S Software 22|A2| 2E Cisco 10S Software 7|5 MESQ}
SEtEL,
k<] HTTP/HTTPS, &4l SSH 2! SSHv2
712 2t2E 74 mt2tolE - WhA ZT2O| CHE ABX

+ DNS(Domain Name System)

« DHCP AMH 3! Z2l0|2E

+ SNMP

« Bl SSH, SSHv2 & vty

< =W Y AlZE NTP(Network Time Protocol)

ANAZD
S 5t Al XHEE 7I2U2E HEY
SAE 0|E, =02 01§ % HiH



=
oIr

oy

SEH 74 mi2tolg

K

T4 7k58 2l2E 2IEmolA

X|#E= WAN #&st

T4 758 VPN ni2tolgf

XIHEl= Yt ni2tojg

CisceView &4

Cisce CME(Cisce CallManager
Express) &4

M
©

olr

CL

- 228 Z2EZ I RIP Version 1/2, OSPF ¥ EIGRP

« NAT(ZN 2 35)

- ACL

-+ QoS F& NBAR

+ Cisco EtherSwitch® ZEAQ| VL AN

+ IP ZEA| ARP(Address Resolution Protocol), ICMP(Internet Control Message Protocol) M&,
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- PPP
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