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12! 3, Cisco SDM

Cizco SDM Express Wizard

Security Configuration

The following configuration setings are recommended by Cigco to secure your rouler,

Configuration Steps

Overview I+ Disable SHMP S£ACES on your rouler
This will digable SNMP sandces on your rouber
Basic Configuration
|+ Disable services that irvohe security risks
LAN P Address

This will disable active services such as Finger, PAD, COP elc. which may make
DHCP your nouler vulnerable 1o security altacks.

I+ Enable servces for enhanced security on thie routes etwork

Internet (WAN
- ‘ J This will enable Logging and olher services, which will enhance the secunty on
Firewail the rouber
g ity S I« Enhance secin ity on router access
y This will configure S8SH for router access, setthe banner, enforce a minimum
Summarr password lenglh, and resiric the number of unsuccessiul logen abempls.

v Encrypl passwod ds

This will encrypl all passwords on your rouler by enablng Password Encryption
semvices.

[+ Symchronize router date and time settings with PC settings
This will synichronie rouler date and lime with the dabe and Bme on the PC.

< Back hle:-:l:-l | I:an:ell Help |
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« RIP(Routing Information Protocol ) H{& 1 & HH 2

« L2TP(Layer 2 Tunneling Protocol)

« CEF(Cisco Express Forwarding), PAT(Port Address Translation)
« RFC 1483/2684

* PPPoA(Point-to-Point Protocol over ATM)(DSL 2% M&)
2IRY DI2ES Y Uukxol
« PPPOE(PPP over Ethernet)

«802.1d AIf E2| ZZEZE(STP)

« DHCP(Dynamic Host Control Protocol) AMH/Z|0|/Z2I0|HE
« AMIA K] FZ(ACL)

2RE JIs

« GRE(Generic-routing-encapsulation)
* Cisco IOS & 9|8t %! DNS X|¥

Y AMEX} 20

«IPV6 =A X|™ OF7|E%

« IPv6 1|2l E4d(name resolution)

< IPv6 &7

« IPv6 HSHIPV6 FR A=mOIEQ IPv4 M ASHQIE ZHo| T3l T

IPV6 7|5

* ICMPv6
« IPv6 DHCP

« ATM VBR-rt(Variable Bit Rate/real-time)
« ATM UBR(Unspecified Bit Rate), CBR(Constant Bit Rate) 2! VBR-nrt(Variable Bit Rate/non-real-time)

DSL 2 ATM 7|s(DSL 22 M) | « F5 AN ZHAIE Qs ATM 2, 22| 2 SX|E4(OAM: Operation, Administration, Maintenance) X|&, ILMI(Interim Local
Management Interface) X|&

<10 714 3
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* NAT EHA(transparency)
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IPSec 3DES & &/A|X}
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PPTP(Point-to-Point Tunneling Protocol) Passthrough
L2TP Passthrough
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QoS 7ls

*« WFQ(Weighted Fair Queuing)

*« CBWFQ(Class-Based WFQ)

¢ LLQ(Low-Latency Queuing)

« CBTS(Class-Based Traffic Shaping)(Cisco 871 M&

« CBTP(Class-Based Traffic Policing) (Cisco 876, 877 %! 878 &)
ZzHA 7|8 QoS MIB

US 3t ofTofl AFX 2 (Prefragment)

CTX B =H

«\VC HEZ

—=o

PBR(Policy-Based Routing)
VCHE 7| 2|

-ved Eahg 4ol

Cisco SDM
LAN AQIX| ZE 22|

Cisco Configuration Express
Cisco CNS 2100 QI=z|™A olIFl X[
Z2AlolM DSL EHellof ool

Cisco SSA(Service Assurance Agent)
&, SNMP(Simple Network Management Protocol), CLI & HTTP 2t2|
*« RADIUS 2! TACACS+

7189 7Is

VRRP(Virtual Router Redundancy Protocol)(RFC 2338)
HSRP(Hot Standby Router Protocol)

7 oflH] ZEE Ed5f| 28 2HOR Y 2|(out-of-band) 2z
714 oft] ZES Sofl 2/ ZHEOZ Lo Hig]

thel 9l(out-of-band) 2= 2|5t ISDN S/T ZE(Cisco 876 L 878 FR)

.

H 4, Cisco 870 Series 2t2E{2| Cisco I0S Software 7|s-WLAN 7|s5(2M SMat &1 AL 7Hs)
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WLAN 3St=¢I0]
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+802.11b/g O] L K= &= Ael
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OtEflLt CHolHAlE]
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- WECA 45 284
o
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7
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WLAN AZEQIH 7|5

« WMM(Wireless Multi Media)

o

Halgr Sois w wel S

AmEQ0jz 40| THsEt

b gu
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A X2
S 44
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All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 7 of 15



Data Sheet

1]

WLAN ot 7|5

* 802.1X

* 802.11i

« WPA(Wi-Fi Protected Access) & AES(WPA2)

« EAP QI&: Cisco LEAP, PEAP, EAP-TLS, EAP-FAST, EAP-SIM, EAP-MD5, EAP-TTLS
e ™ 4l SX WEP(Wired Equivalent Privacy)

« TKIP(Temporal Key Integrity Protocol)/SSN(Simple Security Network) 253}

* MAC QIZ/ZH

* LEAP & EAP-FAST £ AtEst xtg Jstt 224
o 24 S20IHUE £9| Mgt 7 TS

« 2M Z210|HEQ| RADIUS AN 1M JHs

ro

S AHEXL H|O|E{H|0]A

* PSK(Pre Shared Keys)(WPA-SOHO)

SSID 10
24 VLAN 10
o5 51E M VLAN 4
MBSSID 2

CISCO I0S SOFTWARE ADVANCED IP SERVICES 7|5 ME(AZEYN ¢1d0|=E M)

Advanced IP Services
Advanced IP Services

AZEQN olO|X|ol= g EHot AZEQN o|0|X|e] 2E 7|st i Chgat 22 7t 7150] UELICH
ATEQ0| 0|0|X|ol= 57} 4MB 2| Z2iA| HIZ 2|7} 2 &Lt Advanced IP Services 0|0|X|2t EH =25t

Cisco 870 Al2|= 2t2E{0l= 71 HIE Q10| 7[2Xez HZ2| 4MB S2{A| H=22|7t MSELICt.

H 5, Cisco 870 Series 2}2E{2| Cisco I0S Software 7|s-Advanced IP Services 7|s ME(SM AZEY N HI120|E)

z2 53

ol

2R T2RES

* OSPF(Open Shortest Path First)
» BGP(Border Gateway Protocol)
* EIGRP(Enhanced Interior Gateway Routing Protocol)

LEPHOI 2tRE TS

* Advanced IP Services I0S 0|0|X|0f| 4 802.1q VLAN

* WCCP(Web Content Caching Protocol)
*DMZ
* ARP-XIE 20T

« IDS(Intrusion Detection System)/IPS(Intrusion Prevention System)
* DMVPN(Dynamic Multipoint VPN)(HE|Z?IE GRE 2 NHRP[Next Hop Resolution Protocol])

c2a ¥ 7
« URL Z/E{2l: Websense 2! N2H2
» CIXIE 2ASM(PKI)

* NAC(Network Admission Control)
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QoS 7ls

* Priority & Custom 7!

* CBWRED(Class-Based Weighted Random Early Detection)
* NBAR(Network-Based Application Recognition)

* LFI(Link Fragmentation and Interleaving)

* RSVP(Resource Reservation Protocol)

* RTP(Real Time Protocol) 3 &=

« DiffServ(Differentiated Services)

* QoS AR T2 & ARM Z2|IHES]

* CBM(Class-Based Marking)

HEIFHAES] TS

* PIM(Protocol Independent Multicast) Sparse Mode
* PIM SDM(Sparse-Dense Mode)

* Auto-RP(Automatic Route Processing)

0 MHSRP(Multigroup HSRP)

Advanced Enterprise

AIIE

T

o

J|0f o|O|X|0ll= Advanced IP Services 2! Advanced Security

LS €2 F7t 7150 UsU L

101 ojo|x|el BE Zlsat &l

H 6. Cisco 870 Series 2}2E{2| Cisco I0S Software 7|s-Advanced Enterprise Services 7| M|E(Cisco 876 0| AT SMQ1 ATZEQ0| Ha0|E)

72 57

g Jls

H 7. SI=HI0] Al
Fe 3 9
7|2 DRAM 128MB
£t DRAM 256MB

712 Sl olz2a|

24MB(Advanced IP Services 7|5 MES| ZHAL 28MB)

|t S2HA| o=

« 871: 100 MB 0|yl

+876: ISDN & £35t ADSL(ADSL2/ADSL2+)

«877: Of 2 X3IAMS E5H ADSL(ADSL2/ADSL2+)
+878: G.SHDSL(2 A 2 4 M X|&)

« Cisco 878 2| A2 3Mbps IMIX & Ms

LAN AQIX|

s AZAQHE T A5 ZX| MDI/MDX(Media Device In/Media Device Crossover)7t Q= 22|38 4 ZIE 10/100BASE-T AQIX|

802.11b/g WLAN

2E DE0IM M

A o
=5 ZE

RJ-45
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Hot E3nt 2 1g =Hot « Cisco 871 0|t USB 2.0 ZE 2 7
7158 ¢I8t USB2.0 ZE « Cisco 871 222 X|ME|X| 42 CI2 2 Ax|Qte| HZ0= USB 2.0 ZEE AIRE £ gLt

CHESOIMEE ARBE & UBUICH

ISDN BRI(Basic Rate Interface) « Tjot 9l(out-of-band) 22| 2 Cjo|e! WIS 9J3t Cisco 876

T o

S o [ 2|(out-of-band) &2|E 2§t Cisco 878

LED PPP, VPN, ADSL, G.SHDSL, WLAN, LAN

Qe Mel 23 K| H2 100 - 240 VAC

oI2te! PoE IP 2 i ol 24 ofklA EQIES I3t 012101 POE S 9IF OfHE S
ST-Micro DynaMiTe(0|Z12| Alcatel Micro Electronics) ADSL Z!A11(20190)
* T1.413 ANSI ADSL DMT Issue 2
*G.992.1 ITU G.DMT X|&

DSL ARk *G.992.3ITU G.hs ADSL & &4

« G.992.3(ADSL 2)/G.992.5(ADSL2+)
« DSL Forum TR-067
ZMI2 Carrierless ZIZ HZE/Q|4 HX(CAP) 7|8t ADSL 3|Muto)

oZ
foh
Ho
0fo
0x
o
>
O0H
_O'I_I
Rl
el
i)
iy
n

24 AR

o

X|#El= HlolE &= 1,2,55,6,9, 11, 12, 18, 24, 36, 48, 54 Mbps

802.11b

*-94dBm @ 1Mbps
*-93dBm @ 2Mbps
¢ -92dBm @ 5.5Mbps
*-90dBm @ 11Mbps
802.11g

*-92dBm @ 6Mbps
*-90dBm @ 9Mbps
«-89dBm @ 12Mbps
«-87dBm @ 18Mbps
«-85dBm @ 24Mbps
*-81dBm @ 36Mbps
*-76dBm @ 48Mbps
«-73dBm @ 54Mbps

1
rz
oy
H'|

ik
Sk

l->|l

o =
802.11b Tz 80mW(19dBm), Z[CH: (FCC) 245mW(23.9dBm)
802.11g T 50mW(17dBm)

Y 4F2 70l Tt AHE " XHER gatE o ASLICH

==

B
=
>
of
2
n

« |EC 61000-4-2:1995 HX7| gt&of thst LhA

« IEC 61000-4-3:1995 22 Z=miz MX|7| Ao chst LHA

« IEC 61000-4-4:1995 X7| 1 1hz SHA0]| CHEH LA

HXHI LA + |[EC 61000-4-5:1995v MM 1t SM(MXI)0I ChSt LiA

* IEC 61000-4-6:1996 24 FImt40f| Al LMEl= w2t S&0f st U

« |[EC 6100-4-8: 1003 T Fmp4+ Xt7|&ofl thst WM(CHEE2| AlAT R[N T SlS)
* IEC 61000-4-11:1995 FQ} Ztat, Tt HE, TH2b et wafjof chst LA

I'-‘:'-
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HE Rl

*HxXW xD=2.00x10.25 x 8.50 2IX|(50.8mm x 260.4mm x 215.9.9mm)(H|FA D)

*HxXW x D =2.00x 10.25 x 9.13 2IX|(50.8mm x 260.4mm x 231.9mm)(QtE|Lt HHUE{7} Q= BAM I, oL K|2])
o =2k F|0f 2.10 IFR=(0.954kg)

Sl 2IF PoE OHE] x|

x D =1.13x 4.00 x 10.25 QIX|(28.9 x 101.6 x 260.4 mm)(#|0|= =&

xD=1.13x4.00 x 4.25 21X|(28.9 x 101.6 x 108 mm)(7|0|Z H| =&

Zak = 0.32 I}2=(0.143kg)

>
é
ﬁ
P

E
of
o

X

H
H

£ =

X

ME S AR
« AC 12 X¢t: 100 - 240 VAC
104 50 - 60 Hz

=3 ™H: 26W

.

b
=

=2

o &3 Mok s5v 4 12v

FHQI F 2lztel PoE O{HE{Q| At
2124 Fef: 100 - 240 VAC

Ib4: 50 - 60 Hz

£3 ™Y 80w

x

£3 el 48vDC

RS

.
b
2

« UL 1950/ CSA 950-95, Third Edition

« |[EC 950:Second Edition with Amendments 1, 2, 3, 4
« EN60950: 1992(H =3t 1,2, 3,4 Z§)

* CS-03, Canadian Telecom Requirements

* FCC Part 68 U.S. Telecom Requirements

* AS/NZS 3260:1996(F Z&t 1,2,3 & 4 =)
« ETSI 300-047

+ TS 001(& =&t 1 =g

« EMI

* AS/NRZ 3548:1992 Class B\

* CFR 47 Part 15 Class B

« EN60555-2 Class B

« EN55022 Class B

«VCCI Class Il

« ICES-003, Issue 2, Class B, April 1997S

« [IEC 1000-3-2
o (Wi )

CERTIIED

e HISZH 2% -4 - 149°F(-20 - 65°C)

- HISE BE:5~95% Mt S=(HISE

e H|SZ} 1&: 0~ 15,000 O|E(0 ~ 4570 m)
27 S5 el

b
P

At 2 32 - 104°F(0 - 40°C)
- XS B 10~ 85% AT SEHISE

e & 1F:0~ 10,000 I|E(0 ~ 3000m)

DSLAM A5 284
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Data Sheet

H 8 Cisco 870 0f X|&k=l= DSLAM(Digital Subscriber Line Access Multiplexer)S E7{gt A{ILIC}.
H 8. DSLAM A5 284
DSLAM Siemens XpressLink 2.1 ECI Hi-Focus
ADSL ISDN ADSL ISDN SHDSL 2 SHDSL 4w ADSL POTS
T ME
Texas Instruments ADI | ADI Anaconda | Infineon Infineon orgEa HX|
876 X X X
877 X
878 X X
XpressLink
DSLAM Siemens 20 Alcatel 7300 Lucent Stinger Cisco 6260
ADSL ISDN ADSL ISDN ADSL POTS ADSL ISDN ADSL POTS | ADSL ISDN
T ME
Texas
Globespan Alcatel/ST Globespan Globespan Globespan
Instruments
876 X X X X
877 X X
878

ADSL2+ X|¥4

H 9 &= Cisco I0S Software Release 12.4(4)T & &35l MZ=/= ADSL2+(Asymmetric Digital Subscriber Line 2+) X|&€& €7{&t

Zieluct.

H 9, ADSL2+ X|#

DSLAM 2[l Fl= gI2l 7= & HE DSLAM Z2jof
Alcatel 7300 ADSL2+ POTS BRCM L7D6AA47.020
Lucent Stinger ADSL2+ POTS GSPN 9.7.1e64
Alcatel 7300 ADSL2+ ISDN BRCM L7D6AA47.020
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Data Sheet

oy =
FE 34

HE ¥is HZ
CISCO871-K9 Cisco 871 Ethernet to Ethernet Router
CISCO871W-G-A-K9 Cisco 871 Ethernet to Ethernet Wireless Router, 0= 2! ojH|2|7}
CISCO871W-G-E-K9 Cisco 871 Ethernet to Ethernet Wireless Router, &
CISCO871W-G-J-K9 Cisco 871 Ethernet to Ethernet Wireless Router, 2=
CISCO876-K9 Cisco 876 ADSL over ISDN Router
CISCO876W-G-E-K9 Cisco 876 ADSL over ISDN Wireless Router
CISCO877-K9 Cisco 877 ADSL Router
CISCO877W-G-A-K9 Cisco 877 ADSL Wireless Router: O|= 2! OtmH|2|7t
CISCO877W-G-E-K9 Cisco 877 ADSL Wireless Router, &

CISC0878-K9 Cisco 878 G.SHDSL Router
CISCO878W-G-A-K9 Cisco 878 G.SHDSL Wireless Router, O|=2 %! O}H|2|7}
CISCO878W-G-E-K9 Cisco 878 G.SHDSL Wireless Router, 2&
800-ILPM-4 870 2}IREIE 4 ZE 802.3af QIzIQ) T 2E
Z#t3: Cisco 870 Series 2M ZIRE BHE HS9| AL, OIS X[Fo| 2M 7#H

O E= RE J= g2

ATEQN CIRES

Cisco 10S SoftwareE CIRZ=5tH AAT ATZEQN MEIS HESHAAIL.
Z|Al Cisco SDM AZEQHE CI2Z2E=52™ http://www.cisco.com/go/sdmS HIHE2SHAIA|L.

AMbla X

= S&dte Aol oSt 22 SAF ZEELCH A=01=(FCC A
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Data Sheet

1]

AMAFE T 45 L] flo FH2 AMH|A Z2OHME MSst ASLICt ol2{et _—1*._| Ol Mu|A D22 o1, TRAA
=, MEUIL 25 8i AlAZRe| Z535 =312 0|F0 W7 Hzo MSE 4 e, 1 Aitls 52 M UEEZ LIEHLCH

MAZT MHIAE iRl HIERR BXIE 255t HWENHT 2SS Z|Xsk6iH, ME2 OHEEI5’1I0I*401| CHEISH WIEAS Q=21 ALL
HIZELA HHE 52 4+ UAEE ZoRSLICH AlAT MH|AO Cfet XpMEH LIE2 AMAT 71s XIE MH|A = AMAT 5 MHIAS
HIESIAA|L.

0t 8=

Cisco 870 Series HOF ZTHH 3 M ZI2E0f| CHet XMIet LIS AlAT 078 HEXIo|A Z2let7{Lt T2 & AMOIEE HEoHAIL.

http://www.cisco.com/go/870
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| Gold S| IEL - @H|oEt=Z2|ZE Fzlot 02-6256-7000 - ABHEEN® 02-2262-8114 CAHHIEYAR) 02-3415-6754
-@RIHE 02-3451-5300 - O ASUIAIARE) 02-3469-2400 @G Mlof A 02-6363-5000
CEINEE 02-3400-7000 - EEYE 02-6675-1216 - SK M[oHAE) 02-6400-0114
&t 1BM 02-3781-7800 - SIREX|ZEF) 02-3787-6000 gt HP 02-2199-0114
- @ AL 02-3289-0114
m Silver S| MEL BN [ =SNG 031-779-2114 - gt=t NCR 02-3279-4300
W Uncertified SI IMEL] LQENHAIARZ 02-3458-1400
W Local C|AER|HH FEATEWT 7MHA TFz2|o} 02-2187-0176 - EERCIXE 02-6004-7050 S@ SK HEHA 02-3788-3673
- Goto|LI = 02-3400-7490
B IPCC MEmEL - Bt= IBM 02-3781-7114 - ERIMYE 02-3400-7000 - GS U2 02-2630-5280
- 3t= HP 02-2199-4272 - ANHEYAR) 02-3415-6754
W Optical M2 DIEL] S @ELG mlloflA 02-6363-5000 - D|2IE 02-2142-2800 - O ASIAIARE) 02-3469-2900
W IP Communication M2 I}EL] - I2|Aul 1566-2837 - I AAARIE F2|ot 02-558-7170
W Security TEMEL - QUELAIE) 02-2104-5114 - GE|0t0of| A0f A 051-743-5940 SO A AEIXE 02-565-7034
- GLfHA| A 02-2199-5533
B WLAN HZmE - @ollo7] 02-584-3717 - AL2EIH0|ZH2|0KF) 02-568-5029 FRHEAIAE 031-343-7800
W Storage T2 IIEH - (F)IAAARE F2o} 02-558-7170 Qu EEERS 02-3446-3508
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