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Solution: Netwrapper
& ITA LTEL ItalteFs Netwrapper is among the newest applications that have been
developed on top of Cisco’s Enterprise SDN controller (API..

Solution Pariner Program Membership Level: Preferred Sclution Pariner
Partner: ITALTEL S.p.A.

Solution: SPARKL Sequencing Engine

Delivered either as an installable software package or as an embedded
controller, SPARKL runs on devices as small as the Raspbe...

Solution Pariner Program Membership Level: Preferred Solution Partner
Last Compatible Version Tested: ISR G2 15.4{2)T

Fariner: SPARKL Platform Ready

Solution: Hyperglance

hyperslam Hyperglance p‘ro-.I des a very intuitive 3D topology based monitoring and

management layer for otherwise disparate cloud and netwo.. el Gompatible

Solution Partner Program Membership Level: Solution Pariner
Pariner. Hyperglance Limited Last Compatible Version Tested: APIC - EM - 1.x




GV
_ Client
Grapevine

GV
Client
Root I

®
LXC LXC
Container Container ra p eVI n e

SR Platform for Service Elasticity

Server / Machine

\ DU E| -/ MH AT R/ MH| A2 H/M FMH| AS S
_ \

> ubuntu

Grapevine Root . . . . . .
Grapevine Client Grapevine Client Grapevine Client

; . Manager Manager Service Service Service
Linux Container 7] 9 9

Of = 2|#| 0|3

Service Load Monit
Catalog OACEVIONIOR Service A Service A Service B




atfren]e
CISCO

AA3 DNA 2 EQo|M

APIC-EM, S 7n}?

Cisco Application Policy Infrastructure Controller Enterprise Module




——————————————————————————————

— o S S O R RS RSN RSN RSN RS R e MEE MEE REE REE R S e e e e e e e o w®

i MH|A7|HE M

SDN Hut oy

SUN Enabler

HE9/3 7|5 28




IP 1.1.1.10] HIXAF EGYEIS 4
AfEtoff TAIL !

s
:
39
:
S~
=

HE2|3 AKX}

HAZAE FH| =tol
(ZHH]2 interface 0/0)

2t
1.1.1.10] lﬂq SH210] M
(i e

EZ2X%| DB F9 Hao]

Interface 0/0 Interface 0/0

shutdown

shutdown




=of| 2&|o]d

REST API

SDN
CE R

SOUTHBOUND ABSTRACTION LAYER

CATALYST® | CISCO NEXUS® | ISR | ASR | ASA | WIRELESS | OTHER

Naz wuz 2as 7| E | ES 3 CHAe




Enterprise Service Automation (2 E{ Z2}0|= W E L3 7}ASH

Intelligent Enterprise WLAN Enterprise Prime Infra &
WAN Fabric Policy Assurance

APIC-EM

Switching Wireless




AlA A APIC-EM O 7|EHIN

Security Collaboratio = Servic o rchestration IWAN
o Za| 7o) M (A

Published Rest APIs

Network Plug and Play

0f A{H|A

Topology

PKI (Trust Manager)

END-TO-END SOLUTIONS

Device Abstraction Layer (SAL)

CATALYST® ISR ASR WIRELESS

A New Software-Driven Platform for Solutions Development




APIC-EM 1A 4l gjojMIA

= H| O] 2~ (Base Apps)
OH
A TR N
5 HEEF AZEZ0{Q}
X
X =
............................................................................................ s - .
A|AF FH|E
N AIRSHA| = APIC-EM 0] 2= E20]
1Z4o|2H
T E' MX|sjof AMt{7} GiCHH!
-_ | o Mx|EH A I APIC-EM Appliance
APIC-EMS X[ AMH ( Appliance) (APIC-EM-APL-R-K9) =

Toie = ASLoh(E4)




£ 9)

—_—

N

B

<Hl

[APIC-EM 1.1] EasyQoS 2 Beta (Hj/0O/

H] O] £ 9

APIC-EM = N

W oz o 2

2

l:| = o= g
Klilo ©
Hr ol

jodT
4
<y
jodfoil
K
S Ml
N — NdOfgr
o] o
_.._lo__ 1=
m_unmL MH
KOofl RO

Ea
OH
| — |
2l

2 Egjo]A

1
P
|

frE-ERE-E-E-R R 0—e—0-

OH
=

ol
il
{F
ol
ol
K
o]
_~viki> oF
)
K =
(m

ol O]

SA 2
I=

(=)

el
S
o

9| Zero-touch

H
o
T

| k
P
S

=l
o
o

L

R

iz MH My
2
w4 7
~ HO
=
H IE
RO
T, T
= 7=__E_
L0R0mr  Bhm

HEHI HEC]
2X|
|
S



APIC-EM Zj 2 E20| £ A
Ol# Ma| A|Zt CHXO 2 2&

oA E o] AN
Zhoksh xHO] =k} HEHT,
St R o{=a|A 0| M oF7| =X
BLIEE

=M X 2| ubEof I:H 8% A
Hod 1.6 A

5-Tuple 7|8t 2 ZIA|=Ql A= =}ol




sl APIC - Enterprise Module

cisco
() Path Trace
ﬁ Home
— Host Source IP Source Port Protocol
v} Discovery
$ 65.1.1.6 10101 o ® tep v
£ Device Inventory J N v
/ Host Destination IP Destination Port N \
Ed Hostinventory /! “ \ Teace
/ ®207.1.10.20 20101 e \ \
;g ) \, \
2% Topology 1/ ,/ . N \
/ I' \\\ \\ \\
B2 waN . SN \
/I / Trace Results S
@ Path Trace 7 -+
III'I
=> Network Plug and Play F/
17

=41 88

SRC / DEST L4 port 13 g

14 T=E=(TCP EE= UDP)

Note: Layer 4 Port/Protocol WE = =M (&HA|st




T AEHO|AH: S =220 CHet M B

@Path Trace Hosts: 65.1.1.83 207.1.10.20 Source Port: 1001  Destination Port: 2001 Protocol: tcp

Trace Results

# ViewSmall = = Show Reverse (" View in Topology
CAPWAP Tunnel
Switched SW|tched SW|tched SW|tched Swtched ECMP ECMP OSPF NetFlow CONNH
= TR —— @= B~
65.1.1.83 APTUB.lj 0591‘_ 19¢ca CAM PUS Accessl CAM PUS- Il)|st1 Campu’s. V-fLC 5,508 CAH PUS- I:.).|Ist1 CAI\?PU:.Corel (‘.MLP\[UKS Router2 i Brancl'll—?olu:rerz
. 3 212.1.10.1 5.1.1.1€ 5.1.1.10( ..:|| \\ i 3
CAPWAP H 4 S

1P: 65.1.1.83 7 |-A| §|-

Type: wireless

Link Source: Switched

20| cist
A

X‘|E

E% AP7081.059f.19ca

IP: 55.1.13
Type: Unified AP I"I §I_ E
Link Source: Switched

Tunnels: CAPWAP Tunnel (E‘I +1| EE E 7 | )

CAMPUS-Access1

IP: 212.1.10.1

Type: Switches and Hubs

Link Source: Switched

Ingress/Egress
Ingress Interface: GigabitEthernet1/0/26 (@) | E_I | O |

Egress Interface:  GigabitEthernet1/0/1




HOJE =& B&

= APIC-EMZ XX o= &HH| 3 hostOf Liist 8825 =&
» X5 MEHE NIB (Network Information Base) = X &t

7R 4y YH
=ZZ7]| : Off Polling interval)
— FH|, QIEE|0|A, 3 Ay
_ CDDP, LLDP IP .deV|ce tracking DB APIC-EM
— =M Association Network
— VLAN, STP Information
— HSRP .
— OSPF, ISIS, EIGRP BGP static routes (NIB)
— 7|E} & (Flow cache &)

= SNMP/CLI 7|8t HE =% (snmp trapE &&)
— BM CEt3F Discovery= SNMP Trap2 28 (ZAEED)

oF

)
0jo

Note: APIC-EM 1.00j| 5| = Default Polling 7|7} 3022 2 ANME|0JUS (HAE L X




APIC-EM =2{71 of =|0]

FAOFStE MH| Aot 217 HEE =
Z=oto 2 E ESHT an
o HHE ¢ S 2|  p—— _
(PnP AfH{)

T PP K| B3 Ml
= 280 %*JEIOIE

______________________________ = 2lo|MA @g]

— = EEM 23 RE

= O|= A A%




0 Open PnP agent/’t A&kl 4%

Pnp Agent Fact CLl
Factory MH R PP A ] actory A
Start with —> =

o -

Start with
No config

No config




PnP | EE

APIC-EM PnP L} HE

st APIC - srorise M ]
cisee  APIC-Enterprise Module
Projects Unplanned Devices Images Configurations Bulk Import
Projects: 2 Devices in Projects: 5 Unplanned Devices: l
50% M Pre-Provisioned

1
In-Progress 0 Z0%
Provisioned 1 80% Provisioned 1
M Errors 0

APIC-EM Bulk Import/Export

APIC - Enterprise Module

i
cisco

Dashboard Projects Unplanned Devices Images Configurations

[IECH
[ zmeon | [ 2o | [ sswwe ] e . —
2 e ==
Date User Filename Status
2015-10-26 18:54 admin pnp-service-bulk-template.csv Completed

E==  Switches er=  Routers
(Catalyst) (ISR/ASR)

APIC-EM PnP REST API Support
B
&  Device Repository

x &Database
\ ’ PnP REST API

Python

N \ APIC-EM API
AEeh 2o P32

(i.e. Python scripts,
configuration generator, etc)

aZo| 7]

re

NSRS

Wireless AP



ro
m
pars
10
03
oA
mjo
Uz
pu
=
e~k
®
=
()]
-
(o
=
>
Z

=
(AAN o v N
(AW B A AN

Hybrid WAN Transport
IPsec Secure

Private
Cloud

Virtual amazon.com
Private @ rackspace
K Cloud

saleg%rce.com’
@u«ess On Demand.™

28 Windows 8

Direct Internet Public
Cloud
Access

webex
Google

. Ialo|Hl 222 C MH|AZ o8l ©Oto| X . glr% {IMoz WAN & 222 =
25 WAN MH|A A2 : B )

. 22 S35 MH[AQ UBIE Ol Ol ' g?ﬂgliﬂa‘ %Hilﬁaﬂ IE;F ZQ o|E
MH|A £ Local Internet Z2E 28 AL 2r S =S

(right flows to right places)




IWAN Cl3|E2E

sdmin

Home  Monitoring Site Dashboard

1 Newly Discovered
Devices

Configure Hub Site & Settings Set up Branch Sites

.
® @
Sites
o Pending
EEE l In-Progress
Hub site(s) is ready.
Please configure branch sites. Scheduled Jobs
= [ @u
-_—— @D Branches
. .- - .
©) ‘thatlie APIC - Enterprise Module w @ 8 O @
BN 8 62 sites (7] 184 Sites {8 231 Sites [ [ HUB Site

Monitor & Troubleshoot Administer Application Policy

(@)oo

An ‘-'mm ge B
Lo’
Application Dashboard

Application Categories (Business Relevant) Application Policy Groups Application Path Preference

M voice-and-video

M business-and-productivity-tools
M Business Relevant

14 file-sharing 19 MPLS1
] il W Business Irrelevant = o pref

emai o Preference
B software-updat M Default

software-updates
M Other

North

Paci fifc

Ocean

Pageloadedin 47ams # uish this page would..



CISCO.

APIC-EM1} Fl4Ek| 7|



You @ DevNet 72X} =2 ] =H

153

APIC-EM DevNet
S=ntel

hyperglance

[ seankLE

14l 2|

AWS?} oj3| HEE 2l
CEC R

L 2o EEEX| HE
4 3DE 7IA|E}

O s S7t
. .
devnet.cisco.com
Forum | Sandbox | APIIndex | Documentation
meocamwwen Tradware | OO TALTEL [glue  LiveAction
SDN #HEE3 HOob MH| &

A pa Y 5 24 Y
Aax 2o ZAO| 2

UC S U BLIEY Flow 7}A| 3}



-EM 117
A A AX|SHA|

L=

=

APIC

C}




R MRl AE40| ofL|2t, YL Ct.

DI 225 & 4 &Lt

AAR Y EQT0| HAS
MH|AZ HiZisHs XA EhEL|Ct

APIC-EM H|o| AW 2
M£23 AAFSH FE2 HSELUCL

Free







NI
CISCO




