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Cisco Visual Networking Index(VNI)

35 m Projected in 2007
m Actual 31

30 28

25
= Service Adoption Forecast

20 = Fixed & Mobile IP Traffic Forecast

15

10

Exabytes per month

5

0

IP Traffic in 2011
Source: Cisco VNI Global Forecast, 2011-2016




Cisco Visual Networking Index(VNI)

More Devices Faster Broadband Speeds
Nearly 19 Billion Connections 4-Fold Speed Increase

More Internet Users More Rich Media Content
3.4 Billion Internet Users 2 Years of Video Minutes/Second

Source: Cisco VNI Global Forecast, 2011-2016




Cisco Connected World Technology Report

ol=x: 19%

“say there is a company policy B\ ﬂ
forbids using company-owned °°
O

devices for personal activities”

5 % 4]35' don’t obey the

policies all the time

50% of global “our employees obey the
IT professionals policies on personal use”
believe Sk2: 33%




Cisco Connected World Technology Report

U 1: DO YOU CHECK EMAIL, TEXTS AND SOCIAL MEDIA UPDATES AS PART OF YOUR DAILY
* ROUTINE TO GET READY FOR SCHOOL OR WORK?

2012 Cisco Connected Warld Technology Report (CCWTR) 1 Jtaln

¥ .
. | Data derived from a survey llege students :

SOUTH KOREA

R R

A A} A 7F: ~50%

ihikikt

S AHF: ~20%
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Cisco Wireless g4

CELLULAR
3G/4G Off-load
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, =42l Data/wlIPS AP

CC(Common Criteria)
: WISM/5508

—
S—
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r IP and Application WiFi Protocol

I Attacks & Exploits |  Attacks & Exploits
| - i

| Traditional IDS/IPS | wIPS

| Layer 3-7 | Layer 2

Monitors Exploits Invisible to existi

\
I (2
® ))) New Rogue “"_’(\P
Threats O

Detects new ‘undete

WiFi Jammers ®_

Locates and Expedite




2. Qlmat He2| K|

- QY AOFEZE 11n capable, not dual band (2.4GHz
and SGHz) Ex: IPHONE 4.

» 2.4GHz only, 20MHz, 1 Statial Stream (SISO)

- QHIA Tablets : 11n and dual band. Ex. iPad:
» Dual Band, 20MHz only, 1 Spatial Stream (SISO)

- UHIA Laptops 11n, dual band, support wider
channels multi spatial streams

« 20/40 MHz in 2.4 and 5GHz, 3 Spatial Streams

« IPhone 5 — just changed the trend.
« 20/40 MHz in 2.4 and 5GHz, 1 SS (150Mbps)
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802.11alg/n (ClientLink 2.0)

I

150 Mbps

i

300 Mbps

/—\ /—\
% =N

I

802.11n 20

450 Mbps

65 Mbps

150 Mbps

300 Mbps

450 Mbps
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802.11 ac EM7|=

~
J

802.11n 802.11ac |
------------_ 6900 6900 8
Band 2.4GHz and 5.0GHz 5.0GHz only Spatial
Streams
PHY Rate 65 Mbps—600 Mbps 290 Mbps—6.9 Gbps @,f
0 3 S
MAC Throughput 45 Mbps—420 Mbps 194 Mbps—4.8 Gbps > > @
v
Spatial Streams 4 8 x@@$
Modulation 64 QAM 256 QAM 3
20, 40, 80, *80+80 Spatial
' , 40, 80, *80+80, Streams
Channel Width 20 or 40 MHz 160 MHz A
1
) Spatial
= < || streams
5 5
iz 2
i i
3 =
=) 2
O O
N
802.11ac 802.11ac
802.11 802.11b 802.11a/g 802.11n Wavel Wave?2

1997 1999 A0[0K] 2007 2014

* Assuming 160 MHz is available and suitable




802.11ac R4 &

- AL ET QL EF Fe 74 7S XS] fe Yz Wireless | Wi-Fi INDUSTRY
o EHI'?EI ElHl-OIﬁQI R_—rl% ¢%§ _Jlg_ QAE ilx_.!gl _Jlg__g_ Hol'?_l' Broadband Alliance AWARDS 2012
. .1lac 7|20] Cf3F Modular BtAlS o] 23F XtM|CH 7|2 2 ao|=

1lac S2O|AEQ Lt XtE HMA RE 7|5 X

802.11ac Module

5GHz Capable 5GHz Capable 2.4GHz Capable

AP3600 .11 ac 5GHz Capable

Band Select/ Radio Select
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Application Visibility & Control
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MONITOR

WLANs CONTROLLER

WIRELESS

SECURITY

MANAGEMENT COMMANDS

HELP FEEDBACK

WLANSs > Application Statistics

Aggregate
App Name
ms-lync 35970
ss| 5482
rtp 6830
rtcp 578
http 296
bittorrent 457
citrix 345
dns 61
webex-meeting 15
skype 65

Application Last 90 Secs Usage(%)

19368158 538
4840784 883
1806702 264

362678 627
328084 1108
57236 125
30003 86
12831 210
5925 395
5449 83

Packet Count Byte Count Average Packet Size Usaoe(%r)r

72.22
18.05
6.74
1.35
1.22
0.21
0.11
0.05
0.02
0.02

I ms-lync( 72.22% )
B =i 18.05% )

N rto( 6.74% )

I rtcp( 1.35% )

B nitoc 1229 )

l bittorrent{ 0.21% )
B civix 0.1%)

I dns( 0.05% )

l webex-meeting( 0.02% )

l skype( 0.02% )

App Name

citrix
ms-ocs-file-transfer

Nary-over-ntp
bittorrent

http

I me-lync

e
ssl
youtube

itunes

Packet Count Byte Count Usage(%)

1806809
318410
195928
815450
183250
160894
123502
88478
28738
13637

676350770 35.49
273665176  14.76
226772935 12.23
219756102 11.86
187127941 10.10

98699034 5.33
64324358 3.47
59217362 3.18
32543822 1.76
15043237 0.81

Application Cumulative Usage(%) #

I citrix( 36.4%% )

l ms-ocs-file-transfer{ 14.76% )
. binary-over-http( 12.23% )

l bittorrent{ 11.86% )

B heoc 10.10% )

l ms-lync( 5.33% )

| EIERLS

I ssi( 3.19% )

1| voutube( 1.76% )

l itunes( 0.81% )
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- =1 O ~1 - o
« SXP(Security Exchange Protocol) & 0| 2%t Al A A zHd =3

- X|X9o| ACL &

dmin

IT A

Users,
Endpoints

v

3 7

IP Address

SGT Source

10110102 5( LOCAL ‘

10.1.10.110 14 LOCAL
10.1.99.100 12

kd Untagged Frame B Tagged Frame

Public Portal (SGT 8)

g A

Active

ISE 1.1 Directory

Internal Portal (SGT 9)




HI= A7) : Wireless Indoor AP

» 3600
#2600 o

BandSelect

| » CleanAir VideoStream
_ @ . CllegtLlrllk « Security Module
» BandSelect « 802.11ac Module
TELEWORKER 1 600 « VideoStream ‘
Sy e ClientLink INVESTMENT
« BandSelect PROTECTION
Dual ' * VideoStream 2
» Local Ethernet Ports » CleanAir Express = 4

802.11ac Module




Indoor AP H| Wl &

Data Rate

Radio Design

CleanAir
ClientLink

BandSelect

VideoStream
Rogue AP Detection

Adaptive wiPS
FlexConnect
Wireless Mesh

Power

Temperature Range

Wi-Fi Standards

3600 Series 2600 Series 1600 Series OEAP 600
450 Mbps 450 Mbps 300 Mbps 300 Mbps
4X4:3 3X4:3 3x3:2 2X3:2
v V -
ClientLink 2.0 ClientLink 2.0 ClientLink 2.0
v v v
v v v
v V v
v v y
v v v
v v v
802.3af 802.3af 802.3af DC Adapter
(i) 0 to 40° C (i) 0 to 40° C (i) 0 to 40° C 0 AGFE

(€) -20 to 55°C

(€) -20 to 55°C

(e) -20 to 50°C

802.11 a/b/g/n

802.11 a/b/g/n

802.11 a/b/g/n

802.11 a/b/g/n




Indoor AP E}AFH| 11-AP 2600

C

RF =
L]
AHEY 2N7|5

HIC|2 X2 7|s

Dual Band
SCI0|AHE XXz}

OELL B
7

Cisco AP 2600 Series

3x4 MIMO

ClientLink 2.0 -
Advanced

Transmit vector BF
benefits all 802.11n and
802.11a/g clients
including tablets
smartphone, and laptop

Advanced

Detect, classify, locate,
aggregate, mitigate
(CleanAir)

Yes
(VideoStream)

Yes
(BandSelect)

-20 to 55C*
(2600e version)

Dual Band
CCX

v

N\

3x3 MIMO

Basic

Explicit BF ready—
however no clients
support currently

Basic
Detect and mitigate

Limited

Yes

0 to 50C

Dual Band

3x3 MIMO

Basic

Explicit BF ready—
however no clients
support currently

None

No

No

0 to 50C

Single Band

3x3 MIMO

Space Time Block Coding
(STBC)

Basic Detect and mitigate

Yes (USB Module
expansion)

Yes

0 to 50C

Single Band




Multi-
Architecture

Capable
5500

Features/Performance

Flex 7500

Virtual
Controller

Scale (Number of Clients, APS)




Outdoor AP

Control System

Mesh AP E}[_;:[\

External
Antenna

Redundant
WIiHART ¢
"""""" #  Antennas

Redundant
Configuration




Outdoor Access Point

INDUSTRIAL
SENSOR

bt of Things




Mobility Services Engine Access Points

Identity and Policy
Data Integration

Physical ¢
or Virtual N=
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