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Figure 14. Types of Attacks or Misuse
Detected in the Last 12 Months
By Percent of Respondents
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TYPE OF ATTACK

Insider abuse of Net access
Virus

Laptop / mobile device theft

Phishing where your organization was
fraudulently represented as sender™*

Instant messaging misuse™*

Denial of service

* CSI Survey—2007

http://www.gocsi.com
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DHCP & 24 %X| = Port Security
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port
port
port
port
port

security
security
security
security
security

5/1
5/1
5/1
5/1
5/1

enable

port max 1

violation restrict
age 2

timer-type inactivity

switchport port-security

switchport port-security maximum 1

switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
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DHCP Snooping Jls &3
Client

V Untrusted Trusted
S,

Untrusted
OK DHCP

f o
‘ Responses: offer,

ack, nak

BAD DHCP
Responses: offer,
ack, nak

) DHCP Snooping Binding HI0IE A

show ip dhcp snhooping binding
MacAddress IpAddress Lease(sec) Type VLAN Interface

00:03:47:B5:9F:AD 10.120.4.10 193185 dhcp-snooping 4 FastEthernet3/18
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ARP && %X|: Dynamic ARP Inspection
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IP/MAC H1X 37 %Xl J1¥: IP Source Guard Y&

DHCP Snooping Binding HIOIE
SRS A
IP Source Guard

Dynamic ARP Inspection (DAI)
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Traffic Storm Control
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Building the Layers

Port security: MAC flooding 21 DHCP
DHCP Snooping: 2&l/23HJt DHCP A

IP source guard: IP/MAC &4 HZX
(@)

Traffic Storm Control: Flooding ¥EC DoS
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Cisco TrustSec (CTS)
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Cisco TrustSec
JI2di 284Y: Link Layer Encryption
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Layer 2 HPt Best Practices (1/2)

AXIO &= X OHPrel HOt J|sE JHIOIH 28 & A (SSH,
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=9
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Layer 2 HPt Best Practices (2/2)
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Matrix for Security Features (1/3)

Nexus 7K 6500/ 6500/Cisco 4500/Cisco

Feature/Platform NXOS Catalyst OS 10S 10S

Dynamic Port Security : 7.6(1) 12.1(13)E 12.1(13)EW

12.1(12c)EW
*

*

DHCP Snooping : 8.3(1) 12.2(18)SXE

12.1(19)EW

**

DA . 8.3(1) 12.2(18)SXE

IP Source Guard | 8.3(1)* 12.2(18)SXD2 12.1(3*9)EW

CoPP . N/A 12.2(18)SXD1 12.2(31)SG

* Sup7209 2L
** Sup2+ 0[&9l Supervisor 2R
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Matrix for Security Features (2/3)

3750/3560

EMI 3550 EMI 2960 El 2950 El 2950 SI

Feature/Platform

12.0(5.2)

BYHEN e el RST-TII(IWVAl 12.1(25)SE 12.2(25)SEA 12.1(11)AX 12.0(5.2)WC1 WC1

DHCP Snooping 12.1(25)SE 12.2(25)SEA 12.1(19)EA1 12.1(19)EAl N/A

DAI 12.2(25)SE 12.2(25)SEA N/A N/A N/A

IP Source Guard 12.2(25)SE 12.2(25)SEA N/A N/A N/A

Note: Old Names of the 10S for the 3000 Series Switches IOS Feature Finder—
http://tools.cisco.com/ITDIT/CFN/jsp/index.jsp
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Matrix for Security Features (3/3)

Feature/ Platform

Dynamic Port Security

DHCP Snooping

DAI

IP Source Guard

3750/3560
Advance IP

12.1(25)SE
12.1(25)SE
12.2(25)SE

12.2(25)SE

3550
Advanced IP

12.2(25)SEA
12.1(25)SEA
12.2(25)SEA

12.2(25)SEA

3750/3560
IP Base

12.1(25)SE
12.1(25)SE
12.2(25)SE

12.1(25)SE

3550
IP Base

12.2(25)SEA
12.1(25)SEA
12.2(25)SEA

12.2(25)SEA

Note: Name Change of the IOS on the 3000 Series Switches I0S Feature Finder—
http://tools.cisco.com/ITDIT/CFN/jsp/index.jsp
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