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Cisco SDN (Self Defending Network) 3.0

Integrated CollaborativeAdaptiveg p

Cisco Self Defending Networkg
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VPN Solution in Cisco SDN 3.0

Network Security

/ / 

Cisco VPN Solutions
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Ci VPN S l tiCisco VPN Solution 
: Site-to-Site VPN
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Cisco Site-to-Site VPN Solutions

Remote-Site e ote S te

Cisco 800 Cisco 1800/2800/3800Cisco 800 Cisco 1800/2800/3800

Head-End 

Cisco 7200
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Cisco 7200
ASR 1000 VPN SPA

(Cisco 7600/Catalyst 6500)



Head-End Cisco ASR 1000 Series

10Gbps System Performance!!

Cisco 
QuantumFlow

ProcessorX + =5
R&D

40
ProcessorX + =R&D

C OS• Cisco IOS 
• VPN 

•
• (SW/HW)

• QoS 
• Instant Service-On

3.5Gbps
VPN Performance
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ASR 1000
VPN Performance



Remote-Site Cisco ISR Series

Cisco 1800/2800

4 000 000 UnitsCisco 38004,000,000 Units
W ld id200MbWorldwide200Mbps

VPN Performance!!
• Cisco IOS 
• VPNCisco 800

VPN Performance!!
VPN 

• QoS 
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SP VPN Head-End VPN-SPA

SIP
(SPA Interface processor) 25Gbps

VPN P fVPN Performance

• Cisco 7600/Catalyst 6500
• VPN 
• SPA 1 2.5G 
• 10 SPA

VPN-SPA
(Shared Port Adapter)

© 2008 Cisco Systems, Inc. All rights reserved. 9

• 10 SPA 



Cisco IOS VPN 
1. DMVPN(Dynamic Multipoint VPN)

IP PBX•
( . UC)

IP PBX
Cisco CM

•
Dynamic Tunnel 

• Head-end

Dynamic

Voice Call

Dynamic
Tunnel

V
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Voice Call



Cisco IOS VPN 
2. Easy-VPN

IP• IP
xDSL 

• Remote-site

• Remote site• Remote-site
Head-end Dynamic

Tunnel

• Remote-Access 
IPIP
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Cisco IOS VPN 
3. GET VPN(Group Encrypted Transport VPN)

WAN• WAN 

• MPLS VPN
Key

ServerMPLS VPN 

• Key Server
Dynamic Key y y

• Tunnel-less 
Any-to-Any

MPLS 

Any-to-Any 

• GET VPN
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• GET VPN



Cisco IOS VPN 
4. MPLS-Aware VPN

VPN A B
• VPN 

• IPSec

A B

IPSec 
MPLS VPN 

• VPN SPA : 25Gbps Internet• VPN-SPA : 25Gbps
IPSec + MPLS 

MPLS

Internet

MPLS

A VPN
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Cisco VPN SolutionCisco VPN Solution 
: Remote Access VPN
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Remote-Access VPN Solutions

VPN Head endVPN Head-end

ASA 5580ASA 5580
1Gbps/10 000VPN Head-End / Remote-Site 1Gbps/10,000 

ASA 5510 / 5520 / 5540 / 5550ASA 5510 / 5520 / 5540 / 5550
425Mbps VPN Remote-Site
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ASA 5505
100Mbps VPN 



Remote 

Any Application Any End-Point Any Policy

ASA IPSec SSL VPN 

IPSec VPNIPSec VPN SSL VPN
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ASA 5500 VPN

Active-Active 

VPN ASA Active/Active 

L4
ASA5500

L4L4
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-

Cisco WAAS Mobile
VPN

Cisco NAC
VPN 

NAC ClientWAAS Mobile

ASA5500ASA5500
Client

NAC ServerNAC Server
WAAS Mobile

Server
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Enter DemoEnter Demo

Cisco VPN Solution + Cisco NAC Solution
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WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient

cisco

*****
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
CliClientClient
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Remote-access VPN Demo

WAAS Mobile
Cli
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Remote-access VPN Demo

WAAS Mobile
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Remote-access VPN Demo

WAAS Mobile
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Remote-access VPN Demo

WAAS Mobile
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Remote-access VPN Demo

WAAS Mobile
Cli

WAAS Mobile
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WAAS Mobile
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WAAS Mobile
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WAAS Mobile
Cli

WAAS Mobile
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WAAS Mobile
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WAAS Mobile
CliClientClient

© 2008 Cisco Systems, Inc. All rights reserved. 45



© 2008 Cisco Systems, Inc. All rights reserved. 46



© 2008 Cisco Systems, Inc. All rights reserved. 47



© 2008 Cisco Systems, Inc. All rights reserved. 48



WAAS Mobile
Cli

WAAS Mobile
CliClientClient

John Chambers.
pps

John Chambers.
pps

© 2008 Cisco Systems, Inc. All rights reserved. 49



Dear Korean Customers

Why Cisco VPN Solution?
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Why Cisco VPN Solution…?
A A li ti

Site-to-Site VPN Solutions
Any Application

Cisco Router & IOS 

VPN 

Any End-PointIntegrated SecurityIntegrated Security
Remote-Access VPN Solutions

yIntegrated SecurityIntegrated Security

Any PolicyAny Policy
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Why Cisco VPN Solution…?Any Application
Site-to-Site VPN Solutions

Any Application

Cisco Router & IOS 

VPN 

Any End-Point
Remote-Access VPN Solutions

y

Any PolicyAny Policy
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