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Threat Landscape Evolution 
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Cisco 2013 Annual Security Report 
Where You Visit Online… 

36%  
search engines 22% 

Online video 
13%  

Advertisements 
20% 

Social networks 

0% 10% 20% 30% 40% 

Search Engine 

Online Video 

Ads 

Social Network 

Hits to Top Web Properties 



5 

Cisco 2013 Annual Security Report 
…Is Where The Threats Are 

Search Engines vs. Counterfeit Software 

27x more likely to deliver malicious content 

Online Advertisements vs. Pornography 

182x more likely to deliver malicious content 

Online Shopping vs. Counterfeit Software 

21x more likely to deliver malicious content 
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Implications for Security 
Functions need to work as a system 
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Cisco E-Mail Security Portfolio 
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Cisco Web Security Portfolio 

THREAT DEFENSE 
Block Malware 

Prevent Data Loss 
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Application Control visibility 
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• MODERN DETECTION ALGORITHMS 
    behavioral analysis artificial intelligence 

• SELF-LEARNING AND EVASION RESISTANCE 
    game theoretic self optimization 

• THREAT BEHAVIOR ANALYSIS 
    leveraging network, web, and identity context 

IDENTIFY ADVANCED CYBER THREATS 
behavioral analysis artificial intelligence 
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Threat Discovery through Local Intelligence 
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Threat Defense with Global Intelligence 
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Discovery with Breadth 
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Discovery with Breadth 
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Discovery with Breadth 
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Discovery with Breadth 
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Suspicious 
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Discovery with Context 

17.0.2.12 PDF Beijing London San Jose Kiev HTTP SSL SMTP 
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Who What How Where When 

              0101  1100110   1100 111010000 110  0001110 00111   010011101 11000  0111 0001110    1001  1101 1110011  0110011   101000  0110 00   0111000   111010011    101   1100001  1  
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SIO Defense Flow 
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Day 0 
Zero-day Malware 
In the wild 

Day 14 
Cisco IPS Signature 
C&C Server Blocked 

Day 16 
1st Anti-Virus 
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Cisco SIO Proactive Defense Traditional Response 
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Internet Explorer (IE) Zero-Day Vulnerability 

Multiple Attack Vectors, Multiple 
Layers of Defense 
• SIO cross-platform intelligence 
• Blocked zero-day threat  
• Blocked 40+ “parked” domains 
• Blocked exploit server & CNC 
• 18 day lead time 
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SIO: Defense in Depth 

Cisco Security Intelligence Operations 
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