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(i Supply Partner

ceio Requires "locked down"access to
. specific extranet resources and applications

(Clientless SSL VPN )

¥ Client-based SSL or IPsec VPN ]

[* .
Corporate Managed Laptop
Remote-access users require
seamless, easy to use access
to corporate network resources

Public
Internet

Cisco ASA
5500 Series

 Clientless SSL VPN

i
I:l (Client-based SSL or IPsec VPN |
—" Employee at Home
Public Terminals %| Day extenders and mobile employees
Remote users may require lightweight require consistent LAN-like, full-network
e I e A e e e access to corporate resources and applications

applications from a public machine

BE 22 © 1992-2008 Cisco Systems, Inc.2| MEH BSZ BESLICHL B AR, 0] 2Ai= AIAT 2 BEILICH HIOIXI 1/6



Cisco ASA 5500 Series SSL VPN2| T2t & 0l &

S0t RE: UEKIN MHMASHE AFZ2X OS0ILE AEZQIEN et MEE JIBHHI A
2el0|HEeg|A(clientless) = Z UIERK A (full-network) MAIA ZS0IA HES SSLVPN JI=2 &
Jts &L

2HS HERZT HAMA: Cisco AnyConnectE Solf 28RS OHE2IAH0/E L UERZA 2liaA HHADL
M=E LUt
VPN Cliente EX HZ2/HO0IE E= 2lAAN CHEH DA WHAZE H25t= UWERAD HEY Z240/HEZ,
NEo2 URREE 4 USLICH

HER3 s =&} Cisco AnyConnect VPN Client= VolP Eci
XA crzst ECHEON CHol =HSIE VPN HAZ 2 HS& LI

e
H
rr

TCP D18t OHZcIAI0lE HAlA2t 20l

SHIAEHA 220IHERIA HAHA: 2Zel(managed) & HIZel(unmanaged) AEHEIEN M 2SS AL XHO
CHoll &2 2ot HHAZE MISLICH UWEKIN "OFL2MLE XMl A(anytime access)”JF Jbsatd| HE 0
MAMANEE =2 = AUSLICH

e HOo: WERKZA L IT 22/€0H J1g HWERKA c2lAA & HE2IAHOAN MOHE HAHAZE HE2E £
A= FIt €2 2OHELICH

e RAsSt 22 esY HAHEZZ0/X S#HWHAN 23 RPASE 0I5 32 HAA HE QLAAMES

Z22ote O e sE4H2 24Ut

s A% HE 22 UERID 92 2HME 2ol ARQ%e=E &2 A3 HsSE2 2206, 2 AHEZOIENAM VPN
Sc0|HE ATEQUE 22loH0F ot= 22l HIES2 ¥ £ UASLIC

12 Jls S8 SSL1 IPsec VPNS &HLISl ZEZ0 8

SSL VPN JIs3t AlAZRSl 248 VPN J|=0| Z& = ASLICH Cisco ASA 5500 Series SSL/IPsec VPN Edition2 SSL1} IPsec
VPN JI&2 otUe EHEZECZ B&6I0 MBE2ZM MZE CHE VPN ?@’ BN Zes s2MS AI2X Zo JisEh f8tA
ESRECZ MBELICH Tets &g 22 HHA £2H2 P8ote HIE2 22 = AUSLICH

Cisco ASA 5500 &=

= 425 MIRTUMRE A2 AEHZ0IE UWEKAIM 0IZ2II0HA
LICt 5505, 5510, 5520, 5540, 5550, 5580-20, 5580-40 20|
HA &Z4) S 25 S HSBotH, O0leie SaE Jlslts

Cisco ASA 5500 Seriese= &~ &2 SMBL} &2 AR
70X RES Soil EF AOIEN Y= &&EHS H
Al

Ak

OH nx

o

HM3gLo(Og 2). 2 2d2 J|I2xez &
HE Jisot=E A EHJASLICH

OLU
x

8 2....Cisco ASA 5500 Series NS

= LHE2 © 1992-2008 Cisco Systems, Inc.2l K&z 2S5 E5UCL A AR 0] SA= AIAZR S0 Z2SLICH HIOIXI 2/6



H 1.

Cisco ASA 5500 Series Appliances? s &Y

Cisco ASA | Cisco ASA | Cisco ASA | Cisco ASA | Cisco ASA | Cisco ASA 5580-20| Cisco ASA 5580-40
5505 5510 5520 5540 5550
VPN = CH 100Mbps | 170Mbps | 225Mbps  |325Mbps | 425Mbps | 1Gbps 1Gbps
el
25k VRN 25 250 750 2500 5000 10,000 10,000
1 AT
SA (}Z\P\é:N 25 250 750 5000 5000 10,000 10,000
! A
BHOIA |=E= ZLE |59 442 4919 8ol 2JH2l USB EE, |2JHSl USB EE,
a2l |10/100 10/100/10 | 10/100/10 | 2|2tHIE  |29HS RJ-45 22l |20H2l RJ-45 22l
s st 2 00 ZW |po0 2H IEEL ZE, 2049 ZE, 2049
8ol ol yl ol 0|y TE, JIJHHIE o4 JIJHHIE oI«
10/100 | ZE, 2E, ZE, 4942l del ZE, 2rel ZE,
2 oo use| 1HS TS | oo oy | mol CIEHIOlA =& CIEHOlA =&
0yt TE gz |2 2 Q| 22| TE, IE M3 ItE W3
ZTE(2I49 ZE, TE, 1712 ® =0 12942 ® =0 12942
POE X E 2942l USB|2JHo] usB| D= 10J1JHHIE 10J1JHHIE
TE, ZE WS [zeE Hz= |olgy olgu 2& olHu 2&
3742l USB TE M= ® =0 24042 ® =0 24942
TE gz JIJHHIE oI« JIJHHIE oI«
rE rE
® =0 24042 @ =0 24042
10/100/1000 10/100/1000
OlY L& oIy L&
o220ty dA3g |1RU 1RU 1RU 1RU 4RU 4RU
seREs |19 org |HQ x| & x| & x| & x| & Xl &
o= J|S2
VPN xe otg | 9 X & X & X & X & X &
FEWE A JIE2
z2 38
H 2% 32 Cisco ASA 5500 Series SSL/IPsec VPN Edition =2 E &2 MREEEE MI&LIG. 2= Cisco ASA
5500 Series HEct0IH AU = MAl JI2 2E0A IPsec SAl AtE =IO AFE X =0t Z& 20 AUSLICEH SSL
VPNEl 2= Jls2 &Y Jls cetoldlA=2 MSBELICH Cisco ASA 5500 Series2| 2t @42 SSL VPN 2t0lMIAE
2 2oH0F SSLVPNE XI& & == JUASLICH Cisco ASA 5500 SeriesOl 4 SSL VPNE2 2t OICI& HE0 diYotes &
PE HSZ PUGHHLE, MAI & SSLVPN JIs 240IdIASE E&2 26t = JASLICHE 3 #X). FE22
ANAZR 248 =2 & HOIXE 0IE8dl FEAL.
2= LHIES © 1992-2008 Cisco Systems, Inc.2l M&H ESE 25LICL HA AR 0 EA=E AIAD 2 EZLICEL HIOIXI 3/6




FH

2 2t

Gici& =

uin

10
M
HO
0
HL

SSL VPN At Xt
2 AL

OitiE $Hs

fon

= I
5 d

10 8 SSL VPN

Cisco ASA 5505 SSL/IPsec VPN Edition
1082 SAl AIE XI&

ASA5505-SSL10-K9

25 %X SSL VPN

Cisco ASA 5505 SSL/IPsec VPN Edition
2532 SA ME XIE

ASA5505-8SSL25-K9

50 %X SSL VPN

Cisco ASA 5510 SSL/IPsec VPN Edition
5082 SAl AHE XI&

ASA5510-SSL50-K9

100 ® X SSL VPN

Cisco ASA 5510 SSL/IPsec VPN Edition
10022 sAl AHE K&

ASA5510-SSL100-
K9

1 I & AA 2Ael822=2 22 SSL VPN ALEX

SSL(Set0IHERIA
N& =2

—=

et o oia
=ie = 8ls

+2 A8

ot

2 QA= 2tolJA DI EEELICH IPsec &

f
2 BHY I8 VPN M&ES & SAl AL2 == XEN HEAIE IPsec ZIH SAl AHE

SSL VPN &M Xc2l&2 ASA 5580 SeriesIt ASA 5550 Series

e
2 Cisco ASA 5510

U SA ARX 42 MIELICHL 01248 a2 DAl 22

10
ol

Jor
o

25 1
Security Plus 2tOldIAZ A0S0 JIsELICH

A=
T

LICH S8t SSLVPN M& It ofled EXI0NA ctoldlA 22 A&

lsLICh.

E =g

to ZEELICH

SSL VPN At At
LAAE

= I
=) ﬁ

fon

OiCiE Bs

250 =M SSL

Cisco ASA 5510 SSL/IPsec VPN Edition ASA5510-8SSL250-K9

VPN 250929 SAl AL K&
500 #M SSL Cisco ASA 5520 SSL/IPsec VPN Edition ASA5520-SSL500-K9
VPN 500929 SAl AL K&

1000 ® M SSL
VPN

Cisco ASA 5540 SSL/IPsec VPN Edition ASA5540-SSL1000-K9

1000&2 SAl AtE XI&#

2500 =X SSL
VPN

Cisco ASA 5540 SSL/IPsec VPN Edition
250082 SAl AIE2 K&

ASA5540-8SSL2500-K9

2500 =X SSL
VPN

Cisco ASA 5550 SSL/IPsec VPN Edition
250082 SAl AIE2 K&

ASA5550-SSL2500-K9

5000 =X SSL
VPN

Cisco ASA 5550 SSL/IPsec VPN Edition
500082 SAl AIE2 XI&

ASA5550-SSL5000-K9

10,000 ® X SSL
VPN

Cisco ASA 5580 SSL/IPsec VPN Edition
10,0008 2 SAl AIE X3

ASA5580-20-10K-K9

2= LIE= © 1992-2008 Cisco Systems, Inc.2| MARH 2SS Z5UICE A AR, 0] 2A= AIAD S0 Z22LICE

HIOIXI 4/6




H 3. HE 20ldlA =32 FE.

Cisco ASA AA1¢} 48 71553k SSL VPN o] Al

SSL VPN BE H3E | Cisco ASA [Cisco ASA | Cisco ASA |Cisco ASA |Cisco ASA | Cisco ASA |Cisco ASA
A]"%‘X]’ CENE [l WA i STAY AN CEEN CCEON 9N CZOoN AN\
10 A SSL | ASA5500- |X X X X X X X

VPN SSL-10

25 +# SSL |ASA5500- | X X X X X X X

VPN SSL-25

50 4 SSL | ASA5500- |- X X X X X X

VPN SSL-50

100 ## SSL ASA5500- |- X X X X X X

VPN SSL-100

250 +r#] SSL ASA5500- |- X X X X X X

VPN SSL-250

500 +F#] SSL ASA5500- |- - X X X X X

VPN SSL-500

750 # SSL ASA5500- |- - X X X X X

VPN SSL-750

1000 A ASA5500- |- - - X X X X

SSL VPN SSL-1000

2500 A ASA5500- |- - - X X X X

SSL VPN SSL-2500

5000 A ASA5500- |- - - - X X X

SSL VPN SSL-5000

10,000 A | ASA5500- |- - - - - X X

SSL VPN SSL-

users 10K

ANAD MHIA

ANADS AIAT MEHE B0 2289 8 & 22| X8 AMHIAS HB6tD JUSLICH HEEH 2ot ({E2H01HAQ}F JIE T2
HOot D=9 RS 22/0 e LIPRAIEES =ET MHIAN ZHOIZAIOIE &Alg2 TUMSLICH 0] A2 29 UWERZA
Eot BAlS B SAAIH O 22 Ji2dAl HFAS H25tD, M22 HE20IEE & H2AIZ 2= ASLICH E£&8 HERK3
HE2ES £0|10 LAXQ 2SS Eoff WERKD AHHE SX22lE & USLICH AlAD 2 MEIAN HEH XHME BEE=
http://www.cisco.com/go/services/securityS EXSHAAIL.

2= LHE2 © 1992-2008 Cisco Systems, Inc.2| M&H HSE BRSLICEL B AR 0] 2A= AIAD 20 AS2ILICH HIOIX| 5/6



http://www.cisco.com/go/services/security

EL S al e

J

=t 38
XAIEE LHEE2 O3 & AOIEE FXINAIR.

® Cisco ASA 5500 Series: http://www.cisco.com/go/asa

Cisco Adaptive Security Device Manager: http://www.cisco.com/go/asdm

e AAFR ME 23S http://www.cisco.com/go/securitycert

e AAT BOF AHIA: http://www.cisco.com/en/US/products/svcs/ps2961/ps2952/serv_group_home.html
el

0l MZ0l= OpenSSL ToolkitOl A AFEE = UAE S OpenSSL Projectlil Al NS AZTEYNIE Z&EHH JUSLICH
Z X http://www.openssl.org/

lllln[lli

Arrgrics: Hesdquarsre Aala Paciic Heariumrtar
c I s c Q Simce Bymiors Ins. Do Syetorns (USA Plo | g
- San Joge, OA YinpEcoE

Zigco has more than 200 offices wordw'de. Addressss, phons numbs-z, and tas numbs 2 ars lisss or e Ciaco

TAGEE, TP it Pom, Slsnn Swacliunniiekon, e Sl i CROT. fned ildkesonn
SEYNOUHS Brirging the RMaatig [ You et 2 Ulle, LU
g Sl g, Clanr Unity, Selle Gorsiion Witheul Limitation. Enbse onseS

TPt IR/ TV I Caqaartine, due 10 logia 10 Rt Feadinasn Zocrmamil Kkl ‘wF-'.rl_ tha Pt
Pk, T, Haneat anals Proloana, Scriptiihan, Sandeitase, SAITITS Spectum Dpst, Sk
trteamia e of e s, b anclior s sffill st i1 fea Uil Shetes sivd cartan aiisr coxoniiiss

&t m‘ witch Event

Al oiver tredemarks oentionsd in this dooument of YWshsits ang the poopsity of thais respscins oanem

OI=0l A el44
2008H2&@

e wssof e woed partnar doss sotioply & carinesehip ralsbonshin Detwean Rao e €y othar porapan

FIrane Headiustars
Ciwoo Svatnma [mometinm By
Arngiardarn, The Netharlands

Wens'tes M WWWOmcaLnIT/gnioMoss.

or the Human r{ecms-r in:rlmy ki Changing The Aok wis Aok Lve Piey anol Leom b o sanvice medh: oned 2ccpas Regisumn SIvav,

‘ 1 Clsto 1068,
witsi, F.-i al‘!,.F- ey W BB swineg, Fonm St S0 i, it Intse el Cyolind, 1063
o, Lggetmsenn, Dinkeva MscliaToos BestiopFlace. MR Miatgatony Netwenrling Saaon iy, Netavrk Raciatme
 The Festest Wiy o cionss Your Teamat Gucsam, Trens et Wb, and tha Wells oo ars regintersd

0 Pres, Lm0 Systs e, Uiscn Syamsis Gupinl

HIEN

C78-451200-00

= UIE2 © 1992-2008 Cisco Systems, Inc.2| M&H BSE 85LICE HA AR 0] EA= AlIAD

SN EELICL

HIOIXI 6/6


http://www.cisco.com/go/asa
http://www.cisco.com/go/asdm
http://www.cisco.com/go/securitycert
http://www.cisco.com/en/US/products/svcs/ps2961/ps2952/serv_group_home.html
http://www.openssl.org/

