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Client Summary : New

Monitar -

Reports

Configure -

Reports = Report Launch Pad = Client = Client Surnrmary = Client Summary Report Details

Setbings

Report Title |c:|ient Summary

" Last I?Days vl

Reporting Period

= From |

Ta

el 3= A

wf = A

=

Wireless Control System

User: giliz @ Virtual Domain: root ™
B ¥ E Logout

| Save || Save and Run || Fun Mow || Canca| |

Schedule

Scheduling

Export Farmat ICS\_.- v|

Destination

Start Date/Time  fip/oe/eon [ ] [03 > :[45 =]

Recurrence

=
I Enable

ChftprootyreportshClientSurmmary
{* File \<|Repnr'tTitIeNarne=~ <yyyyrmmdd = I<HHMMS!
L] bk

i Email Iwcs—aleris@dsmm

Current Server Time: 10/08/2009 03:41:57 GMT
v Mo Recurrence ¢ Hourly 0 Daily ¢ weekly

Customize Report

Cligk here to customize renort coptept bhsed on your preference.
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#

Client Summary : New

Monitar =  Reports =

Adrninistration -

II:I ols -

Help -

Reports = Report Launch Pad = Client = Client Surnrmary = Client Summary Report Details

Wireless Control System

| Save || Save and Run || Fun Mow || Canca| |

=

ChftprootyreportshClientSurmmary
\<|Repnr'tTitIeNarne=~ <yyyymmdd= <HHMMS!
L] bk

" Ermail Iwcs—aleris@dsmm

Settings = Schedule

Report Title ID"ent Summary Scheduling ™ Enable

Reporting Period @& Last Im Export Format ICS\_.- v|

Destination
= From oo = :joo0 - )
| e O -
ro | o [H : [

Create Gustom Report B8
Custom Report Name | Clisnt Summary |

Available data fields

Data fields to include

Average Throughput per Session {Kbps)
Average Traffic per User (KB)

Average Throughput per User (Kbps)
Total Traffic (MB)

Total Throughput (Mbps)

Data field sorting
Sort by INone
Then by |Mone
Then by |MNone
Then by INﬂnE

Cnly reparts in tabular farmat can be sorted,
Cnly fields that can be sorted appearin the selection menus,

After clicking Apply, click Save on the Report Details page to save the custom report settings,

Mumnber of Sessions

Mumber of Users

Murnber of Unique Users

MNurnber of Mew Users

Murnber of Unique APs

Murnber of Users per AP

Total Session Tirme (Minutes)

Average Session Time {Minutes)
Average Session Time per User {Minutes)
Average Traffic per Session (KB)

Blue fields are mandartary in this subreport,

;I  ascending ¢ Descending
;I  ascending © Descending
;I " ascending © Descending
;I " ascending € Descending

Apply

Rezet | | Cancel

20m [ |03 ] :[as =]

ent Server Time: 10/08/2009 03:41:57 GMT

o Recurrence

report content based on your preference

© Hourly ¢ Daily ¢ weekly

Customize I

User: giliz @ Virtual Domain: root ™
B ¥ E Logout




Client Summary

Generated: Thu Oct 08 03:43:14 GMT 2009

Reporting Period: Last 7 days

Client Summary

Mumber of Mumber of Hurmber of Number of
Nurmber of Unique Men Unigque Usears

Users Users SErs AP= AP

16042 1368 1155 3 . 856754.19 53,41

Client Summary by Protocol

Number of Number of Session Time
Protocol Sessions Users (Minutes)
g02.11a 6556 916 541993 .26
aoz.11b 45 & ZBET.67
g02.119 §614 947 261807 .67
G02.11n_2 4GHz 225 63 10960.65
g02.11n_5GHz 572 109 39304.93

Wireless Control System

626,28

Total Traffic
[WE]

1216997.68 75863.21

Traffic {MB) 1 of Sessions
399510.24 41.05

471.13 0.z28
785350.21 53.70
G264.73 1.40
20361.36 3.57

Throughput

[Mbps

289818.18 2373,

U of Users

7o 147.97

U of Session Time!

63.26

031

30.56

1.28

4.59




Users by Protocol Traffic by VLAN

240 = 941,92

[802.11n_5GHz = 109
[B0Z.11n_2 4GHz = 63|~ .

251 = 676,375.02
260 = 539,680.73

802.11g = 947

® 302,113 = 916 @ 802.11b =6 @ 802,119 = 947 © 802.11n_Z 4GHz = 63 @ 802 ® 240 = 941,92 @ 251 = 676,375.02 © 260 = 539,680.73

Sessions by Vendor

Time by 551D

Apple = 3,496

wipp = 23,904.08
typhoon = 420.92 7

[questnet = 23,138.79]

Unknown = 2,709

Cisco = 139

.

Raymond = 10
Philips = 2
Nokia = 68

® Apple = 3,496 @ Cisco = 139 @ Cisco-linksys = 2 © High = 4 ® Hon = 14 ¢ Intel = 9,305 © MNokia = 68 ® Philips = 2

® blizzard = 809,290.4 ® guestnet = 23,138.79 © typhoon = 420.92 © wipp = § ®Raymond = 10 @ Research In = 1 @ Rim = 172 @ Rim Testing = 120 @ Unknown = 2,709




raffic Stream Metrics

Traffic Stream Metrics ; Traffic Stream Metric Graph

Reports = Report Launch Pad = Performance = Traffic Stream Metrics = Traffic Stream Metrics Report Details

| Save || Sawve and Run || Fun Mo || Cancel || Leleta |
Settngs |=I| |schedule =
Report Title Traffic Stream Metric Graph Scheduling ™ Enahle
Report By I.ﬁ.F‘ By Controller =] Export Format IF‘DF vI
Report Criteria All Controllers = All Access Points inati - -
Destination . CinvftproothreportshTrafficStreamMetrics'T &
{¥ File . .
raffic_Stream_Metric_Graph_=vwyyyrmmd =

 Ermail Iw-::s—alerb@cisco.cnm

Start Date/Time ||:.m1r2|:u:|9 D |22 =l =|1':' =l

- Current Server Time: 10/15/2009 07:15:30 GMT
Edit
Recurrence {* Mo Recurrence {0 Hourly € Daily 7 Weekly
Protocal ¥ 50z.11a/n ¥ 502.11bsg/n
Reporting Period Iﬁ
@ Last |7 Days z Customize Report
™ Fram I E I':”:' ;I ; I':”:' ;I Click here to custormize report content based on yvour preference.

Customize

To | d [oo = : oo =

Voice over WLAN Voice
WLAN




Traffic Stream Metric Graph

Generated: Thu Qct 15 071527 GMT 2009

Feport By: AP By Controller

Protocal: all

Feporting Period: Last 7 days

Wireless Control System

WLAN

Traffic Stream Metrics

10/14/0% 10:24 PM

10/14/09 10:24 PM

10/14/0% 10:26 PM

10/14/09 2:52 PM

10/14/0% 2:53 PM

10/14/09 2:55 PM

10/14/09 9157 PM

10/14/09 2:58 PM

10/14/0% 10:00 PM

10/14/0% 10:03 PM

10/14/0% 10004 PM

10/14/0% 10:07 PM

10/14/0% 10:0%9 PM

10/14/0% 10:10 PM

Cliert MAC

00:1b:d4:54:61:e1

00:1b:d4:54:61:21

00:ib:d4:54:61:e1

00:1b:d4:54:61:21

00:1b:d4:54:61:e1

00:1b:d4:54:61:21

00:ib:d4:54:61:e1

00:1b:d4:54:61:e1

00:1b:d4:54:61:e1

00:1b:d4:54:61:e1

00:ib:d4:54:61:e1

00:1b:d4:54:61:e1

00:1b:d4:54:61:e1

00:1b:d4:54:61:e1

AP Hame

zjcld-12b-apl
zjcld-12b-ap4
sjcid-12b-apd
zjecld-22b-ap3
zjcld-Z2b-ap3
zjcld-Z2b-ap3
sjcid-22b-aps
zjcld-22b-ap3
zjcld-Z2b-ap3
zjcld-Z2b-ap3
sjcid-22b-aps
zjcld-22b-ap3
zjcld-Z2b-ap3

zjcld-Z2b-ap3

802.11bfgin
202.11b/gfn
g02.11b/g/n
802.11b/gfn
802.11bfgin
202.11b/gfn
s0z2.11b/g/n
802.11b/gin
802.11bfgin
802.11b/gfn
s0z2.11b/g/n
802.11b/gin
802.11bfgin

g02.11b/gfn

2,00

26,00

29,00

10.00

38.00

22,00

10.00

27.00

26.00

30,00

0,00

0,00

Qos

@horma
@armal
@hormnal
@ rmna
@horma
@armal
@hormnal
@ormnal
@horma
@ormal
@hormnal
@ormnal
@horma
@ormal

23,20

1s.28

23,08

23,72

26,97

21.31

24,66

29.03

31.27

28.84

0.00

0,00

50,69

40,44

05,42

D227

52,77

27,70

97,91

47,94

19.45

17.54

23,36

0.00

0,00

0.00

0,00

0.00

0,00

0,00

0.00

0,00

0,00

0.00

0,00




WLAN
WHAT DO YOU NEED TO PREPARE?

= AP

= AP

= WLC

= MSE
AP

= WLAN

= Etc.
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Email Notification
Monitar = Alarms = Email Hotification

Alarm Category
Access Points
Controllers

Coverage Hole

Location Motifications

Mobility Services
Mesh Links
Rogue AP

Security
WS

Interference

Adhoc Rogue

Severity Levelz To

'y

[ O N O N O B O

admin@cisco,
admin@cisco,
admin@cisco,
admin@cisco,
admin@cisco,
adrin@cisca,
adrin@cisca,
admin@cisca,
admin@cisco,
admin@cisco,

admin@cisco,

@ Ernail notifications will be sent on the occurrence of alarms belonging to checked categories and selected severity levels,

WCS

11

150

WLAN




¥ F{S kL1 - Outlook Express

J FrKE) REE FEA D deg-diMy AJLTHHD | o
P . & & s 2 ‘;u O By .| af-
A=) DERS (S FBIRE #nix EI'JEU {53 EFE FEL TEE Iwd—H
& SR A
g x|OTalw[#EE - =2 | ZiZE8 | N
€3] Outlook. Express o] WCS-G0@192 16810012 WCS Alarm Chanee: Rogue AP. previous = 2009/05/12 9-__
= @ O=Hil )14 A WCS-60@192 16810012 WCS Alarm: Rogue AP. severity Minor 20090513 9-_.
______ @ ZIZhLA (48] b WCS—-60@192 168 10012 WCS Alarm Chanee: Rogue AP. previous = 2009/05/12 9-__
= b WCS5-60@192 16810012 WG5S Alarm: Rogue AP, zeverity Minor 200950513 9-_..
@ R(E LA Y WCS-E0@192 16810012 WSS Alarm Change: Rogue AP, previous severity .. 2009/06/13 9:69
i &/ arm: Rogue zeverity Minor :
RISESPITL £ GE-60@19216810012 WSS Alarm: Roeue &P, M 2008/05,43 1000
------ @ AIBRER AT ) WCS- 60@19'21681001'2 WSS Alarm Change: Fogue AP, prewous severity .. 2009/05/13 1001
...... LR Fas l larm: Rogue AP, 3 j

BEASHE - WOS-E0@192.168.100.12 %83k - wes-admin@cisco.com
#-5 : WCS Alarm: Rogue AP, severity Minor

WCS has detected one or more alarms of category Rogue AP and severity Minor in Wirtual Domain root
for the following items:

| »

Rogue AP 0015358202220 with 3510 ‘hlizzard” and channel number 17 is detected by AP 'LAPI" Radio tvpe
B02 11k with BESS0°-79" and SMNR 10, RoguehAF contained.

Rogue AP 001a:a2fd588e” with 3510 © and channel number '44" is detected by AP ‘LAP2’ Radio type "802.113" with
RSSI-70 and SMNR 27 RogueAP contained.

Rogue AP 001252 da38f with S5ID ‘hlizzard” and channel number 44" is detected by AP 'LAP1 Radio tvpe
202 112" with RS3I '-82" and SMR "2 RogueAP contained.

Rogue AP 0013237427 ed’ with 231D * and channel numher 38" is detected by AP 'LAFDS Radio tyvpe '802.11a" with
RSSl =73 and SMNE 21" RoguedAP contained.

Rogue AP 001523 742ehbd’ with 331D 7 and channel number 40" is detectad by AP LAP2’ Radio tvpe 802 115" with
RSSl-86° and SMNE '41°. RogueAP contained.

Rogue AP 001020688770 with 3510 ‘cheakas’ and channel number 1" is detected by AP 'LAPY Radio type
202 11k with R=SI 69" and SNR 28" RoguehF contained.

Rogue AP 001 fca8086 58 with 351D Tndoorbesh’ and channel number 44 is detected by AP 'LAPE’ Radic type
202 118" with BE=Sl -84 and SNR 317 RoguehAP contained. o=

. . . -
E—vnmil wniill b civmmemmemd com 4m W0 paimitne e thoca Slaemaes _I

62 SBEQAE =, 48 FBEARARE [ 5 e
4128} | @ E@n wIVe |5 BIERLA - Outlook Gn @) b |2 1448
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User: giliz @ Virtual Domain:

h ﬂl:lrlitl:lr' ~ PReports - El:lnfigure - Services En:lrr|ir|i~_:tratin:nr| - I|:||:||5 - ﬂEﬂh:l -

Alarms redit view

-- Select d--
Monitor = Alarms glect a comman ;I |:

Entries 1 - 50 of 4797

[ Severity Failure Source Owner Date/Time~ Message Acknowled

r e Controller S1C 14 10/8/09 5:24:24 User authentication from Controller '171.71.128.78' failed for Mo
LW aPP2/71.71.1258.75 oM User...

r A AP O0:72:64:09: 72 a6 iﬁqﬁﬁfﬂ? 52424 !:I_?”Ed to authorize AP '00:22:64:99: 7226 with certificate type Mo

r e Controller S1C 14 10/8/09 5:23:54 User authentication from Controller '171.71.128.75" failed for Mo
L aPP1/171.71.1258.75 oM User...

r A AP O0:72:64:09: 72 a6 iﬁqﬁﬁfﬂ? 52354 !:I_?”Ed to authorize AP '00:22:64:99: 7226 with certificate type Mo

r A Controller S1C 14 10/8/09 5:23:47 IDS 'MULL probe resp 1' Signature attack cleared on AP Mo
LW aPP2/71.71.1258.75 oM 'sjcl4-31b-a...

. T — 10/5/09 5:23: 26 Fogue AP '00:19:a9:0c:95:ac' is removed; it was detected as

r (] Rogue AP 00:19:a9:0c:98:ac +— P Rogue A... Mo

r A Controller S1C 14 10/8/09 5:20:47 IDS 'MULL probe resp 1' Signature attack detected on AP Mo
LW aPP2/71.71.1258.75 oM 'sjclg-4Z2hb-..,

r O Rogue AP 00:17:dfiaa:01:9c iﬁqﬁﬁfﬂ? 5:18:09 Eu:é??e AP '00:17:dfraa:01:9c with 31D " and channel number Mo
Controller S1C 14 10

- A L aPP1/171.71.1258.75 o I

M (O | Rogue AP 00:25:45:35:f9:61 10 nel number

M| (O  Rogue AP 00:25:45:35:32:64 i':' AP € ame Mo

r A Controller S1C 14 10/8/09 5:17:24 I0S 'MULL probe resp 1' Signature attack detected on AP o
LwaPP1/A71L. 7112575 M 'zjcl4-12b-..,

r i Controller S1C 14 10/8/09 5:16:34 User 'admin' with IP Address '10.33.112.10' has made too many Mo
L aPP2/71.71.1258.758 oM Unsu...

r A Controller S1C 14 10/8/09 5:16:23 User ‘admin' with IP Address '10.33.112.10" has made too many o
LwaPP1/A71L. 7112575 M UNsuUc,..

r o Rogue AP 00:22:90:93:18:00 10/8/09 5:15:16 Rogue .ﬁ.!:' 00:22:;90:93:18:00" with S5ID 'alpha' and channel Mo

A nurmber ‘...

r o Rogue AP 00:23:eb:ad:8e:0f iﬁqfﬁfﬂ? 5:15:04 ﬁsgﬂubeef!:‘ 00:23:ebrad:8c:0f" with S3ID 'alpha’ and channel o
r o Rogue AP 00:26:0b:d4a:dd:ba 10/8/09 5:15:02 Rogue AP '00:26:0b:da:dd:b0" with SSID "WLAM400' and channel Mo
A nurmber...

r o Rogue AP 00:22:90:93:18:03 iﬁqfﬁfﬂ? 5:15:02 ingue AP 00 22:90:93:168:03" with 23ID " and channel number '1 o

— — -~ S 10/8/09 5:14:46 Rogue AP '0O0:22:55:59:37 :bf with =SID " and channel number
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Configure - Adrninistration =  Tools = Help =

h Monitar -

Reports -

Alarm Details : Rogu_e AP -Cisco:0c:98:ac T ———— ~ [
Manitar = Alarms = Alarm Details Celect & command - "
Assign to me —
General = Switch Port Tracing Details (last h-aceggﬂ:tségn
Clear

Rogue MAC Address 001959 00 98 a0 Switch portswere not traced far thiz rague M.ﬁ.cknnwhdge

Unacknowledge

WVendaor Cisco Click here for more details...

Rogue Tyvpe ap Trace Switch Port

On Metwark Controller: Ma , Switch Port Trace: Mot traced Rogue Clients [T S
Event History

CHAMEE e

Client MAC Address

acknowledged Mo [Nt

|

Classification Type Unclassified Mo rogue clients found

State Alert Set State to 'Undlassified - Alert
. Set State to 'Maljcious - Alert’
SsID alpha_voice Message Set State to

'Frigndly - Internal'
'Frigndly - External'

=]

Rogue AP '00;19:a9:0c:95; ac’ with|Set State to

Channel Mumber 48 : - J

] ] detected by AP 'sjcld-22b-ap3' Radio type '802.114 with RESI '-72' and SR
Containment Level Unassigned T
Radio Type a
Strongest AP REE1 =47 Anhotatons Mew Annotation
Mo. of Rogue Clients u Dgte Time Posted By Message

First Seen Time
Last Seen Time
Generated By
Severity
Previous Severity
Event Details

Switch Port Trace
Status

1/17/09 9:11 AM
10/8/09 5:43 AM
Contraller

() Minor

Lodation Motfications

Apsence

=

AP

AP

SS

1D
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wireless Lonirol sysiem “IF Mame, sl

Advanced Search |

(0 3417 ¥

User: giliz @ Yirtual Dornain:

# Monitor + Reports +  Configure =

Maps Tree ¥Wiew
[F- Maps (Root Lrea)

El-ﬂ Cizco San Jose - Site 5
=+l BLD14
15t floor
2nd floor

Adrninistration = Tools = Help =

Floor View
Maonitor = Maps = Cizco San Joze - Ste S = BLD 14 = 2nd floor

0 Data mavy be delayed up to 15 minutes or more depending on background polling interval

G P - % 93 N By

I -- Select @ command -- ;I |:

3rd floor
. | H o o =] 0] H
dth floor , - L BT e
A B A E i ] ] P
L =) a8 2 8 B8 a 8 E
rl"."_{'__lL_l -.1.- = oI, -__‘ I "
y | B - ) o e o
F i - I E ] :TI-L' g‘ 52
5 7 o | B
| Y ol e
T e = = = — - — = I = |
v L . - .l. | L o8 =T=1 | T =] o | =7 | T — - . T | o DD:lg:ag
e A ] = 1 . - =) | — } h
. Bz || :
1 T A and _‘—
Ja - |....L. =) | I oman . __,_..,..ll r;-; I =
L |_ i’ -
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WLAN
WCS
WLAN
URL
WCS

https://tools.cisco.com/SWIFT/Licensing/PrivateReqistrationServiet?

TRY IT PLEASE


https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet?FormId=214
https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet?FormId=214
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