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Configuration Archive / Replace / Rollback

= Config archive
|OS Config

= Config replace
running config config replace
copy flash:/base.cfg running configure replace flash:/base.cfg
diff
= Config rollback time based rollback
Config
commit



Configuration Archive

Config Archive

1 14 Config

Config Archive

archive

1og conf;;—\////

notify syslog ___\/////
path flash:/archive/Router

maximum 14

write-memory

time-period 1440

write memory copy run start
archive config

config
Router#archive config
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Configuration Archive

Router#show archive

There are currently 13 archive configurations saved.

The next archive file will be named flash:/archive/Router-13
Archive # Name

flash:/archive/Router-1
flash:/archive/Router-2
flash:/archive/Router-3
flash:/archive/Router-4
flash:/archive/Router-5
flash:/archive/Router-6
flash:/archive/Router-7
flash:/archive/Router-8
flash:/archive/Router-9
10 flash:/archive/Router-10
11 flash:/archive/Router-11
12 flash:/archive/Router-12 <- Most Recent

©CooO~NOOUIWNELO
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Configuration Rollback
-Time based Rollback-

Timed rollback confirm

Router#configure replace flash:/baseconfig time 120
Timed Rollback: Backing up to flash:/archive/Router-20

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y 1f you are sure you want to proceed. ? [no]: yes
Total number of passes: O

Rol Iback Done

-

confirm confirm

=

Router#configure confirm
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Configuration Rollback
-Configuration Replace-

Timed rollback diff

Router#Timed Rollback: rolling to:flash:/archive/Router-24
IPass 1

IList of Commands:
interface FastEthernetO
ip address 10.210.201.113 255.255.255.0

end

Total number of passes: 1

Rol lback Done

Oct 18 21:40:17.999: Rollback:Acquired Configuration lock.

Oct 18 21:40:21.155: %PARSER-3-CONFIGNOTLOCKED: Unlock requested by process "15°
. Configuration not locked.
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Configuration Replace and Rollback

: config config

: IF running config
ip address/subnet

: 10S
= TFTP Archive config FTP or RCP
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Warm Reload

= Warmreload Cold reload
—Warm reload
*ROMMON
—Cold reload
. reload
. RAM ROMMON

= \Warm reload
|IOS

o warm-reboot

Cold reload
cold reload
Cold reload
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Warm Upgrade

= Warm reload

: I0S I0S
= ROMMON
: I0S
10S
= Warm Upgrade Cold reload ROMMON
! I0S
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Warm Upgrade

Syntax /‘451:5531////,

Router# reload [/verifty | /noverify]
[warm [Ffile url]]

[in [hhiiTT\l\it hh:mm [month day | day month]]

Router#reload warm file tftp:c2800nm-entbasek9-mz.124-15.T1.bin
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s Warm Upgrade

[g=l-H device:file name to load
SCPI device:file name to |oad
titp: device:file name to |oad

¥ czaz1_ilfreload warm file fla
i C2821_Aftreload warm file flash:c2800nm-entbasekd-mz. 124-15.T1.bin

Swstem confizurat ion has been modif ied. Sawe? [ves/mol: wes
BuH e eonfisumbto = = = = e e = === = - ~

| [0K] 1

Proceed with reload? [confirm] I

Deconpressine the inaze : FEFEEHEEIHHHEHRERERIRARERIRRRRRAERERB RS RR RS SRS SRR |
111111111111II11IIII111111111111111111II11111111111111111111II11IIII111111111111111111II11111111111111111111II11HHHHKHHHHHHHHMKHKMHHHE |
HEE R T S i [On]

—

5 Tera Term — 107115624 WT = IDI_I == =]
= Fite Edit Setup Control  Wikdow  Help Flle Edit Setup Ou:mtru:ul Window  Help
B [C2621_afireload warn file ¢ «| [ceevi-Bf =
flash: device:file name to load _I C2e11-Bi _I
C2811-Bftrelo
C2311-Bfirela

Froceed with

wlct 29 02:00:39.731: ZSYS-H-RELOAD: Reload requested by cizco on comsole. Reloa
d Reaszon: Reload Command.

Swstem Bootstrap, Yerzion 12.4(13r)T, RELEASE SOFTWARE (fcl)
Technical Support: http:/fwww.cizco.comftechsuppart
Copyright (o) 2008 by cisco Svstems. Inc.

Initializing memory for ECC

E:EBH platform with 262144 I{byte:l.l— of main memory

(LERPL S L _— R e B e el e e R S S e

,|I'|'Ia|n memory is_confizured to 64 bit _mwode with ECC_enabled

Upzrade ROMMOM initialized

prozram |oad complete, entry point: 0xBO00F000, size: Oxcbil !

_________________________________ /
d | 0ct 29 02:04:10.787: ZSYS-5-RELOAD: Reload requested by console. Reload Reasoni—
= || Reload Command. [l

eply from 10.100.1.207 bytes=3% time=ddmz TTL=#b4

eply from 10.100.1.20% bytes=3Z time=T1lmz TTL=2b4

eply Trom 10.100.1.20% byte==3Z time=1Zms TTL=2Zb4

eply Trom 10.100.1.20: byte==3Z time=Gdm= TTL=2b4

eply Trom 10.100.1.20: byte==3Z time=2Zbmz TTL=Zb4

eply from 10.100.1.20% bytes=3Z tim==9mz TTL=2b4

eply from 10.100.1.20% byte==3Z time=40m=z TTL=2b4

eply from 10.100.1.20: byte==32 time=23mz TTL=2b4

eply from 10.100.1.20% byte==3Z time=2Zbmz TTL=2b4

eply Trom 10.100.1.20% byte==3Z time=90ms TTL=2b4

eply Trom 10.100.1.20: byte==3Z tim==89m= TTL=2Zb4

eply from 10.100.1.20: bytes=3%Z time=13Tmz TTL=2Zb4

eply from 10.100.1.20% byte==32 tim==llm=z TTL=2b4

eply from 10.100.1.20% byte==3Z time=ldm=z TTL=2b4

eply from 10.100.1.20: byte==32 time=bldm=z TTL=254

eply from 10.100.1.20: bytez=3Z time=22%9%mz TTL=2Zb4

eply Trom 10.100.1.20: byte==3Z time=41lms TTL=Zb4

eply from 10.100.1.20: bytes=32 time=4ms TTL=254

eply from 10.100.1.20: bytes=3Z time=4m=s TTL=2b4

eply from 10.100.1.20% bytes=3Z time=4mz TTL=2b4

eply from 10.100.1.20% bytes=3Z time=4mz TTL=2b4

eply from 10.100.1.20: bytes=3Z time=4mz TTL=2b4

eply from 10.100.1.20% byte==3Z time=4mz TTL=2b4 :i

program |oad complete, entry point: 0x8000f000, =ize: Oxidllaac ﬂ
Self decompresszing the imaze @ fHEHHiHHtH TS =
eply Trom LUIOU. 1,180 bytes=ss time=oms [1TL=E04

eply from 10.100.1.123: bytes=3% time=d4m=z TTL=Zb4

eply from 10.100.1.13: bytes=32 time=3mz TTL=2Zb4

eply from 10.100.1.13: bytes=32 time=3mz TTL=25b4

eply from 10.100.1.13: bytes=3Z time=3mz TTL=2b4

eply from 10.100.1.13: bytes=3Z time=3mz TTL=2Zb4

eply from 10.100.1.13: bytes=3% time=dm= TTL=Z54

eply from 10.100.1.13: bytes=3% time=dm= TTL=Z54

eply from 10.100.1.13: bytez=3Z time=G4Zmn= TTL=254

eply from 10.100.1.13: bytes=32 time=37mz TTL=2b4

eply from 10.100.1.13: bytes=32 time=10mz TTL=2b4

eply from 10.100.1.13: bytes=32 time=dmz TTL=2b4

eply from 10.100.1.13: bytes=3Z time=4mz TTL=2Zb4

eply from 10.100.1.13: bytes=3% time=dm= TTL=Z54

eply from 10.100.1.13! bytes=3% time=dm= TTL=%Z54

eply from 10.100.1.123! bytes=3% time=3m=z TTL=%Zb4

eply from 10.100.1.13: bytes=32 time=4mz TTL=2Zb4

equest timed out.

equest timed out.

equegt timed out .

equezt timed out.

equezt timed out.

equest timed out . :l
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[ Tera Term — 10.71.156.24 VT —|of =] Feri AT = =
M File  Edit Setup  Gontral  Window  Hslp File Edit Setup Control '.,.'ui,-,du..u Hzlp
wlct 29 02:04:48.469: ZLINK-3-UPDOWN: Interface GizabitEthernet0/0. changed St&t;l wlct 29 02:01:67.403: ZLINEPROTO-5-UPDDWN: Line protocol on Interface #nalvsis- h'I_I
= 2 to up odulel /0, changed state to up
2 bk0ct 29 02:04:45.459: ELIMK-3-UPDOWM: Interface GizabitEthernet0f1. changed =tat wct 29 02:01:59.119: 33¥S-5-COWFIG_I: Confizured from memory by console
e tou wlct 28 02:01:59.399: ¥SYS-5-RESTART: Swstem restarted --
= (0ot 29 02:04:49,453: ILINEPROTO-5-UPDOWN: Line protocol on Interface GizabitEth Cizco I0S Software, 2800 Software (C2000NM-EWTBASEKO-M). Yersion 12.4(153T1, REL
¥ lernet0/0, changed state to up EASE SOFTWARE (fc2)
& b0zt 29 02:04:49.453: EZLINEPROTO-5-UPDOWN: Lire protocol on Interface GigabitEth Technical Support: hitp:/fwww. cisco.comtechsupport
S lernetD/1, changed ztate to down Copwright (c) 1986-2007 by Cisco 3wstems, Inc.
B l#Oct 29 02:04:50.995: $8YS-5-CONFIG_I: Confizured from memory by conzole Compi led Wed 18-Jul-07 0B:22 by prod_rel_team
wOct 29 02:04:51.223: #S¥S-5-RESTART: Swstem restarted -- wlct 29 02:01:59.479: ZSNMP-5-COLDSTART: SMMP azent on host C2811-B is underzoin
¥ [Cisco 108 Software, 2800 Software (CZ300NM-ENTBASEKA-MI. Yersion 12.4(15]T1, REL z a cold start
i IEASE SOFTWARE (fc2) w0t 29 02:01:59.543: ZSSH-5-EMABLED: SSH 1.99 has been enabled
B Technical Support: hitp:/fwww.ciszco.conftechsupport wlct 29 02:01:59.781: Z8YS-B-BOOTTIME: Time taken to reboot after reload = 79
Mmookt A 1900 'Jnn'.‘ I-\. I" :\ Toast e e e A
1E. 127.0.0.1:20001 [l 4| = 127.0.0.1:20000 - Tera Term WT =l
ARy TREEEr EREG) Thebm=Jet0n T ErIdnG sl SR lAE HREE) SEEEY  nhO=N0d  taleRro AdlzhHD
eply from 10.100.1.20: byte==3Z time=dm=z TTL=2b4 from 10.100.1.13: bytes=3Z time=bBdimnz TTL=Zh4 ]
equezt timed out. from 10.100.1.13: bytez=3% time=37m= TTL=25b4
equest timed out. from 10.100.1.13: bytes=23Z time=10nz TTL=2504
equest timed out. from 10.100.1.13% bytes=32 time=dmz TTL=2b4
equest timed out. from 10.100.1.13: bytez=3Z time=dmz TTL=2b4
equest timed out. from 10.100.1.13: bytes=3Z time=4mz TTL=2b4
equezt timed out. from 10.100.1.13: bytes=3Z time=4ms TTL=2b4
equezt timed out. from 10.100.1.13: bytez=37 time=3mz TTL=2b4
equest timed out. from 10.100.1.13: bytes=3Z time=4mz TTL=2b4
equest timed out. equest timed out.
equest timed out. equest timed out.
eply from 10.100.1.20:° byte==32 time=4mz TTL=204 equegt timed out .
eply from 10.100.1.20° bytes=32 time=4m=z TTL=204 equest tgmed out .
eply from 10.100.1.20: byte==32 time=4m=z TTL=204 equezt timed out.
eply from 10.100.1.20: hytez=3% time=Zmz TTL=2b4 equezt timed out.
eply from 10.100.1.20: hytes=3% time=dmz TTL=2L4 equest timed out.
eply from 10.100.1.20: hytes=3% time=dmz TTL=2L4 equest timed out.
eply from 10.100.1.20: hytez=3% time=dmz TTL=2L4 equest timed out.
eply from 10.100.1.20:° byte==32 time=4mz TTL=204 equegt timed out .
eply from 10.100.1.20° bytes=32 time=4m=z TTL=204 equezt timed out.
eply from 10.100.1.20: byte==32 time=4m=z TTL=204 equezt timed out.
eply from 10.100.1.20: hytez=3Z time=dmz TTL=Z2b4 equezt timed out.
eply from 10.100.1.20: hytes=3% time=Zmz TTL=2L4 equest timed out.
eply from 10.100.1.20: hytes=3% time=dmz TTL=2L4 equest timed out.
eply from 10.100.1.20: hytez=3% time=dmz TTL=2L4 equest timed out.
eply from 10.100.1.20:° byte==32 time=4mz TTL=204 equegt timed out .
eply from 10.100.1.20° bytes=32 time=4m=z TTL=204 equezt timed out.
eply from 10.100.1.20: byte==32 time=4m=z TTL=204 equezt timed out.
eply from 10.100.1.20: bytez=3% time=dmz TTL=2b4 eply Trom 10.100.1.13: bytes=3% time=4mz TTL=%b4 :j
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Command Scheduler (Kron)

= EXEC

= Kron Tcl

kron policy-list tclpolicyl
cli tclsh flash:/getdiag.tcl

o reload

Presentation_ID s, Inc. All rights reserved. Cisco Confidential

18



Command Scheduler 1
- "show clock”, “show ip ospf neighbor”, “show Ip ospf
neighbor detail” Flash
policy-list

kron policy-list ospfstate

cli show clock | append flash:/ospfstate.log

cli show 1p ospf neil | append flash:/ospfstate.log
cli show 1p ospf nel de | append flash:/ospfstate.log

occurrence

kron occurrence 1minOspf 1n 1 recurring
policy-li1st ospfstate

19



Command Scheduler 2

0 ’show Interface” TFTP

kron policy-list writeshowint
cli show Interface | redirect tftp://10.1.1.1/router.showint

kron occurrence showint-occur at 21:40

recurring
policy-list writeshowint

Note:1 Policy-list

Note:1 Occurrence
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Contextual Configuration Diff Utility
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Contextual Configuration Diffs

Startup vs. Running Config

Router#show archive config differences nvram:startup-config system:running-

config
Contextual Config Diffs:
+ip http server

+tacacs-server host 172.18.123_.33

+tacacs-server directed-request

-no 1p http server

running-config
startup-config

-logging 192.168.0.254

Router#show archive config incremental-diffs flash:/archive/1812JW_A-37

IList of Commands:
hostname Router
interface FastEthernetO

description Networkers Uplink

Ip address 10.210.201.113 255.255.255.0

end

= diff running config

© 2009 Cisco Systems, Inc. All rights reserved
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startup-config
running config
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= Cisco IOS

= |0S
= |0S
- Diff
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Cisco I0S Configuration Fundamentals Configuration Guide, Release 12.4T

http://www.cisco.com/en/US/partner/docs/ios/fundamentals/configuration/quide/12 4t/cf 12 4t
book.html

Configuration Replace and Configuration Rollback

http://www.cisco.com/en/US/partner/docs/ios/fundamentals/confiquration/quide/cf config-
rollback ps6441 TSD Products Configuration Guide Chapter.html

Warm Upgrade

http://www.cisco.com/en/US/partner/docs/ios/fundamentals/configuration/guide/warm upgrade
ps6441 TSD Products Confiquration Guide Chapter.html

Warm Reload

http://www.cisco.com/en/US/partner/docs/ios/fundamentals/configuration/quide/warm reload ps
6441 TSD Products Configuration Guide Chapter.html

Contextual Configuration Diff Utility

http://www.cisco.com/en/US/partner/docs/ios/fundamentals/confiquration/quide/cf config-
diff ps6441 TSD Products Configuration Guide Chapter.html
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