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W EAP O

PEAP (EAP-MSCHAPv2)

G¥)

PEAP |%, ¥ A2 A7 LA, Microsoft Corporation, 33 T RSA Security Inc. |2 X > THFE v E
L7-. PEAP IZ. HS%@%LTH%M%% WA NLEINT- LR TF v 2V EERT D Z
LT, X2 T s OMBEICK T D EAP A ST, BEEMICTITO EAP # A 7
(EAP-MSCHAPV2 72 £) L DFH LWEAP 2 I3 = —3 g U E{TW, 254 T "Dy KT —7
TR ABRITERIELET, TLS Fv /WL, BEIZA 794 T4 7 va T IV KBEORE %
j"%)‘é—l/\/\xy‘—}\/\‘—xo)wuuﬁ7m b =V & FEEEL ﬁ"IﬁHL Z\/ FU— 777?/’(11‘:& y;d”é—
5 EAP XT3 T —31 g B IO AREL X, £7/2. PEAP N THEITEN D EAP Rz

TLSHND EAP A vt —VUnRT v 7SN, B3, vy a B, 797 A0 7—v a0, %J:
DCET7E 7Y O R— k%ﬁ&ﬂiﬂi? I 5T, PEAPIZ LY, FEAENZR2L TH LANZ
TATV NeBFETE D720 BIAERRE R LAN 7 —% 7 7 F ¥ OWENRE S 2R £,

PEAP /%, Windows XP Service Pack 1 (SP1). Windows XP Service Pack 2 (SP2). Windows Server
2003. B LU Windows 2000 Service Pack 4 (SP4) THHR— FENTWET,

MS-CHAPv2 |, MD4 B X O'DES ZfHH L TSEZEELT 5, "AT—RRXR—2DF v L ¥
}:‘LTK J:é*HEDLAD 701:' ]“:’/Vwc“j‘o 71_‘_‘_12:/5:4'/?* &i-]j—7)j\7/]\ ?1’\71///75,’]9_5‘1; N
BTV B NIRRT —RNCTF v LU PEEELET, WThrOF v Lo DI LTIELL
BERRE N2 o T30, BN IES S Ed, MS-CHAPV2 (. 4#)iE Microsoft |Z & - T PPP
wupE7r—7 = Lfﬂn+éh &/])JV/VT/7%J:U\VPN ?ﬁ%ﬁ%'f%u%bfl/\i L/7L_7j) iﬁf
EAP # A4 7L L THEERE L TWET, MS-CHAPV2 1T, LUBTOF ¥ L o VIR EE 7 1 b 2L &
D OENTARERELAIRIELETN, 7540 T4 7> aF U LTIk e LThasy
TY, BEH DL —FIL, IEF MS-CHAPV2 Z#ix X v 7F ¥ LT, IELVWIAT— RO
éi?NXU~P%%M¢éﬁ%ﬁﬁ%Uifokﬁbh@CEWﬁQ@%HMPEﬁ%@b@
THHT2Z LT, TLS Ty XD N2 VT 4 I K DRENFREIC /2D £,

K14z, YUV b, A—kvr T4 r—4, %;UMH#—A%®me(M&ame%ﬁ
%)mx/? U AR LET, F9. IEEESRIAX VTV D "NEEITT DI TA T bR
Fw MU — 728 L. EAPoL-Start A v —2 2 A —®v T 4 —HITEELET, A—F
7 4 77— 51X BAP Identity R A7 U B> MZEFE L, 7 U #2 ME EAP Identity J&Z %K L
4, A— T 4 r—HIE, RADIUS % L CEFEY — NG E 2k L4, i —/ N3
EAP-TLS Start A »vE—% 37U B2 MIEFE L, 7Y B2 ME EAP-TLS Client Hello Thin&
Liﬁomﬁﬁ~ﬂj:Xﬁmnuﬁ%i%%7)ﬁ/%_%ubi¢ BV T MLREREY—
PNONBRGEZFH L CREAEAMRE L, EHSNZEAL — b EEE LET, B — %
%%24~F%§ﬁlﬂiTJmSFV*wﬁ%ﬁéﬂék\mﬁﬁ—AiEMWﬂGMRQ?¥
LoUES T D MOEEL, Y70 MIUSEERLET,

REE— NI 2 —F D 2R L. 22—V DRy NI —F TR RAZHFATLHE A~ T4
=R LET, RIZ, A=k T4 r—XIT TV h o MR IR — N EAMEL
S
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EaAp oiszx M

1-4 PEAP (EAP-MSCHAPv2) O * v+— 3¢
Authentication
Supplicant Authenticator Server
EAPoL RADIUS !
I S—
A
EAPoL-Start - A
 EAP-Request / Identity
EAP-Response / Identity - EAP-Response / |dentity
EAP-Request / TLS Start L EAP-Request / TLS Start
EAP-Response / TLS Client Hello EAP-Response / TLS Client Hello Phase:]

EAP-Request / TLS Server_HeII:), Server Certificate, Server_Key_ Exchange,
Serverﬂ;He[o_Done

F 3

EAP-Response / Certificate Verify, Change_Cipher_Spec

v

< EAP-Request/ TLS Change._Ciper_Spec [Identity-Request] ‘,
Identity Response - ] Identity Response - A
EAP-MSCHAPv2 Challenge . EAP-MSCHAPV2 Challenge | phase 2
EAP—MSCHAP\:Z Challenge Respons_f, ‘EAP~MSCHAPU2 Challenge Fiespons&n5 ‘Protected’
< EAP-Success < EAP-Success *

EAP-FAST

EAP-FAST [Zv A2V AT A RXIZ K o THIFE S, 2004 4E2 AiZAf X —>*v b RT7 RELT
I[ETF I HEENFE L, A X —F v b FT7 M, 2005 F 4 AIckiT S nEBEENE LA,
EAP-FAST & h=i/Li%, TLS h> R/VINTEAP T ¥ 7 g v sk 252547 M/
=R X2 UTF 4 7—FF 27 F ¥ %, EAP-FAST 1%, Z D Tl PEAP 1Bl TV E 723,
EAP-FAST b v R /VOHESTIE 2 — I A O R IEBRIZIE SN TN D LWV ) ERREL
00 £9, Z OFEEIX Protected Access Credential (PAC) L FEIEHL. BE) (HBhE/-1XA N>
K 7Foveva=r) FREFE GF#HFELEITONEIT XU R aeda=r ) TZIA
T b TS R EINE T, EMBIZIESANV RV =2 7T PKIA VT TFTANT I T ¥
WSV Ry 247 L0 b REWICEERTH B2, EAP-FAST %, Bf5{k & 7= EAP b &
VW g v R ?620@/): varorhb, IvEEOY Y 2 — a0l F£9,

1-512, NER L LT EAP-GTC #3207V b b, A—k LT 4 r—%, BILOGEE
B — [ EAP-FAST A vt —U Az rLE 9, 9. IEEE802.1X 7V h v b & FE(TT 5
I T MR FRy hU—2 I8 L, EAPoL-Start A vt —CEA A —fv T 4 —ZIZEELE
T, A—% T 47— XX EAP Identity BR &% 7" U H h _‘5% L. %7 U 5 >~ hid EAP Identity
B EZRLET, A—F T 7/ —HL. RADIUS 24 L CERIF — N nZ rtsE L4, &
SEY— (%, FWEF ID 5 Te EAP-FAST Start A vt — /%%7 VB MIEELET, BT —
/\ﬁ)ﬂé{gbfununﬁ ID{ ﬁ/)b\f ‘6-7 DY /AN i ‘]71_7 DY/ k%_/\%*ﬁﬁ LuunEﬁA}:) 7=

W SN —BE0FH TH 5 1R1FE H D Protected Access Credential (PAC) % IR Li‘@‘ A
709 7‘] N ]\ ﬂi\ (PAC "-’?_‘ﬂ:%’)b\f) PAC opaque Twu quj—”—/\ }7‘5%%’_’5@ Liﬁ—o iy uE‘ﬁ-‘—/\
1L, v A& — F—%fiH L T PAC opaque Zfi#@c L, PAC ¥—Z2EHXHL 4, ZOFRLT, ¥
TV B R —_"OMm S NE L PAC ¥ —%FA L. TLS bV &{ERR L £,
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B 23 2FLXOBESELVY T Y7 DOYHE—

FRREH— % :]:EAP GTC (Generic Token Card) ZXRZYV 77U H v MIEEFEL, 7 U I MINE
FPRLET, Bk —Nda2—H ID 2R L, =2—HVOxRy NU—2 T BAZHFAT5 L9
WA — t/74/7 ZIHRRLET, RIS, AT 4 =213V 7V h o MR SR —

NEAME L ET,
1-5 EAP-FAST X v &—2%#
Authentication
Supplicant Authenticator Server
EAPoL — RADIUS
ST =
EAPoL-Start . A
. EAP-Request / Identity
EAP-Response / Identity . EAP-Response / |dentity
_ EAP-FAST Start [Authority-1D] « EAP-FAST Start [Authority-1D]
EAP-FAST [TLS Client He_lo [Client_random, PAC-Opaquel]] .
Phase 1
EAP FAST [TLS_Server_Hello [Server_ random] Change_Cipher-Spec, TLS Finished]
EAP-FAST [TLS Change Clpher-Spec, TLS Finished] - :
» Y
Authentication via EAP-GTC _ Authentication via EAP-GTC ‘
Authentication Response . Authentication Response < i Phase 2
Optional PAC Refresh - Optional PAC Refresh ‘Protected’
EAP-Success | - EAP-Success _ H

~
Gf) A7 ar b LT, PACHBUINCIZ IAT v MIRAENDE T =2—R0bH Y £9°,

DRAVATLADEGEELIVY I Dz 7DHHR—F

TIZTIE, AR ID XR—RA Xy NT—X% T VAT LAEYR— T EEOIChERAN— R
2T TTy b T ERNBEMNER YT 2T V) —RZOWTHALET,

Cisco Catalyst 1) —X XA v F

=11 Cisco Catalyst ¥ ) —X XA v F
Cisco Catalyst 6500 Catalyst OS 6.2(2)

Cisco Catalyst 6500 10S 12.1(12b)E
Cisco Catalyst 4500 Catalyst OS 6.2(1)

Cisco Catalyst 4500 10S 12.1(12c)EW
Cisco Catalyst 4948 EMI/SMI 12.2(20)EWA
Cisco Catalyst 3750 EMI 12.1(11)AX
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SRAAVATFLADERE LUV T bz 70y HE—+ N

11 Cisco Catalyst ) —X XA/ vF (#&Z)

Cisco Catalyst 3750 SMI 12.1(11)AX
Cisco Catalyst 3560EMI 12.1(19)EA1
Cisco Catalyst 3560 SMI 12.1(19)EA1
Cisco Catalyst 3550 EMI 12.1(8)EA1
Cisco Catalyst 3550 SMI 12.1(8)EAL1
Cisco Catalyst 2970 12.1(11H)AX
Cisco Catalyst 2950 EI 12.1(6)EA2
Cisco Catalyst 2950 SI 12.1(9)EA1
Cisco Catalyst 2940 12.1(13)AY

GE) ER11IEFE . IDAN—RA Xy NI —F T EEBRTLHDICR/NBMNERY 7 MY =7 2R L TVE
T, V7 b7 VU —AOFEHI L OBRBIEICRET 5 HHEHRIL. Cisco Connection Online ® >/ 7
bo=7 B —%ElTHZ LML £7,

DRAVARTLADIL—4H

*1-2 SRAVATFLADINL—E

831, 836, 837 12.3(2)XA
871, 876, 877, 878 12.3(8)Y1
1701, 1711, 1712, 1721, 1751, 1760 12.3(2)XA
1801, 1802, 1803, 1811, 1812 12.3(8)Y1
1841, 2800, 3800 HWIC-4ESW i3 J. ()N HWIC-9ESW 12.3(8)T4
2800, 3800 NM-16ESW 5 & Y NMD-36ESW 12.3(4)T
2800, 3800 NME-16ES-1G, NME-X-23ES-1G, NME-XD-24ES-1S |12.2(25)SEC
B & OV NME-XD-48ES-2S

GE) 12T . DDA Xy NI —F T EEBRT HDICHE/NBMNERY 7 MY =7 2R L TWE
T, V7 b7 VU —AOFEHI L OBRBIEICRET 5 HH1EHRIL. Cisco Connection Online ® >/ 7
My =27 B2 =BT L5 LML ET,

Identify-Based Networking Systems &A1 F
[ Version 1.0 December 2005



#1%E Identity-Based Networking Systems DIffE |

B 23 2RFLAOBESEIVY T I FPOYHE—F

VAAVRATLADEBRLAN 7V X R4V bEXUVaY bO—3F

*®1-3 SAAVATLADERLAN 7oA R4V b LBar A—-5

1100, 1200 Aironet fEf LAN 7 7 & A KA > K 12.2(4)JA
1100, 1200 Aironet #E# LAN 7 7 & 2 4 > ; (EAP-FAST |12.2(15)JA
PR— k)

851, 857, 871, 876, 877, 878 L—X 12.3(8)Y1
1801, 1802, 1803, 1811, 1812 /L —%# 12.3(8)Y1
1841, 2800, 3800 /L — % JH HWIC-AP #E#% LAN 51— 12.42)T
Cisco Catalyst 6500 > U — XM TAN h—E X £ =2—/1 |11

2000, 4100, 4400 AR LAN =2 he—7 2.2.127.9

GE) FRI3FE. . IDAN—RA Ry NT—F T EEBT HDICR/NRMNERY 7 Y =7 2R L TVE
T, V7 b7 VI —ZAOEHE I OERIEIZEET 2 &BTE#HIL. Cisco Connection Online ® > 7
Ny xT7 B E—%SHT DL EBHERELET,

Cisco Secure Access Control Server

*14 Cisco Secure Access Control Server
YUY —2=30 EAP-MD5 & EAP-TLS (2 X % IEEE 802.1X ®¥ AR — k
VY —=31 M7 5 A7 > hJH PEAP (EAP-GTC) 2 X % IEEE 802.1X O %R —
VY —=z32 Microsoft Windows 27 7 A 7 > ~ i PEAP (EAP-MSCHAPv2) (2 & % IEEE

802.1X DH R — I
EAP-TLS ¥ X O PEAP (MS-CHAPv2) O IEEE 802.1X ~ 3V 3R3EH R — b
Y1 —=x323 EAP-FAST {2 & % IEEE 802.1X OH R — k (= VB R— 2 5te)

)

G 141X IDRN—RZA Ry NU—F U T EERTLHEDITHRNNELERY 7 N =T 2R3 L TWE
T, V7 b7 UU—2OEHR L ONRIEICET 2 &FE#IZ. Cisco Connection Online @ Y 7
bo=7 B —%EBT 52 EafEL £7,
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)
GE)

EEE 802.1X O E#H g a R R—x M (pl3) TEELELELDIZ, =BT Fr—&IF, 7
TAT 2 FOBHEAT — X AHESN TRy NI =T ~OWERR 2T 7 v A& HIE L £, 4—
BT AT =R I TAT R EREE — N\ H OB E LTHEREL. 7 74 7 F D ID I
EERLTC, GEV—A"TEOEREHER L. 7 94TV MURBERLET, A—k T 47—
2ix. 7747 N EIXEAPOL #41 LC, RGEY—/ Y& X RADIUS #4r L CiEfE L £,

ZOETIE, A=t T4 =70 E0Y L Ed, ZiE, Cisco Catalyst A A v F £721%
Cisco Aironet fEH LAN 7 7 & 2 AR A b QAL BEEHITEIR L7- EAP HRUCEIRZ2 <,
IEEE 802.1X DR TIZEA THDH7-HTT, EAP F ULV T4 7 FB IO — T k-
THERREIN, A—k T 40— X IEHEEOR THEROZBRD I EZITVET,

IDOV=a T TR, EHRLAN = e —F 3R FFER AL

Cisco I0S

Cisco I0S % %179 % Cisco Catalyst A > FIZi%, IEEE 802.1X Z BT D7D DFFED a~
RPAMEETT, a~y REBINTHRELT, A7 a v OBREEENCLIZD, T 741k 1T
A—BEERERLEY TEET, BERZ o — L av 2 FEIOS v E—T = R a<x FIZO
WL, ROBETHIILET, ERMREZRL, R/ROLERBRELZRRTLET,

Cisco I0S @ RADIUS £5F

Cisco 10S #3179 % Cisco Catalyst A »» F T IEEE 802.1X %%/ E 7 5 7224 F 72 RADIUS =
~ FERLET,
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W Cisco I0S

x® 21 Cisco 10S @ RADIUS Ea<v > F

aaa new-model AAA ZHMEL T,

aaa authentication dotlx [<list name> | default] |TEEE 802.1X Z23F 53U % R #1ER L £ 4. 4 Hi
group radius HEoFXVRAMNEERET L0, F—U—F

default ZfEfH L CTT_XToOR— MZ#EH L £7,
ZOMOFRITREA 7T a v LTERRIN
FT A, HAR— x4 group radius @?%’GT
radius-server host [host name | IP address] RADIUS +—/ "D IP 7 KL AEFEEL T, @i
auth-port [port] acct-port [port] BIXOT Ao T4 R— NEFET 7 )V
NMED 1645 & 1646 PHET L ET,

RADIUS #—/NTHEITINDHAA v F & RADIUS
?—%VODFHﬁVCﬁi}EH éhéuun&kiv\ﬁ 7‘:7_]"“{4
F—afEELET,

radius-server key [string]

Cisco 10S @4 O0—/\JL |IEEE 802.1X &5

Cisco I0S % %479 % Cisco Catalyst A ~»F CIEEE 802.1X Z R ET D 7= OITME 72 /o — Lk
Ea~vy RaenRLET,

i+ 2-2 Cisco 10S @4 A—/\/L IEEE 802 1X €32 F

dotlx system-auth-control A »F T IEEE 802.1X @il 7/ 0 — AR L E T

Cisco I0S WA >4 —7 4 X |IEEE 802.1X &%

Cisco I0S % %479 % Cisco Catalyst A ~»F CIEEE 802.1X Z R ET D= OICME IR A VX —T =
AARFEAY L RERLET,

i 2-3 CiscoI0S W1 2 —7J x4 X IEEE 802.1X §¥EaAT Y F

switchport mode access / no switchport IEEE 802.1X X, HHINRL AV 2T V7 EBA R—F, &
7 VLANA— M BLRLA Y3 L—FT v RAR—KT
DFHFETE FE T, IEEE 802X 1. BT 7 A A —
k. bZ > A— k., F721% EtherChannel T{IH AR —

FENER A,
dot1x port-control [force-authorized | AR— F T IEEE 802.1X ik A%k LEd, T 74 /b
force-unauthorized | auto] b 1% force-authorized T3,

Cisco I0S O IEEE 802.1X D Eh{EfE:R

Cisco I0S % %179 5 Cisco Catalyst A » F T IEEE 802.1X OE{ELZ R T H7-OIHEHT 5
show =~ > RZ/RLET,
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Ciscolos H
x 24 Cisco 10S 4 a—/\)L IEEE 802.1X Show a<T Y F
show dotlx IEEE 802.1X OEIEAT — X A& RKRm L £T,
show dotlx [all | interface] T RTOR— M FEIFRFEDOAR— F D IEEE 802.1X A

T—HAERRNLET,
show dotlx statistics interface [interface] |4 E DR — @ IEEE 802.1X i3t & F R~ L7,

show aaa servers REBEHFDTXTD AAA — DR T—H ZAB I
EHE®REERLET,

Cisco 10S D EARI 75 5% E Hl

G¥)

FEARR 727% &5 % 7k L. Cisco 10S % %174 5 Cisco Catalyst A ~ F C IEEE 802.1X # H %&b+ %
eI/ NRGLE A~ FEefgR LET,

aaa new-model

aaa authentication dotlx default group radius
!

dotlx system-auth-control

!

interface Gigabit 3/0/1

switchport mode access

dotlx port-control auto

!

radius-server host 10.1.1.5 auth-port 1812 acct-port 1813 key cisco

Z—HL, CiscoIOS BREIZAAA o< REBINTHE, TS AT /R CHERELE 25
ZEEEMTAOMNENHY T, Tl 2, EROBREFNR LT AAA a~ 2 REBINT 5 L,
WO T o "Ry 72y R — BT H0, a—H THT Y NeT /3 RTEML
RN EY | Telnet 7 7 B ADRHIBEESNE T,

Cisco 10S @) show dot1x interface M43

Zoa<wr RO L, MAC 7 K L 2 0006.5b88.06b1 ™47 U 77> k73 IEEE 802.1X F87F % 1E &
WCHB L7222 R LTWET, Fo A v Z—T oA RTHE SN TUWS IEEE 802.1X /35 A —
AR L TWVET,

Switch#show dotlx interface Gigabit 3/0/3
Supplicant MAC 0006.5b88.06bl
AuthSM State= AUTHENTICATED
BendSM State= IDLE

Posture = N/A

PortStatus= AUTHORIZED
MaxReq = 2

MaxAuthReg= 2

HostMode = Single
PortContro= Auto
ControlDirection= Both
QuietPeriod= 60 Seconds
Re-authentication = Disabled
ReAuthPeriod= 3600 Seconds
ServerTimeout= 30 Seconds
SuppTimeout= 30 Seconds
TxPeriod= 30 Seconds
Guest-Vlan= 0
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W Cisco I0S

Cisco Catalyst OS

Cisco Catalyst OS % 52179 % Cisco Catalyst A »» F(Z(%, IEEE 802.1X ZH T 5 72 DFFED
av RPRETYT, BIITa~vr RERELT, A7 a VOBREZEDICLIEY, T 741
N RTA—=FZEF LY TEET, RADIUS, 7 u— Vb BIOKR—FOFa~ 2 RiZHon
TIE, WOETHPALET, EARBRBIZ R L, H/NRUERREZZR L ET,

Cisco Catalyst OS ® RADIUS %7€

Cisco Catalyst OS % 32479 % Cisco Catalyst A - » 5 T IEEE 802.1X # X E T 2 7= DT L E 7
RADIUS =~ Fa/RLET,

#* 25 Cisco Catalyst OS ® RADIUS ®REa<v > K

set radius server [IP address] auth-port [port] RADIUS — XD IP 7 RLAZEELET, &
acct-port [port] [primary] EBLXOTH I T 4T A= 2T 74 )v
MED 1812 & 1813 B EHETEET, 774
~ U RNT A=K L, Z DOFFED RADIUS H—
WIS T D X ICRETEET,

set radius key [key] RADIUS 7 7 A 7 bk & — DT _TD K
TV v a v ERAET D OIEHT S X —
EHRELET,

Cisco Catalyst OS M4 O0—/\)L IEEE 802.1X &7

Cisco Catalyst OS % 32179 % Cisco Catalyst A1 7 C IEEE 802.1X Z X E T D72 DI B2 7

=3

B ULVREA v RERLET,

= 2-6 Cisco Catalyst 0S %' 0—/%)L IEEE 802.1X fjFEa<T > K

set dotlx system-auth-control [enable | disable] ‘ VAT AD dotlx & HL /AL L ET,

Cisco Catalyst OS M7R— k IEEE 802.1X %7€

Cisco Catalyst OS % 92179 % Cisco Catalyst A »» F T IEEE 802.1X Z & E T D 72 DIZHME R AR —
Mg Ea~r RERLET,

& 2-7 Cisco Catalyst OS ®7R— k IEEE 802.1X ®&Ea< > K

set port dotlx [module/port] port-control R— R Y A TE2RELET, T 740 M
[force-authorized | force-unauthorized | auto] force-authorized T3,
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Ciscolos W

Cisco Catalyst OS @ IEEE 802.1X D Ej{EfE:R

Cisco Catalyst OS % 32179 % Cisco Catalyst A » FC IEEE 802.1X OEIWEZ 783 5 7= Ok ]

45 show 2~ RERLET,

= 2-8 Cisco Catalyst 0S ® 4% O0—/\JL IEEE 802.1X show 2<% F

show radius

EFEHD RADIUS /N A —H ZFKom LET,

show dotlx

3 A7 5O IEEE 802.1X f§BEZ# F£R L £,

show dotlx group [all | authenticated | group
name]

IEEE 802.1X O —¥ /)L — 7R A2FR L E
j‘o

show dotlx user [all | user name]

IEEE 802.1X D — W {EFEH A £ /R L £,

show dotlx vlan [all | VLAN ID]

VLAN AN @ IEEE 802.1X CTRIFE -2 —HPIZ
BT 2 EMEeRrLET,

show dotlx vlan-group [all | VLAN-group-name]

IEEE 802.1X VLAN O 7 LV — 1R E £ R L E
j‘o

show port dotlx [module/port]

BEDR— K LEOF—tr 7 4 r—2NEZ(E
4 54 FE D Extensible Authentication Protocol
(EAP) /"7 v MZHOWT, A—k T 47 —#
@ Port Access Entity (PAE), /Sv 7 > K 4 —
v T 4 r—5 BRI 5% E T RE
fE L BAEDRREEDEEZ TR TERLET,

show port dotlx statistics [module/port]

HBEOR— N EOF—tv T 40— 2 NEZE
T 5% EAP N7 v bO#E R R LET,

show port dotlx [module/port] guest-vlan
[VLAN ID | none]

IEEE 802.1X 7 A ~ VLAN & L CHBET BT 7
7 4 772 VLAN %%ﬁbiﬁ

show port dotlx auth-fail-vlan [VLAN ID |
none|

IEEE 802 IX PBREIZ KL L 72 2 —H D VLAN %
FFOR— MBI DM ER R LET,

Cisco Catalyst OS D& A 75 5% E HI

FEAR 7258 B 2 7< L, Cisco Catalyst OS % 32177 % Cisco Catalyst A1 F T IEEE 802.1X %A
NZT DI OITH/NRUNE R a~ RefRr LET,

set radius server 10.1.1.5 auth-port 1812 primary

set radius key cisco
|

set dotlx system-auth-control enable
!

set port dotlx 6/15 port-control auto

Cisco Catalyst OS @ show port dot1x [mod/port] a7 > KDl

Zoawry ROWAE, A— b 6/15 128k IN7=% 7V B> N A IEEE 802.1X #2FE% 1E# (2 iHifE
L7zZ EEBR L TWET, F2 R — MIRTEENTWD IEEES02.1X /NF A —X R L CWET,

Switch> (enable) show port dotlx 6/15

Port Auth-State BEnd-State Port-Control Port-Status

authorized
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Cisco 10S #3%179 % Cisco Aironet #&# LAN 79t X RS> b

Port Port-Mode Re-authentication Shutdown-timeout Control-Mode
admin oper
6/15 SingleAuth disabled disabled Both Both

Port Posture-Token Critical Termination action Session-timeout

6/15 - NO NoReAuth -

Cisco I0S #3E1T9 3 Cisco Aironet E#: LAN 74 t
ARALA2 b

Cisco 10S % %473 % Cisco Aironet #EJE T 7 & X R A > MZi%, IEEE 802.1X BT A7 D
FEDa~ Yy RPSETE, BITa~vr FERELT, A7 a VOBEEAMNILEZY ., 7
T A IV RTA—=HEEFT LT-D TEET, RADIUS, 77— L, BIOA v HF—T =2 A AD
Ko<y RIZOWTIL ROE TR LE T, AN Z2 R L, i/ MESHE 2R EE TR LET,

Cisco I0S #3%179 % Cisco Aironet B LAN 7Yt X hA > kD
RE

RADIUS

Cisco 10S % F{T7 % Cisco Aironet #E#E LAN 7 27 & 2 BRA > N TIEEE 802.1X # R/ ET A7-HIT
V8572 RADIUS i< > R&ER LET,

%29 Cisco 10S #3479 % Cisco Aironet #&# LAN 79X RS > F® RADIUS BFEa< K

aaa new-model AAA ZHMEL £,

aaa authentication login [<list name> | default] |FEEE AR Y X N &2{ER LE T, &t

group radius A NEEFRT DD, F—7— K default 2 LT
FTRTOR— MI#EHLET,

radius-server host [host name | [P address] RADIUS +— "D IP 7 RL A &HEE LE 7, ik

auth-port [port] acct-port [port] BIOT IO T AT K= & F5ET 74V
NME®D 1645 & 1646 PHET L ET,

radius-server key [string] RADIUS #—"THETEIDH A A »F & RADIUS
T—EF O THEHIN DR XU 51k
F—EHELET,

Cisco I0S #3179 % Cisco Aironet B LAN 7YX R4 2 D
HO—/NJLEE

Cisco I0S % #4795 Cisco Aironet ZERE LAN 7 27 & &2 ARA > N TIEEE 802.1X # R TET A7~ HIZ
VBRI —/NVREa~ Y RERLET,
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Cisco I0S %479 5 Cisco Aironet & LAN 7ot X i/~ + N

210 Cisco 10S #%479 % Cisco Aironet 4 LAN 74 2R KA ¥ D45 B—/3)L IEEE 802.1X
$g|FEaATUR

dot11 ssid [ssid-string] SSID Z{ERk L. # L\ SSID @ SSID #% & — K % Bi#h
L9, SSID IZi%, K32 XFOEKTEMHEHL E
9, SSID T KILF L/ LFE KB LET,

authentication open eap [list name] Z O SSID ZBIhT 57O DFIAL A T ELET,
A= VRMEEIZ XY j—AVC@T/\’I) z(utupE%’fT[/\
TIRBARASL VP EDOBEERITLET,

authentication network-eap [list name] (FEEESNT=SSID D) HHA L X —T =2 AHREL
<. Z\“V FU— 7EAPntunE%'H‘T%}‘L§ET)L Z/}‘
U — 72 EAP mquVCm: Z\/ }‘7 A 77‘12}?%)@[]
{Z IEEE 802. lX 7547 v NBRENRKETT, EAP %
A= RREETEINT S & 802.11 A — 7 L RHEELIAS
\Z IEEE 802.1X @i A S v E 7,

Cisco I0S #3179 3 Cisco Aironet B LAN 79X R4 2V bD
A 28— 14 REBE

Cisco I0S % #4795 Cisco Aironet FERE LAN 7 27 & &2 ;"1 > N TIEEE 802.1X & ET 57~
PVBRR— b REaA~ FERLET,

= 2-11 Cisco I0S #2479 3 Cisco Aironet I LAN 79 A KLV DA VB —T =4 ARED
IR

ssid [ssid string] ‘7 O — VIR TE ST SSID Z R A o F—T = A RZE Y Y TET,

Cisco I0S #=179 3 Cisco Aironet E# LAN 7Y ttRXA RAL >V D
IEEE 802.1X D Eh{EHFEER

CISCO 10S #3474 % Cisco Aironet fEfE LAN 7 27 & X "4 > N T IEEE 802.1X OEIEZ T 5
W35 show =2~ RERLET,

*® 212 Cisco 10S #5279 % Cisco Aironet #E# LAN 79 X RA > F® IEEE 802.1X show <

VKR
show dot11 associations WART Vo —ay TF—T ) BT Vv — g VR AR
TAHD, T_XTOYE—F, T_XTOIITAT b, FFEDI TA
T b FREEAY—ER 7547 MIETAT Y — 3
VIEH A BIRICER R L ET,
show aaa servers REFHSDTRXTD AAA b — "D AT —X A L OERTERE 3+
r~LET,

Cisco I0S #3179 3 Cisco Aironet B LAN 79X R4 2V bD
AR 73 5% E 1

AR 723 EFIZ R L, Cisco I0S % FE1T79 5 Cisco Aironet ZEf#E LAN 77 &2 /RA > b T IEEE
802.1X Z AN T H1-DITH/NENE A~ RERLET,

aaa new-model
|

aaa authentication login eap methods group radius
!
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W Cisco I0S #£77 % Cisco Aironet ## LAN 79 £ X R( > k

(F)

dotll ssid cisco
authentication open eap eap methods
authentication network-eap eap methods

!

interface DotllRadioO

ssid cisco

!

ip radius source-interface BVIL

I

radius-server host 10.1.1.5 auth-port 1812 acct-port 1813

radius-server key cisco

ZAIAF & OFEREY A M, BIEO Cisco I0S 3 L U Cisco Catalyst OS OFITHEM L7277 /v F D
ARV AN AT a B EH L TERESND DO TIEZAR <, =< K aaa authentication login % fii
LT Cisco Aironet fE#t LAN 7 7 & 2 &R A > bR E TR S VET, Zhid, SSIDBEEE—F
T &% authentication [open | network-eap] =~ > RIZiX, U A M BMBERTZHTT,

Cisco I0S #3%179 5 Cisco Aironet B LAN 7Yt X hA4 > D
show dot11 associations )1l

Zoa<y FOH X, MAC 7 K L A 0002.8ade.5afs @37V 5> b3 EAP %41 L C IEEE
802.1X FREZ EFIZHIE L7 Z L2 /R LTV ET,
ap#show dotll associations

802.11 Client Stations on DotllRadioO:
SSID [cisco]

MAC Address IP addressDeviceNameParentState
0002.8ade.5af5 12.1.1.52 350-client sdelairselfEAP-Assoc

Identify-Based Networking Systems 41 F
Version 1.0 December 2005 |



fE.

— CHAPTER3

EAP-MD5 O EF

ZOETE, BV LFBREY— M T EAP-MDS5 Zffi il L T, IEEE 802.1X 7R — hX— 2D
TR AMEEREBAT O TECOVWTHHALES, ZORBMAGBOYFY B M LT,
Meetinghouse AEGIS 77 7 4 7> k /3—3 3 > 23.3.0 2MEH 3 E 97, Cisco Secure ACS 4.0 1%, 7
FEY— & LT & E T, Cisco Catalyst 24 v FldA—k T 4 r—2 L LTHEL, 7
U1 b EREREY— SIS # LAN B3 2 42t L £ 97,

I:lll:.\l:IIE-lj-_/ o)EQfE

Z 2GR dFIEIZ. EAP-MDS5 #2EEH 1T Cisco Secure ACS 4.0 Z R ET D HFIEIZHOW T L T
F9,

Z 2 ClE, EAP-MDS5 @BIEDBREICSE R FINUZ OV TOLFI L £ ¥, £ OMOBEREDFEMIC D
W I, [Cisco Secure ACS Configuration Guidell % Z ML T 72 &0,

ACS T—AR—XTHI—H DR

AA Y A=a—"TUserSetup %7 U v 7 LET, User K v 7 AZ2—H4% AJ) L, Add/Edit R
2w )y LET,

EAP-MDS5 (%, Windows Active Directory 72 & DAMNH L —H 7 — X X— 2 &R T & 72\ \IE— D EAP
AT, EAP-MDS (21X, Wl ACS 7 —# R— AN NI TT,
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N =5y — R ofs

3-1 ACS T—R R—XTO1—H DR

Cisco Sysvems User SE[I]I]
el

User
Setup

g

ﬁ sm'g TTzer: juserla

% ghared F'rliﬁle [Fiﬂd ] [ Acdcd/Edit ]
amponents

Network
Configuration

List uzers beginning with letterinumber:

%ﬁjst?m, ABCDEFGHIJELHN
2 Configuration HNOPORSTUVWETEZ
012345678289

Interface 0 = === === - ==

| Configuration

B\ | Administration [ Listall users ]

2 | Contraol
FA | Esternal User Femowve Dynamic Users
BH Databases [ ]

FPaszture
ooon)| Yalidation

5 k Hetwork fLecess ? Back to Help |

Frofiles
Reportsand
Aetivity

& ] Online

Dacurnentation

ACS T—AR—XATHDAL—HDHKTE

User Setup 7 = 2 "C, Password Authentication (= CiscoSecure Database 23R ST D Z & &

MERLET, I, 2= XA —=RFEZ AN LET, NAT—FZH AN L THER L £ 9, Submit
27Uy 7 LET,

GE) EAPXA 7L LTMDS CHEHTANATU—REATILET,
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| 3% EAP-MD5 QEE

zZiy—ogz N

3-2 ACS T—RR—XTO1—HFDFKE

Cisco SvsTems USEI' SEtljp
s

A
User: userla
Uzer
Setup
Group ] Account Disabled
Setup
Shared Profile &
B | Compaonents Supplementary User Info 7
Metwork [
a Centianation Eeal Name userla
B | Systemn Descrnption
= Configuration
Interface
@ Configuration
Administration User Setu oy
Control P )
j_é | Excternal User Password Authentication:
£ Databases i .
CiscoSecure Database v
F'-:-s_ture_ ) i |
oaasl] i alidation CiscoSecure PAP (Also used for CHAP/MME-
CHAP/ARAP, if the Separate field 15 not checked.)
Metwyork Locess)
- Frofiles | 1
Password sSEsesnEseREEn
Reports and Confirm .
@ Activity SN ENREREn
Password : J -
4 | Online —
| Docurnentation

I Submit I[ Delete ] [ Cancel ]

AAA H—/I\DEHE

AA v A==z —"T Network Configuration =~ Y v 7 L £, AAA Server 7— 7 /L"C, Add Entry
7 Vw27 LE7, Add AAA Server HIfi T, AAA Server Name, AAA Server IP Address, 35 L O
Key # A1 LE 3, AAA Server Type C. CiscoSecure ACS %% L ¥ 9, Traffic Type T, 7 7 4
Jb FEXE D inbound/outbound D F FEH L E 9, Submit+ Apply 27 U v 7 LET,

GE) T 74V FTIEACS #ETTE2a—hL <o DFRARLETIPT L RA%ZETr AAA Server T
» R UM, AAA Server T — 7 /VICT TICHFE L £ 77,
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N =5y — R ofs

3-3 AAA H—/DERE

tuosureus  Network Configuration
e

Edit
@ Uzer
Setup
Ba | oo Add AAA Server
% | ghared F'r-iﬁle
b Ad A Server Mamme TSE-MEExchange
MNetwork
Q Configuration AL Server IP Address 10.1.1.5
%q System Eey cisco
2o Configuration
Log Tpdate™Watchdog Packets from this remnote A48 4
Interface ]
| Configuration SEI";IEI’
SE, | Blstee ASA Server Type CiscoSecure ACS  w
23 ontrd
i Traffic Type inboundfouthaund =
3-1 External User
= L'g [Latabaszes
Praaie | Submit || Submit+ Apply | [ Cancel |
i ﬁ Metwork Bocess
Frofiles
@ Feportsand ? S |
Aetivity
5 | Onli
| Dgc:.lrll':uentati-:un

AAA UV SA T2 FDERTE

Network Configuration H[[E 7> 5, AAA Clients 7—7/L® Add Entry 27 V v 7 LT . A—& > T«
r—X%iBIMLE3, Add AAA Client i T, AAA Client Host Name, AAA Client IP Address, 5

LW Key # AJJ L E 7, Authenticate Using 47" = > T, RADIUS (Cisco IOS/PIX 6.0) %% L £
TO

(G¥) RADIUS (Cisco IOS/PIX 6.0) A7 = >1Z L Y | Cisco IOS RADIUS Vendor-Specific Attribute (VSA)

FEHTEET, oMot T oHlE 7 ka3 472 3 0%, RADIUS 8 L O TACACS+
WA TE £,

Submit + Apply #7 U v 7 L7,

(G¥)  KeylE, 10S £721% Catalyst OS A —t > 7 4 r—F TRESINTNDLHFXF— L —HTLHMENRH Y
E3 N
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EAP-MD5 O BB

3-4

AAA U SA T2 FDRE

Network Configuration

Gisco SysTems

zZiy—ogz N

Add AAA Client

User
Setup

S | Grow
Se-tl.u:l:-l

AA A Clent

TSE-C3750
Hostname

% Shared Profile

Cormponents A A Clent TR 12.1.1.99
Metwork .L"l"..ddI’ESS
Ennﬁguratwn
Ee Cisco
x| Systemn ¥
= Configuration
Interface Authenticate S T
| Configuration . BADILS (Cisco 105P= 6.0)
Taing

L | Administratian
Control

i3 External User
F
jt_"g | Cratabases

accounting on falure).

Fasture
oonnf| Walidation

Client

[ Submit H subrmit + Apply H Cancel ]

2y FI—OBREDHME

AAA F—=NBEOAAA 7 AT v FERELTZHE, Bfishlcz IO X P& EBIT
Network Configuration A = = —NERRINET,

single Connect TACACE+ AL L Clent (Fecord stop in

[] Log Update/Watchdog Paclets from this & & & Clent
[ Log BEADIITS Tunneling Packets from this A A4 Clent
-.\%w;f}‘:ﬂf S = Eeplace BADITS Port info with Username from this AA A

Reportsand
Aetivity
b ] Online
| Cracurnent ation
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$£3% EAP-MD5 OER |
N =5y — R ofs

3-5 Y FI—OREDHE

tucesunns  Network Configuration
e

Iﬁ Uzer
Setup
Group
| Seiip Oc;q AAA Clients 7
| el AAA Client  AAA Client IP . .
e Hostname Address Authenticate Using
MNetwork
E.a Configuration EADIUTS I:CiSEO
TSE-C3750 12.1.1.99
% SuEtenn - IOSPL 6.0
Configuration
e lickodErnyis) (Seerchi]
%| Adrninistration
Caontrol
jé Excternal User % Q AAA Servers Fi
E Databazes
e AAA Server AAA Server IP AAA Server
Validation Name Address Type
g Rw-ﬁwm A:.:ml TSE-MSExchange 10.1.1.5 CiscoSecure ACS
rofiles
@ E:f,i':; e I Add Entry ]1 Search ]
‘ ggéi.lrll':entatinn

EAP-MD5 4 O0—/\JLEBSEERE

A A A =z2—"T System Configuration %2 U v 7 L£7, System Configuration A == —7 5,
Global Authentication Setup Z 384 L T, EAP S XA E L £7, EAP-MD5 &7 > a > @ Allow
EAP-MD5 AR v 7 A% 42 L£7, Submit+ Restart 22 U v 7 LE T,

S

G¥)

CiscoSecure ACS 231 A h—/L INTWAHA, EAP-MDS 135 7 4/ F TAEZNZ 2> TWET,

Jl_Identify-Based Networking Systems &4 4 F

Version 1.0 December 2005 |



| £3%F

EAP-MD5 O BB

72247

)
)

#5147 riEe N

3-6 EAP-MD5 O 4 0 —/\ LRI E

Cisco SvsTems

System Configuration
select one or more of the following options: ~
[] Certificate SAN comparison
[J Certificate CH comparison
[] Certificate Binary comparison
EAP-TLS session tumeout (nunutes): | 120

| User
Setup

Graup
Setup

F

% Shared Profile

Corponents
& Netwark LEAP
onfiguration -
[ Allew LEAP (For Aironet only)
= System
Configuration
EAP-MDS

It e f poe
D Configuration
Bm| Administration
Contral
ﬂ'ﬁ‘i | External User
2 [atabazes

Fosture
oooa)| Yalidation

¥ &llow EAP-MDS

AP EAP request timeout (seconds): 20

MS-CHAP Configuration

[ Allow MS-CHAP Version 1 Authentication
ﬂwemmk .ﬂ.-:-:enl =i _ o
e L Allow MS-CHAP Version 2 Authentication

Repaorts and
Activity
B ] Online
Docurnentation |

? Back to Help |

Submit + Festart

I

| Submit | |

H Cancel ]

v MERTE

Z 2 T FNEIE, EAP-MDS F8GEH I Meetinghouse AEGIS 7 7 A 7 b N—T 3 2 233.0 &%
ET D IFEICHOWTEHH L TWET,

Meetinghouse AEGIS 7 7 1 7 > &, Service Pack 2 % [l L 7z Windows XP AL —7F 4 v J ¥
AT ATEITENTWVET,

Meetinghouse AEGIS ¥ 54 7> DA —T >

Meetinghouse AEGIS 7 7 1 7 > | % B %, Authentication A ==—% 2~ U v~ LT, Authentication
Profile )& L £ 7,
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W /551470 8%

3-7 Meetinghouse AEGIS ¥ 5S4 7> +

AEGIS Client - Running

Authenticakion  Miew Help

CO

Part | Conneckion Information
WP Inkel{R) PROY100 Metwork Connection - Packet Scheduler Minipo rok configured

<
For Help, press F1

IOVUBRTOTFAILDIER

Authentication Profile # == —"C. authenticate at machine boot 47"~ g V' Z&E IR L, Yo 77 A /L
LEANDLET, ZOFITIE, 71077441 BOOT T, 207177 A/LTIiL, iBikl
Z—WIEHETEH RSV U REAEREH INE T, vV Ve TH L, 22— e s 4
VTARNCY Yy TubtAEYHHETE 50, Ny I R T4 L7 Y VAT AA~Oa S
F NI G RIRF M A2 A CE £,

OK%7 Vw7 LET,

& 3-8 TLOVBETATFAILDER

Authentication Profile -- Add

Authentication Profile - Add

f* authenticate at machine boot
" authenticate during logon

" authenticate after the deskltop starts

Prafile name; |EDDT

] | Cancel
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ILVUBNTOTFAILDOEBTE

Authentication type |~ MD5-Challenge 47" 2 > %8R L T, Client Identity F XA EL 7, =
D TIL, Apply static credentials to all users 47>z Y ZH L4, Zhic kv | BHEFEX, =—
PR v OFRREREZRETE £, vV URiEET — MeIZITh b 720, #a

#5147 riEe N

AL

HIZ Windows RERAEZ INEE T 5 HiEIT & Y F 4+ A, Static credentials set by each user, Request
credentials at authentication time 72 &', ZOMOA T v a b H Y £, T biFT T, 2—H
DMERNZI AT DMERH Y £7,

OK%7VUvwr LET,

& 3-9 IVVBRETO 77 A4 IILDRE

Authentication Profiles

Profile; | EOOT
Authentication type

[

]

MDE-Challenge

[~

Cligrt [derkity

OF.

Authenticates at machine boot

(v Apply static credentials to all users

~
~
~

Llzer name: |user1 a

Fazzword: | xxxxxxxx

Cancel | | Help

A—HEETO T 7 A ILDIER

Authentication Profile X == —"C, authenticate during logon 47" 2 V' Z&N L £5, ZOHITIL,
7n 77 ANAIELOGON T, OKZ27 U v 27 LET,
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W /551470 8%

B 3-10 A—HEF AT 7 A ILDIER

Authentication Profile -- Add

Authentication Prafile - Add

" autherticate at machine boot
* authenticate during lagon

" authenticate after the desktop starts

Frofile name: |LEII3EIN|

Qk | Cancel |

A—YRETOTFAILDEE

Authentication type (Z MD5-Challenge 473 = > % 3®R L C, Client Identity 5 X Z&XELE7, =
DB TIE, Use logon credentials 4 7' = & 2NEIR S LTV E T, Z4LIEL, EAP-MDS5 #3EIZ Windows
A=Y HENRAT— FREN SN ZLEZBERLET, Z2OMOFT T a bbb £33, Use
logon credentials 47" = /1% Single Sign-On (SSO) F X Z&$2fk L F9°, Apply static credentials to
allusers 7Y a > Tld, X v b T —7 ~DT 7 & ARFICRFE D 2 —F Z#B4 2 HiERfft S h
F A, Request credentials at authentication time 77" = »/{%, Use logon credentials 473 2 »/|Z
PCWETH, 2=V D2FDDAT v T HAER L ET,

OK%7VUvw7r LET,
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#5147 riEe N

& 3-11 A—HBFTATFAILDHRE

Authentication Profiles [5_<|

Prafile; | LOGOM j Add Delete

Authentication bype
MD5-Challenge |

Authenticates during lagan

Clignt [demntity

" Apply static credentials to all users
~

* Usze logon credentials

" Request credentials at authentication time

Ilzer name: |

Paszword: |

k. Cancel | | Help

2y D=5 TOT774ILDER

BHBROFIETIE, RESNERIET 0 77 ANV EERT Iy NT—F a7 7 A VE/ERLE
T, TNEITHIZE, BrEINTEZU X bbb ry NU—2 T X T X EFER LT, Network
Profiles 7 A 2% 7 Vw7 LE9,

(3¥)  Meetinghouse AEGIS 7 7 A 7 ME, B SNIALEDORX Yy NV —27 THXTZIIAAL 2 REivd
e, Xy NU—2 a7y A NEEG T X7 ZICHEAT ANENRS Y £,
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W /551470 8%

B 3-12 Xy bI—H FOT77AILDER

AEGIS Client - Running
Authentication  Wiew Help
000 LF

Park Network profiles Conreckion Infarmation
Mat configured

Intel(R) PROJ100 Network Connection - Packet Schedulsr Minipo

|

<
‘Wired card

[o] E |_l_|
R— FERTEDIERL
BIR LRy NT— THETEDFR Y NT—7 Fa 77 A NVEIERTAICIZ. AAdE 7 Y v 7 L
*7,

N

(3¥)  Network Interface Settings % 7 1%, BibX A LT U b, AV Z—T A A, DHCP A7 v aigd,

7u R aVREEERTLTDIEHSNET, ZOFITIE, T 740 ORI A—=FRHHE

NTWET,
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313 R— FREDHEAL
Port Configuration

Metwork Profiles l Metwork, Interface Settings ]

Configured network, profiles

Metwark. profiles in order of preference

Add | |

Intel(R] FROA100 Netwark. Connection - Packet Scheduler

X

1] | Cancel |

Help

FY D=4 TOT77ALILDETE

#5147 riEe N

Fy NT—27 Fua7 7 A NVO4FHTEZ AT LET, Boot Authentication Profile DF = v 7 KR 7 A
7 VU7 LT, Fay Xy A=a—/n5BO0T 7u 7 7 A4 V&% L%, Logon
Authentication Profile [IZ2WTH IO FIEEZEV KL ET, ZOEAIEL, Fey 74y A=a—
775 LOGON Z#R L £9, OKZ 7 Y v 7 LET,
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X 3-14 FYybI—H TOITFAILDORE

Hetwork Profile

]

Frofile [nformation l

Metwork Profile: |user1 a
|
-
-
=
Authentization Profiles
[+ Boot: |BEIEIT j Open Prafiles... |
[v Logor: |LEII3EIN j Open Prafiles. . |
[ Desktop: | J |

| k. | Cancel | | Help |

2y bJ)—5H 7O ILDER

AR O FNECTRE LT=F v hU—2 717 7 A L7 Configured Network Profiles 78 v 7 A (ZF/R &
NET, OKE#2Z7 Vw7 LT, o774 VEeFRy NI—7 THETZIZHEHALET,
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B 3-15 Ry bD—4H FOTJF7AILDER

Port Configuration

Metwark Prafiles | Wetwark Interface Settings

Intel[R] PROA00 Hetwork, Connection - Packet Scheduler

Configured netwark, prafiles

Metwark, profiles in order of preference

T
¥
Add | Remove | F'ru:uperties|

k. | Cancel | | Help

D547 FRIALDHER

Py NU—7 a7 ANBEy NT—F TETXIZHEAEIND &, v~ B L O —VERGE
%f L C IEEE 802.1X N IEFIZREINE T, &747/b#wﬁéhé& mmP%ﬁLTWT
RLREZIEL, Xy NU—27 T 7R ANHHEICR D $£9°,
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X 3-16 D347 v FEEIDTER

AEGIS Client

Authentication  View Help

=

Park Conneckion Information
T Hntel(R) PROJ100 Metwork Connection - Packet Scheduler Minipo 12.1.1.50 {leased)

=1

£

Faor Help, press F1
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— CHAPTER4

EAP-TLS O &R

ZOETIE, V7Y B b EFRAEY— /Nl T EAP-TLS Z{# ] L C. IEEE 802.1X " — hX— 2D
T e AHEZ R S SRS oW TERI L E T, ZORBBIOYT Y H kL LT, Funk
Odyssey 7 74 7k 73— 3 2 4.02.0.2000 23] S 41 E 3, Cisco Secure ACS 4.0 1%, F3FEH—
NELTHEHSLET, Cisco Catalyst A1 v FiIA—t T4 r—2 L L THEL, 7V
}\Ckn:un 'H—‘_‘/\F”j ﬁ;ﬁi LAN%%%%{;@LSE—&‘O

I:lll:.\l:IIE-lj-_/ o)EQfE

= Z G dFIEIL. EAP-TLS Z23F 1T Cisco Secure ACS 4.0 Z iR ET D HFIEICHOW T L TW\WE
T,

G¥) T ZTiE, EAP-TLS BBREDOBE I LR FIUZ SV TOLHI L £, £ OMOBEREDFEMIZ D
W I, [Cisco Secure ACS Configuration Guidell % Z ML T 72 &0,

FRALGI—Y R O—DER

A A A== —"T External User Databases % 2 U v 7 L % 9, External User Databases A == —"T,
Unknown User Policy & #4R L £,

S
(G¥) EAP-TLS Ti&, Windows Active Directory 72 E DL —W 7 — X X—2 2T 508X H 0 £
o ZOEAP A TIE, W ACS 77— 4 RXR—2 &I T £,
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41 FREI—H KY o—DERK

Cisco SysTems

External User Datahases

User
Setup

@? Tnlnown Uzer Policy

& | Group 1% )
TE Setup gj Database Group IMappings
N Shared Profile Bj Databaze Confiouration
Cornponents
MNetwark @
Configuration o Back to Help

=i T Systemn
= Configuration
Interface
Configuration
o

Administration
Cantrol

Ea External User
BH [ratabaszes
FPazture
oond)] yalidation

Metwork Bocess
2 Frofiles
Reportsand
Aetivity
4| Online
Cracurnentation

FRAGZA—F R O—DEFE

Configure Unknown User Policy £ 2 3 2 > C, Check the following external user databases 47> =

RHE IR LF 9, Windows Database 47 < =3 % External Databases %1/)> 5 Selected Databases
FNZEELET, Submit 27 1V v 7 LE9,
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B 4-2 FHLZLI—Y R S—DHE

Cisco SysTems

External User Datahases
A

User
Setup

E Ee : Configure Unknown User Policy ﬂ
8 g';?;;‘fn':;ﬂ"e Tse this table to define how users will be handled when they

are not found m the CiscoZecure Database.

MNet work
Configuration
(0 Fail the atternpt

=gl Syztem J—
= Configuration

Configuration

| Interface External Databases Selected Databases
[=]

‘Windawes [rataba=se(ind

Administration
Cantrol

Ea External User .=
3{_‘3 | [ratabases
o
FPasture
oooo

Walidation
Metwork Bocess

2 Frofiles
Reportsand
Aetivity

& ] Online M
Cracurnentation [ bt C |
Ll ] ’ ance ]

Al

NBL—H T—2 R—ZADER

External User Databases A = = —7>5 Database Configuration 7" = > %1% L ¥ 3, External User
Database Configuration = 7 3 = > "C, Windows Database 47> 2 » Z=IN L 7,
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4-3 SERL—Y F— 2 R—ZXDER

tisco Sseus — External User Databases
ol

User
Setup

Group
Setup

% Shared Profile
Cormpanents

External User Database Configuration ﬂ

Choose which external user database type to configure.

Q Metwork
S5 | Eontigutation ) Windows Databasze
% System Generic LDAF
2o Configuration -
External CODEC Database
Intert
| Cantii i LEAF Proxy BADIUS Server
T T EADITS Token Server
oL S miniztration
8| toutio] ESA SecwrID Token Server

[ External User
E}tj Latabaszes
moan|| Posture List all database confimurations
Walidation

Metwork Bocess
. Profilas

Feportsand
& etivity Cancel
“ | Online
| Cacurnentation

Windows T—42 RXR—XDEHRFEDEIR

External User Database Configuration ‘£ 2 3 = > C, Configure "% %27 U v 7 LET,
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4-4 Windows T—4 RA—X DX TE DiEiR
W External User Datahases
B Edit
@ Uzer
Setup
ﬁ S : External User Database Configuration ﬂ
% ghared F'riﬁle
amponents

Choosze what to do with the Windows Database database.

MNetwark
Configuration
T Systemn
= Configuration

Interface
Configuration

Configure ” Delete ]

Adrinistration
Control

ol
3{_‘3 External User

Databazes Cancel
Fasture
ooon)| Yalidation
Metmork Bccess @ Eack to Help |
2 Frofiles -
Feportsand
Aetivity

‘ Online

Dacurnentation

Windows T—42 X—XDEXE

Windows User Database Configuration X = =— @ Configure Domain List ¥ 7 > 3 »IZA 7 o —/L L
F9, @Y KA A U4 &#EIR LT, Available Domains 517> & Domain List {28 L %9,

Identify-Based Networking Systems &A1 F
[ Version 1.0 December 2005



4% EAP-TLSDOER |
N ZiEy— R o%E

4-5 Windows T —% R—ZX DRTE

tseo Ssews — External User Datahases
e

Configure Domain List 2 &
E g:::p Forzilable Domains Darmain List
—
Graup
| Setup

% | Shared Profile
Components

MNetwork
Configuration
%| System
= Configuration
==, Interface
Configuration
| Adrinistration
Contral
3-[3 External User
3 Databazes
Fosture
conal| Yalidation
: |N|tnlnrk Becas
Profiles
@ Repartsand
Activity

| e [] Enable password changes using M>-CHAP version 1.
[] Enable password changes using MS-CHAP version 2.

[« |«

e [oom]

MS-CHAP Settings 2]

YR IZ . Machine Authentication = 27 3 3 |22 7 v —/ L L C., Enable EAP-TLS Machine Authentication
Ry VA% A N LET, Submit #7 U v 7 LET,

GE) EBAP-TLSIZ LD~V U iEAEZEH LT, v U ilFE 2 A #hIZ T 5 121%, Enable EAP-TLS machine
authentication R v 7 A% A4 NI LET, IROETIE, v~ Thour b 7ar7r A Ve ffd 5
ATV B FERET DD, ZOFTIRIDA Ty a vy EaRELET,

ZOIENCH, BEO~ Y VBT a U ERETEET,

+ EAP-TLS Strip Domain Name : Cisco Secure ACS T, T R —HFEHFED Subject Alternative

Name (SAN) 7 4 — /L R b B EHINTZ2—FE40D RAAL UL EHIBRT D12, 20
Frv IRy AEF AT LET,

EAP-TLS and PEAP machine authentication name prefix : & ¥ 7% Cisco Secure ACS T, PEAP

(EAP MSCHAPV2) % /=13 EAP-TLS CRRAEE AL TN 5~ o 4 D SHRIC 51 host Dt
ZHIDOLTINE T 25813, 20Xy 7 2T E AT LET,
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+ Enable machine access restrictions : -— ‘b"mu SEOSMEL LTV VAN AT ST, o
DRy I A% A AT LET, v VRl %%Lt:/t;~&%ﬁﬁbfx/b7 71
7 7 & 29 % Microsoft PEAP 35 X OF EAP-TLS = —#%, WFILRIESNE T, 71—

oS VAN CERINTZRIEO A EZE LET,

. Group map for successful user authentication without machine authentication : ~ 3~ ‘/ 77 ' AR

ENAEDNZmoTWDEEE, 20U A M, @Wit2 @il L, ~ ¥ CBREC R L=

l: 1—5 ZE 3 % EAP-TLS % 7213 Microsoft PEAP = — WIZFBGEAN M H & 5 56 D= —H
ITN—TaRELET,

4-6 EAP-TLS ¥ < VRO ADE

tseo Ssrws —— External User Databases
i

= Y
Windows EAP Settings ?]
Uzer =
Setup .o
@ [l Enable password change inside PEAP or EAP-FAST
i@ Setor [ EAP-TLS Strip Domain Name.
% Shared Profile . . .
Components Machine Authentication.
a Network [[1 Enable PEAP machine authentication.
Configuration
_— Enable EAP-TLS machine authentication.
System )
g% Configuration EAP-TLS and PEAP machine |h|:|ste’
— authentication name prefix.
| T ) -
L [] Enable machine access restrictions.
Administrati e .
qagy | Eomiistration Aging time (hours): 2|
j-_[fi = Group map for ;uccessﬂﬂ user
2 Databases authentication without machmne
authentication: | <Mo Accessy @
F'nslturtl
R User Groups that are exempt
ﬁlmmark .ﬂ.:uul from pE_:.SSiI.]\g machme
e authentication:
@ | Reports and Awvailable User Groups Selected User Groups
dctivity
B 1 Onli
E.‘ Du:-nc:.lrll'l:entatiun
b

AAA H—/\DHE

TAAA — "DFIE] (p.3-3) L T 7ZE W, 3T D EAP AT CFIEMEH SV E T,
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AAA VSA T2 FDERTE

TAAA 7 74T > FOFEE] (p3-4) LTI ZEV, TXTO EAP F A TIE UFMEAAMEH
ShET,

2y FI—OBRTEDHEDR

Xy hU =7 REOHE] (p.3-5) 2L TIES W, T EAP JUTH U FIHDHE M &
j/L\gi—;_‘O

EAP-TLS @4 O—/\)LERFIERTE

A A A== —T System Configuration 7 U » 7 L £, System Configuration A = = — T,
Global Authentication Setup Z 34 L T, EAP F XA E L £, Allow EAP-TLS R v 7 A, B X
REAP-TLS £ 7 o 3 >0 3 OB FHEE A7 5 2 %~ TAH 22 LET. Submit + Restart
7Y v 7 LET,

G¥) FEBAE% CiscoSecure ACS (24 VA h—/LF B HIEIZHOWTIE, fHk C lCiscoSecure ACS T
X.509v3 PKIGERHED A A h—)L | B LT E &0,

(G¥)  Certificate Comparison 47’ 3 1%, ACS Nt Ra—W 7 F 4 7 )26 D EAP Identity &
(R L C2—FID 28 2 HIEZRELE T, =2—F ID OMRIE, = Fa—¥ 75147
R 3ER L2 RE EOFHIC ﬁbfﬁbhif ZORET, ACS by Ra—H 7547 b
12 EAP-TLS bk > RV FENL S Tz L 12T E T, Certificate Comparison 472 3 I ZIE,
T R —HPREH#E O Subject Alternative Name 74—V R, = R2—H¥GEHED Common Name
74—V K, BXO=Y» R —HFEHE L Active Directory (ZAEM S LTV D=2 R —HEEAE
EDNRAFTYVHBNEENET, HEOF TV a v ERRLIZGES., ACSIZF RSN TV DIEFF
THE A EAT L, NS ) L 2R TIF IR L £ 7
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4-7 EAP-TLS O 4 0 —/\)LRIHRE

Cisco SrsTems : :
b System Configuration

EAP-TLS 2
@ = [ Allow EAP-TLS
select one or more of the following options:

Group . ,
E Setup [¥] Certificate SAN comparison

iy | Sharedprotie Certificate CI comparizon

Components

Certificate Binary comparison

ﬁ Ezﬁﬁ?{u‘ﬁmm EAP-TLS session timeout (rinutes). |1 20 |
E"E System
Configuration LEAP

e iterteee | [[]latlow LEAP (For Aironet only)

Eﬁ| ggm'r'llft"”““ EAP-MDS
ﬂ_@ External User [ Allow EAP-MDS

Databases
53#.:”.'%“ AP EAP request tmeout (seconds): IEEI ]
AL Am“l MS-CHAP Configurati
= onfiguration ﬂ
@ E:f.::: e L[] Allow ME-CHAP Version 1 Authentication

[] Allow MS-CHAP Version 2 Authentication w
[ Submit ] [ Submit + Restart ] [ Cancel ]

B ] Online
Docurnentation ‘

72472 FRE

= ZCRTFNEE, EAP-TLS #%FEHIC Funk Odyssey 7 74 72 b /S—30 3 > 4.02.0.2000 % 2% 7
T B HEICOVTHBALTWET,

)

()  Funk Odyssey 77 7 A 7 > M, Service Pack 2 Z#3iH L 7= Windows XP 4 XL —F ¢ > 7 v AT A
TEITSNTWET,

Funk Odyssey 7 54 7> bDA—T >

Funk Odyssey 77 74 7 > k Z B % Authentication X == —% 2~ U v 7 L T, Authentication Profile
IR L E T,
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4-8 Funk Odyssey 2 547> b

Odyssey, Client Manager
Settings  Commands Web Help

'G- Connechion Pl

The following praofiles are configured:
g  Frofiles Iritial Profile Add
"-" Metworks Femove

ﬁ Auto-Scan Lists Properties ..

S_ Truzted Servers
Q Adapters

|

Connection Settings M Machine Account /A5 X —42 DERTE

< URREE R ET HIZIL, £ 7 Connection Settings > Machine Account /N7 A — % % ET D4
B H Y £7, Odyssey Client Manager A = = — T, Settings, Odyssey Client Administrator D JIH(Z 3
LU E$, Odyssey Client Administrator A == —"T, Connection Settings Z &R L £7,

49 Odyssey Client Administrator X — 2 —@ Connection Settings M;&iR

Odyssey Client Administrator

O O O O O
BH B B B B H &5
Connech Iritial M achine Pemnissions Menge Custom Scnpt PaC

Settings Settings Bccount E dibor Rules Installer Composzer b anager

Configure how and when Odyzsey will intially connect to the network. These seltings can accommodate the types of
network activity that can be required befiore and during the domain login process.

Connection Settings 7 4 > K7 C, Machine Account % 7 % 4R L £ 9", Machine account settings &
2+ 3 »"C. Enable network connection using machine account 7~ > 77 2 % A4 12 L £, &KIZ, Drop

the machine connection; users must connect with their own credentials 47" 3 > R ¥ U &38R L F 97,
OK%7VUvr LET,
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(3¥)  Drop the machine connection; users must connect with their own credentials 47" = > (%, —H N
AT HIRTFH LI v T T 7 A VTR 2—F a7 7 A Ve SZRT 5L 5107
TA TV MUERT D70, EEHEXENO~ T TR, ERO—Y LR TEET,

Connection Settings Ci&, User Account & GINA @D 2 DDA S a X T HFHETEXEJ, User
Account % 7 X, 22— HIEAFIKGFET H Ry N =V RBIED X A IV T EHRET D7D S
NET, GINA # 7%, Odyssey GINA £ = — /L &R ET D720 ] S ET, Odyssey GINA
V2 —/VEHEHT 5 & Windows XP F 7213 2000 D = — 4723 Windows 2 7' 4 DRI Windows
B 7 A FEAEEAEN L TRy =2 I8 CEET (ZE, 2—FRxy MY — 7 8fia
WEL LT HEEN T 0 X2 555 @R T,

4-10 Connection Settings @ Machine Account /X5 X —% DRE
Connection Settings [$__<|

User Account  Machine Account ] GINa |

M achine account setings
v Enable nebwork connection using machine account

Once a uzer logs on to wWindows:

" Leawve the machine connection active; users are connected via the
machine connection

{* [Drop the machine connection; users must connect with their own
credentialz

0k, | Canicel

T AT A ILDER

Odyssey Client Administrator A = = —"C, Machine Account % §&4R L ¥ §°, Machine Account (Odyssey
Client) 7 4 > RUNERRENET, ZOU 4> FUIX, 22—V a7 7 A VOIERIZEH SN D
Odyssey Client Manager V7 « > R VIZELCWET, A == —® Profiles =7 a3 ' Zi#R L T, Add
Vv LET,
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E 4-11 Y FOTFAILDER

Machine Account (Odyssey Client)
Setkings Commands  Web Help

'G- Connection e

The following praofiles are configured:
Q Profiles [

"'" Mebworks
“ Auto-Scan Lists

S_S Truzted Servers
Q Adapters

IV TAIT7AILDORIEHRORTE

Add Profile H[5i C., 707 7 A VDOLRIZAN LET, ZOFITIL, 7177 A 14I1ZBOOT T

4, User Info # 7 . Use machine credentials /8 v 7 A% 412 LE$, UserInfo ¥ 7D FEHZH
% Password ¥ 7 C, T 7 /N MEEA L DEFICLTRBEET,
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B 412 Ty AT FALAILDISAT— FIEBDBRE

Add Profile

Prafile name: BoaT

| Userlrfo | Authentication | TTLS Settings | PEAP Seftings
Login narme:

[] Use machine credentials

Realm [optional): (g

| Password | Certificate | SIM Card

Permit login uzing password

[ ak ] [ Caticel

RIZ ., User Info # 7 D F{{IZ & 5 Certificate % 7% 27 Y 77 L £, Permit login using my certificate
RNy IV A% A AT LET, WRIZ, Browse ¥ 7% 7 U > 7 LT, v Oy 7228 R L E
R

GE) GEHEEZIIIAT U T UAIA VA=A T B HECOWTL, M B (7947 FTOD
X.509v3 PKIGIFFAED A v A h—/L] ZZM L T Z &V,
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£ 413 Ty 7O 7 M IDIIREFROBRE

Add Profile

Prafile narme: BoaT

User Info | Authertication | TTLS Settings | PEAP Settings

Login name:

[ Use machine credentials

Realm [optional]: (g

Password | Certificate | SIM Card

[+] Permit login uzsing my certificate:

winxpl bee.com

I Wiew ][ Browse ..

QK ] [ Cancel

T A7 AINDRMAKXDERTE

Authentication # 7 C. Authentication Protocols N > 7 ZADEIZH S Add 227 V v 7 L £,
EAP-TLS # I L T, OK%Z 27V v 27 LET, WIZ, GEREYw haL s LTTF 74 /L F THRRE
L CTW3%) EAP-TTLS ##R L T, Remove =7 U » 7 L $£7, Validate server certificate 7~ »» 77 A
BE AT LET,

GE) FHEREIFEEZAICT A1, Validate server certificate R 7 224 LET (F 740 K8), Z
DOF%HEIX, EAP-TTLS, PEAP, EAP-TLS 72 FOFsED 7' 1 b LTt s, = —H ik, #—n-
N —PIEAFIC SN T2 — ID 2R 2 & 1T, IV —/30 ID & FEHFEIZ LSV THE
RBTEET, UserProfile ¥ 7 v a o CRILA T Y a R4 T oTET,

OK%7 Vw7 LT, 7ua77ANVEHGFELET,
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N

(G¥) EAP-GenericTokenCard 7 ¥ 3 L TH U2 > TWDT 74V hDONRT A= IEE L T EX
VW, ZOEHIT. PEAP B X ONEAP-FAST O IZEMA S E T,

E 414 Ty TATFAIDEIEFXDHRTE

Add Profile

Prafile narme: BoaT

User Info | Authentication | TTLS Settings | PEAP Settings

Authentication protocalz, in arder of preference:;

EAP-TLS D D

Walidate server certificate

EAP-GenencT akenCard

] Credentials to use with EAP-FAST ar
EAP-PEAF with inher EAP-GenericT akenlCard:
I ) My pazzword |

] ] [ Cancel

A—H JAaJ7A4IILDOERK

Funk Odyssey Client Manager C, ZE{fl]0> A = = —® Profiles 477> 2 » Zi#R L, Add ZiER L T
HLona—H Fu7 7 A VEfERLET,
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4-15 A—% FOI77 A ILOERK

Odyssey, Client Manager

'G- Connechion Pl

The following praofiles are configured:
§£ | Frofiles || Initial Profile § i

"-" Metwarks Remove

.ﬂ.ﬂ.utu-Scan Lists Properties ...
S_ Truzted Serversé
Q Adapters

A—Y TR 774 IILORIEHDERTE

Add Profile i[5 C, 7177 A VOAHTZATLET, ZOFITIE, 7777 A /1413% LOGON
T9, Userlnfo # 7T, BIffv a4 LTnWbHa2—FDL4RHTE KA A A Login name |2
HEIRICH AN E T, User Info ¥ 7 D NEIZ& 5 Password # 7 T, 7 7 4 /b ME®D Permit
login using password 33 & O Use Windows password 4 > D FE FIZ L THEX £ T,
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4-16 21— AT 7MAILDIRT— FIEROBE

Add Profile

Prafile narme: |LEII3EIN |

Uszer Info |.-’-'-.uthentiu:atiu::n | TTLS Settings | FEAP Seftings |

Login name: | TSE\uzerlq |

Password | Centificate || SIM Card|

Permit login uging password

(#) | ze Windows password
" Prompt for pazsword
) Use the following pazswond:

[ QE. ] [ Cancel

WIZ, User Info % 7D FHIZ & % Certificate % 7 % 7 1 7 L &9, Permit login using my certificate
Ry 7 A A AZLET, WIT, Browse ¥ 727 U w7 LT, BUED 2 —H O d) 7R 7E # 4 )%
WNLET,

GY) HHEAZIZIFATURN VA VA N—ATHHFEICZONWTIE, 8B 27547 FTD
X.509v3 PKIFERHED A VA h—/L] 2SR LT IZE0,
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417 d1—Y 7O7 74 IIDOEREBEROBE

Add Profile

k. ] [ Cancel

A—¥ Ta7 7 M ILDORMAXDETE

Authentication % 7 . Authentication Protocols N > 7 ZADIZH B Add #7 V v 7 LE7,
EAP-TLS # IR LT, OK%# 7 Vw7 LET, WRIZ, GEiE7 2 hanr b LTTF 74 /L h THRRE
L TW3%) EAP-TTLS ##ER L T, Remove %#7 U » 7 L $£79, Validate server certificate 7~ »» 7 A
EAACLET, OKZZ V7 LT, a7 7 A VERFLET,

(G¥) EAP-GenericTokenCard 7 >3 » TH NI > TNWDBT 74V hONRT A= THEEL T /AX
WV, ZOEHIL. PEAP 3 X OV EAP-FAST O ZifH Sk,
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4-18 A— FO77AILNDETAXDRTE

Add Profile

Profile name: LOGON
| User Info| Authentication | TTLS Setlings | PEAP Setings |

Avthentication protocals, in order of preference:
EAP-TLS

M
M

:
I«

{

Validale server certificate

EAP-GenencTokenCard

Credentials to use with EAP-FAST or
EAP-PEAP wath inner EAP-GenericT okenCad:

(%) My password
) Promgpt for token information

I (1] 8 ] [ Cancel ]

EBESn=Y—/\DEM

Funk Odyssey Client Manager C, ZE{H|(> A = = —® Trusted Servers 473 3 > & #®IR L, Add &7
Vo2 LTHHOGHINEY— " R ZER L £7,
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4-19 BESNF=Y—/ DEm

Odyssey, Client Manager B|E|@

Setkings Commands Web Help

'G- Connection Trusted Servers

The following servers ane fusted:
{ ¢ Profiles

"'" Mebworks
“ Auto-Scan Lists

Truzted Servers

Q Adapters

&dd ..

EHEINF-H—NN IV MNJDHRTE

Server name must end with 7% A b Ry 7 AT KA AL VA EBIMLET, ZOHITIL, tse.com K
AAUPER S TOVET,

& 4-20 EBEIhY—I I ) OBRE

Add Trusted Servers Entry

Server name must end with;

| tze.com |

[ Trust amy server with a valid certificate regardless of its name

Server certificate must be izzued by

| Browse ... |

Cancel
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N

(3¥)  Trust any server with a valid certificate regardless of its name 7~ v 7 A% A4 1 LT, FHEINT-V—
NORAAHEANNTHZEHTEET, UKD, FBESNTEBAMNEZFEAFE LR OT
TOY—NEEFHTEET,

EFEIN-IL— FEREIROER
Add Trusted Servers Entry &7 1 > R 7D Browse 7 Y » 27 LT, Server certificate must be issued by
F 7 a v DEEFEIR L £ 7, Select Certificate 7 1 > K7 @ Trusted Root Certification Authorities
27 %27y LET, EAELZRITLIERERZERNLET, OKZ 2 U v 7 LET,

4-21 EiEINT-IL— FEERER OER

Select Certificate

Intermediate Certification Autharities | Trusted Root Certification Authorities

lzzued Ta lzsued By o
TC TrustCenter Clazs 4 Ch TC TrustCenter Clazs 4 Ch

TC TrustCenter Time Stamping T TC TrustCenter Time Stamping T

Thawte Perzonal B aszic Ch Thawte Perzonal B aszic Ch

Thawte Perzonal Freemail Ca Thawte Perzonal Freemail Ca

Thawte Perzonal Premium CA Thawte Perzonal Premium CA

Thawte Premium Server T, Thawte Premium Server T,

Thawte Server Ch Thawte Server Ch

Thawte Timestamping G, Thawte Timestamping G
TSE-M5SE=CHANGE TSE-MSEXCHANGE

TSEMSE=CHAMGE TSEMSE=CHAMGE

UTH - DATACorp SGC UTH - DATACop SGC
ITH-USERFirst-Client dwthentication ... UTH-ISERFirst-Client duthentication ... s
£ >

OF. H Cancel ]

EBEIN=Y—NN IV F)DRTE

Add Trusted Servers Entry 7 4 > RV TOK %27 Vv 27 LT, SN —" = N OREL
REFELET,
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£ 4-22 ElEEN=-H—N T M) DERE

Add Trusted Servers Entry E|

Server name must end with;

étse.cu:um
[ Trust any server with a valid certificate regardless of its name

Server certificate must be iszued b

[ Wiew . ]I Browsze ...

]9 ] [ Cancel ]

BEIN=Y—/ DR

B INT= Y — \NFEIND &, Trusted Servers U A I M MBI RENFT,

GE) BEHINEV—RERIICENTSE, BHRNALSCVNOZ—FE, Ry NI =T ~DT 7 A
FRCEEE 2 AEDNCTAHERH Y A,

4-23 EEIA-Y—1OREE

Odyssey Client Manager

Settings  Commands  Web Help

-@—Ennnectiun Trusted Servers
| The following servers are tusted:
Q Profiles P — i
"-" M etworks Remave
“.ﬁ.utn-ﬁcan Liztz Edit ...
S_S Trusted Sewers; advarnced.
Q Adapters E

1
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A—8 TAI7AIADTHE T2 OEHA

Funk Odyssey Client Manager A 1 > A == —7T, Adapters 47" 3 V2 EIRLET, AddZ 2V >
7 L/\i ﬁ—o

& 4-24 A— FaIrLI~OT7E T2 NDERA

Odyssey Client Manager "_”E”‘s__('
Settings Commands  Web Help
'G- Connection CEES
| DOdyssey iz configured for these adapters:
{ ¢ Profiles Add

""' Mehwarks
“.ﬁ.utu-ﬁcan Ligts

S_ Trugted Serversg

A— JAaJrAILADTETR2DBM

ZOFITIE, ARRESET SNES, WA T X 7 X 28T 5 121%. Wired 802.1X Z 7 & 7
Uy L, il —Y 32y 8 THETZEZERLET, OKEZ27 U 7 LET,
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£ 4-25 A—4 FOaITIrAIL~AOT7E T2 0EM

Add Adapter X

Select an adapter for uze with Odyzsew:

Wireless | Wired 802.1%

Adapter type Adapter
i Ethermet Int=l[R] PRO/00 Metwork, Connection

(%) Wired adapters orly ) &l Adapters

[ Ok l [ Cancel ]

A—H JaIJ7A4ILDORY FJ—0 EHEOERR

Funk Odyssey Client Manager A 1 »* A == —"C, Connection 77> a2 %R LE3, Adapter N
By FHY L A= a—nn, WERT T PEIRENTND Z & 2R LE T, Connect using
profile R v 7 A% A2 LT, AHROFIATIER L7 LOGON 'r 7 7 A V% Ra vy X A
—a—bHERLET,

7547 v FH EAP-TLS %/ L C IEEE 802.1X #iF# i+ 5 & . Connection information & 7
va VRN EIND AT — X A open and authenticated (228 Y F 5,
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4-26 A—F FOaI7MILDRY FI—H EFOHZ

Odyssey Client Manager

Settings  Commands  Web Help

_@_ Cornection Connection
Adapter: | IntellR
Q Profiles Adapter type:  wired 80213
-'-‘- Nehworks Connect using profile: |{: LOGOM - |

“.ﬁ.utn-ﬁ cah Listz

Connection informatior

5_ Trusted Servers Stakuis: open and authenticated
Elapzed hime: 00:00:19
Q Adapters
Aocezs poink: amitch
IP address: 121.1.50
Fackets indout: 40 /B4

i & =
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PEAP (EAP-MSCHAPv2) O R

ZOETIH, V7Y Bk EFEEHEY— [T PEAP (EAP-MSCHAPv2) %4 L . IEEE 802.1X
A= R=20D7 7 v Al Z BT 2 HECOWTHHALET, ZOREBEFIOY 7Y o k&
LT, AT 47D Microsoft Windows XP 7 7 A4 7 b &fEH LE 3, Cisco Secure ACS 4.0 1%,
FRREY— N E LTl &£ d, Cisco Catalyst AA v F (x4 —kr T 4 r—% L LTHREL, W
7Y Jr b ERBREY— SIS AR LAN B 2 12k L £ 97,

I:lll:.\l:IIE-lj-_/ o)EQfE

=L

Z 2 Cor9FNEIL., PEAP (EAP-MSCHAPvV2) #RFEMIC Cisco Secure ACS 4.0 Z5% T 5 FFIEIZD
WTTEB LTV ET,

Z ZTi&, PEAP (EAP-MSCHAPv2) FBREDFXEICME L FMHIZONWTOAHGBH L ¥, TOfth
DOEBEDFEMIZ DWW TIE, [ Cisco Secure ACS Configuration Guide] % ZM L T 7230,

NBL—H T—FR—ZADERL

NEBL—Y T—

NBL—Y T—

[(RE7 e —% KU o—DER] (p4-1) ZZH L TLEEV, FIEIL PEAP (EAP-MSCHAPv2)
DA BRI LTI,

PEAP Ti%, Windows Active Directory 72 E DN — W 7 — X X—X 2T 50 TH VY £
hve T EAP i TIE, W ACS 77— # _R— A&l T& £,

BR—ZNDHE

[(RE 2 —Y R o—DE] (p4-2) WL TLEEV, FIEIL PEAP (EAP-MSCHAPV2)
DA HFRE LT,

BAR—XMER

o — 57— 2 _X—=Z2 DR (p4-3) #SH L T 7Z3, FllEIL PEAP (EAP-MSCHAPv2)
DG BRI L TT,
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W =5y — R ofs

Windows T—% R— X DFRTE DEIR

['Windows 7 — & N — Z D& E DRI (p.4-4) S L T 72 &0, FHIL PEAP (EAP-MSCHAPv2)

DOLEELRER L TT,

Windows T— 42 R—XDEXTE

['Windows 7" — % X— 2D TE | (p4-5) # 5 L TL 72 X0, e # D FNEIL, PEAP (EAP-MSCHAPV2)
DFE B U TT, % DFIET, Machine Authentication ¥ 7 2 3 |2 A7 17— L L T, Enable PEAP
Machine Authentication R > 7 A% A4 2L £9, Submit %7 V v 7 LT,

5-1

Cisco Svsrems

PEAP < > VRS DAL

External User Databases

F.s
Windows EAP Settings kd
Uzer
| Setup ..
@ [] Enable password change inside PEAP or EAP-FAST,
i@ Setur [ EAP-TLS Strip Domain Name.
% Shared Profile . . .
Components Machine Authentication.
a Network Enable PEAP machine authentication.
Configuration P
R | Enable EAP-TLS machine authentication.
System )
é% Canfiguration EAP-TLS and PEAP machine |h|:|st|"
| itertace authentication name prefix
(el contiguration [[] Enable machine access restrictions.
Administrati o .
Aty | Eimmrartration Aging time (hours): 2|
j-_[f-j S araad sar Group map for gucccssﬁﬂ user
2 Databases authentication wathout machine
authentcation: <Mo Accessr w
T
e User Groups that are exempt
& Netwark P.::uil from passing machme
L authentication:
@ Reports and Available User Groups Selected User Groups
Activity
& 1 Onli
Dl:-nc:.lrll':entatil:-n
b
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zZiy—ogz N

AAA H—/\DHTE

TAAA = NDRE] (p.3-3) B L T 7ZS W, TXTD EAP FA TR CFIENMEH SV E T,

AAA U SAT7 2 FDETE

TAAA 7 AT > FORRE] (p3-4) 2L TLIIZEV, TXCTO EAP S TRFE U FNAAEH
ShET,

* O —9REDHR

Ry FT—=28EOHE] (p.3-5) #ZHL T 7EEV, TXTD EAP HATIE UFIAAMEH
NET,

9 B—/\)LEREEERE

G¥)

A A A =z2—"T System Configuration 27 U v 7 L %7, System Configuration A == —7/15
Global Authentication Setup % R L T, EAP F A& E L £ 7, PEAP &7 ¥ 2 » ® Allow
EAP-MSCHAPV2 ;R v 7 A% A2 LET, Submit+Restart 27 UV v 7 LET,

PEAP N T TH I > TV B D, Allow EAP-MSCHAPV2 7R > 7 ZADHT1, Zhik, X
A7 4 7 @® Windows XP SP2 IEEE 802.1X %7 U b > F DA, ZOHITHEHINDIHE—D HFAT
HDHHTT,
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22472
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)

A—AJ)L T
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5-2 PEAP )4 O—/\ L2558 E

Cisco Sysrems

System Configuration
Edit

User
Dﬂ il Global Authentication Setup
Setur
i E:::;:ni;::“ EAP Configuration _‘?J
g-tﬁnrk . PEAP
on Uration
] 5w [ Allow EAP-MSCHAPv2
@ gg:;?::lnﬂnn [ Allow EAP-GTC
el || o Posture Veldaton
Cisco client initial message:
E’% | Bomre TWion PEAP session timeout (rinutes): 120
(31 Bxcleral i) Enable Fast Reconnect: O
23 | vatapases
Vatdasion Lol
EAP-FAST Confisuration
%|Heh@mrk Becass)
Frofiles
EAP-TLS
% Rep_u:-r_tgand s
Mtiviag [ JiAllow EAP-TLS
&Y | Online Select one or more of the following ontions: >
e Submit | [_ Submit + Restart ] [ Cancel ]

hEXE

Z ZCaRTFIEIZ, PEAP (EAP-MSCHAPv2) #BREHIZRA 7 4 7 @ Microsoft Windows XP 7 7
AT v NEBRETHIHFEZOWTHAL TWET,

FAT 4T VT4 T b, Service Pack 2 Z i L7- Windows XP A_XL—F 4 F VAT AT
EITZINTWVWET,

1) 7 #4550 IEEE 802.1X DAt

[EEE 802.1X /X A — & Z#H T 5121%, Start, Control Panel DJIEIZ 7 U ~ 7 L. Network and

Internet Connections % 34K L £ 9, & IZ. Network Connections % =4 L T, 1 )72 Local Area
Connection Properties A == — % B & £,
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G¥)
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Local Area Connection Properties 7 « > K 7 G, Authentication % 7 % %R L & 9, Enable IEEE 802.1X
authentication for this network N 7 A% 4 N2 LET, EAP XA 7D RKa vy I X A=a—n»
o, Protected EAP (PEAP) Z iR L £, v VERiEZ AN L7z &, Active Directory 12 77 A >
IR 21K % 48853 5 121X, Authenticate as computer when computer information is available % 4 22 L
ES AN

3D Active Directory R A A~ a7 A VIHIPEM SV, EX 2 U7 0 URZ HRELRND
728, Authenticate as computer when computer information is available Z 9% Z & #HLE L £,
ZORER YTV 2 b & ACS Ol THMZ /> TV DA, v 7 A VB ZR S DRI
<V URRGEN T TIZAITOI TV B 728, 2D Active Directory R A A L ~D 1 7 A LB 72
BI2VERE SIET, ZOWRERT T U U S THEMT/R>TNT, foiﬁﬁmﬁofw&w
Bt WREIRG L, Y7V B b T — MRS — ME MRE ) REBICR0 £9, ¥ 7D
NI A —DHIRUINICR D TR L. = —REE Tﬁwuﬁ%’fuﬁﬁ?”éﬂgﬂﬁé e
D, v A URREPRSRDATRBERH D FT,

BIfE. Authenticate as guest when user or computer information is unavailable 7 = v 7 7R > 7 A D [f]
RS TV ERA,

5-3 A—AJL T 7D IEEE 802.1X SEESEEDAZE

- Local Area Connection 2 Properties

Select thiz option to provide authenticated network. access for
Ethernet networks.

Enable IEEE 8021+ authentication for thiz netwark

TR Frotected EAP PEAP)

Authenticate as computer when computer information iz available

[ ] Autherticate az guest when uzer or computer information iz
unavailable

k. l [ Cancel
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PEAP 7 0O/\T 1 DERTE

G¥)

Protected EAP Properties A = = —"C, When connecting & 7 ** = > ® Validate server certificate 78 v 7
A A N L ET, ZOFITIiL, Connect these servers AR > 7 A% A 2 L7= V. Trusted Root
Certification Authorities 27 >3 LV DR v 7 A %ﬂ“/ilﬁ‘éfé\g THY FH A, IEHEET A
b7/ 7= R PCIZTTIZA VA =N ENTWBHT®, FBIEFIE Trusted Root Certification
Authorities J A MZF TIZBIME N TWET,

PEAP TlZ, aa— ¥ Emidar v a—% (bAWIZFOMS) OFFPAEIIRE T, BIAFF—
DIHN, 7 T7AT 2 NHEHETDILEND DG 8072 EARER S OFFREZ LI L LET,

Do not prompt user to authorize new servers or trusted certification authorities /X7 A —& &4 2T %
L. =R RAAL OOy NT =227 7 2A L, FHY— S E L IXGRRER 2 R
LMENDDHEEIL, AvE—VEHEEZRRFLRNEIICTEET,

Enable Fast Reconnect /3T X — X ZHGNZT5H L, PEAP CTTLS By v a VAR IZHEM LT, B
FREEAFRITCE £ 9, PEAP Part 2 23T L7-45A. RADIUS H—/N\i% PEAP Part | TIER S L7z
TLSt vy arwFy v aTE57-0 PEAP Part 1| £7-1X PEAP Part 2 2 HET LA Th kY
yay%ﬁﬁféiﬁo_mﬁf/a/ﬁ T 7 )V NTERI o TWET, FTA T MT
BT DE, ZOFT v a BRI —_"THLRETHILENH Y £9°, iR LAN B
4. Enable Fast Reconnect D& {45 = & ZHE L £,
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5-4 PEAP 70/37 1 DERE

Protected EAP Properties

When connecking:

Yalidate server certificate

|:| Connect bo these servers;

Trusted Rookt Certification Autharities;

[] ABA.ECOM Raoot CA »
[] mutoridad Certificadora de la Asociacion Macional del Mokaria —
[] mutoridad Certificadara del Colegio Macional de Correduria P
[] Baltimore EZ by DST

|:| Belgacom E-Trust Primary 4

|:| CaA HET SecureMet Ca Class A

|:| CRMW HET Secureiet Cn Class B b
£ | >

|:| Do nok prompk user to authorize new servers or trusked
certification authorities, l

Select Authentication Method;

Secured password (EAP-MSCHAP +2) w

[ |Enable Fast Reconnect

EAP-MSCHAPvV2 7 0/8F 1 DRE

Protected EAP Properties A = = —"C, Select Authentication Method 7 > 2 > ® K1 v 77X A
== — /5 Secured Password (EAP-MSCHAPV2) 47" = %4 L £9°, Configure... K% > % 7
U w7 L% 9, Automatically use my Windows logon name and password (and domain if any) 7~ v 77 A
WA Ao TVDZEERLET Ry 7 RAFIT 74V FTHAZR>THET), OK &7
Uy 7 LET,

Protected EAP Properties 7 1 > RV TOK %27 U w7 L. Local Area Connection 7 4 > K7 T OK
7Yy 7 LT, REEZHRFLET,
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5-5 EAP-MSCHAPv2 7 0O/37 1 DFRE

EAP MSCHAPw2 Properties

When connecting:

Automatically uze my Windows logon name and
pazzword [and domain if any].

[ ] ][ Cancel ]
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EAP-FAST O &

ZOETIE, V7Y v b EERGEY—/N[E] T EAP-FAST ZffH L . IEEE 802.1X ;R"— h_X— 2
DT 7 AR ZRET 5 HFIECOW TR LET, _@%Eﬁfﬂ@ﬂ‘7 ) B> b & LT, Cisco
Aironet M5 LAN 7 7 A 7> R &l L £9, Cisco Secure ACS 4.0 1T, #BFEY— & LTHEA S
W ET, Cisco Aironet EHE LAN 7 7B X RA v MIA—k T4 —4% & LCHBEL., 7 U D
Ve ]‘ éﬁwu ul‘E']j-‘_‘/\Fﬁ 7\%7% LAN ﬁ;"f‘%ﬁ%ﬁl‘@l\:bij‘o

I:lll:.\l:IIE-lj-_/ O)EQI:FE

Z 2 CoRTFNEIL., EAP-FAST 285FHIC Cisco Secure ACS 4.0 Z R ET HHFIEIZHOWTHHAL TV
*7,

() T ZTiE. EAP-FAST FRREOBREITMERFIUZONTORBI L E T, € OMMOKIEDTEHIC
DWW T, [Cisco Secure ACS Configuration Guidel % ZM L T 72 &0,

NBL—H T—FR—ZADERL

(R —H RY —DERR] (p4-1) 25 L TL Z &V, FEIZ EAP-FAST D& LR LT
T

(3¥) EAP-FAST Ti. Windows Active Directory 72 £ DL — Y 57— F X=X ZFEHT HLEELH Y
FH A, ZDEAP A TIE, WEFACS 77— X=X Zflifl T& £,

NBL—Y T—ER—ZADRE

(R —H RY —DRE] (p4-2) 2L T EEV, FJEIX EAP-FAST OBE& LR LT
T,

NEBL—Y T—F R—ZADER

R —H 7 =2 X—=ZDEIR (p4-3) #ZM L T2 &V, FHIL EAP-FAST D54 b F L
<7,
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N =5y — R oms

Windows 7T—%4% X—X D& TE DEIR
[Windows 7 — & N—Z DX EDIER | (ps-4) #ZML T ZE W, FlEIX EAP-FAST DA
AL T9,

Windows T—42 RX—XDEXE

[Windows 7 — & X—Z2DFE | (p4-5) SR L T ZEV, HIOTFNEIL, EAP-FAST DA
HIE L TY, Submit #7 U v 7 LET,

AAA H—/\DEE

TAAA — "DFRE] (p.3-3) L T Z SV, 3T D EAP FA T CFRIEMEH S E T,

AAA UV SA T2 FDERTE

TAAA 7 7 AT > FOFRE] (p3-4) 2L TLIZEV, TXTO EAP F A TIHE UFMAAMEH
SNET,

2y I —DREDHEER

%y U= REOHE] (p.3-5) 2L TIES W, T EAP J7UTH U FIHDHE M &
nWEJ,

7 B—/\)LERELEERE

AA ¥ A=z—T System Configuration =2~ U 7 L %£7, System Configuration X == —7>5
Global Authentication Setup % 38R L T, EAP &5 L £9, EAP-FAST 27 ¥ 3 VIZA 7 u—
JL LT, EAP-FAST Configuration =7 U v 7 L7,

Allow EAP-FAST 7R v 7 A% A 12 L £ 79, Active Master Key TTL, Retired Master Key TTL, 5 &
Y Tunnel PAC TTL (X, 7 7 4/ MEOE FIZ L TE X £, Authority ID info 7 F A k R v 7 &
2. ACS H— 3D DNS AR b &E AT LET,

(GE)  Authority ID info X, FERES LD ACS W —RZRET DDy Fa—FREHTE 5, 20
ACS V—1"DF7F A MNID TT,

Allow anonymous in-band PAC provisioning 78 v 7 A & 4 I LE T,

GE) EAA ANV FPACTmEYa=VTE2ENCTDHE, 77472 NMIFH LW PAC Z#MT 5
BAIZ, ACSHRZ Yy Ra—W 7534 T 2 N e DRRRBEREMSY CTED L1220, 204
Tralky, 2 Fa—% 75 4T & ACS DOETES TLS N> Ry = A 7 BNENT
D \32—;_‘0
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EAP-FAST O EBH

(F)

zZiy—ogz N

6-1 EAP-FAST %' O—/\LBEERE

Cisco Svsrems

System Configuration
- I

User
ElEqs EAP-FAST Configuration
i@ Eroup
Setup
B | Components EAP-FAST Settings £l
E“'ﬁ""k . EAP-FAST
OnT1guUrat1on
L" ] Allow EAP-FAST
@ E!:H.Eﬁr.mn Active master key TIL 1 months v
. Retired master key TTL 3 ths
[3m| Contigeration e monms
Tunnel PAC TTL 1 weeks
%| ﬁdmlnl:trltlnn
Control Client initial message:
(g | Bternattser | 4 uthority ID Info: TSE-MSEXCHANGE
. [v] Allow anonymous in-band PAC prowisioning
igritd;:inn

[] Allow authenticated in-band PAC prowisioning

. Mebvark Bcces
Frofiles
Reports and
Activity

‘ Online

Decurnentation |

[l Accept client on authenticated provisioning

[l Require client certificate for provisioning
Allow Machine Authentication

Tl arhine FPACT TTT, 1
[ Submit ] [ Submit + Restar

T=1=1 =

H Cancel ]

Allow Machine Authentication 7R v 7 A %4 /12 L C. Machine PAC TTL DR ELZ T 7 /L MED
FFIT L TEBE £, Allow Stateless Session Resume 7~ 7 2 & 4 |2 L T, Authorization PAC TTL
DHREET 74NV MEOFEFIZL THEBEET,

WX, Allow Stateless Session Resume R 7 22 A N L TEBLSMLERH D F4, 2Tk D.,
ACS IX EAP-FAST 7 947> FOFHAFEH»PAC 70V g =7 LT, %2 EAP-FAST ®
T2 —R2EETTEET,

Allowed Inner Methods T,

12U LA T g %42 LT, EAP-FAST b o X VNTHEH S
5 EAP FRXAERELET,

Z O Ti Allow anonymous in-band PAC provisioning 23MEH LTV 5 72, EAP-MSCHAP %33
RIDMERHY £, Tk, EAP-FAST D7 =—X 0 THAINHME— DN LT TH 5 7=
»HTF, EAP-GTC . EAP-FAST 7 = — X2 THH END72DA T 20 ERH Y £,
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Select one or more of the following EAP-TLS comparison methods C, 1 QLA LD A7 T a v 2N L
%7, EAP-FAST master server /8 v 7 A& A4 LE T,

(G¥) EAP-FASTmasterserver = v 7 Ry 7 R4 NITHE, ACSHHMBE DAL — F—%{Ek L

THME D EAP-FAST SREZXFEHTH0E 90, FRITHEREINTR0 (X L —TFF =138 R) ACS
MHZAE L7 EAP-FASTRRE, Y AX — F—, BIXOFFID 2HT 50 E 200 kED 9,

Submit + Restart 27 V ~ 7 L7,

6-2 EAP-FAST T ¥ VBREOEME LEHT S h-HEB AKX DEIR

System Configuration

L | Eequire client certificate for prowisionng

Gisco SysTeEms

.Y
— Allow Machine Authentication
@ |56t Machine PAC TTL 1 |[weeks v
E Senor [¥] Allow Stateless session resume
Authorization PAC TTL 1 | hours  w|
% |ghlr‘ld Pr:f‘llt L I |
bl ol Allowed inner methods
Netwaork
§| Configaration EAP-GIC
- EAP-MSCHAPvZ
%‘; Systern pr—
Configuration DEJ':".P-TLS
| Interface select one or more of the following EAP-TLS companson
- | Configuration msthads:
mﬂ| é*::ﬂ':f*"“"" Certificate SAN companson
— Certificate CIN comparison
3‘[.'! External User ) ) )
- Databases Certificate Binary companzon
Postues EAP-TLS session tineout (prinutes) |120

W EAP-FAST master server
Nehwark Ac:utl
ﬂ Frofiles ...ﬁ.::mal EAP-FAST server status  Master

@ Repaortsand
Aetivity

? Back to Help | 3
Online

T ‘ | Submit || Submit+Restat || Cancel |

V547 MERE

Z 2 Tt AL, EAP-FAST 22EEH I Cisco Aironet 8 LAN 7 5 A 7 > M &R ET 5 HiEICHD
WCHEBH L CWvE,
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N

(G¥)  Cisco Aironet 42 LAN 7 & A 7 > blX. Service Pack 2 Z 1 L 7= Windows XP AL —F ¢ 7
VAT ATEITINTWET,

EAP-FAST 70O 2774 JLDYERE

Cisco Aironet fEf LAN 7 7 A4 7 b 2—7 4 U7 4 ZH &, A A A== —7b Profile Manager
ZERLES, Add RZ %7 ) v 7 LT, HriLnwrn7 s A o4tz A LES, ZoFlT
FHT 77 7 A NVAITIBNS T, Apply #27 U v 27 LT, a7 7 A VERFLET,

6-3 EAP-FAST D707 7 1 ILDYERL
Profile Manager E
Profile M anagement
MNS
ok Cancel Apply Help

JOJ77AIILEREDRESE

Profile Manager 7 4 > KU T, RET D70 77 A NE Ray T X7 Ry 7 ANEEIRLET,
ZOBITIE, IBNS Va7 7 A v a@RLEY, EditZ27 U v 7 LT, a7 7 AV RNTRA=X
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6-4 TO7 7 A ILBREDHRE

Profile Manager

Frafile Management

|
|IBNS vl

|mpat...

Ezport.. Use Defaults

] Cancel

Apply Help

TAT77PAINDIURTL INSA—FDERTE

System Parameters 7 4 & KU C, 7075y A NDI FA T "ML SSIDEZANLET, ZoOHIT
I&. Client Name |Z userla, SSID (Z cisco Z /] L £7, Power Save Mode ¥ J T* Network Type /¥

FA=RIZE, TNV IOF T a R LET,
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K 6-5 TATF7ANDIRTL IS A—2DHRE

350 Series Properties - [IBNS]

X

Syztem Parameters | RF Netwnrk] Advanced [Infrastructure]] M etwark, SEcurit_l..I]

Cliert Name:  |userl 4

55ID1: |cisco

SSID2: |

5SID3: |
Power Save Mode: Metwoark Type:
* CAM [Constanty Awake Mods) " AdHoe
T Man PSP [Max Power Savings) * Infrastructure

[ Fast PSP [Power Save Mode]

Defaults |
k. | Cancel ‘ Help J

JAIJ7AILDRY FT—9 X2 ) T4 DERTE
Network Authentication & 2 3 = > ® Network Security 7 > K7 C,EAP-FAST A7 > a > R ¥ >
B E T,

Data Encryption 2 2 3 2 > C, Dynamic WEP ®F 7 /L b DB EEZZ DO E EHMA L £, Znit,
EAP FBRE7 v & 2T WEP ¥ — 2 #IIC M SND Z L2 BRLE T,

Access Point Authentication 7 2 > C, T 7 4/ hiXED Open D F EHH L £,

Identify-Based Networking Systems &A1 F
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#£63% EAPFASTOEHM |

W /55470 8%

K 6-6 TAI7AINDEY FT—H X2 T4 DRE

350 Series Properties - [IBNS]

Syztem Parameters ] RF Netwu:urk] Advanced [Infrastucture]  Mebwark Security

M ebwark. Authentication
[ wWi-Fi Protected Access [wWPA)
" Mone

~
e Configure. ..
[+ EAP-FAST

" Host Based EAP [302.1x)

[ Allow Fast Foaming [CCKM)
=

Drata Encryption
[ [

(" i+ Dynarnic WEP

[ Allow Azzociation o Mized Cells

Accezs Paoint Authentication:

[+ Open [

k. Cancel Help |

707 74)L0) EAP-FAST &&FENDHERK

Network Security 7 1 > F 7 @ Network Authentication -z 27 > = T Configure "% > %7 U v 7 L
T, 71774 /L® EAP-FAST &% /& Z 18R L £, User Name and Password Settings ¥ 7 + 3 (T
FRENTWD, T 7 4 /L hi%E D Use Temporary User Name and Password 35 L OF Use Windows
Logon User Name and Password Z £/ L £9°, ZHiI7T 74V DA T2 2 ThH Y, EAP-FAST
2—HFHBLOVIAT — & LT, Windows = —H4, & X2 T — R)MH &40 % 7, Logon Options
[ZiE, ROT 7 4V bREEME L ET,

Include Windows Logon Domain with User Name : #8450 K A A > & FFOBREE CHE T,

No Network Connection Unless User is Logged In : =—% 03 747 Lich &, 7747 8T
X7 B RREIRNCOINT LT, Mo —WRE CiEHEAFEH L TERR Yy NV —2I127 7 &
ATERWVEIITLET,

Authentication Timeout Value (seconds) : EAP-FAST FZFEORITNRRE ARSI, =T — A v
T UNFEREND L TORMZRHEM CHRE L 7
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| 6% EAP-FAST OEB

#5147 rie N

Protected Access Credentials = 7 3/ 2 > C.,7 7 4/ ME® Allow Automatic PAC Provisioning for This
Profile N > 7 Z 2 LET, A&, BBEIJSCTPAC AHBRICIGENEY (KL x
X, PAC BHIREINIC 22 72358, 2 7 AT 2 N THTERPOY — 2T 7 A LI25E,
EAP-FAST = —V4ARLURNC Y B BV a = 7 &N PAC &~ LianBaie &),

(G¥)  Select a PAC Authority to use with the profile DfE X, =—V Ny NT—F ~Du JA &R RITT
HETEADEETT, BN A VBRI Liedb &, HBIPAC T rEYa =) Fuk 2%
41 LT PAC Authority 3 FEAIAEILE T,

EAP-Settings 7 4 > RV TOK %27 U v 27 LT, EEERTLET,

Profile Properties 7/ 4 > K7 CTOK %7 V v 7 LT, ik FNETEE L 7= System Parameters 33 &
¥ Network Security 47" v 3 V&7 L £ 7,

6-7 7R 27 74 LD EAP-FAST %€ DR

EAP-FAST Settings

Uzer Mame and Paszsword Settings
f+ 1lze Temporary User Mame and Pazsword -
'+ |se'Windows Logon User Name and Password Cancel
" Automatically Prompt for User Name and Password
" Manually Prompt for Uszer Mame and Pazswoard ﬂ
Defaults
" Use Saved User Mame and Pazsword

Liser Wame: |
Password: I
Confium Passwond: I

Domain: |

Logon Options

[v Inchude Windowes Logon Domain with User N ame

[v Mo Metwork Connection Unless User |5 Logged In
Authentication Timeout Value [seconds] 30
™ Restict Time Finding Domain Controller to [seconds} |

Pratected Access Credentialz [PAC]

v Allow Automatic PAC Provizioning for This Profile
Select a PAC Authonty bo use with thiz profile:

| TSE-MSEXCHANGE > Impot..
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= APPENDIX A

7S 320 Cisco lOS £ & U Cisco
Catalyst OS MFxREIAT > K

Z OfFEk T, IBEE 802.1X O EICMHEH TEX 5472 3 »d Cisco 10S 35 & U Cisco Catalyst OS

Da<wy RERLET,

Cisco IOS

Cisco 10S % %179 % Cisco Catalyst A » F TliL, FFED 2~ > N&AiH L T IEEE 802.1X Z A%)
T HRERHY TN, B~ FOREICEID . A7 a v OBEZAENI LY T 7+
N RTA=FEERLIZY TEET, ZOBEMORADIUS, Z/a— L, BLOAS ¥ —T <
A ADKa~y RlZoWTlE, ROETHALE T,

Cisco I0S ¢ RADIUS &5

Cisco I0S % %179 5 Cisco Catalyst A » F CTIEEE802.1X Z R T+ A=l shs 47T 3

VD RADIUS BHE=2~ > RERLET,

= A1 Cisco 10S ®#4 F 3 > ® RADIUS BEaATF

aaa authorization network [<list name> |
default] group radius

(A7 ay) =—WHAD ACL ¥ 7-1% VLAN BE 7
L xRy U= BEEOT R TOY— B RABRIZH
% —H RADIUS @BAED A A v F & L E 7,

ip radius source-interface [interface]

(A7 a ) RADIUS X7 v DY —A T KL ADA
VE—T oA AEEELET,

radius-server vsa send [authentication |
accounting]

(A7 a ) AA v FH RADIUS IETF @i 26 TEE
SN VSA iRk B L OMEHCTE S LR ELE
T BALEETH I T 4T T a VORRIEIC
X, BEsniz_rF¥—EHEOREEE Y N ERIEE
TPRXT T 4 T DOIRITHIBR L ET,
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8 A FF 32D Cisco l0S $ & U Cisco Catalyst 0S DFEEIAT U F |

W Cisco I0S

Cisco 10S @4 O0—/\)L IEEE 802.1X %5

Cisco I0S % 52179 % Cisco Catalyst A ~»F CIEEE802.IX 2R ET L= DIHEIN L AT v =
PO AT 4 ¥ ab— gy avy ReERLET,

%= A-2 CiscolOS DA T avpsa—/\)arv24F¥alb—3>avvFk

dotlx guest-vlan

(47" 3 V) IEEE 802.1X kD H 7V 1 > b A3 Guest VLAN % [k

supplicant TEH X ITHREL LT,

CiscolOS W1 >4 —7 4 X IEEE 802.1X &5F

Cisco 10S % 5177 5% Cisco Catalyst A » F TIEEE802.1X X ET DIl br 47 v =
YDA VHE =T 2 A AT 4 Fal—ary avy FepRLET,

= A-3 Ciscol0S DA T3 oD VB3 —T AR AV T4 FalL—>ayavyrk

dotlx control-direction [in | both]

(A7 a2 A b A B 72 R 1
WCEFLEY, 774/ MINFEE— T,

dotlx default

(A7 a ) REFREZ: IEEE 802.1X /XT A —H %
F7FxNMEIZ)VEY FLET,

dotlx guest-vlan [VLAN ID]

(A7 av) 727 4 77 VLAN % IEEE 802.1X
guest VLAN & L THEE L 7,

dotlx host-mode

(A7+ =3 >) IEEE 802.1X THA &R —FT, 1
SERIFBEEDOHEALS (VT4 T ) EZFALE
T, TZFINRMITUTIVIRA N T— KT,

dotlx max-reauth-req [count]

(A7 ay) ALy FREEIT HEIC ID ERE2 FH
EETHEEERELET, T 74/ ME2 GORT
iz 1|) T,

dotlx max-req [count]

(A7 av) AL v FREEENT SHH7IZ EAPOL 7 —
¥ 7L —ALEHEETIRRERELET, T 74
v hix2\ GofTEIC1E) TT,

dotlx reauthentication

(AT arv) 7947 bOEMIRERELGR)
WCLET, 77 4V MIELR T,

dotlx timeout [reauth-period | quiet-period |

tx-period] [seconds]

(77" 3 ») reauth-period. quiet-period, server-timeout,
supp-timeout, tx-period 72 & DIEHH DX A ~— %% E L
% 77, reauth-period D7 7 4/ kX 3600 F» T,
quiet-period D7 7 + /L & 60 /T3, server-timeout
DT 7+ IV ~i& 30 BT, supp-timeout DT 7 # /L K
130 T4, tx-period DF 7 /v I 5T,
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| 48 A #F3>d CiscolOS & U Cisco Catalyst OS DEREIT Y F

Cisco Catalyst OS

Cisco Catalyst0S W

(%m&MMME%%ﬁ?éGmMm&MX4/?Td;%E@ZVVP%ﬁﬁLTEH&BM

ERMCT DLERH Y ETH,

Bila~<r FOREICEY, 7 3 VoOBEZAENCLED

FI7FNE RTA=FEERE LY TEET, ZDBEMD RADIUS, 71— 31, %;04/

H—T 2 f ADK < RiT

ONTIE, ROETHA L £,

Cisco Catalyst OS M4 O —/\JL IEEE 802.1X %5

Cisco Catalyst OS #3179 % Cisco Catalyst A »» F T IEEE 802.1X Z X ET 272 OITEH I 5
FFvarora—rar7 4 Xalb—vay avy FERLET,

= A4 Cisco Catalyst 0S OFA F¥ 3>y O—\)LarI74¥al—3>avyF

set dotlx max-req [count]

(FA7var)@itty a4 A LT T
DR, AT — bk =3 EAP-Request 7 L —
LaY 7Y By MIERET D RKBEEETEE
LE¥Ed, 7741 M2 TT,

set dotlx max-reauth-req

(7> a )7V I F~ORRKERITHEEK
FRELET,

set dotlx quiet-period [seconds]

(A7 v a ) B IT T 5MOT A VIR
ERELET, 7741 T 60 TT,

set dot1x radius-accounting [enable | disable]

(7" a ») IEEE 802.1X RADIUS 7 W 7 v
TAVITREBION I v X T efEELET, 7
7 4V MBS T,

set dotlx radius-keepalive [enable | disable]

(ﬁf/a/)m%&QMRmmm%%77§
A TREEZRRELET, T 74/ MIEZHTT,

set dot1x radius-vlan-assignment [enable |

disable]

(4+7 = ) IEEE 802.1X RADIUS VLAN %] 9
WMTHEEELET, T 74/ MIEZTT,

set dotlx re-authperiod [seconds]

(A7 a ) FEBAEO H G R O FE T4k &
BELET, T 741 ML 3600 TY,

set dotlx server-timeout [seconds]

(Zl‘7°‘/a/) Ny R A—kT 47—
X PNFREY — N2y N B E T B R E
BABELET, T 740 ME30TT,

set dotlx shutdown-timeout [seconds]

(AFvay) EXa VT 0 EXEICR— MR
v%y%ﬁﬁ/éméﬁﬁ%?ibiﬁoT
7 IV ME 300 T,

set dotlx supp-timeout [seconds]

(A7 2 ) EAP-Request /37 > b DFFE(E D
R EBRERELES, 7 74/ ME 30T
TO

set dotlx tx-period [seconds]

(A7 = ») EAP-Request/Identity 7 L — A D F
EEORMAEZRRELET, 7 74V MI30HT
D

set dotlx vlan-group [VLAN group] [VLAN ID]

(X7 a>) VLAN Z L —F 452 E LET,
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8 A FF 32D Cisco l0S $ & U Cisco Catalyst 0S DFEEIAT U F |
W Cisco I0S #£77 % Cisco Aironet ## LAN 75 £ X KA > k

Cisco Catalyst OS M 7R— ~ IEEE 802.1X %€

Cisco Catalyst OS #3179 % Cisco Catalyst A > F T IEEE 802.1X Z X ET D72 OIfEH I D
FTa DR —F a7 4 Xal—vary avr RERLET,

= A5 Cisco Catalyst 0S DA T a>DR—k oV T4 FalL—3>v aIUF

set port dotlx [module/port] auth-fail-vlan (A7 =3 ) 1EEE 802.1X FRAEIC KRR L=

[VLAN | none] FARAM~DOHIRESNTZT 7 A2 RHET 2
VLAN Z&%E LE 7, 7 7 4+/V M none T,

set port dot1x [module/port] critical (A7>ay)R—b 2707 4 HVICRELET,

set port dotlx [module/port] guest-vlan [VLAN | | (47 3 >) 7275 4 77> VLAN % IEEE

none] 802.1X guest VLAN & L CHREL £9, T 741
k1% none T,

set port dot1x [module/port] initialize (A7~ =3 >) &"— T IEEE 802.1X %?ﬂﬁi’ﬂ kL

ijqo :O)?——l"\?.‘/}‘ J:D *ﬁ%ﬁo)muu EEJZE
DAT—h =B VT INET,

set port dotlx [module/port] (7> a3y) %Ei:&@j“ A RMBR— I ~DT 7 &

multiple-authentication [enable | disable] AZHEERRETE ALY I BHOFTIELIBEELE
¢077¢whiﬁ@1?

set port dot1x [module/port] multiple-host (A7 ay) #Ha—VDOT7T 7 AEBELE

[enable | disable] I, T 7 v MIES T,

set port dotlx [module/port] (AFvay) R—=brsDONTF7 4 v 7l SR %

port-control-direction [both | in] BELET, T 74V NI T,

set port dot1x [module/port] re-authenticate (A7vary) R—NERINT =T 4T 4

[enable | disable] DOFERIEEM BB LET, T 7 40 MITED)
<,

set port dotlx [module/port] re-authentication (A7 ay) BB Mz S

[enable | disable] nz/7474@ﬁmﬁgaam 2B L £,

7 F v MIERS T,

set port dotlx [module/port] shutdown-timeout |(F+ 7> 3 ) EXx 2 T A ERKEOR— D
[enable | disable] Ty hETL AALT U NI EZEELE
o 7 7 4V MIE T,

set port dotlx [module/port]test-eapol-capable | (7' 5 ) eapol #EEZX T A N L £ T,

Cisco I0S #=%£479 3 Cisco Aironet 4 LAN 745 +
(o]
i A
Cisco I0S #3474 5 Cisco Aironet ZEFL LAN 7 7 2 A RA > Tl BrED a2~ REMEH LT
IEEE 802.1X # AN THHLENRH Y TN, BMa~2 ROFREIZELY, A7 a v O¥EEH

LD, T 74NN NTA—=ZEEFT LY TEET, TDBEMO RADIUS, 71— 3L,
BLOA L EZ—T oA ZADFKa< L RIZOWTIL, ROETHBP L ET,
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| 48 A #F3>d CiscolOS & U Cisco Catalyst OS DEREIT Y F

Cisco I0S %479 5 Cisco Aironet & LAN 7ot X i/~ + N

Cisco I0S #%179 5 Cisco Aironet EE LAN 799 tX RL 2 D

RADIUS %5F

Cisco I0S % {77 % Cisco Aironet ZE#E LAN 7 7 & 2 A > N TIEEE 802.1X # 3} ET A7 DT
FHENDEZA TS a9 ORADIUS 2 7 4 Fal—ygy avwy RERLET,

=® A6 Cisco 10S #3%179 % Cisco Aironet 4 LAN 77 £ X KL ¥ FDF T2 3 >0 RADIUS O

VI724F¥alb—varvavrk

aaa authorization network [<list name> |
default] group radius

(7> ay) a—VHNMND ACL £7-1% VLAN EiE
RE. Ry NU—JBEEOTXRTOY—E RERIZ
xt9 B2 —H RADIUS FBAED A A v T EHEL F
j—o

ip radius source-interface [interface]

(#7+a) RADIUS /X7 v hDY—R 7 KL R
DA Z—T 2 A A fHELET,

radius-server vsa send [authentication |
accounting]

(zL7 v =) AA v F 7 RADIUS IETF Bk 26 T“

TINT VSA 2B I OEHTE 5 X 9 I
ﬂi]\/ij—o nuuﬂiif; i?ﬁ‘?/T/f /& j—7 va v
@? s u&éﬂf;“/& .ﬁmﬁ et
]%mquif_iTﬁ‘j/T{/yg)y‘f %UBEL/i
R

Cisco I0S #3179 % Cisco Aironet
A28 —T 14 REBE

BB LAN 79X R4 FD

Cisco I0S % F{7¢ % Cisco Aironet ZEHE LAN 7 7 A2 RA > b TIEEE 802.1X X ET D 7-DIZ
HERENAL TS arDf X —ToAfA A AL T 4 Xal—gy avwy RERLET,

= A-7 Cisco 10S #2479 3 Cisco Aironet B LAN 792X KLY bDA T a4 —

TIARBEFATUER

dotlx client-timeout [seconds]

(A7 3 2) RIS KT AN, BAEERITT
BUGAT Y R DISEET IR R RA L R
FT DB BE AN LET

dotlx reauth-period [seconds | server]

(j—70:/3 :/) muuﬁéﬂf;774}7/ %ﬁﬁﬁ?UE"JGZ
FEREET AN, 727 B A BA v NS 2 RIE
ERECTAT) biﬁ‘o

PEE— AR THRESN-HRENE 24 AT 2 &
AT 7R BRA L FERET D200 server
X—U—READLES, ZOF T a el
R AN %ﬁ%ﬁ%—zx‘@ RADIUS B 27 &
Session-Timeout IZHE L E3, ZOEMIL. v
varEi3 eI NOKTRIICY A4 T b
W —E AR IN R KRB AR ELET, 7
FTAT b TS, AN EAP RIEEFEITT HEE H—
NEIZDOBMWET 7R KA NMIEELET,
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= APPENDIX

95472 TOH X.509v3 PKI SEBAE D 1
A =L

TR, TAYZ hy 7 ) — R PC TXS509 PKIEEHEAR A VA =T 5 ak A |20
WCHRBA L9, EAP-TLS & IEEE 802.1X (PEAP F7-1% EAP-FAST) Z##Rir s L AT 2
BE . AEHENRMEIC Y £,

EAP FROEHICHETAHETHALZ L O, Zoffg TSN T A7 by 7/ 7 — ML PC
TlZ. Microsoft Windows XP with Service Pack 2 MNEITINTWET,

I:IllT.\I:IIE)EJ/\o) 7 7 tx

Web 77 W ZBE, FRREROT R LA http//< FRFER DT R U AET21XHB A M >/certsrv/ & A
HLET, e bnEranizbuZ 4 LET, Welcome HH T, ¥ A7 U A k@ Request
a Certificate U > 7 Z %N L £ 7,
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8B Y5472 FT®H X.509v3 PKI SEBAZ DA VR F—JL |

B-1 BHBADT IR

2} Microsoft Certificate Services - Microsoft Internet Explorer |’._||E|H_Z|
File Edit ‘Wiew Faworites Tools Help n‘"

v | . Go Links *

Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Request a cerfificate
View the status of a pending certificate request
Download a CA certificate cerificate chain, or CRL

&) D Internet

1 EIDEP
Request a Certificate 5[ T, REFAE X A 7O User Certificate =7 > a » 2RIV L E T,

S

F) Tmr7ERFRENTEbYes a2 ) v LT, GEHEOERILOY —"EEELET,
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| 8B 55472 FTDH X.509v3 PKI EEBAEDA VR F—JL

B-2 SEEAEDER

23 Microsoft Certificate Services - Microsoft Internet Explorer,

File Edit ‘iew Favorites Tools Help -4’
Q- © B @G P e @3- B3 B

acl =] & \_lj 4 Search S ¢ Favorites { =) = 3
Address |@ htkp: /10,1, 1.5/ certsrvicertrqus, asp V| ﬂ Go Links **

Microsoft Cedificate Semices - TSE-M

Home

Request a Certificate

Select the certificate type:
User Cerificate

Or, submit an advanced certificate request.

&

G Internet

REBAERKRDET

User Certificate - Identifying Information B[ C, Submit Z 3R L CERAZET LE T, ZRMNET
7% F T Waiting for server response & \V 9 AT —H X A v —UNERRINET,
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{18 B
DA VR =N

954 F 2 FTH X.509v3 PKI SEBAZDA VA F—JL |

B-3 AEBAEERDTET

A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help

Qe - © - (%] @) T Osewch Spravores @ 13- o 3

Address :.EI http://10.1.1.5certsrv/certrgbi.asp?type=0

Microsoft Certificate Se

5 - TSE-MSEXCHANGE

| User Certificate - Identifying Information

Mo further identifying information s required. To complete your certificate, press submit.

hore Options ==

Waiting for server response...

El ‘Waiting For server response...

D Internet

EFBAZEDA VR =L

SERAENRITINT-H & | Install this certificate 47> 3 VEABINL T, AV by / /—Fb

)jg
PCIZFEHEEZ A VA =L LET,
A\
GE) Tur T ERERRENTZD Yes 7 Y v LT,

AEHEDERITTOY — "2 EH L T,
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| 8B 55472 FTDH X.509v3 PKI EEBAEDA VR F—JL

BRES VR F—LnxT N

B-4 IBREZEDA VX =L

A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit  Wiew

CE&
Favorites Tools Help 7
Gﬁack > B ﬁ P /.'Sean:h 7 Favortes §4) (- . :
Address EI http:}/10.1.1.5 certsrv/certinsh. asp

v a Go Links *
W Microsoft Cedificate Senices -- TSE-MSEXCHANGE

| Certificate Issued

The certificate you requested was issued to you

Install this certificate

4 Internet

AEAEA VR F—ILDFET

AEHEFEDREHRICA VA F—/v S5 & Certificate Installed B3 F R S E T,
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ft# B
HES VR F—LORER

954 F 2 FTH X.509v3 PKI SEBAZDA VA F—JL |

B-5

BAES VA F—ILDET

2A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools

Help L
, A . : S L) pe—
@ Back - \__) @ @ \_ﬂ p Search ‘\V_\{ Favoarites €‘3 B =R My,
Address |@ http:f{10.1.1.5/certsrv/certimpn, asp

v| a G0 Links **
Microsoft Cettificate ices -- TSE-M AL

Certificate Installed

Your new certificate has been successiully installed.

I@ Daone

D Internet

EfBAZE A VX F—ILODFERR

AEEA A M= L 2R T HITIE, Web 77 U D A =2 —7)5 Tools, Internet Options DJIFIZ
L C, Content ¥ 7 ZRINL ET,
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| 8B 55472 FTDH X.509v3 PKI EEBAEDA VR F—JL

Z2 t=rowzE 1

B
i

4

\&

B-6 RS A VR F—ILDFERR

Internet Options

General | Security F'rivau:_l,l| Cortent |Ennnectiuns Programs || Advanced

Content Advizar

Fatings help you control the Intemet content that can be
m wiewed on this computer.

Cerificates i
% Ilze certificates to pozitively identify vourzelf, certification l
@l authortiesz, and publishers.

[ Clear S5L State ][ Certificates... ][ Publizhers... ]

Perzonal infarmation
m  SutoComplete stores previous entries AutoComplete
and zuggests matches for you, =

Microzoft Profile Azsistant stores wour My Profile...

perzonal information,

ak. H Cancel ]

Certificates ¥ 2 3 3  C, Certificates N ¥ L ZEIRLF T, T AZ hv 7/ /) — "I PC TRITH
FOA VAP =L ENTWEIEAEBZ R THEEARREINE T,
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EEBAZA VR b—ILODFERR

B-8

B-7 A VA =L EhI-GAEY X FORT

Certificates

Intended purpose: |

Personal |Other People || Intermediate Certification &uthorities || Trusted Roat Certificatior * *

Issued To Issued By Expiratio...  Friendly Mame
Eduser1a TSE-MSEXCHANGE 9E/z006  <Mones

Certificate intended purposes

| Chose |

M AERRT AL, IFHELZRBINLC ViewRZ %27 ) v 7 LET,
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g VR =0z 1

B-8 ALREDFHMDORT

Certificate |E| fg

Gaeneral |Details Certification Path

P
= | Certificate Information

This certificate is intended for the fFollowing purpose({s):

+Allows data on disk ko be encrypted
*Protecks e-mail messages
*Proves your identity to a remobe compuker

Issued bo:  userla
Issued by: TSE-MSEXCHAMGE

valid from 9/5/2005 to 9/5/2006

@ ¥ou have a private key that corresponds ko this certificate.,
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N aZmEs R b—LOER
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CiscoSecure ACS T X.509v3 PKI s BH
ENA R =L

Z O T, CiscoSecure ACS T X.509 PKIGEREA A VA h— T2 7 BE RO T L

¥ 9, EAP-TLS F 7213 PEAP & IEEE 802.1X #i8FE L L CHEMT 256, IEAERLE T/
D E9,
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'

¥ Service Control
g | Srove & Logaing
(8 Date Format Control
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Z= Local Password Management
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Control
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c-2 Certificate Signing Request M4 R D;RR

Cisco SysTems

System Configuration
'

ACS Certificate Setup

User
Setup
T‘ Eroup
E_ Setup

Tnstall ACS Certificate
Gy |Ehared Promie ACS Certification Authority Setup

a| Metwork Edit Certificate Trust Tast
Senriguration [ Certificate Fevocation Lists
%‘ Confiquration [ 3enerate Certificate Sioning Fecuest

enerate Self-Sioned Certficate

Interface
Configuration
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L | Administratian
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Fasture

monaf| Walidation
Mebmork Locess
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@ Back to Help |
-

& | Online
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Certificate Signing Request M F1T

Certificate Subject AN » 7 ZTHlid DA A1 LE T, Hl4 i3, FEEO I OME T, Certificate
Subject filL & L C ACS THEI|Z72 Y 97, Private key file /R v 7 AT R T 4 L7 Y RARL T 7
ANGHEATILET, ZOBITIX, Private key file Ofil & LT C:\acs_server cert\acs_server_cert.pvk

MATTENTVETS,

N

G FHHEI TIAR—DF F—= T ANERNT DT 4 L7 B ZBRIRETIERT 2B ERH
£75

Private key password 7~ v 77 A|Z/XA U — K% A7) L £ 7, Retype private key password 7~ > 7 A |Z[A]
URRAT— R&2F A LET, @Y7 Key length & Digest to sign with DA R L E5, Z O
TiE, Microsoft CA ZfiH L TV 72, F—RIZIL 1024, A 2= A ML SHAL Ml &
TWET, Submit #2 U v 7 LET,
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Cisco SysTems

System Configuration

Edit
Uzer
SEtup u L] ]
= Generate Certificate Signing Request
S | Group
TE_ Setup
s E';ﬁ;;fni;i;"" (Generate new request ? |
Network Certificate subject cn=TSE-ACS1
| Configuration
_ Private key file chacs_server_cemacs_
%I System
EATIEH e Private key password sssen
Interf .
Cllni’:gif-eat-inn Retype private key password T
Adrministration KEY IEI'lgtl’l
Cantraol . . .
Digest to sign with SHAT w
o External User
3@ | Catabaszes
Fosture @ Back to Help
momm|| i 3)idation 2

Mebmork Locess
= Frafilas
Reportsand
Activity
& | Online
Docurnentation ‘

[ Submit H Cancel ]

Certificate Signing Request ® 1 E—

FlD 7 L — T Certificate Signing Request 2 = t'— L £3, Z OfF#IL. ACS GEFHEDERIC
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Cisco Svsrems

User

Setup
Group
Setup

% | Shared Profile
Cornponents

Hetwork
Configuration
5 )| System
Configuration
‘| Interface
Configuration
Administration
Cantrol

A | External User
Databases

o

Posture
manal] i slidation

e Network fcces
Frafiles

| Reports and
wetivity

System Configuration

Fdit

Generate Certificate Signing Request

Generate new request _?J

Certificate subject cn=TSE-ACS1
Private key file chacs_sener_cemacs_
Private key password eeeee
Retype private key password [TTTTY
Key length 1024 bits |+
Digest to sign with SHA! v

? Back to Help

5| Online
Cocumentation |

Submit || Cancel

FRLRNDT IR

Web 7 7 U ¥ A&, RILHDOT KL A hitp//<
HLET, unr 7 MRFREhizonr A LET, Welcome B T, ¥ A7 U A k® Request
a Certificate V > 7 Z 38R L F 7,

BER~075 22 N

o

Now your certificate signing request is ready. You can copy/past
certification authority enrollment tool.

MITBuDCCASECAQAvEzERMASGAIUE AxMIVFNFLUFDUzEwgZ8wDQYIKo!
BQADGYOANIGT ROGEAMY/BELLEUXpgGNrNezaG5y307vx IRA4E41ATLE
BNyIf00eTACFITESyskOzHILTCI I lgBvOPXr8FD6gt NI i WxNadUred
2q+TY¥eglSE4AWHUHS hEVVaD 60Xt R2adV IAScUgh DSENVOF ROF kY Tx O
ALGyITE) BukghkiGOwOBCQ4xVIBUNASGALIUADWQEAWICED AABgNVHO!
TLEr8w0yVh/v1WATKE/ YVBwkwEwYDVROLBAwwC oY IKWYEBQUHAVEWEQ®
QyEBBAQDAGZANADGCSGSIh3DQEBBQUALYGEABAGYS9D LkTEL +e U0z
Eg/Stifa/obHgxcQaESVswlUZIDPENzV1KDJOThOERPSeqeGRpe3QBLM
GxIZGIxXKARZJmForw85FyysTdisInPGEnRy103 1gWKSETE4atDousTLE
oEgAHWIEZLQZwResI

SERDOT KU AFETILA A M >/certsrv/ & A
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2 Microsoft Certificate Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

: File Edit “ew Favorites Tools Help

eaack M > | |ﬂ @ (}_J j'.)Search ‘i}(Favorltes veil

: Address

e B-UJd 3
&) http: /{172 .26.187, 7/ certsry/ b | Go
Links @) ESPN SportsZone @] CNN-Money ] Cisco Systems, Inc @] Cisco Directory Quick Search @] Cisco Connection Documentation 4 Solution Reference Netwark Designs >y

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, wou can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perfarm other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

Formore information about Certificate Services, see Cerificate Services Documentation,
Select atask:
B

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

T -
= 7=
= EGREAE D ER
Request a Certificate [ C., advanced certificate request 47> 3 » AN L £,
N
GE) el EIRERINELYes 27 Y v LT, AEAFEOERITTOY—"EEEHLE T,

C-6 BEGIHASTOER

2 Microsoft Certificate Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

© File Edit View Favortes Tools  Help ?,'
e Back v () lﬂ 1@ /:‘J - search \‘l}’ Favorites e} d~ ¢ /’. B - ﬁ ‘3

| Address (@j http: {17226, 187 7lcertsrvjcartrqus, asp v: . £
 Links (&) ESPN SportsZone &) CNN-Maney ;g] Cisco Systems, Inc & Cisco Directory Quick Search ] Cisco Connection Documentation 4] Solution Reference Network Designs = N

Microsoft Certificate Servi

Request a Certificate

Select the certificate type:
User Cerificate

Or, submit an advanced certificate request.
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Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7file #7 UV v 7 L ¥ 7,

c-7 FEBREERDRAT

2 Microsoft Certificate Services - Microsoft Internet Explorer provided by Cisco Systems, Inc.

: File Edt ‘iew Favortes Tools Help

eaack - @ |ﬂ @ @ ,\'Ssar:h *Favorltss © D @ - |_J ﬁ 3

 Address |§f] http://172,26. 187 7/certsrvidio . asp X | =
Links @] ESPN SportsZone & CNN-Morey 48| Cisco Systems, Inc  &] Cisco Directory Quick Search &) Cisca Connection Dacumentation &) Solution Reference Network Designs 2 -

Microsoft Certificate

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following options to;

Create and submit a request to this CA.

bmit a certifi
PKCS #7 file
Request a certificate for a smart card on behalf of another user by using the smart card certificate enrolliment station.
Mote: You must have an enrallment agent certificate to submit a request on behalf of another user.

REBAERKRDET

Submit a Certificate Request or Renewal Request T, Certificate Signing Request % Base-64-encoded
certificate request (CMC or PKCS #10 or PKCS #7) A8 v 7 AIZRE Y f+1F £ 97, Certificate Template T
Web Server 2R L £3, Submit 27 V v 7 LE T,
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/3 Microsoft Certificate Services - Microsoft Internet Explorer =8|
File Edit Wiew Favorites Tools Help | ",‘
DBack ~ 0 - (%] @] 5 S Search ;Favorites € Media £ [0+

Address Iﬂ:l http:f{172.26.157. 7 /certsrv/certrgxt, asp j Go | Lirks

Microsoft Certificate Serices SE- ANG Home

Submit a Certificate Request or Renewal Request

To submit a saved reguest to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or
FRCS #7 renawal request generated by an external source (such as a'Veb server) in the Saved Request bax.

b3

diEQ‘IKHqSESPDQqchuVHVIJLPj'?ITGfoSXdVE‘laﬂ
Base-Bd-encoded |uyIjeNxEL4sSY6IADr Tnz8Tr 6HbwnREAistakry4
cerificate request [+1+FEDSat JeG+ONT ks VI PGELHUTv 6 kCVr InuGEIT

Saved Request:

(CMC or lendkocEVkMvEbzd4piple/ Pef6Wdfihgerw6wE/ £E

PKCS #10 or e 103 £dgKBEaVIS w04 Ayt THGS8VT2b4P gL D yalix

PKCS #7: -
1| | »

Browse for a file to inser.

Certificate Template:

Additional Attributes: —

I N

= i 2N N
ACS ~MDIIRAENDFH v O— Fk
Download certificate 7 UV ~ 7 L T, FFHE% ACS IZ{%7E L £9, Download certificate chain %
7V v 7 LT, iEEF 2 — % ACSITRGETDHZ &b TEET,
N

GE)  REBIFEIL. [Certificate Signing Request DFEAT] (p.C-3) TR LT FAX—F F— T 7 AL L&
LT 4 L7 FUIRFELTIES N,
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/2 Microsoft Certificate Services - Microsoft Internet Explorer =] x|
File Edt YView Favorites Tools  Help | ]
QBack ~ &3 - [x] [ ;_:‘,lf:"Seal:h Favorites @4 Media -E]| Civ i B
Address |@ http:fi172.26.187. Ffcertsry/certfnsh.asp j Go | Lirks **
=

Microsoft Certificate Semnvices - TE:E-r'-.-'1E:EZ:&HM‘-IGE

Home

Certificate Issued

The certificate you requested was issued to you.

 DER encoded or € Base 64 encoded

Download certificate
—==d Nownload cedificate chain

ACS ~DiEBAEDA VX F—IJL

ACS A A ¥ A==z2—7/ b System Configuration 7 U » 7 L £7, System Configuration A = = —
725 ACS Certificate Setup #3841 L £ 9, ACS Certificate Setup A = = —7>5 Install ACS Certificate
IR LE T,

Read certificate from file 47> 3 > AR ¥ % 384R L T, Certificate file N v 7 AZFFAED B 72N
AL T ANGZEANTILET, AIROFIATIEHET 7 A V03 ACS IZT TIZREFEIN TV D2
O, ZOFITIEZDOAT > a UPRBINENTHET, Submit 27 Y » 7 LET,
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= Install ACS Certificate
T‘ Group
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Configuration
Certificate file |server_ce\cenneaw.cer
%, System .
= Configuration (O Tse certificate from storage
Interface Certificate CI¥
Configuration
Al s Private key file .efyacs_server_cerpwk
Contral
_ Private key password esses
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Fosture
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Network Bocess
. Frofiles
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[ Submit ” Cancel ]

ACS SFBHEZE A VX F—ILDFESE

SEHED A VA M= N5E T 95 &, Installed Certificate Information 78RR SNVE T, HREDLEH
ZiE M3 5121, ACS A A > A== —»5 System Configuration % 4R L £ 9, KIZ. System
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Setup
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Configuration
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= Configuration
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ACS SIFAZE A VX F—ILDOFER

ACS SIHE 4 VR F—LofEE B

System Configuration
|

Issued to:
Issued by:
Valid from:
Valid to:
Validity:

Installed Certificate Information

Install ACS Certificate

TSE-ACS1
TSE-MEEXCHANGE
september 30 2005 at 15:27:45%

September 20 2007 at 152749
OK

The current configuration has been changed.
Restart ACS in "System Configuration:Service
Conirol™ to adopt the new settings for EAP-TLS
or PEAP support only.

|

Install Mew Cerificate

H Cancel ]
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[ Cisco Catalyst 3750 Switch Software Configuration Guide, 12.2(25)SEC]
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225sec/3750scg/index.htm

[ Catalyst 4500 Series Switch Cisco I0S Software Configuration Guide, 12.2(25)SG ]
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/12_2 25s/conf/index.htm

[ Catalyst 4000 Series Software Configuration Guide, 8.3 GLX and 8.4 GLX]
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/8 _3/configur/index.htm

[Catalyst 6500 =V — X" X4 > F V7 px T 227 ¢ Fal—2 32 U4 FRelease 8.4]
http://www.cisco.com/jp/service/manual_j/sw/cat60/65scg/

[ Cisco 10S Software Configuration Guide for Cisco Aironet Access Points, 12.3(7)JAJ
http://www.cisco.com/univercd/cc/td/doc/product/wireless/airo 1200/accsspts/b1237ja/i1237sc/index.htm
[ Cisco Aironet 1200 >V — X EAP-FAST 3#A 41 F]
http://www.cisco.com/jp/service/manual_j/wr/airo1k/eapfast/title/eapfttl.shtml

[ Cisco Secure ACS = —% 1" N Windows X Version 4.0]
http://www.cisco.com/jp/service/manual_j/sec/acs/acsugw/

N—FF—ERT=a27I

[ Meetinghouse AEGIS Enterprise Client]

http://store.mtghouse.com/new Web/cgi-bin/products_aegis_enterprise.asp
[ Funk Odyssey Client User and Administration Guide, 4.0]
http://www.funk.com/Docs/odyc40man.pdf

[ Microsoft - Define 802.1X Authentication for Wireless Networks on Client Computers.

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/fe1d12a1650a-
4006-b389-e1f4ea68b991.mspx
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[RFC 1994 - PPP Challenge Handshake Authentication Protocol (CHAP)J
http://www.fags.org/rfcs/rfc1994.html

[RFC 2716 - PPP EAP TLS Authentication Protocol]
http://www.fags.org/rfcs/rfc2716.html

[RFC 2759 - Microsoft PPP CHAP Extensions, Version 2]
http://'www.fags.org/rfcs/rfc2759.html

[TDRAFT Standard for Local and Metropolitan Area Networks - Port-Based Network Access Control
(Revision)]

http://standards.ieee.org/reading/ieee/std/lanman/restricted/802.1X-2004.pdf

[REC 2865 - Remote Authentication Dial In User Service (RADIUS)
http://www.fags.org/rfcs/rfc2865.html

[REC 3580 - IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines]
http://www.fags.org/rfcs/rfc3580.html

TREC 3748 - Extensible Authentication Protocol (EAP)]

http://www.fags.org/rfcs/rfc3748.html

[ Protected EAP Protocol (PEAP) Version 2]
http://www.fags.org/ftp/pub/internet-drafts/draft-josefsson-pppext-eap-tls-eap-10.txt

[EAP Flexible Authentication via Secure Tunneling (EAP-FAST) ]
http://www.ietf.org/internet-drafts/draft-cam-winget-eap-fast-02.txt

Identify-Based Networking Systems 41 F
Version 1.0 December 2005 |


http://www.faqs.org/rfcs/rfc1994.html
http://www.faqs.org/rfcs/rfc2716.html
http://www.faqs.org/rfcs/rfc2759.html
http://standards.ieee.org/reading/ieee/std/lanman/restricted/802.1X-2004.pdf
http://www.faqs.org/rfcs/rfc2865.html
http://www.faqs.org/rfcs/rfc3580.html
http://www.faqs.org/rfcs/rfc3748.html
http://www.faqs.org/ftp/pub/internet-drafts/draft-josefsson-pppext-eap-tls-eap-10.txt
http://www.ietf.org/internet-drafts/draft-cam-winget-eap-fast-02.txt

	Identify-Based Networking Systems 設定ガイド
	第 1 章　Identity-Based Networking Systems の概要
	概要
	IEEE 802.1X の概要
	IEEE 802.1X の主要なコンポーネント
	サプリカント
	オーセンティケータ
	認証サーバ


	EAP の方式
	EAP-MD5
	EAP-TLS
	PEAP（EAP-MSCHAPv2）
	EAP-FAST

	シスコシステムズの製品およびソフトウェアのサポート
	Cisco Catalyst シリーズ スイッチ
	シスコシステムズのルータ
	シスコシステムズの無線 LAN アクセス ポイントおよびコントローラ
	Cisco Secure Access Control Server


	第 2 章　オーセンティケータ
	Cisco IOS
	Cisco IOS の RADIUS 設定
	Cisco IOS のグローバル IEEE 802.1X 設定
	Cisco IOS のインターフェイス IEEE 802.1X 設定
	Cisco IOS の IEEE 802.1X の動作確認
	Cisco IOS の基本的な設定例
	Cisco IOS の show dot1x interface の例
	Cisco Catalyst OS
	Cisco Catalyst OS の RADIUS 設定
	Cisco Catalyst OS のグローバル IEEE 802.1X 設定
	Cisco Catalyst OS のポート IEEE 802.1X 設定
	Cisco Catalyst OS の IEEE 802.1X の動作確認
	Cisco Catalyst OS の基本的な設定例
	Cisco Catalyst OS の show port dot1x [mod/port] コマンドの例

	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイント
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントの RADIUS 設定
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントのグローバル設定
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントのインターフェイス設定
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントの IEEE 802.1X の動作確認
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントの基本的な設定例
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントの show dot11 associations の例


	第 3 章　EAP-MD5 の展開
	認証サーバの設定
	ACS データベースでのユーザの作成
	ACS データベースでのユーザの設定
	AAA サーバの設定
	AAA クライアントの設定
	ネットワーク設定の概要
	EAP-MD5 のグローバル認証設定

	クライアント設定
	Meetinghouse AEGIS クライアントのオープン
	マシン認証プロファイルの作成
	マシン認証プロファイルの設定
	ユーザ認証プロファイルの作成
	ユーザ認証プロファイルの設定
	ネットワーク プロファイルの作成
	ポート設定の構成
	ネットワーク プロファイルの設定
	ネットワーク プロファイルの適用
	クライアント認証の確認


	第 4 章　EAP-TLS の展開
	認証サーバの設定
	不明なユーザ ポリシーの作成
	不明なユーザ ポリシーの設定
	外部ユーザ データベースの選択
	Windows データベースの設定の選択
	Windows データベースの設定
	AAA サーバの設定
	AAA クライアントの設定
	ネットワーク設定の確認
	EAP-TLS のグローバル認証設定

	クライアント設定
	Funk Odyssey クライアントのオープン
	Connection Settings の Machine Account パラメータの設定
	マシン プロファイルの作成
	マシン プロファイルの認証情報の設定
	マシン プロファイルの認証方式の設定
	ユーザ プロファイルの作成
	ユーザ プロファイルの認証情報の設定
	ユーザ プロファイルの認証方式の設定
	信頼されたサーバの追加
	信頼されたサーバ エントリの設定
	信頼されたルート認証局の選択
	信頼されたサーバ エントリの保存
	信頼されたサーバの確認
	ユーザ プロファイルへのアダプタの適用
	ユーザ プロファイルへのアダプタの追加
	ユーザ プロファイルのネットワーク接続の確認


	第 5 章　PEAP（EAP-MSCHAPv2）の展開
	認証サーバの設定
	外部ユーザ データベースの作成
	外部ユーザ データベースの設定
	外部ユーザ データベースの選択
	Windows データベースの設定の選択
	Windows データベースの設定
	AAA サーバの設定
	AAA クライアントの設定
	ネットワーク設定の確認
	グローバル認証設定

	クライアント設定
	ローカル エリア接続の IEEE 802.1X の有効化
	PEAP プロパティの設定
	EAP-MSCHAPv2 プロパティの設定


	第 6 章　EAP-FAST の展開
	認証サーバの設定
	外部ユーザ データベースの作成
	外部ユーザ データベースの設定
	外部ユーザ データベースの選択
	Windows データベースの設定の選択
	Windows データベースの設定
	AAA サーバの設定
	AAA クライアントの設定
	ネットワーク設定の確認
	グローバル認証設定

	クライアント設定
	EAP-FAST のプロファイルの作成
	プロファイル設定の編集
	プロファイルのシステム パラメータの設定
	プロファイルのネットワーク セキュリティの設定
	プロファイルの EAP-FAST 設定の構成


	付録 A　オプションの Cisco IOS および Cisco Catalyst OS の設定コマンド
	Cisco IOS
	Cisco IOS の RADIUS 設定
	Cisco IOS のグローバル IEEE 802.1X 設定
	Cisco IOS のインターフェイス IEEE 802.1X 設定

	Cisco Catalyst OS
	Cisco Catalyst OS のグローバル IEEE 802.1X 設定
	Cisco Catalyst OS のポート IEEE 802.1X 設定

	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイント
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントの RADIUS 設定
	Cisco IOS を実行する Cisco Aironet 無線 LAN アクセス ポイントのインターフェイス設定


	付録 B　クライアントでの X.509v3 PKI 証明書のインストール
	認証局へのアクセス
	証明書の要求
	証明書要求の完了
	証明書のインストール
	証明書インストールの完了
	証明書インストールの確認

	付録 C　CiscoSecure ACS での X.509v3 PKI 証明書のインストール
	ACS 証明書設定の選択
	Certificate Signing Request の生成の選択
	Certificate Signing Request の発行
	Certificate Signing Request のコピー
	認証局へのアクセス
	高度な証明書の要求
	証明書要求の発行
	証明書要求の完了
	ACS への証明書のダウンロード
	ACS への証明書のインストール
	ACS 証明書インストールの確認

	付録 D　参考資料
	シスコ製品マニュアル
	パートナー製品マニュアル
	業界標準



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 200
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 200
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
    /JPN <FEFF0043006900730063006f005f00430043004f752800500044004630924f5c6210>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


