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!
crypto key generate rsa
ip ssh timeout 120
ip ssh authentication-retries 5
! Set passwords and access restrictions
!
service password-encryption
enable secret %Z<)|z9~zq
no enable password
!
!
access-list 99 permit host 10.3.8.254
access-list 99 deny any log
!
access-list 98 permit host 10.3.8.253
access-list 98 permit host 10.3.8.254
access-list 98 deny any log
!
line vty 0 4
access-class 99 in
login authentication default
password 0 X)[^j+#T98
exec-timeout 2 0
transport input ssh
transport output none
line con 0
login authentication no_tacacs
password 0 X)[^j+#T98
exec-timeout 2 0
transport input none
line aux 0
transport input none
password 0 X)[^j+#T98
no exec
!
banner motd #

This is a private system operated for and by Cisco VSEC BU.
Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

#
! Turn on NTP with authentication and access control
!
clock timezone PST -8
clock summer-time PST recurring
!
ntp authenticate
ntp authentication-key 1 md5 -UN&/6[oh6
ntp trusted-key 1
ntp access-group peer 96
ntp server 10.3.4.4 key 1
!
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set logging server 10.3.8.254
set logging timestamp enable
set snmp community read-only Txo~QbW3XM
set ip permit enable snmp
set ip permit 10.3.8.254 snmp

! Turn on AAA
!
set tacacs server 10.3.8.253 primary
set tacacs key SJj)j~t]6-
set authentication login tacacs enable telnet
set authentication login local disable telnet
set authorization exec enable tacacs+ deny telnet
set accounting exec enable start-stop tacacs+
set accounting connect enable start-stop tacacs+

! Set passwords and access restrictions
!
set banner motd <c>

This is a private system operated for and by Cisco VSEC BU.

Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

<c>

! Console password is set by •set password•
! Enter old password followed by new password
! Console password = X)[^j+#T98
!
! Enable password is set by •set enable•
! Enter old password followed by new password
! Enable password = %Z<)|z9~zq
!
! The following password configuration only works the first time
!
set password
X)[^j+#T98
X)[^j+#T98
set enable
cisco
%Z<)|z9~zq
%Z<)|z9~zq
!
! The above password configuration only works the first time
!
set logout 2
set ip permit enable telnet
set ip permit 10.3.8.253 255.255.255.255 telnet
set ip permit 10.3.8.254 255.255.255.255 telnet
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crypto map ent1 30 ipsec-isakmp 
set peer 172.16.128.2
set transform-set remote1 
match address 107
crypto map ent1 40 ipsec-isakmp 
set peer 172.16.128.5
set transform-set remote1 
match address 108
!
! The access-lists below allow both user traffic as well as management
! traffic to be encrypted
!
access-list 107 permit ip 10.4.0.0 0.0.255.255 10.5.0.0 0.0.255.255
access-list 107 permit ip host 10.4.1.253 host 172.16.128.2
access-list 108 permit ip 10.4.0.0 0.0.255.255 10.6.0.0 0.0.255.255
access-list 108 permit ip host 10.4.1.253 host 172.16.128.5
!
! Interface settings for the inside interface of the router. NAT, IOS IDS, and 
! IOS firewall are enabled.
!
interface FastEthernet0/0
description Inside Interface
ip address 10.4.1.1 255.255.255.0
ip access-group 109 in
ip nat inside
ip inspect smbranch_fw in
ip audit alarm1 in
!
! Allow ICMP from within the small network out to the Internet
!
access-list 109 permit icmp any any echo
!
! Allow the internal DNS server to communicate with the public DNS server
!
access-list 109 permit udp host 10.4.1.201 host 10.4.2.50 eq domain
!
! Allow internal users access to the public services server for HTTP,
! SSL and FTP traffic.
!
access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq www
access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq 443
access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq ftp
!
! Allow the internal mail server to communicate with the public mail server
!
access-list 109 permit tcp host 10.4.1.201 host 10.4.2.50 eq smtp
!
! Allow Telnet access from the management host to the sCAT-1 switch
!
access-list 109 permit tcp host 10.4.1.253 host 10.4.2.4 eq telnet
!
! Deny all other access to the public services segment
!
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access-list 109 deny ip any 10.4.2.0 0.0.0.255
!
! Allow the sIOS-1 router and sCAT-2 switch to synchronize time
!
access-list 109 permit udp host 10.4.1.4 host 10.4.1.1 eq ntp
!
! Allow SSH access from the management host to the sIOS-1 router
!
access-list 109 permit tcp host 10.4.1.253 host 10.4.1.1 eq 22
!
! Allow established connections to the management host back to the sIOS-1 router
!
access-list 109 permit tcp host 10.4.1.253 eq tacacs host 10.4.1.1 established
!
! Necessary for TFTP access from the management host to the sIOS-1 router
!
access-list 109 permit udp host 10.4.1.253 gt 1023 host 10.4.1.1 gt 1023
!
! Block all other access to the inside interface on the sIOS-1 router from the
! internal network
!
access-list 109 deny ip 10.4.0.0 0.0.255.255 host 10.4.1.1
!
! Block all other access to the outside interface on the sIOS-1 router from the
! internal network
!
access-list 109 deny ip 10.4.0.0 0.0.255.255 host 172.16.132.2
!
! Allow all other internal devices access to the Internet
!
access-list 109 permit ip 10.4.0.0 0.0.255.255 any
!
! Block and log all other traffic
!
access-list 109 deny ip any any log
!
! Interface settings for the public services interface of the router. NAT, IOS IDS, and IOS firewall are enabled.
! 
interface FastEthernet0/1
description DMZ Interface
ip address 10.4.2.1 255.255.255.0
ip access-group 105 in
no ip redirects
ip nat inside
ip inspect smbranch_fw in
ip audit alarm1 in
!
! Allow sCAT-1 switch to synchronize time with sIOS-1 router
!
access-list 105 permit udp host 10.4.2.4 host 10.4.2.1 eq ntp
!
! Allow TACACS+, TFTP, and syslog from the SCAT-1 switch to the
! management host
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!
access-list 105 permit tcp host 10.4.2.4 host 10.4.1.253 eq tacacs
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq tftp
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq syslog
!
! Allow HIDS traffic from the public services server to
! the management host
!
access-list 105 permit tcp host 10.4.2.50 host 10.4.1.253 eq 5000
!
! Allow the public email server to send mail to the internal mail server
!
access-list 105 permit tcp host 10.4.2.50 host 10.4.1.201 eq smtp
!
! Deny all other connections originating from the public services segment
! to the internal network
!
access-list 105 deny ip any 10.4.0.0 0.0.255.255
!
! Permit all mail and DNS traffic originating from the public services
! server
!
access-list 105 permit tcp host 10.4.2.50 any eq smtp
access-list 105 permit udp host 10.4.2.50 any eq domain
! 
! Deny all other traffic and log
!
access-list 105 deny ip any any log
!
! Interface settings for the public interface of the router. NAT, IOS IDS,
! IOS firewall, and IPSec are enabled.
!
interface Serial1/0
description Outside Interface
ip address 172.16.132.2 255.255.255.0
ip access-group 103 in
no ip redirects
ip nat outside
ip inspect smbranch_fw in
ip audit alarm1 in
crypto map ent1
!
! Allows traffic from remote sites to the small network. Only needed
! when small network functions as a headend for remote sites.
!
access-list 103 permit ip 10.5.0.0 0.0.255.255 10.4.0.0 0.0.255.255
access-list 103 permit ip 10.6.0.0 0.0.255.255 10.4.0.0 0.0.255.255
!
! RFC 1918 filtering. Note network 172.16.x.x was not included in the
! filter here since it is used to simulate the ISP in the lab.
!
access-list 103 deny ip 10.0.0.0 0.255.255.255 any
access-list 103 deny ip 192.168.0.0 0.0.255.255 any
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! 
! Allow any echo replies which originate from the 172.16.132.0 
! network (NAT translated internal addresses) back.
!
access-list 103 permit icmp any 172.16.132.0 0.0.0.255 echo-reply
! 
! Allow path MTU discovery (PMTUD) traffic.
!
access-list 103 permit icmp any 172.16.132.0 0.0.0.255 unreachable
!
! Allows IPSec traffic from remote sites to terminate on the sIOS-1
! router. Only needed when small network functions as a headend for 
! remote sites.
!
access-list 103 permit esp host 172.16.128.2 host 172.16.132.2
access-list 103 permit udp host 172.16.128.2 host 172.16.132.2 eq isakmp
access-list 103 permit esp host 172.16.128.5 host 172.16.132.2
access-list 103 permit udp host 172.16.128.5 host 172.16.132.2 eq isakmp
!
!
! Allows management of remote sites. Only needed when small network 
! functions as a headend for remote sites.
!
access-list 103 permit tcp host 172.16.128.2 host 10.4.1.253 eq tacacs
access-list 103 permit udp host 172.16.128.2 host 10.4.1.253 eq syslog
access-list 103 permit udp host 172.16.128.2 host 10.4.1.253 eq tftp
access-list 103 permit tcp host 172.16.128.5 host 10.4.1.253 eq tacacs
access-list 103 permit udp host 172.16.128.5 host 10.4.1.253 eq syslog
access-list 103 permit udp host 172.16.128.5 host 10.4.1.253 eq tftp
!
! Allow access to the public services server (via the NAT
! address of the server) for DNS, FTP, HTTP, SSL, and mail
! traffic
!
access-list 103 permit udp any host 172.16.132.50 eq domain
access-list 103 permit tcp any host 172.16.132.50 eq ftp
access-list 103 permit tcp any host 172.16.132.50 eq www
access-list 103 permit tcp any host 172.16.132.50 eq 443
access-list 103 permit tcp any host 172.16.132.50 eq smtp
! 
! Deny all other traffic and log
!
access-list 103 deny ip any any log
!
! The following NAT configuration creates a pool of public addresses which
! are used by internal devices when they access the Internet
!
ip nat pool small_pool 172.16.132.101 172.16.132.150 netmask 255.255.255.0
ip nat inside source route-map nat_internet pool small_pool
!
! Static translation of the public services server to a registered
! address accessible from the Internet
!
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! Allow encrypted traffic from remote sites and remote access users.
!
access-list 103 permit ip 10.5.0.0 255.255.0.0 10.4.0.0 255.255.0.0 
access-list 103 permit ip 10.6.0.0 255.255.0.0 10.4.0.0 255.255.0.0 
access-list 103 permit ip 10.4.3.0 255.255.255.0 10.4.0.0 255.255.0.0

! RFC 1918 filtering. Note network 172.16.x.x was not included in the
! filter here since it is used to simulate the ISP in the lab.
!
access-list 103 deny ip 10.0.0.0 255.0.0.0 any 
access-list 103 deny ip 192.168.0.0 255.255.0.0 any 
!
! Allow access to the public services server (via the NAT
! address of the server) for DNS, FTP, HTTP, SSL, and mail
! traffic
!
access-list 103 permit udp any host 172.16.144.50 eq domain 
access-list 103 permit tcp any host 172.16.144.50 eq ftp 
access-list 103 permit tcp any host 172.16.144.50 eq www 
access-list 103 permit tcp any host 172.16.144.50 eq 443 
access-list 103 permit tcp any host 172.16.144.50 eq smtp
!
! Allow echo reply generated from the internal network (via NAT translated
! addresses) back into the firewall
!
access-list 103 permit icmp any 172.16.144.0 255.255.255.0 echo-reply 
!
! Allow path MTU discovery (PMTUD) traffic through the firewall.
!
access-list 103 permit icmp any 172.16.144.0 255.255.255.0 unreachable
!
! Allow syslog, TFTP, and TACACS+ management traffic in from remote sites.
! 
access-list 103 permit udp host 172.16.128.2 host 172.16.144.51 eq syslog 
access-list 103 permit udp host 172.16.128.2 host 172.16.144.51 eq tftp 
access-list 103 permit tcp host 172.16.128.2 host 172.16.144.51 eq tacacs 
access-list 103 permit udp host 172.16.128.5 host 172.16.144.51 eq syslog 
access-list 103 permit udp host 172.16.128.5 host 172.16.144.51 eq tftp 
access-list 103 permit tcp host 172.16.128.5 host 172.16.144.51 eq tacacs 

!
! Interface settings for the private interface of the firewall
!
ip address inside 10.4.1.1 255.255.255.0
access-group 109 in interface inside
!
! Allow echo from internal devices
!
access-list 109 permit icmp any any echo 
!
! Allow the internal DNS and mail server to communicate with the 
! public DNS and mail server
!
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access-list 109 permit udp host 10.4.1.201 host 10.4.2.50 eq domain 
access-list 109 permit tcp host 10.4.1.201 host 10.4.2.50 eq smtp 
!
! Allow internal devices to access the public services server for web, FTP
! and SSL access
!
access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq www 
access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq ftp 
access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq 443
! 
! Allow Telnet access from the management host to the mCAT-1 switch
!
access-list 109 permit tcp host 10.4.1.253 host 10.4.2.4 eq telnet 
!
! Block all other access to the public services segment
!
access-list 109 deny ip any 10.4.2.0 255.255.255.0 
!
! Permit internal devices access to the Internet
!
access-list 109 permit ip 10.4.0.0 255.255.0.0 any 
!
!
! Interface settings for the public services (DMZ) interface of the firewall
!
ip address pss 10.4.2.1 255.255.255.0
access-group 105 in interface pss
!
! Allow echo-replies from internal network back through firewall
!
access-list 105 permit icmp 10.4.2.0 255.255.255.0 10.4.1.0 255.255.255.0 echo-reply 
!
! Allow TACACS+, TFTP, and syslog from the sCAT-1 switch to the management server
!
access-list 105 permit tcp host 10.4.2.4 host 10.4.1.253 eq tacacs 
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq tftp 
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq syslog 
!
! Allow HIDS traffic from the public services server to the 
! management server
!
access-list 105 permit tcp host 10.4.2.50 host 10.4.1.253 eq 5000 
!
! Allow the public mail server to communicate with the internal mail server
!
access-list 105 permit tcp host 10.4.2.50 host 10.4.1.201 eq smtp 
!
! Block all other access from this segment to the internal network
!
access-list 105 deny ip any 10.4.0.0 255.255.0.0 
! 
! Allow access from the public services server to the Internet for 
! mail and DNS
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access-list 105 permit tcp host 10.4.2.50 any eq smtp 
access-list 105 permit udp host 10.4.2.50 any eq domain 
!
! IDS Settings
!
ip audit name full info action alarm
ip audit name fullb attack action alarm drop
ip audit interface outside full
ip audit interface outside fullb
ip audit interface inside full
ip audit interface inside fullb
ip audit interface pss full
ip audit interface pss fullb
!
! The following NAT configuration creates a pool of public addresses which
! are used by internal devices when they access the Internet
!
global (outside) 1 172.16.144.201-172.16.144.220
!
nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.0 0 0
nat (pss) 0 access-list nonat
!
! Static translation of the public services server to a registered address
! accessible from the Internet
!
static (pss,outside) 172.16.144.50 10.4.2.50 netmask 255.255.255.255 0 0
!
static (inside,pss) 10.4.1.253 10.4.1.253 netmask 255.255.255.255 0 0
static (inside,pss) 10.4.1.201 10.4.1.201 netmask 255.255.255.255 0 0
static (inside,outside) 172.16.144.51 10.4.1.253 netmask 255.255.255.255 0 0
!
! Access-list nonat determines what addresses use address translation
!
access-list nonat permit ip 10.4.0.0 255.255.0.0 10.5.0.0 255.255.0.0 
access-list nonat permit ip 10.4.0.0 255.255.0.0 10.6.0.0 255.255.0.0 
access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.3.0 255.255.255.0 
access-list nonat permit ip 10.4.2.0 255.255.255.0 10.4.3.0 255.255.255.0 
access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.2.0 255.255.255.0 
!
! The following crypto settings are used when the firewall terminates VPN connections from the remote sites
!
no sysopt route dnat
crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac 
crypto ipsec transform-set remote1 esp-3des esp-sha-hmac 
crypto dynamic-map vpnuser 20 set transform-set remote1
crypto map ent1 30 ipsec-isakmp
crypto map ent1 30 match address 107
crypto map ent1 30 set peer 172.16.128.2 
crypto map ent1 30 set transform-set remote1
crypto map ent1 40 ipsec-isakmp
crypto map ent1 40 match address 108
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mCAT-6
! Corporate user VLAN.
!
interface Vlan10
ip address 10.3.1.1 255.255.255.0
ip access-group 101 in
no ip redirects
no cdp enable
!
!
! Corporate intranet server VLAN.
!
interface Vlan11
ip address 10.3.2.1 255.255.255.0
ip access-group 102 in
no ip redirects
no cdp enable
!
!
interface Vlan12
ip address 10.3.3.1 255.255.255.0
no ip redirects
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 7 134E031F4158140119
no cdp enable
!
interface Vlan13
ip address 10.3.9.1 255.255.255.0
no ip redirects
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 7 024D105641521F0A7E
no cdp enable
!
! Management host VLAN.
!
interface Vlan99
ip address 10.3.8.1 255.255.255.0
ip access-group 103 out
no ip redirects
no cdp enable
!
!
! RFC 2827 filtering on corporate user VLAN.
!
access-list 101 permit ip 10.3.1.0 0.0.0.255 any
access-list 101 deny ip any any
!
!
! RFC 2827 filtering on corporate intranet server VLAN.
!
access-list 102 permit ip 10.3.2.0 0.0.0.255 any
access-list 102 deny ip any any log
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