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! turn off unnecessary services

!

no ip domain-lookup

no cdp run

no ip http server

no ip source-route

no service finger

no ip bootp server

no service udp-small-s

no service tcp-small-s

!

Iturn on logging and snmp

!

service timestamp log datetime localtime
logging 192.168.253.56

logging 192.168.253.51

snmp-server community Txo~QbW3XM ro 98
!

Iset passwords and access restrictions

!

service password-encryption

enable secret %Z<)|z9~zq

no enable password

no access-list 99

access-list 99 permit 192.168.253.0 0.0.0.255
access-list 99 deny any log

no access-list 98

access-list 98 permit host 192.168.253.51
access-list 98 deny any log

line vty 0 4

access-class 99 in

login

password 0 X)["j+#T98

exec-timeout 2 0

line con 0

login

password 0 X)["j+#T98

exec-timeout 2 0

line aux 0
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transport input none
password 0 X)[j+#T98
no exec

exit

banner motd #

This is a private system operated for and by Cisco VSEC BU.
Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

#
!

ITurn on NTP

!

clock timezone PST -8

clock summer-time PST recurring

ntp authenticate

ntp authentication-key 1 md5 -UN&/6[oh6
ntp trusted-key 1

ntp access-group peer 96

ntp server 192.168.254.57 key 1
access-1 96 permit host 192.168.254.57
access-1 96 deny any log

!

ITurn on AAA

!

aaa new-model

aaa authentication login default tacacs+
aaa authentication login no_tacacs line
aaa authorization exec tacacs+

aaa authorization network tacacs+

aaa accounting network start-stop tacacs+
aaa accounting exec start-stop tacacs+
tacacs-server host 192.168.253.54 single
tacacs-server key SJj)j~t]6-

line con 0

login authentication no_tacacs

0000000000000 oO0000000000O0SPFOO0OO0O0OmOSPFOOOOOOO0OO0OOOOOOOO
OO000oOoO00oooooBOOOOoOOOOOOODOOoOODOOoOooOoMDSODOOODOOOOODOOOODOOODO

interface Vlan13
ip address 10.1.13.3 255.255.255.0
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 7 024D105641521F0A7E
ip ospf priority 3
!
router ospf 1
area 0 authentication message-digest
network 10.1.0.0 0.0.255.255 area 0

Copyright © 2002 Cisco Systems, Inc. All Rights Reserved.
Page 28 of 50



Cisco SAFE 00 000000000000O000O
goooooooooooao

distribute-list 1 out

distribute-list 1 in
!
access-list 1 deny 192.168.0.0 0.0.255.255
access-list 1 permit any

0000000000000 000000000000O0O00OBOO0OO0O0O0O000O0O0O00O00O0O0O000O0OAO0
OM0o0o0ooooooooPO0dddddooooooooooooooooooovVLANO OO O0ooogoooo
gooooo

interface FastEthernet1/0

ip address 192.168.254.15 255.255.255.0

ip access-group 101 in

ip access-group 102 out

no cdp enable
!
access-list 101 permit icmp any any
access-list 101 permit tcp 192.168.253.0 0.0.0.255 host 192.168.254.15 established
access-list 101 permit udp 192.168.253.0 0.0.0.255 host 192.168.254.15 gt 1023
access-list 101 permit tcp 192.168.253.0 0.0.0.255 host 192.168.254.15 eq telnet
access-list 101 permit udp host 192.168.253.51 host 192.168.254.15 eq snmp
access-list 101 permit udp host 192.168.253.53 host 192.168.254.15 eq tftp
access-list 101 permit udp host 192.168.254.57 host 192.168.254.15 eq ntp
access-list 101 deny ip any any log
access-list 102 deny ip any any log

2L vF

SAFED0D00D000000CatalystOSUO0 0000000000000 0OOO0ODOOOOOODODOOSOOO0OO

gboobooooobooboboboooobobobog
|

'Turn on NTP

!

set timezone PST -8

set summertime PST

set summertime recurring

set ntp authentication enable

set ntp key 1 trusted mdS -UN&/6[oh6
set ntp server 192.168.254.57 key 1
set ntp client enable

!

! turn off un-needed services

!

set cdp disable

set ip http server disable

!

!turn on logging and snmp

!

set logging server 192.168.253.56
set logging server 192.168.253.51
set logging timestamp enable

set snmp community read-only Txo~QbW3XM
set ip permit enable snmp

set ip permit 192.168.253.51 snmp
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ITurn on AAA
!

set tacacs server 192.168.253.54 primary

set tacacs key SJj)j~t]6-

set authentication login tacacs enable telnet

set authentication login local disable telnet

set authorization exec enable tacacs+ deny telnet

set accounting exec enable start-stop tacacs+

set accounting connect enable start-stop tacacs+

!

Iset passwords and access restrictions

!

set banner motd <c>
This is a private system operated for and by Cisco VSEC BU.
Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

<c>

Iconsole password is set by set password’

lenter old password followed by new password

Iconsole password = X)["j+#T98

!

lenable password is set by ’set enable’

lenter old password followed by new password

lenable password = %Z<)|z9~zq

!

Ithe following password configuration only works the first time

!

set password

X)[N+#T98

X)[N+#T98

set enable

cisco

%Z<)|z9~zq

%Z<)|z9~zq

!

Ithe above password configuration only works the first time

!

set logout 2

set ip permit enable telnet

set ip permit 192.168.253.0 255.255.255.0 telnet

AR b

oobooooooboooooooOoOooOoOoOOOHIDSOODOOOOOOOOO0O0O0O0O0O0O0O000000HIDSO
O000000000ClickNetD Enterceptd] 0000000000000 O00O000O00OODO 0O Ohttp://www.clicknet.com
gobooooboobo
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ip inspect audit-trail

ip inspect max-incomplete low 150

ip inspect max-incomplete high 250

ip inspect one-minute low 100

ip inspect one-minute high 200

ip inspect udp idle-time 20

ip inspect dns-timeout 3

ip inspect tcp idle-time 1800

ip inspect tcp finwait-time 3

ip inspect tcp synwait-time 15

ip inspect tcp max-incomplete host 40 block-time 0
ip inspect name mgmt_fw tcp timeout 300

ip inspect name mgmt_fw udp

ip inspect name mgmt_fw tftp

ip inspect name mgmt_fw http

ip inspect name mgmt_fw fragment maximum 256 timeout 1
ip audit notify log

ip audit po max-events 100
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crypto isakmp policy 1

encr 3des

authentication pre-share

group 2
crypto isakmp key A%Xr)7,_Caddress 172.16.224.24
crypto isakmp key A%Xr)7,_Caddress 172.16.224.23
!

crypto ipsec transform-set vpn_module_mgmt esp-3des esp-sha-hmac
!
crypto map mgmtl 100 ipsec-isakmp

set peer 172.16.224.24

set transform-set vpn_module_mgmt

match address 111
crypto map mgmt1l 200 ipsec-isakmp

set peer 172.16.224.23

set transform-set vpn_module_mgmt

match address 110
access-list 110 permit ip 192.168.253.0 0.0.0.255 host 172.16.224.23
access-list 110 permit udp 192.168.254.0 0.0.0.255 host 172.16.224.23
access-list 111 permit ip 192.168.253.0 0.0.0.255 host 172.16.224.24
access-list 111 permit udp 192.168.254.0 0.0.0.255 host 172.16.224.24

oo0oO00OO0OOO0OOOOOOODOOOOO0OO0O0O00000000000000000000 450000 CSIDSOOOO
0 50000 Click NetD HIDSO 0 O O

access-list 114 permit icmp 192.168.254.0 0.0.0.255 192.168.253.0 0.0.0.255 echo-reply
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.56 eq syslog
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.51 eq syslog
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.50 eq 45000
access-list 114 permit tcp 192.168.254.0 0.0.0.255 host 192.168.253.50 eq 5000
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.53 eq tftp
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.254.57 eq ntp
access-list 114 permit tcp 192.168.254.0 0.0.0.255 host 192.168.253.54 eq tacacs
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.54 eq 1645
access-list 114 permit udp 192.168.254.0 0.0.0.255 host 192.168.253.52 eq syslog
access-list 114 deny ip any any log

goooooboboboobooooobobobobobooobobobooooo

access-list 113 permit icmp 192.168.253.0 0.0.0.255 192.168.254.0 0.0.0.255
access-list 113 permit icmp 192.168.253.0 0.0.0.255 host 192.168.253.57

access-list 113 permit tcp 192.168.253.0 0.0.0.255 host 192.168.253.57 eq telnet
access-list 113 permit tcp 192.168.253.0 0.0.0.255 192.168.254.0 0.0.0.255 eq telnet
access-list 113 permit tcp 192.168.253.0 0.0.0.255 192.168.254.0 0.0.0.255 eq 443
access-list 113 permit tcp 192.168.253.0 0.0.0.255 192.168.254.0 0.0.0.255 eq 22
access-list 113 permit udp host 192.168.253.50 192.168.254.0 0.0.0.255 eq 45000
access-list 113 permit tcp host 192.168.253.50 192.168.254.0 0.0.0.255 eq 5000
access-list 113 permit udp host 192.168.253.51 192.168.254.0 0.0.0.255 eq snmp
access-list 113 permit udp host 192.168.253.53 gt 1023 host 192.168.253.57 gt 1023
access-list 113 permit udp 192.168.253.0 0.0.0.255 host 192.168.254.57 eq ntp
access-list 113 permit tcp host 192.168.253.54 eq tacacs host 192.168.253.57 gt 1023
access-list 113 permit icmp 192.168.253.0 0.0.0.255 host 172.16.224.23
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access-list 113 permit icmp 192.168.253.0 0.0.0.255 host 172.16.224.24
access-list 113 permit tcp 192.168.253.0 0.0.0.255 host 172.16.224.23 eq telnet
access-list 113 permit tcp 192.168.253.0 0.0.0.255 host 172.16.224.24 eq telnet
access-list 113 permit udp host 192.168.253.51 host 172.16.224.23 eq snmp
access-list 113 permit udp host 192.168.253.51 host 172.16.224.24 eq snmp
access-list 113 deny ip any any log

gbobgoobooooooooboboobooooooboboobooooobobobobooobOoboboon
goooOoOoOoOoOoOoOoOoOoOOOOOOOOODOODOOOOOODOOOO0OOO0OOO0O0OO0OO0O0O0O00400000000
gbobooooooobobooooboobobooobobooboboboooboobobooobooooboboobOoobo
gboooooobobobooobogn

access-list 112 permit esp host 172.16.224.23 host 10.1.20.57

access-list 112 permit esp host 172.16.224.24 host 10.1.20.57

access-list 112 permit udp host 172.16.224.24 host 10.1.20.57 eq isakmp
access-list 112 permit udp host 172.16.224.23 host 10.1.20.57 eq isakmp
access-list 112 permit udp host 172.16.224.24 host 192.168.253.56 eq syslog
access-list 112 permit udp host 172.16.224.23 host 192.168.253.56 eq syslog
access-list 112 permit udp host 172.16.224.24 host 192.168.253.51 eq syslog
access-list 112 permit udp host 172.16.224.23 host 192.168.253.51 eq syslog
access-list 112 permit udp host 172.16.224.24 host 192.168.253.53 eq tftp
access-list 112 permit udp host 172.16.224.23 host 192.168.253.53 eq tftp
access-list 112 permit udp host 172.16.224.24 host 192.168.253.57 eq ntp
access-list 112 permit udp host 172.16.224.23 host 192.168.253.57 eq ntp
access-list 112 permit tcp host 172.16.224.24 host 192.168.253.54 eq tacacs
access-list 112 permit tcp host 172.16.224.23 host 192.168.253.54 eq tacacs
access-list 112 permit icmp host 172.16.224.24 192.168.253.0 0.0.0.255 echo-reply
access-list 112 permit icmp host 172.16.224.23 192.168.253.0 0.0.0.255 echo-reply
access-list 112 deny ip any any log
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interface Vlan5

ip address 10.1.5.5 255.255.255.0

ip access-group 105 in
!
interface Vlan6

ip address 10.1.6.5 255.255.255.0

ip access-group 106 in
!
interface Vlan7

ip address 10.1.7.5 255.255.255.0

ip access-group 107 in
!
interface Vlan8

ip address 10.1.8.5 255.255.255.0

ip access-group 108 in
!
access-list 105 deny ip 10.1.5.0 0.0.0.255 10.1.6.0 0.0.0.255
access-list 105 deny ip 10.1.5.0 0.0.0.255 10.1.7.0 0.0.0.255
access-list 105 deny ip 10.1.5.0 0.0.0.255 10.1.8.0 0.0.0.255
access-list 105 deny ip 10.1.5.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 105 permit ip 10.1.5.0 0.0.0.255 any
access-list 105 deny ip any any log
access-list 106 deny ip 10.1.6.0 0.0.0.255 10.1.5.0 0.0.0.255
access-list 106 deny ip 10.1.6.0 0.0.0.255 10.1.7.0 0.0.0.255
access-list 106 deny ip 10.1.6.0 0.0.0.255 10.1.8.0 0.0.0.255
access-list 106 deny ip 10.1.6.0 0.0.0.255 10.1.15.0 0.0.0.255
access-list 106 deny ip 10.1.6.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 106 permit ip 10.1.6.0 0.0.0.255 any
access-list 106 deny ip any any log
access-list 107 permit ip 10.1.7.0 0.0.0.255 10.1.8.0 0.0.0.255
access-list 107 permit ip 10.1.7.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 107 permit ip 10.1.7.0 0.0.0.255 host 10.1.11.50
access-list 107 deny ip any any log
access-list 108 permit ip 10.1.8.0 0.0.0.255 10.1.7.0 0.0.0.255
access-list 108 permit ip 10.1.8.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 108 permit ip 10.1.8.0 0.0.0.255 host 10.1.11.50
access-list 108 deny ip any any log
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! CAT OS Config
!
#private vlans
set pvlan 11 437
set pvlan 11 437 3/3-4,3/14
set pvlan mapping 11 437 15/1
!
! MSFC Config
!
interface Vlanl11
ip address 10.1.11.1 255.255.255.0
ip access-group 111 in
no ip redirects

EL2SW-11 B KT 12
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set vlan 5 2/5,2/17

set vlan 6 2/6,2/18

set vlan 99 2/34

set vlan 999 2/1-3,2/7-16,2/19-33
set port disable 2/7-33

set trunk 2/1-34 off

set trunk 2/4 on dotlq 1,5-8
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interface Vlanl1
ip address 10.1.11.1 255.255.255.0
ip access-group 111 in
!
interface Vlan15
ip address 10.1.15.1 255.255.255.0
ip access-group 115 in
!
interface Vlan16
ip address 10.1.16.1 255.255.255.0
ip access-group 116 in
ip access-group 126 out
!
access-list 111 permit ip 10.1.11.0 0.0.0.255 any
access-list 111 deny ip any any log
access-list 115 permit ip 10.1.15.0 0.0.0.255 any
access-list 115 deny ip any any log
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access-list 116 permit ip 10.1.16.0 0.0.0.255 10.1.7.0 0.0.0.255
access-list 116 permit ip 10.1.16.0 0.0.0.255 10.1.8.0 0.0.0.255
access-list 116 permit ip 10.1.16.0 0.0.0.255 10.1.11.0 0.0.0.255
access-list 116 deny ip any any log

access-list 126 permit ip 10.1.7.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 126 permit ip 10.1.8.0 0.0.0.255 10.1.16.0 0.0.0.255
access-list 126 permit ip 10.1.11.0 0.0.0.255 10.1.16.0 0.0.0.255

000000Cat6000IDSO00O0000D0O0OOO0OD0ODO0ODOOOODOOO

#module 4 O 2-port Intrusion Detection System
set module name 4

set module enable 4

set vlan 1 4/1

set vlan 99 4/2

set port name 4/1 Sniff-4

set port name 4/2 CandC-4

set trunk 4/1 nonegotiate dotlq 1-1005,1025-4094
set security acl capture-ports 4/1
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access-list out deny ip any 192.168.254.0 255.255.255.0

access-list out deny ip any 192.168.253.0 255.255.255.0

access-list out permit icmp any any echo-reply

access-list out permit tcp any host 172.16.225.52 eq www

access-list out permit tcp any host 172.16.225.52 eq ftp

access-list out permit tcp any host 172.16.225.50 eq smtp

access-list out permit udp any host 172.16.225.51 eq domain
access-list out permit esp host 172.16.224.23 host 172.16.224.57
access-list out permit esp host 172.16.224.24 host 172.16.224.57
access-list out permit udp host 172.16.224.23 host 172.16.224.57 eq isakmp
access-list out permit udp host 172.16.224.24 host 172.16.224.57 eq isakmp
access-list in deny ip any 192.168.254.0 255.255.255.0

access-list in deny ip any 192.168.253.0 255.255.255.0

access-list in permit icmp any any echo

access-list in permit udp host 10.1.11.50 host 172.16.225.51 eq domain
access-list in permit tcp 10.0.0.0 255.0.0.0 host 172.16.225.52 eq www
access-list in permit tcp 10.0.0.0 255.0.0.0 host 10.1.103.50 eq 15871
access-list in permit tcp host 10.1.11.51 host 172.16.225.50 eq smtp
access-list in permit tcp host 10.1.11.51 host 172.16.225.50 eq 20389
access-list in permit tcp 10.0.0.0 255.0.0.0 host 172.16.225.52 eq ftp
access-list in deny ip any 172.16.225.0 255.255.255.0

access-list in permit ip 10.0.0.0 255.0.0.0 any

access-list in permit esp host 10.1.20.57 host 172.16.224.23

access-list in permit esp host 10.1.20.57 host 172.16.224.24

access-list in permit udp host 10.1.20.57 host 172.16.224.23 eq isakmp
access-list in permit udp host 10.1.20.57 host 172.16.224.24 eq isakmp
access-list pss deny ip any 192.168.254.0 255.255.255.0

access-list pss deny ip any 192.168.253.0 255.255.255.0

access-list pss permit tcp host 172.16.225.50 host 10.1.11.51 eq 20025
access-list pss permit tcp host 172.16.225.50 host 10.1.11.51 eq 20389
access-list pss deny ip 172.16.225.0 255.255.255.0 10.0.0.0 255.0.0.0
access-list pss permit tcp host 172.16.225.50 any eq smtp

access-list pss permit udp host 172.16.225.51 any eq domain
access-list url permit udp host 10.1.103.50 host 172.16.225.51 eq domain
access-list url permit ip any any

access-list mgmt permit icmp 192.168.253.0 255.255.255.0 any
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interface FastEthernet0/0
ip address 172.16.226.23 255.255.255.0
standby 2 timers 5 15
standby 2 priority 110 preempt delay 2
standby 2 authentication k&>9ING@6
standby 2 ip 172.16.226.100
standby 2 track ATM4/0 50

gboooooboboboooobobobobobooboobobooboooboobooboboobooboUDbo

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2
crypto isakmp key A%Xr)7,_Caddress 172.16.224.57
!

crypto ipsec transform-set vpn_module_mgmt esp-3des esp-sha-hmac
!
crypto map mgmt1 100 ipsec-isakmp

set peer 172.16.224.57

set transform-set vpn_module_mgmt

match address 103

access-list 103 permit ip host 172.16.224.23 192.168.253.0 0.0.0.255
access-list 103 permit udp host 172.16.224.23 192.168.254.0 0.0.0.255

O0ACLOOOO0O0OO0O0OOOO0U0OOO0DooOoOoUooOooUoOo

access-list 112 permit udp host 172.16.224.57 host 172.16.224.23 eq isakmp
access-list 112 permit esp host 172.16.224.57 host 172.16.224.23

access-list 112 permit tcp 192.168.253.0 0.0.0.255 host 172.16.224.23 established
access-list 112 permit udp 192.168.253.0 0.0.0.255 host 172.16.224.23 gt 1023
access-list 112 permit tcp 192.168.253.0 0.0.0.255 host 172.16.224.23 eq telnet
access-list 112 permit udp host 192.168.253.51 host 172.16.224.23 eq snmp
access-list 112 permit udp host 192.168.254.57 host 172.16.224.23 eq ntp
access-list 112 permit icmp any any

access-list 112 deny ip any host 172.16.224.23 log

access-list 112 deny ip any host 172.16.226.23 log

access-list 112 deny ip any host 172.16.145.23 log

access-list 112 permit ip 172.16.224.0 0.0.0.255 any

access-list 112 permit ip 172.16.225.0 0.0.0.255 any

O0OACLOODISPOO0 0000000000000 0OO0O0OOOO0UOO0OU0DOODO0OULODOOUODOODUOOOO
OOO0OORFC1918B00 0000000000000 DO0D00000DO000D0O00O00O00O000O00OORFC 191800
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access-list 150 deny ip 10.0.0.0 0.255.255.255 any

access-list 150 deny ip 192.168.0.0 0.0.255.255 any

access-list 150 deny ip 172.16.224.0 0.0.7.255 any

access-list 150 permit ip any 172.16.224.0 0.0.7.255

access-list 150 permit ip any 172.16.145.0 0.0.0.255

access-list 150 permit esp any 172.16.226.0 0.0.0.255 fragments
access-list 150 deny ip any any fragments

access-list 150 deny ip any any log

Copyright © 2002 Cisco Systems, Inc. All Rights Reserved.
Page 38 of 50



Cisco SAFE 00 000000000000O000O
goooooooooooao

000000 0OD0D0O00ORA & VPNOOODOOOODODOOOOOOOODOIKEODESPOOOOOOODOOOOODO
goooooo

access-list 160 permit esp any host 172.16.226.27

access-list 160 permit esp any host 172.16.226.28

access-list 160 permit esp any host 172.16.226.48

access-list 160 permit udp any host 172.16.226.27 eq isakmp
access-list 160 permit udp any host 172.16.226.28 eq isakmp
access-list 160 permit udp any host 172.16.226.48 eq isakmp
access-list 160 deny ip any any log

Catalyst 3500XL 75 4 X— k VLAN
0000000000000 0000000000000 000000o00oOoVLANOOOOOOODOoooooo

interface FastEthernet0/1
port protected

!

interface FastEthernet0/2
port protected
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access-list in deny ip any 192.168.253.0 255.255.255.0

access-list in deny ip any 192.168.254.0 255.255.255.0

access-list in permit icmp any any

access-list in permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq smtp

access-list in permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq pop3

access-list in permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq www

access-list in permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq ftp

access-list in permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq netbios-ns
access-list in permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq netbios-dgm
access-list in permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq domain

access-list out deny ip any 192.168.253.0 255.255.255.0

access-list out deny ip any 192.168.254.0 255.255.255.0

access-list out permit icmp any any

access-list out permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq smtp

access-list out permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq pop3

access-list out permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq www

access-list out permit tcp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq ftp

access-list out permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq netbios-ns
access-list out permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq netbios-dgm
access-list out permit udp 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0 eq domain
access-list out permit tcp 10.0.0.0 255.0.0.0 172.16.255.0 255.255.255.0 eq www
access-list out permit tcp 10.0.0.0 255.0.0.0 172.16.255.0 255.255.255.0 eq ftp
access-list ra deny ip any 192.168.253.0 255.255.255.0

access-list ra deny ip any 192.168.254.0 255.255.255.0

access-list ra permit icmp any any

access-list ra permit tcp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq smtp
access-list ra permit tcp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq pop3
access-list ra permit tcp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq www
access-list ra permit tcp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq ftp
access-list ra permit udp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq netbios-ns
access-list ra permit udp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq netbios-dgm
access-list ra permit udp 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0 eq domain
access-list ra deny ip 10.1.198.0 255.255.254.0 10.0.0.0 255.0.0.0

access-list ra permit tcp 10.1.198.0 255.255.254.0 172.16.225.0 255.255.255.0 eq www
access-list ra permit tcp 10.1.198.0 255.255.254.0 172.16.225.0 255.255.255.0 eq ftp
access-list ra deny ip 10.1.198.0 255.255.254.0 172.16.224.0 255.255.248.0
access-list ra permit ip 10.1.198.0 255.255.254.0 any

access-list dun deny ip any 192.168.253.0 255.255.255.0

access-list dun deny ip any 192.168.254.0 255.255.255.0

access-list dun permit icmp any any

access-list dun permit tcp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq smtp
access-list dun permit tcp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq pop3
access-list dun permit tcp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq www
access-list dun permit tcp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq ftp
access-list dun permit udp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq netbios-ns
access-list dun permit udp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq netbios-dgm
access-list dun permit udp 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0 eq domain
access-list dun deny ip 10.1.196.0 255.255.254.0 10.0.0.0 255.0.0.0

access-list dun permit tcp 10.1.196.0 255.255.255.0 172.16.225.0 255.255.255.0 eq www
access-list dun permit tcp 10.1.196.0 255.255.255.0 172.16.225.0 255.255.255.0 eq ftp
access-list dun deny ip 10.1.196.0 255.255.254.0 172.16.224.0 255.255.248.0
access-list dun permit ip 10.1.196.0 255.255.254.0 any

access-list mgmt permit icmp 192.168.253.0 255.255.255.0 any
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staticO inside,ravpn0 128.0.0.0 128.0.0.0 netmask 128.0.0.0 0 0
stati€l inside,ravpn64.0.0.0 64.0.0.0 netmask 192.0.0.0 0 0
stati€l inside,ravpn(B2.0.0.0 32.0.0.0 netmask 224.0.0.0 0 0
stati€] inside,ravpn16.0.0.0 16.0.0.0 netmask 240.0.0.0 0 0
stati€] inside,ravpn(8.0.0.0 8.0.0.0 netmask 248.0.0.0 0 0

stati€] inside,ravpn[#.0.0.0 4.0.0.0 netmask 252.0.0.0 0 0

stati€l inside,ravpn(2.0.0.0 2.0.0.0 netmask 254.0.0.0 0 0

stati€l inside,ravpn1.0.0.0 1.0.0.0 netmask 255.0.0.0 0 0

EIOS-27 LT 28
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!
! Basic Crypto Information
!
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isakmp key 7Q!r$y$+xE address 172.16.132.2
crypto isakmp key S2TH"m&"qu address 172.16.131.2
!

!

crypto ipsec transform-set smbranch esp-3des esp-sha-hmac
mode transport

!

crypto map securel 100 ipsec-isakmp
set peer 172.16.132.2
set transform-set smbranch
match address 105

crypto map securel 300 ipsec-isakmp
set peer 172.16.131.2
set transform-set smbranch
match address 107

!

!

! GRE Tunnel Information

!

interface TunnelQ
ip address 10.1.249.27 255.255.255.0
tunnel source 172.16.226.27
tunnel destination 172.16.132.2
crypto map securel

!

interface Tunnell
ip address 10.1.247.27 255.255.255.0
tunnel source 172.16.226.27
tunnel destination 172.16.131.2
crypto map securel

!

!

! EIGRP Routing to keep links up
!
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router eigrp 1
redistribute static
passive-interface FastEthernet0/1
passive-interface FastEthernet4/0
network 10.0.0.0
distribute-list 2 out
distribute-list 2 in

!

! Crypto ACLs

!

access-list 105 permit gre host 172.16.226.27 host 172.16.132.2
access-list 107 permit gre host 172.16.226.27 host 172.16.131.2
!

! Inbound ACLs from Internet
!

access-list 110 permit udp 172.16.0.0 0.0.255.255 host 172.16.226.27 eq isakmp
access-list 110 permit esp 172.16.0.0 0.0.255.255 host 172.16.226.27

access-list 110 permit gre 172.16.0.0 0.0.255.255 host 172.16.226.27

access-list 110 deny ip any any log
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! Inbound from the WAN

!

access-list 110 deny ip any 192.168.253.0 0.0.0.255 log

access-list 110 deny ip any 192.168.254.0 0.0.0.255 log

access-list 110 permit ospf any any

access-list 110 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
access-list 110 permit ip 10.2.0.0 0.0.255.255 10.3.0.0 0.0.255.255
access-list 110 permit ip 10.2.0.0 0.0.255.255 10.4.0.0 0.0.255.255
access-list 110 permit ip 10.2.0.0 0.0.255.255 172.16.224.0 0.0.7.255
access-list 110 deny ip any any log

!

! Inbound from the Campus

!

access-list 111 deny ip any 192.168.253.0 0.0.0.255 log
access-list 111 deny ip any 192.168.254.0 0.0.0.255 log
access-list 111 permit ospf any any

access-list 111 permit ip 10.1.0.0 0.0.255.255 10.2.0.0 0.0.255.255
access-list 111 permit ip 10.3.0.0 0.0.255.255 10.2.0.0 0.0.255.255
access-list 111 permit ip 10.4.0.0 0.0.255.255 10.2.0.0 0.0.255.255
access-list 111 permit ip 172.16.224.0 0.0.7.255 10.2.0.0 0.0.255.255
access-list 111 deny ip any any log
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