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- Content and interactive applications
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1. Device connects or is polled

for posture by network
access point.

2. Client sends posture
information to network
access point.

3. Network access point
verifies posture by
asking Cisco Secure ACS.

4. If additional verification is
needed, Cisco Secure ACS
asks external server.

5. Network access point
enforces policy.

6. Device is moved to restricted/
remediation VLAN.
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Cisco Secure
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Client attempts to access
D production network and =
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— for compliance posture. =
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Client is updated by Tivoli
Provisioning Manager
with new code to remedy
() noncompliance issues.
Tivoli Security Compliance
Manager client is notified
that remediation has
completed. Client rescans
and awaits compliance

challenge from Cisco
Secure Access Control

Tivoli Provisioning
Manager

I
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Noncompliant client is sent
Server. to remediation network to remedy
noncompliance issues.

Tivoli Security Compliance Manager
server sets enterprise compliance
policy, and Tivoli Security Compliance
Manager client determines whether there
are any violations on the local device.

Compliant client is granted
access to production network.
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