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Q. NAC

A. NAC 10S
oS
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Q. Cisco Clean Access NAC
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A.
Cisco Trust Agent
EAPoUDP 802.1x
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A. Extensible Authentication Protocol EAP RFC 2284
EAP AAA Authentication, Authorization, and Accounting
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Q. NACL2802.1x EAP-FAST PAC
A. NAC L2 802.1x CTA
CTA ACS
CTA PAC

NAC L2 802.1x
Q. NACL2IP
A. NAC

EAP over UDP
ARP ARP DCHP
AAA
ACL
Q. NACL2IP ACL
A.
ip access-list extended interface acl
remark Allow EAPoOUDP
permit udp any any eq 21862
remark Allow DHCP
permit udp any eq bootpc any eq bootps
remark Allow DNS
permit udp any any eq domain
remark Allow HTTP access to update server
permit tcp any host 10.0.200.30 eq www
remark Allow ICMP for test purposes
permit icmp any any
remark Implicit Deny
deny ip any any
Q. NACL2IP
A. NAC L2 IP EAP over UDP NAC L3 IP
Q. NACL2802.1x
A. NAC 802.1x
802.1x
EAP-FAST

PAC
PAC

CTA

DHCP

Access Control List ACL;
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Q. Microsoft Windows XP NAC
A. NAC L2 802.1x  EAP EAP-FAST EAP-FAST TLS
CTA
Windows 802.1x EAP-FAST NAC
Microsoft NAC L2 IP
NAC
Q. GAME
A. Generic Authorization Message Exchange Security Assertion Markup Language SAML https
ACS
ACS NAC ACS
ACS
Q. HCAP
A. Host Credential Authorization Protocol ACS 1 HTTP(S) 1
EAP ACS
CISCO TRUST AGENT CTA
Q. NAC CTA
A. NAC Cisco Trust Agent CTA
MAC IP ACS
Cisco IP
Discovery Protocol CDP
Q. CTA
A. WWW.CiSCo.com CTA
Q. CTA20
A.
CTA oS
2.0 * Windows NT 4.0 * Cisco:PA:PA-Name
* Windows 2000 Professional Server SP4 ¢ Cisco:PA:PA-Version
* Windows XP Professional SP1 * Cisco:PA:OS-Type
* Windows 2003 * Cisco:PA:OS-Version
¢ Cisco:PA:MachinePostureState
2.0 * Red Hat Linux 9 * Cisco:PA:PA-Name

* Red Hat Enterprise Linux v3

* Cisco:PA:OS-Version

¢ Cisco:PA:Kernal-Version

¢ Cisco:PA:MachinePostureState
* Cisco:PA:OS-Type

* Cisco:PA:OS-Version
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Q. CTA
A

CTA .exe

ctasetup-win-[version].exe

CTA

ctasetup-supplicant-win-[version].exe

CTA
CTA
CtaAdminEx-win-[version].exe
ctasilent-win-[version].exe
CtaAdminEx-supplicant-win-
[version].exe ctasilent-supplicant-win-[version].exe

ctasilent-supplicant-win-[version].exe

Q. CTA2.0 Microsoft Windows
A. Host Posture Plugin for Windows Windows Service Pack Windows

Q. CTA20 802.1x

A. CTA 802.1x 802.1x NAC
Meetinghouse Funk
Q. CTA20
CTA20 CTA
NAD

NAC L2 802.1x

Q. CTA NAC

A. CTA UDP 21862 EAP-over-UDP EAPoUDP
EAPoUDP ctad.ini ctad.ini
Cisco Trust Agent

CTA NAC
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Q. CTA
A. CTA

CTA

CiscoTrustAgent\ ctalogd.tmp

CTA  EAPoUDP

Q. ACS
Certification Authority CA,
A. CTA
Verisign

CA

CTA
certs

CTA

C:\Documents and Settings\All Users\Application Data\Cisco Systems\

ctacert.exe /add "cert path" /store "Root"

Root
Q. CTA ACS
A.
. ACS
. ACS

CA

e ctad.ini CTA
Q. CTA 1
A. CTASetup.exe certs
CTASetup.exe

ctalogd.ini CTA
CTA
EAPoUDP
4MB ctalogd.ini
Cisco Trust Agent
CTA
ACS
CTA
CTA
CTA CTACert.exe
CA

CTA

CA Microsoft Certificate Server

ACS CA
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Q. Xyz CTA

A. NAC CTA processPostureRequests
CTA

CTA

26 14:37:09.496 11/17/2004 Sev=Info/4 PPMgr/0OxE3600006 processPostureRequests returned (8) in dll

C:\Program Files\Common Files\Cisco Systems\CiscoTrustAgent\Plugins\CiscoSecurityAgentPlugin.dll.
27 14:37:09.496 11/17/2004 Sev=Info/4 PPMgr/0xE3600006 processPostureRequests returned (8) in

dll C:\Program Files\Common Files\Cisco Systems\CiscoTrustAgent\Plugins\CiscoHostPlugin.dll.

ACS Passed Authentications

Q. CTA
A. C:\Program Files\Common Files\Cisco Systems\CiscoTrustAgent\Plugins\
CTA CTA
ctalogd.ini

C:\Program Files\Cisco Systems\CiscoTrustAgent\Logging\ctalogd.ini

PPMgr=15

Plugin=15

ctalogd.ini EoU Logs
Q. CsSUtil.exe ACS  Attribution Definition File ADF

ADF
CSUtil v4.0 (1.12), Copyright 1997-2005, Cisco Systems Inc
[attr#0] : Error: cannot manually add attributes with the reserved ID of 1 or 2
[attr#1l] : Error: cannot manually add attributes with the reserved ID of 1 or 2
Attribute 6101:3:1 (Application-Posture-Token) automatically added to dictionary (DB).
Attribute 6101:3:2 (System-Posture-Token) automatically added to dictionary (DB)

[attr#2] : Attribute 6101:3:3 (Software-Name) added to the dictionary (DB).

A. ATP STP ADF

Q. CTA

A. CTAv10 1000 ASC 1000

Q. CTA ASCII

A CTA UTF-8 ACS UTF-8
ASCII
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Q. CTA
A. CTA
Q. PEAP PA EAP
IP
A. PEAP PA EAP PEAP
EAP NAC
SYSTEM
Q. CTA Windows XP
A Windows XP  Service Pack 2 Service Pack 2
NAC EAP-over-UDP UDP 21862
Windows UDP 21862

Q. CTA  Windows

A. SSO CTA deployment profile configuration User
Credentials Use Single Sign-on for password credentials
XML Cisco Systems, Inc\Cisco

Trust Agent 802.1x wired client\profiles\networks and Cisco Systems, Inc\Cisco Trust Agent 802.1x wired client\profiles\policies

ACS EAP-GTC
EAP-GTC
Q. CTA
A. CTA20  ACS URL Web
URL
CTA Web URL

http://x.x.x.x/quarantine.html
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CISCO SECURITY AGENT CSA

Q. NAC CSA

A.
CSA CTA
4.02+ .
4.5 .

Q. Cisco Trust Agent CSA

CSA  Cisco Trust Agent

Cisco:Host:ServicePacks
Cisco:Host:Hotfixes

Cisco:HIP:CSAVersion

Cisco:HIP:CSAVersion
Cisco:HIP:CSAOperationalState
Cisco:HIP:CSAMCName
Cisco:HIP:CSAStatus

Cisco:HIP:DaysSinceLastSuccessfulPoll

A. CSA45.1 CSA
CSA Cisco Trust Agent

EAPOL-Start

NAC L3 IP
Q. NAC L3 IP
A. NAC 2

192.168.150.0/24

version 12.3

NAC L2 802.1x

192.168.1.0/24

service timestamps debug datetime msec

service timestamps log datetime msec

|

hostname NACPack-1800

1

aaa new-model

|

|

aaa authentication login default none

aaa authentication eou default group radius
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Cisco ISR 1800
NAC
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aaa session-id common
ip subnet-zero
ip cef

ip auth-proxy inactivity-timer 5
ip admission inactivity-timer 5

ip admission name NAC eapoudp

ip ips po max-events 100
ip domain name cisco.com
ip name-server 192.168.1.5

no ftp-server write-enable

identity profile eapoudp

description Exception list for CTA-less devices

device authorize type cisco ip phone policy NAC Exempt Devices
device authorize ip-address 192.168.150.10 policy NAC Exempt Devices
identity policy NAC Exempt Devices

description NAC policy for authorized devices

access-group ACL Permit All

eou clientless username clientless
eou clientless password clientless
eou allow clientless
eou timeout hold-period 60
eou timeout status-query 30
eou timeout revalidation 300
eou logging

1

interface FastEthernet0/0
description NAC Server Network

ip address 192.168.1.1 255.255.255.0
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duplex auto

speed auto

|
interface FastEthernet0/1

description NAC Client Network

ip address 192.168.150.1 255.255.255.0
ip access-group ACL Guest Access in

ip admission NAC

duplex auto

speed auto

1
router eigrp 1

network 192.168.1.0

network 192.168.150.0

|

ip classless

ip http server

ip http authentication local

ip http secure-server

|

ip access-list extended ACL Guest Access
remark Allow EAPoUDP, DHCP, Remediation only for Guest Access
permit udp any any eq 21862

permit udp host 0.0.0.0 eq bootpc host 255.255.255.255 eq bootps
permit tcp any host 192.168.1.7 eq www
deny ip any 192.168.1.0 0.0.0.255
permit ip any any

ip access-list extended ACL NAC Exempt
deny ip any any log

ip access-list extended ACL Permit All
permit ip any any log

ip radius source-interface FastEthernet0/0
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radius-server

radius-server key ciscol23

radius-server

|

control-plane

1

1

line con 0

exec-timeout 0 0

line aux O
line vty O
privilege
transport
line vty 5
privilege

transport

end

Q. NAC

L4

EAPoUDP
e DHCP

e ICMP

e DNS

o NTP

4

level 15

input telnet ssh
15

level 15

input telnet ssh

ACE

ACL

vsa send authentication

ACL
ACL

ACL

permit udp any any eq 21862

permit udp host 0.0.0.0 eq bootpc host 255.255.255.255 eq bootps

permit icmp any any
permit udp any any eq dns
permit udp any any eq ntp
CRL

© 2006 Cisco Systems, Inc. All rights reserved.

host 192.168.1.2 auth-port 1645 acct-port 1646

ACL

ACL

ACS

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.

Page 19 of 54

NAC

L3



EAPoUDP ACL EAPoUDP

Q. NAC
A. NAC NAC
NAC NAD ACL ACL

Q. NAC Easy VPN

A. Easy VPN NAC Cisco Easy VPN Client 3.6.4
NAC NAC
Q. NAC ACL ACL
A. NAC ACL
ip admission inactivity-timer minutes ACL
NAC ACL
60
Q. NAD showeouall AuthTypes Posture-Tokens
A. show eou all NAD NAC

NACPack-1800# show eou all

Address Interface AuthType Posture-Token Age (min)
192.168.150.10 FastEthernet0/1 STATIC = ------- 1
192.168.150.11 FastEthernet0/1 UNKNOWN = ------- 1
192.168.150.12 FastEthernet0/1 Clientless ------- 1
192.168.150.13 FastEthernet0/1 Clientless Healthy 1
192.168.150.14 FastEthernet0/1 EAP ------- 1
192.168.150.15 FastEthernet0/1 EAP Healthy 1
192.168.150.16 FastEthernet0/1 EAP Quarantine 1

NAC Authentication Types AuthTypes Posture Token

AuthType Posture-Token

STATIC e NAD RADIUS ACS EAP
ACS Posture-
Token -
UNKNOWN . « NAD ACS
. CTA 1
. ACS Network Access Restriction NAR;

Nonresponsive Host NRE;
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AuthType

Posture-Token

e CTA
UDP 21862 CTA
* NAD CTA
. ACS EAP
. CTA ACS ACS CA
ACS
. CTA ACS ACS CA
CTA ctad.ini
* ACS ACS
¢ ACS
. ACS NAR
ACS
Clientless . CTA ACS
Attribute VSA;
Clientless  Healthy CTA ACS
EAP . CTA  EAPoUDP ACS
Token VSA
. NAR
ACS  Reports and Activities > Failed Attempts
EAP Healthy ACS Healthy
EAP Quarantine ACS Quarantine
Q. NAC  Host Standby Routing Protocol HSRP
NAC
A. NAC HSRP NAD NAD NAC
Q. AAA RADIUS
A. radius-server timeout <seconds>
5
radius-server deadtime <minutes>
0 10S
SLB
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Q. NAD
A. CTA

identity profile eapoudp
description Exception list for non-responsive devices
device authorize type cisco ip phone policy NAC Exempt Devices
device authorize ip-address 192.168.150.10 policy NAC Exempt Devices
identity policy NAC Exempt Devices
description NAC policy for authorized devices
access-group ACL_Permit All
ip access-list extended ACL_Permit All

permit ip any any log

STATIC
Mitress  merface  huchiype vosture-token Ase(rin
o tes180.00 smssathemnero/ smae e 1
2 ACS RADIUS
clientless CTA MAC IP

NAR
eou clientless username clientless
eou clientless password clientless

eou allow clientless

AuthType  CLIENTLESS
NACPack-1800#show eou all

Address Interface AuthType Posture-Token Age (min)

192.168.150.7 FastEthernet0/1 CLIENTLESS Unknown 0

ACS
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3 Catalyst 6500
MAC

MAC Authentication Bypass MAC-Auth-Bypass  Catalyst 6500

ACS

MAC-Auth-Bypass

6506-dut> (enable) set

mac-auth-bypass enable

Mac-Auth-Bypass enabled globally.

802.1x RADIUS

6506-dut> (enable) set port mac-auth-bypass 2/1 enable

Mac-Auth-Bypass succes

Q.
A. URL
Web

NAD

NACPack-1800#show eou
Address

Interface

AuthType

PostureToken

Age (min)

URL Redirect

ACL Name

Revalidation Period :

Status Query Period :

Q. URL

A. URL

e NAD HTTP
e NAC
ACL
o ACL
ACL
ACL

Q. NAC
A

sfully enabled on 2/1.

URL

URL

ip 192.168.150.5
192.168.150.5
FastEthernet0/1
EAP

Quarantine

0

ACL URL

show eou ip <ip-address>

: http://192.168.1.7/quarantine.htm

#ACSACL#-IP-Quarantine-41b7a0bf

30 Seconds

30 Seconds

ip http server

ACL
URL
URL
SL_DEF_ACL
ACL

Web URL
NAD Web
NAC
URL
URL

ACL
Advanced Security
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Q.

A. NAD EAPoUDP

NAC L2 IP
Q NAD NAC
A. NAD DHCP ARP
Q. NAC L2 IP ACL
A. NACL2IP ACL
ACL
Q. 10S NAC L2 IP
A.

1

version 12.2

no service pad

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

1

hostname NAC2Pack-3750

1

aaa new-model

aaa authentication login local only line
aaa authentication eou default group radius
aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa session-id common
vtp domain NAC

vtp mode transparent
ip subnet-zero

ip routing
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no ip domain-lookup
ip domain-name nac.cisco.com
ip name-server 10.0.200.10

ip admission name NAC-L2-IP eapoudp

ip dhcp snooping vlan 1000
ip dhcp-server 10.0.200.10

ip device tracking

eou allow clientless

eou timeout hold-period 3600
eou timeout status-query 10
eou timeout revalidation 3600

eou logging

vlan internal allocation policy ascending
1
vlan 10

name employees
vlan 20

name contractors
vlan 30

name utilities
vlan 40

name guests
vlan 50

name healthy
vlan 60

name checkup
vlian 70

name transition
vlan 80

name quarantine

vlan 90
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name infected
vlan 100
name unknown
vlan 110
name voice
vlan 200
name server VLAN
vlan 255
name NAD MGMT
vlan 1000
name NAC L2 IP Default VLAN
1
interface GigabitEthernetl1/0/2
description NAC-L2-IP
switchport access vlan 1000
switchport mode access
ip access-group interface acl in
spanning-tree portfast

ip admission NAC-L2-IP

interface VlanloO
description Employees VLAN
ip address 10.6.10.1 255.255.255.0

ip helper-address 10.0.200.10

interface Vlan20
description Contractors VLAN
ip address 10.6.20.1 255.255.255.0

ip helper-address 10.0.200.10

interface Vlan30
description Utilities VLAN
ip address 10.6.30.1 255.255.255.0

ip helper-address 10.0.200.10
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1
interface Vlan40
description Guests VLAN
ip address 10.6.40.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vlan50
description Healthy VLAN
ip address 10.6.50.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vlané0
description Checkup VLAN
ip address 10.6.60.1 255.255.255.0
ip helper-address 10.0.200.10
|
interface Vlan70
description Transition VLAN
ip address 10.6.70.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vl1an80
description Quarantine VLAN
ip address 10.6.80.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vl1an90
description Infected VLAN
ip address 10.6.90.1 255.255.255.0
ip helper-address 10.0.200.10
|
interface V1anlO00
description Unknown VLAN

ip address 10.6.100.1 255.255.255.0
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ip helper-address 10.0.200.10

!
interface Vl1anllo0

description Voice VLAN

ip address 10.6.110.1 255.255.255.0
ip helper-address 10.0.200.10

!
interface V1an200

description Server VLAN

ip address 10.0.200.1 255.255.255.0
ip helper-address 10.0.200.10

!

interface V1anl000

description Default Interface VLAN
ip address 10.6.1.1 255.255.255.0

ip helper-address 10.0.200.10

ip http server
ip http authentication aaa

no ip http secure-server

ip radius source-interface GigabitEthernetl/0/24
1

ip access-list extended audit acl

permit tcp any any eqg www

ip access-list extended interface acl

permit udp any any eqg 21862

permit udp any eq bootpc any eq bootps

permit udp any any eq domain

permit icmp any any

ip access-list extended quarantine url redir acl
deny tcp any host 10.0.200.30 eq www

deny tcp any host 10.0.200.101 eq www

permit tcp any any eqg www
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radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 include-in-access-req

radius-server host 10.0.200.20 auth-port 1645 acct-port 1646 key ciscol23
radius-server source-ports 1645-1646

radius-server vsa send authentication

Q. cCatOS NAC L2 IP
A.

#version 8.5(0.123)JAC

1

#Nac

set eou enable

1

#radius

set radius server 10.0.200.20 auth-port 1812 primary

set radius key ciscol23

|

set vlan 10 name employees type ethernet mtu 1500 said 100010 state active
set vlan 20 name contractors type ethernet mtu 1500 said 100020 state active
set vlan 30 name utilities type ethernet mtu 1500 said 100030 state active
set vlan 40 name guests type ethernet mtu 1500 said 100040 state active

set vlan 50 name healthy type ethernet mtu 1500 said 100050 state active
set vlan 60 name checkup type ethernet mtu 1500 said 100060 state active
set vlan 70 name transition type ethernet mtu 1500 said 100070 state active
set vlan 80 name quarantine type ethernet mtu 1500 said 100080 state active
set vlan 90 name infected type ethernet mtu 1500 said 100090 state active
set vlan 100 name unknown type ethernet mtu 1500 said 100100 state active
set vlan 110 name voice type ethernet mtu 1500 said 100110 state active

set vlan 200 name servers type ethernet mtu 1500 said 100110 state active
set vlan 255 name nads mgmt type ethernet mtu 1500 said 100255 state active

set vlan 1000 name default L2IP type ethernet mtu 1500 said 100110 state active
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#acl

|

#sec

urity ACLs

clear security acl all

set security acl ip nac-12-ip permit arp

set security acl ip nac-12-ip permit dhcp-snooping

! Re

quired for CatOS

set security acl ip nac-12-ip permit arp-inspection any any

set security acl ip nac-12-ip permit eapoudp

commit security acl all

set security acl map nac-12-ip 1000

!

#module 2

set
set
1

end

vlan 1000 2/1

port eou 2/2 auto

Q. ACS Downloadable ACL

A.

NAC4

Exte

show ip access-lists

948#show ip access-lists

nded IP access interface acl

ACS

10 permit udp any any eqg 21862

20 permit udp any host 10.0.200.10 eqg domain

30 permit udp any eq bootpc any eq bootps

40 permit icmp any any

Extended IP access list quarantine url redir acl

10 deny tcp any host 10.0.200.30 eq www

30 permit tcp any any eq www

Extended IP access list xACSACLx-IP-Healthy ACL-433866ab

10 permit ip any any
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Q. ACS Downloadable ACL
A. show ip access-list interface x/x IP ACL
any

NAC4948#show ip access-1list interface GigE 1/1
IP Admission access control entires (Inbound)

permit ip host 10.7.1.2 any

Q. P Device Tracking
A. P Device Tracking Table(IP IP

LPIP LAN Port IP EOQU IP Device
Tracking Table

NAC L2 802.1X
Q. NACL2802.1x

A. Microsoft Windows 2
1 Microsoft
Group Policy Object GOP;
802.1x
Windows
802.1x GPO
802.1x 2 Graphic Identification and Authentication
GINA Windows

802.1x
Q. NACL2802.1x Windows CTA
A. CTA

CTA Windows

NAC L2 802.1x

Q. 802.1x
A.

show dotlx all

Dotlx Info for interface GigabitEthernet 1/1
Supplicant MAC 000d.80cd.cdaé6

AuthSM State = AUTHENTICATED

BendSM State IDLE

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 31 of 54



Posture
ReAuthPeriod
ReAuthAction
TimeToNextReauth
PortStatus
MaxReq
MaxAuthReq
HostMode
PortControl
ControlDirection
QuietPeriod
Re-authentication
ReAuthPeriod
ServerTimeout
SuppTimeout
TxPeriod

Guest-Vlan

Q.
A.

show vlan

1 default

10 employees
20 contractors
30 utilities
40 guests

50 healthy

60 checkup

Healthy

3600 Seconds
Terminate
3570 Seconds
AUTHORIZED

2

2

Single

Auto

Both

60 Seconds

Enabled

(From Authentication Server)

From Authentication Server

30 Seconds

30 Seconds

30 Seconds

0

VLAN

Status Ports
active Gel/5, Gel/6, Gel/7, Gel/8
Gel/9, Gel/10, Gel/13, Gel/15
Gel/l6, Gel/17, Gel/18, Gel/19
Gel/20, Gel/21, Gel/22, Gel/23
Gel/24, Gil/2
active Gel/3
active
active
active
active Gel/1
active
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70 transition active

80 quarantine active

90 infected active

100 unknown active Gel/4, Gel/1l1l, Gel/14
110 voice active

200 servers active Gel/12

255 nads active

VLAN 50 healthy

show int GigE 1/1 switchport

Name: Gel/1

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 50 (healthy)

..output truncated

Q. Cisco 10S NAC L2 802.1x
A.

!

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname NAC2Pack-3750

!

aaa new-model

aaa authentication login local only line
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aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa accounting dotlx default start-stop group radius
1
aaa session-id common
clock timezone PST -8
switch 1 provision ws-c3750g-24t
vtp domain NAC
vtp mode transparent
ip subnet-zero
ip routing
no ip domain-lookup
ip domain-name nac.cisco.com
ip name-server 10.0.200.10
|
ip dhcp-server 10.0.200.10
1
dotlx system-auth-control
no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
1
vlan internal allocation policy ascending
1
vlan 10
name employees
vlan 20
name contractors
vlan 30
name utilities
vlan 40
name guests
vlan 50

name healthy
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vlan 60

name checkup
vlian 70

name transition
vlan 80

name quarantine
vlian 90

name infected
vlan 100

name unknown
vlan 110

name voice
vlan 200

name servers
vlan 255

name nads
vlan 1000

name 12ip

interface GigabitEthernetl/0/1
description NAC-L2-802.1x
switchport mode access
dotlx reauthentication
dotlx port-control auto
dotlx timeout reauth-period server
spanning-tree portfast

11
interface VlanloO

description Employees VLAN

ip address 10.6.10.1 255.255.255.0

ip helper-address 10.0.200.10

interface Vlan20

description Contractors VLAN
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ip address 10.6.20.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vl1an30
description Utilities VLAN
ip address 10.6.30.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vlan40
description Guests VLAN
ip address 10.6.40.1 255.255.255.0
ip helper-address 10.0.200.10
|
interface Vlan50
description Healthy VLAN
ip address 10.6.50.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vlané0
description Checkup VLAN
ip address 10.6.60.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vlan70
description Transition VLAN
ip address 10.6.70.1 255.255.255.0
ip helper-address 10.0.200.10
1
interface Vl1an80
description Quarantine VLAN
ip address 10.6.80.1 255.255.255.0
ip helper-address 10.0.200.10
1

interface Vlan90
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description Infected VLAN
ip address 10.6.90.1 255.255.255.0

ip helper-address 10.0.200.10

interface V1anlO00
description Unknown VLAN
ip address 10.6.100.1 255.255.255.0

ip helper-address 10.0.200.10

interface VlanlloO
description Voice VLAN
ip address 10.6.110.1 255.255.255.0

ip helper-address 10.0.200.10

interface V1an200
description Servers VLAN
ip address 10.0.200.1 255.255.255.0

ip helper-address 10.0.200.10

ip http server
ip http authentication aaa

no ip http secure-server

ip radius source-interface GigabitEthernetl/0/24

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 include-in-access-req

radius-server host 10.0.200.20 auth-port 1645 acct-port 1646 key ciscol23
radius-server source-ports 1645-1646

radius-server vsa send authentication
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Q. catoS

A.

NAC L2 802.1x

#version 8.5(0.123)JAC

!

#dotlx

set dotlx radius-keepalive disable

#radius

set

set

set

set

set

set

set

set

set

set

set

set

set

set

#acl

radius server 10.0.200.20 auth-port 1812 primary

radius key ciscol23

vlan

vlan

vlan

vlan

vlan

vlan

vlan

vlan

vlan

vlan

vlan

vlan

10

20

30

40

50

60

70

80

90

name

name

name

name

name

name

name

name

name

employees type ethernet mtu 1500 said 100010 state active
contractors type ethernet mtu 1500 said 100020 state active
utilities type ethernet mtu 1500 said 100030 state active
guests type ethernet mtu 1500 said 100040 state active
healthy type ethernet mtu 1500 said 100050 state active
checkup type ethernet mtu 1500 said 100060 state active
transition type ethernet mtu 1500 said 100070 state active
quarantine type ethernet mtu 1500 said 100080 state active

infected type ethernet mtu 1500 said 100090 state active

100 name unknown type ethernet mtu 1500 said 100100 state active

110 name voice type ethernet mtu 1500 said 100110 state active

255 name nads type ethernet mtu 1500 said 100255 state active

#security ACLs

clear security acl all

#nac_pbacl

set security acl ip nac_pbacl permit arp

set security acl ip nac_pbacl permit arp-inspection any any

set security acl ip nac_pbacl permit dhcp-snooping
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set security acl ip nac pbacl permit udp any any eq 53

set security acl ip nac pbacl permit ip group healthy hosts any

set security acl ip nac pbacl permit ip group quarantine hosts 10.0.200.0 0.0.0.

255

set security acl ip nac pbacl permit ip 10.0.200.0 0.0.0.255 group quarantine ho

sts

set security acl ip nac pbacl permit ip group quarantine hosts host 10.40.80.1

set security acl ip nac pbacl permit ip host 10.40.80.1 group quarantine hosts

#

commit security acl all

set security acl map nac_pbacl 80

set security acl map nac_pbacl 50 statistics enable
|

set port dotlx 2/2 port-control auto

CISCO SECURE ACCESS CONTROL SERVER ACS

Q. NAC ACS

A. ACS 3.3.1 NAC L3 IP ACS 4.0
L2 IP NAC L2 802.1x

Q. ACS40 331 NAC

A. External User Database NAC

Posture Validation

NAC

Posture Validation Policy

ACS 4.0
Q. NAC ACS
A. 90 ACS http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-
eval
Q. ACS ACS NAC
A. ACSv3.3.1 NAC NAC
NAC

ACS 3.3
Q. NAC VSA
A. ACS VSA

e posture-token NAC

e status-query-timeout
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e url-redirect Web URL
cisco-av-pair Cisco I0S/PIX RADIUS Attributes ACS User or Group Setup
VSA
posture-token=Quarantine
url-redirection=http://remediation.cisco.com/Quarantine/

status-query-timeout=30

VSA VSA

Q. ACS4.0

A. ACS4.0 7

e NACL3IP

e NACL2IP

e NAC L2 802.1x

e Microsoft IEEE 802.1x

e Wireless NAC L2 802.1x

o Authentication Bypass 802.1x
¢ Agentless Host

1 Network Access Profiles Add Template Profile

Q. ACS
10S/PIX IETF RADIUS Attribute #027 Session-Timeout

A
Q.
A NAD
EAPoUDP

NACPack-1800#show eou ip 192.168.150.5

Address : 192.168.150.5
Interface : FastEthernet0/1
AuthType : EAP
PostureToken : Healthy

Age (min) : 2

URL Redirect
ACL Name : HACSACL#-IP-Healthy-41b7a0bf
Revalidation Period : 600 Seconds

Status Query Period : 30 Seconds
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NAD 300

NAC
. ACS NAD ACS
o I[P L3 L2
NAC
EAPoUDP

[ ]

PEAP DHCP

IP
EAPoUDP NAD
EAPoUDP
. CTA
CTA NAD
NAD
. EAPoUDP
NAD NAD EAPoUDP
ACS 300 ACS
Q.
A. NAC UTF-8 ACS
UTF-8
Q. ACS
A. ACS for Windows NAC
C:\Program Files\CiscoSecure ACS v3.3\Utils>csutil -dumpAVP avpdump.txt
ACS Solution Engine System Configuration > CNAC Attributes Management
Dump Attributes
Q. ACS Xyz NAC
NAC ACS
A. *.ini or *.txt NAC
Cisco Secure ACS for Windows Server ACS for
Windows
C:\Program Files\CiscoSecure ACS v3.3\Utils>csutil -addAVP new avps.ini
ACS Solution Engine  System Configuration > CNAC Attributes Management FTP

Q. ASC
A. ASC 1000 UTF-8
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Q. ACS

A.
o N —n Ci Cisco Ciena
*3 —$ co$ Cisco Tibco
Q_ == I=
A. == 1= ACS Passed Authentications
|
contains
Q. Network Access Profiles active NO
A. Network Access Profile setup active
Q. ACS
A. ACS Network Access Profiles RADIUS
1 ACS
Q. ACS
A. ACS4.0 Network access profile
Q. ACS Failed Attempts
A. Reason
Mandatory Credential Type
CTA - Only NAC
Credential Type Cisco:PA CTA -Only NAC
Unknown User Policy

Failed Attempts

Authen-Failure-Code Field Filter Information Field

External DB Account NAC

Restriction . Posture Validation Server PVS;

ACS PVS URL
* NAC Mandatory Credential Type

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
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Authen-Failure-Code Field

Filter Information Field

User Access Filtered No Access Filters NAR
Passed.
NRE
CTA NRE
NAR

Q. ACS ADF

A. ACS Solution Engine Ul FTP NAC ADF

ADF System Configuration > CNAC Attribute Management Cisco Secure ACS SE Version 3.3

http://www.cisco.com/en/US/partner/products/sw/secursw/ps5338/products_user_guide_chapter09186a0080233621.html#wp617750

ADF
[attr#0]

vendor-id=
vendor-name=
application-id=
application-name=
attribute-id=
attribute-name=
attribute-profile=

attribute-type=

Q.
A. ACS  NAC
NAC
NAC ACS
NAC
CTA-Only

Mandatory Credential Types
Cisco:PA

ACS

Database Group Mappings Unknown User Policy NAC

Credential Validation Policies
¢ CTA-Policy

* Windows-Basic-Policy
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CTA+NAI

Mandatory Credential Types
Cisco:PA
NAI:AV

CTA+Symantec

Mandatory Credential Types
Cisco:PA
Symantec:AV

CTA+Trend

Mandatory Credential Types

Credential Validation Policies
¢ CTA-Policy
¢ Windows-Basic-Policy

* NAI-Policy

Credential Validation Policies
¢ CTA-Policy
¢ Windows-Basic-Policy

¢ Symantec-Policy

Credential Validation Policies

Cisco:PA ¢ CTA-Policy
Trend:AV ¢ Windows-Basic-Policy
¢ Trend-Policy
CTA-Policy
Rules Credential Type  Token Action
Cisco:PA:PA-Version >= 1.0.53 Cisco:PA Healthy
Default Cisco:PA Quarantine
Windows-Basic-Policy
Rules Credential Type  Token Action
Cisco:PA:OS-Type contains Windows 2000 Cisco:Host* Healthy
Cisco:PA:OS-Version >=5.0.2195.0
Cisco:PA:OS-Type contains Windows XP Cisco:Host Healthy
Cisco:PA:OS-Version >=5.1.0.0
Default Cisco:Host Quarantine
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NAI-Policy

Rules Credential Type  Token Action
NAI:AV:Software-Version >= 7.1.0.0 NAI:AV Healthy
NAI:AV:Scan-Engine-Version >=4.3.20
NAI:AV:Dat-Version >= 4.0.4367.0
NAI:AV:Protection-Enabled = 1
Default NALAV Quarantine
Symantec-Policy
Rules Credential Type  Token Action
Symantec:AV:Software-Version >=8.1.0.825 Symantec:AV Healthy
Symantec:AV:Scan-Engine-Version >=1.3.0.12
Symantec:AV:Dat-Version >= 2005.1.20.8
Symantec:AV:Protection-Enabled =1
Default Symantec:AV Quarantine
Trend-Policy
Rules Credential Type  Token Action
Trend:AV:Software-Version >= 6.5.0.0 Trend:AV Healthy
Trend:AV:Scan-Engine-Version >=7.1.0.1003
Trend:AV:Dat-Version >=1.919.0.0
Trend:AV:Protection-Enabled = 1
Default Trend:AV Quarantine
Q. ACS Host Credential Authorization Protocol HCAP
A. PVS ACS  Access-Reject RADIUS
PVS Failed Attempts
EoU INIT NAC ACL

Q. xyz NAC
NAC

NAC

A. NAC Partner Program NAC Participant List

http://www.cisco.com/en/US/partners/pr46/nac/partners.html

Q. NAC
A. NAC
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Q. Cisco Secure ACS NAC

A. NAC Jini txt
NAC
ACS Cisco Secure ACS
ACE Access Control Entry
ACK Acknowledgement
ACL Access Control List
ACS Access Control Server
AD Active Directory Microsoft
AID Authority Identity ID
AP Access Point
API Application Programming Interface
ARP Address Resolution Protocol
AV Anti Virus
CAM Clean Access Manager CCA
CAS Clean Access Server CCA
CCA Cisco Clean Access
CDP Cisco Discovery Protocol
CHAP Challenge Handshake Authentication Protocol
CSA Cisco Security Agent
CTA Cisco Trust Agent
CTASI CTA Scripting Interface
DB Database
DC Domain Controller Microsoft
DFS Distributed File System
DHCP Dynamic Host Configuration Protocol
DN Distinguished Name
DNS Domain Name Service
DoS Denial of Service
DOT1X IEEE 802.1x
EAP Extensible Authentication Protocol
EAPOL EAP over LAN

EAPORADIUS EAP over RADIUS
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EAPoUDP EAP over UDP

EOU EAP Over UDP

FAST Flexible Authentication Secure Tunnel

GAME Generic Authorization Message Exchange
GINA Graphical Identification and Authentication Microsoft
GPO Group Policy Object Microsoft
GTC Generic Token Card

HA High Availability

HAL Hardware Abstraction Layer

HCAP Host Credential Authentication Protocol

HIPS Host Intrusion Prevention System

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Secured

IAS Internet Access Server Microsoft

IBNS Identity Based Networking Services

IDS Intrusion Detection System

IID Initiator Identity

10S Internetworking Operating System

P Internet Protocol

L2 Layer 2 2

L2TP Layer 2 Tunneling Protocol 2

L3 Layer 3 3

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

LEAP Lightweight Extensible Authentication Protocol
MAC Media Access Control

MITM Man In The Middle

MS Microsoft

MSCHAP Microsoft Challenge Handshake Authentication Protocol
MVAP Multi VLAN Access Ports

NAC Network Addmission Control

NAD Network Access Device

NAF Network Access Filter

NAH NAC Agentless Host NAC

NAK Negative Acknowledgement

NAR Network Access Restriction

NAT Network Address Translation
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NDIS

NDS Netware Directory Services Novell
NRH Non Responding Host

NTLM

ODBC Open Database Connect

OOB Out Of Band

(o8 Operating System

oTP One Time Password

PA Posture Attribute

PAC Provisioned Access Credential

PACL Port ACL ACL

PAE Port Access Entity

PBACL Policy Based ACL ACL
PEAP Protected EAP

PKI Public Key Infrastructure

PPTP

PVLAN Private VLAN VLAN
QoS Quality of Service

RAC RADIUS Attribute Component

RPC Remote Procedure Call

SAML Security Assertion Markup Language
SIMS Security Information Management System
SLB Server Load Balancing

SMB Server Message Block

SNMP Simple Network Management Protocol
SQ Status Query

SSL Secure Sockets Layer

TCP Transport Control Protocol

TLS Tunnel Layer Security

TLV Type Length Value

UDP Universal Datagram Protocol

URL Universal Resource Locator

VACL VLAN ACL

VLAN Virtual Local Area Network LAN
VolP Voice over IP

VPN Virtual Private Network

VSA Vendor Specific Attribute
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VVID Voice VLAN Identifier

WAN Wide Area Network
WEP Wireless Encrypted Protection
WLAN Wireless LAN LAN
WolL Wake on LAN
802.1x dotlx IEEE 802.1x 2
802.11a/bl/g
AAA Authentication, Authorization, and Accounting
VPN 802.1x
AAA 1
NAD AAA

Access-Accept RADIUS

AAA
Access-Challenge RADIUS
Access-Reject RADIUS
Access-Request RADIUS
Accounting Accounting
ACE Access Control Entry ACL
ACL Access Control List
ACS Access Control Server Cisco Secure Access Control Server
APT Application Posture Token

APT PVS System Posture Token SPT,;

APT Application Posture Token
Audit Server PA

Authentication
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Authorization
IP IPX ARA Telnet

AVP Attribute-value pair
CSA Cisco Security Agent Cisco Security Agent

Cisco Security Agent

SAFE
CSM Cisco Security Manager
CS-MARS Cisco Systems Mitigation and Response System CS-MARS
CS-MARS
CTA Cisco Trust Agent PA PA
CTA Cisco Trust Agent CTA
CTASI CTA Scripting Interface
DAI Dynamic ARP Inspection
DHCP Snooping DHCP « DHCP DHCP DHCP
DHCP
¢ DHCP DHCP
DHCP
DHCP
e DHCP 1P MAC VLAN
DHCP
VLAN 2
VLAN DHCP
EAP Extensible Authentication Protocol
EAP-FAST * Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling EAP-
FAST TLS RFC 3748 EAP
e EAP-FAST
AAA EAP-FAST
Protected Access Credential PAC
EAP-FAST EAP Flexible Authentication by Secure Tunneling
EAP-GTC EAP Generic Token Card
EAPOL EAP over LAN
EAP-TLS EAP Transport Layer Security
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Endpoint

EoU EAPoUDP Extensible Authentication Protocol over User Datagram Protocol.
GAME Generic Authorization Message Exchange
GINA Graphical Identification and Authentication Microsoft
HCAP Host Credential Authorization Protocol
Host
Host
IID Initiator Identity 1ID Fully Qualified Domain Name FQDN;
jdoe-pc.cisco.com 11D jdoe
MAB MAC Authentication Bypass MAC-Auth-Bypass
Machine Authentication Active Directory
EAP
PKI
MSCHAPv2 Microsoft Challenge Handshake Authentication Protocol version 2
NAC Network Admission Control NAC
NAC
NAC L2 802.1x CatOS 10S 802.1x NAC
NAC L2 IP 2 EAPoOUDP NAC
NAC L3 IP 3  EAP over UDP NAC
NAD Network Access Device
NAD VPN
NAF Network Access Filter NAF 1 P AAA
NDG
NAF AAA Downloadable ACL
AAA
NAH NAC Agentless Host NAC
NAH NAC Agentless Host 802.1x CTA
NAC

NDG Network Device Group

NRH Nonresponsive Host
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PA Posture Agent 1

Cisco Trust
Agent CTA
PA Posture Agent 1
PAC Protected Access Credential
PDP Policy Decision Point
PEAP Protected EAP
PEAP-GTC Protected EAP Generic Token Card
PEP Policy Enforcement Point ACS
Plugin
Posture Plugin
DLL
Posture oS
Posture Agent 1
Cisco Trust Agent CTA
Posture Credentials oS
Posture Credentials oS
Posture Plugin
DLL
Posture Validation 1
Posture Validation 1
Posture Validation Server NAC
PP Posture Plugin
PV Posture Validation
PV Posture Validation

PVS Policy Server
Vendor Policy Server NAC
Posture Validation Server

External Posture Validation Server
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PVS Posture Validation Server
Policy Server NAC
Vendor Policy Server

External Posture Validation Server

RAC RADIUS Attribute Component

RADIUS Remote Authentication Dial-In User Service AAA
SCM Switchport Configuration Manager

SDM Security Device Manager

SPT System Posture Token 1

SPT System Posture Token 1

Token: Check-up
Healthy State
Token: Healthy

Token: Infected

Token: Quarantine

Token: Transition

Token: Unknown

User Authentication 802.1x Active
Directory

VSA Vendor Specific Attribute VSA
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