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Status: Result of host's interrogation determines access to network:
Full access, limited access, no access, quarantined access
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FriFRL T AR— M LET, NACL2802.1x 1, LA ¥ 2 A vF F—h LT 802.1x N LTHANDODTERAA L %
] =

NACL2802.1x TlL. TLS FURATTAT U T 4T 4 BLORAF ¥ IEWMEILEKET 572D, EAP-FAST for the EAP % ¥
R—= T2 7V B FBRMETT, CTA ITHAAENTZY 7V B> M, EAP-FAST %% 7KR— h9 51E0>, EAP-GTC, EAP-

MSCHAPv2, 8LV 747 » MUBRRED 7> D EAP-TLS VAR —FLET,

WDFIZ, BHROHBIERE R LUET,
#£1. NAC 7tz A2 F OIS

TERAY FER =301 T
MEVAY 2 TAT T 4T 4 * NACL2802.1x TT AT VT 4T 4 LKA e NACL2IP XU NACL3IP Tix#R—h&
BEORAF ¥ F v 24 E LTHRIE Tz
o L2 T o MR — Lok, YFUI b TA4E
* Identity Based Networking Services (IBNS) ¥ ADIEANSLE
(L o BEERYE— L PRI )
IEEE L — 802.1x BX W o IBNS [Z#EHL o FREDNEFOFTH (VLAN Fl0 B TORITH
WAF¥ . AT ¥ LW AT+ W)
o EE A R— L s WROU TA Ty PELFEHROBEMS
IEEE L% — 802.1x IBNS (= #EfiL o WAF ¥ RFER L
o EAERYH— b
RRAF¥DH (LAL¥ 3) « NACL2IP ¥ kL0 NACL3IP TAFYT 4T 4 R L
* NAH Bz 4R — bk (L3-IP Tidfkmvict
A=)

o UL MNIA T a

#£2. NAC 7EAA» FHAOMRES b L— A~

HERE NAC L2 802.1x NAC L2 IP NAC L3 IP

BRGA =X A F=B VU ToT DHCP %7-i% ARP Rk SN v b
SV TATTATA v v

a—F FATUT4T4 4

RAF ¥ v v v

VLAN %19 4T v

URL Y ¥ALrvar v v

Downloadable ACL 6500 D7 v v

(RY — == ACL)
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Hhe NAC L2 802.1x NAC L2 IP NAC L3 IP
RRF ¥ RF—FR sz — v v
802.1x RAF ¥ &£ H v

NAC U777V R Ry hU—2

WDFx sy NT—2 BAT 7T 5E, [0S 2 v FHREBdEE 7 a0 TERLTLLEEY, AZFTHDH Clientl 1L, ¥HE
M A—%Fy b 1/l ZBLTIOS A v FIHEHRINTWVET, TOKRAX ML, 10S A1 »F D NACL2IP LU NACL2
802.1x ¥/ v a Wi Tl IA4 T hE LTENELE T, AETIL, Cisco Secure ACS, Microsoft Active Directory (AD) ., 7 >
FOANA, AEE, BB EZETTNTOY— 33 VLAN200 I[ZEfH S TWnWbsZ e & LET,

K 3. 10S A vFFELZvaryTHERATII 770 A Xy hNU—7

10.0.200.2
— ACS 4.0

| Cisco Secure

10.0.200.10 =8N Active Directory,
DHCP Server and CA

VLAN
) __2_00
Client1 VLAN 10S Switch — _ ~ |
f .""II 1000 Gig 1/1 'I:i‘ Gig 1/46 / ‘\10.0.200.101
e 10.7.1.1 10.0.200.1 \ / -E. AV Server
\-x_ ) 4 —
—_ -

ﬁ Update/Remediation
M- Server
—

i Audit

4TV 77 LR Ry MU—7F, CatOS AA v FHEDHREYL 7 v a o TR LT EE,

Client2 (%, &— bk 2/1 ZEL T CatOS AA v FIZHREINTHET, ZTDOKRA NI, CatOS A4 »F D NACL2IP BI W
NACL2802.1x €7 v a YW TrIA4T o e LTEMELE T, 3 DODHF A M THS MABClient (X, &A—F 2/3 Z@UL T
CatOS AA v FIEHEINTWET, D7 T4 7 ME, AED MAC Authentication Bypass 7 > a > COHRFEH L ET, K
FTIX, Cisco Secure ACS, Microsoft AD, 7 F VA NVA MER, BEEZEGLTXTOH—,35 VLAN 200 I[ZEiF &40 TW2D 2
LELET,
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K 4. CatOS AA v FREEI/ T a L THEATARYI 77 LR 2y NU—2

10.0.2002 [EHR Cisco Secure
— ) ACS 40

10.0.200.10 =R Active Directory,
——— | DHCP Server and CA

Client2 AN VLAN
] 1000 Gig2/1 _ P
/ 610.0.200.101 &
MAB Client VLAN 10.0.200.1 |\ .' - AV Server
1000  Gig 2/3 ~_ L

6503
g Update/Remediation
M- Server

& Audit

NAC 7L —2AU—27 Tli&, T_TORY > —EEEH#R % Cisco Secure ACS IZERELET, kDt Z 3 TlE, NAC D72HD
JEARAI 72 Cisco Secure ACS REHFEZHHALET, BHEORY > —DBMOERIZ. T BAA L FHFROBREELZ S > a v Tk
BHLET,

CISCO SECURE ACCESS CONTROL SERVER DO—iXHIZ2 8 E
Z Z T, Cisco Secure Access Control Server (ACS) A > A h—/LiEHA T, NAC OFRTELZ U T-> TWRWI EZHifEE LT,
9 _TD NAC FEIELF U A THEHT S Cisco Secure ACS 4.0 DFEARMZREREFILEEZDH L ET,

E: NACL2IP B LT NACL2802.1X DFEMEIZIE, Cisco ACS Y7 b =T v40 E213FNUBDONR—2 9 U BNBLETT, =
D FH A KTiE, Cisco Secure ACS for Windows v4.0 #1525 Z & Zhij# L L. ACS Solution Engine [EA @ FMNEIZDW-CIXFA L
FH A,

R & Attribute-Value Pair (AVP; 7 h VY B =— MERT)

NAC IE, ==Y TAT T4 T4 EREF~Y Y TATYT 474, BEORZEOTHIZMZ, RA MOKRAF ¥ OEAEMEICHES
WTRy hU—2 RANEHIETAOBEGEALE L, RAFvEAMEBRIET o XTI, AR bR EENTZI LT
Tk, a7y A R UV—ICERSNEANF R LET, BRI TWD 7 LTy X /b, v AaE/id NAC /<—
FF—DXRENEFRT DT MU Ba— MESXT (AVP) TIERINET, NAC 7 MU Ea— MIZORUVF =0T 7Y Fr—
Ta UBMEHEL TV A T2, Cisco Secure ACS IZIZT 74V T RSO TR BEa—hMIEgEN CWWEFA, LIZR- T,
NAC DEAMERY o — CTHRIFSLE 7 NAC Attribute Definition File (ADF; 7 b U B2 — MNEFK T 7 A L) X, 22— RE~
Mo AR— T DHRERSH Y ET,
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2 A7 1:NAC/"— K~ F—d AVP OA AR — |k

NAC 7 U Ea— FMERZ 7 A VEAAR— T 5ICE, ROFIEEZFATLET, 2T, =2—FBFTlcv Az sS—L
F—5 ADF ZEfSF L., ACS —NZabt—LTWAZ L&xmifes LTWET, MEEHRICONTIX, [Cisco Secure ACS 4.0
a—% A K] 2L TS,

FIE1. ACS V—i2=b™— L7 ADF (adf) 77 A NLVOMEEZHERELET,

FIFE2. Z®» ADF 77 A /L% ACS =t—7 ¢ U 1@ CSUtil.exe kljJDf% L7 ~U (<ACS Install Dirs\
bin\) . F£721% CSUtilexe. 237 7 B AFHERT 4 L7 FUICHE L4,

F|I§ 3. Cisco Secure ACS EEI L TWAHRA T MSDOS @i K Frr 7 &P X . CSUtilexe. 2NECE S 4L
TWAT 4 L7 MIICEERELET,

FlIg4. koo~ REHEHLT AVP 2 ACS ([ZEBEMLET,
CSUtil.exe -addAvP filename.adf

FIE5. & AVP OBMNPEFIZET L, RO ACS —ERXAOHEEBBSHLETT,

e CSAdmin
e CSLog
e CSAuth

F: v RIZE [RE— PSRRI TAIS[BEY—NV>[P—ER] 2R TT 7 EATEET,

Iy NT—IHRE

HAY 2: %y NT—0 FTNRAR TN—TF (7> a)

nh—yvari, £z i*f~t“xm“~x®7ww7)‘/&‘"%«j‘u\f Fv hI—2 TIEA T/ A (NAD) % Network

Device Group (NDG; r v NU—2 FNA R T)—7) T NV—TF25551%, FTROFIETRY hU—2 TRA4 R 7
N—T DR EA X—TNCT 2RERDHY £7,

FIE1. A1 >D ACS A==—7>5 Interface Configuration % ER L F 4,

FIE 2. Advanced Options ZiEIN L, X—T FEHDOR v 7 A% 27 U v 7 LT Network Device Groups % 1 *—7 /L
ILET, TOREETDRVWE, JA—TE2EH Y THRERA,

FIg3. A1 D ACS A==—75 Network Configuration %% L, Add Entry %L £9, Network Device
Group Name & Key # A )L F7,

Network Device Group Name Key

Switches cisco123

XA 3:AAA T TAT L NORE

Network Configuration i C, Network Device Group @O FD/NA /X—=J v 7 2R INLET, Ry NT—F TNRA R T N—TF|C
FREAFTEEND B TTWRWEEIL, Not Assigned EFKRSNET, ZOV 2% 27 ) v 7 32%5& AAA Client [Hiffi 3 #R S L E
D

FIE1. AddEntry R¥ VR LT AAA 7 94TV FaRELET, IP 7 RLADTUA )V RH— REFEHT5
L. TRTDO NAD 2HE—D AAA 7 94T b LTEETEET,
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FIE 2. Submitand Apply #7 V v 7 L TERZRFLET,

(Not Assigned) AAA Clients
AAA Client Hosthame AAA Client IP Address Key Network Device Group Authenticate Using

Any R cisco123 (Not Assigned) RADIUS (Cisco IOS/PIX 6.0)

F: VANV —FREFEHLE AAA 75747 2 MERFRIT, BiED X A TIClb 59, o AAA 77 AT v FEFEER—ITT
TEF A

AR 4: AAA P — ROFGE

FE: AAA = NE, RAMDFRL—T 47 VAT AIEIETOHNTARA M EFH LT, ACS DA A h—/LIFZ HERY
WCERSIET,

AAA B — A [EHIT. ACS DA VAR —LEINTWVATIVDRARNE IP 7 RLAZFEALTERENET, 7213 &K
DFME 1 TIE, =% w2ks & IP 7 KL 2 10.0.20020 B THORESNTWET,

FIE 1. AAA Server Name D/NA /X— VU 7 w2ks Z#R LT, WIZTRT LI AAA —3D Key ZHELET,

(Not Assigned) AAA Servers
AAA Server Name AAA Server IP Address AAA Server Type Key Network Device Group
w2ks 10.0.200.20 Cisco Secure ACS cisco123 (Not Assigned)

F: ACS H— N, BREEHD Network Device Group ([ZA 72 a » CHID Y THZ ENTEET,
AV E—T = ZADRE

RADIUS 7 b U E'=— k72 & Interface Configuration =7 ¥ 3 » CRET HIEH X, ACS REDMOE Sy THK F/-I3fEATX
X, ZOBESTARX—T NI LTEBLILELRHD F7,

%27 5:RADIUS 7 b VU E=2— FDFRE
AA v A=za— T Interface configuration K% > ZER L, RADIUS (IETF) ZiERL CT#Ebl/e7 b Ba— hE2BIRLET,
KIZ RADIUS Cisco IOS/PIX6.0 Z &R L, #0127 MY a— FZ@BRLET,

FIE1. ¥F72 RADIUS 7 FU B =a— FEBBIRLET, NAC IZHEZROIEFLUTIZRT Y N E=2— FDATT,
ZFOMDOTRTOT MU Ea— ME, BFEOFRETFIECHE 28T 27208 L2V E L ET,

RADIUS (IETF) [027] Session-Timeout
[029] Termination-Action
[064] Tunnel-Type
[065] Tunnel-Medium-Type
[081] Tunnel-Private-Group-ID
RADIUS (Cisco I0S/PIX6.0) [026/009/001] cisco-av-pair

F: 7RV EBE2—F 64, 65, BLU 81 iE., VLAN %0 B TIZOHRMETT,
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F|[§ 2. Interface Configuration > Advanced Options Z IR L, IROA T v a A x—T7 M LET,

Advanced Options : Group-Level Shared Network Access Restrictions
Group-Level Network Access Restrictions
Group-Level Downloadable ACLs
Network Access Filtering
Distributed System Settings
Cisco Secure ACS Database Replication
Network Device Groups

¥: Z Z T Group Downloadable ACLs R 7 2%3&R L7\ L, NACL2IP T Downloadable ACL #fif T £HA,
VAT LRE

AA 2 A=za—7»b System Configuration %34 L. ACS Certificate Setup OV 7 %i&R L T ACS Certificate Setup A == —
ZBE £,

H A7 6:ACS iEHEDOE Y FT v
Cisco Secure ACS 1X, 7 7 AT v MIZ LT o vy LERDDLF ¥ LU VEROBEICY 747 v b EDORITEEEZRNLT 2729
o, TUS NG EORENLETT,

FE: PERMEOEV NAC % 32359 2 121%, Production Public Key Infrastructure (PKLABF— A V77 A NF 7 Fx) &
Production CA %7213 Registration Authority (RA; B&kE) 1K > TEL SNZFFAELGHIT L 2 L2 M HELEL $£9, NAC =
OO ORPIKRIFCEKEENTVET, = FFRA b TSR (CTA 72L) 12 ACS AT TANT I F v DHIL
ZZRITFEAT 572X, WES, 3T U MY = U VLB FED PKI 2T 2 0ERH Y £7, REAR O AEIE A I

BT DHETHOVTE, fHk 4 2ZRLTEZS0,

E: NAC BB T NACL2802.1x % L. Microsoft Active Directory & AT 2HAIL. vV VBN —YFEAED 72 DI
T OREEA T = A LT RET DMERH Y £7,

WIZHERBEHOT VX NVFEHEZEH L CRET DR 2R LET, ZOFITIEAEY 7 4 1L, ACS ¥— 30D c:\files\
certs\ IZAREINTWET,

ZFE 1. ACS Certificate Authority Setup OV > 7 ##{R L £9, CA fEHEO Ty — 3 VA2 FEE L, Submit % 7
Vw27 LET,

ACS Certificate Authority Setup

Add new CA certificate to local certificate storage
Certificate file: C:\files\certs\ca.nac.cisco.com.cer

FIE2. HLv CA FEBHAELZBIMLIZS, ACS ZFiEH) L $£9, System Configuration > Service Control %% L .
Restart 7V v 7 LET,

FIE3. HrL\ CA GEHELA A A h—/L L7=5, Certificate Trust List (CTL; FEBAEEFEY A b) ITEHTE 51
BIE L CBMT 243050 9, ACS Certificate Setup HEE DV > 7 725 Edit Certificate Trust List %
BIRL, VA RDDHIEED CA HDMORy 7 2% F =y 7 L, Submit 27V v 7 LTERZRFELET,

Edit the Certificate Trust List (CTL)

ca
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FIE4. CTL #ZEH L7256, ACS OFEEINMLE T, System Configuration > Service Control % 3R L T,
Restart "2 > %27V v 7 LET,

FIE 5. Install Certificate V > 7 #E&R L F§, ACS ifAEOR r— 3 VZHEL, Submit 27 Y v 7 LET,

Install New Certificate

Read certificate from file
Certificate file: C:\files\certs\ACS-1.nac.cisco.com.cer
Private key file: C:\files\certs\ACS-1.PrivateKey.txt
Private key password:  cisco123

FIE6. ACS FEHFEZLZA A F—/LL7cH, ACS OFBEEBPMETY, AA 2 A==2—7/5 System Configuration >
Service Control %% L T, Restart 27 UV v 7 LE T, Zi T ACS iEEA X h—/L Tt ANR5%E
T‘(‘\TO

BAY T 77—ty 8T v

Cisco Secure ACS 1T, FBFEB LI ORI THEMAT L7 LT v v &R A D Cisco Secure ACS ([ZZRITHEET H1-0OICSE X
Fhava bariEhR— L THWET, L7 - T Cisco Secure ACS 12X LT, #FA[T57 1 ha/LBLUE T 1 ]\:l/l/@?’:
T4V NREERBETHILENDY E7,

O BEARESNTOWAIBRAEL0EX2 U T 4 LOBEDIBRENHLIBEEHRE, T XTOFa baLik 2l a—ULicA
X =T MITHZ L 2R LET, EBRICERTS 7o han A7 aid, T NAC DXy hU—27 TI7®vA a7y A
NEERT 2 & EITHIRTEETR, 22 THRx—7 LA a hald, xy hI—2 727®&X a7 7 A LT
HTEEgA,

FIg1. A1 A==2—)5 System Configuration %3 L, Global Authentication Setup #2 V v 7 L ¥ 7,

ZFIE 2. Network Access Profile @ Authentication #%/E CHEHAJRRIZT D720, IRD T 0 — N )VFBEENT A — X &3k
RLEF,

EAP Configuration

PEAP

Allow EAP-MSCHAPv2

Allow EAP-GTC

Allow Posture Validation
Cisco client initial message: <empty>
PEAP session timeout (minutes): 120
Enable Fast Reconnect: Yes

EAP-FAST
EAP-FAST Configuration (UL | % £ )

EAP-TLS
Allow EAP-TLS
Select one or more of the following options:
Certificate SAN comparison
Certificate CN comparison
Certificate Binary comparison
EAP-TLS Session Timout (minutes): 120
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EAP Configuration

LEAP
Allow LEAP (For Aironet only)

EAP-MD5
Allow EAP-MD5

AP EAP request timeout (seconds): 20

MS-CHAP Configuration

Allow MS-CHAP Version 1 Authentication
Allow MS-CHAP Version 2 Authentication

F)E 3. Submit+Restart 27V v 7 L CEHRZRFLET,
¥ 4. EAP-FAST Configuration %2~ U 2~ L, EAP-FAST EHIZA L E T,

EAP-FAST Settings

EAP-FAST
Allow EAP-FAST
Active master key TTL: 1 month
Retired master key TTL: 3 month
Tunnel PAC TTL: 1 week
Client Initial Message: <empty>
Authority ID Info: cisco

Allow anonymous in-band PAC provisioning
Allow authenticated in-band PAC provisioning
Accept client on authenticated provisioning
Require client certificate for provisioning
Allow Machine Authentication
Machine PAC TTL 1 week
Allow Stateless Session Resume
Authorization PAC TTL 1 hour
Allow inner methods
EAP-GTC
EAP-MSCHAPv2
EAP-TLS
Select one or more of the following EAP-TLS comparison methods:
Certificate SAN comparison
Certificate CN comparison
Certificate binary comparison
EAP-TLS session timeout (minutes): 120
EAP-FAST master server
Actual EAP-FAST server status: Master
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AR 8: X T AE7 M) Ea— hOKRTE

I AR ML EEFEEINDAaLSDO NAC 7 R Ea—MizaeX o /95103, 37 M Ea—MNEFRZ 71 /L% ACS

WA YR=FL, B T2 R=TMTTDRERHY 7,

FIE1. A Fx—TNZT D07 Tyfrezouns 77 AWML T o4 b T hea—baRELES, A

A4 A==—)5 System Configuration 77 = > %Z#IN L, Logging %R L £7,

NAC THRETZm 7 7y rnXr 73ns7 P Ba—baRLET, ERCeXF 7357 P Ea— DU A M,

BRERICENET S NAC R & 7T hUbEa—MMILoT, EBITELRDIENHY 7,

CSV Failed Attempts
Log to CSV Failed Attempts
X SENBT R Ea—b
Message-Type
User-Name
Caller-ID
Authen-Failure-Code
NAS-Port
NAS-IP-Address
AAA Server
Network Device Group
Access Device
PEAP/EAP-FAST-Clear-Name
Logged Remotely
EAP Type
EAP Type Name
Network Access Profile Name
Shared RAC
Downloadable ACL

System-Posture-Assessment(Token)

Application-Posture-Assessment
Reason

cisco-av-pair
Cisco:PA:PA-Name
Cisco:PA:PA-Version
Cisco:PA:0S-Type
Cisco:PA:OS-Version
Cisco:Host:ServicePacks
Cisco:Host:Hotfixes
Cisco:Host:Package

CSV Passed Authentications
Log to CSV Passed Auths

X SENBT R Ea—b

Message-Type

User-Name

Caller-ID

NAS-Port

NAS-IP-Address

AAA Server

Filter Information

Network Device Group

Access Device

PEAP/EAP-FAST-Clear-Name

Logged Remotely

EAP Type

EAP Type Name

Network Access Profile Name

Outbound Class

Shared RAC

Downloadable ACL

System-Posture-Assessment

Application-Posture-Assessment

Reason

Cisco:PA:PA-Name

Cisco:PA:PA-Version

Cisco:PA:0OS-Type

Cisco:PA:OS-Version

Cisco:Host:ServicePacks

Cisco:Host:Hotfixes

Cisco:Host:Package

© 2006 Cisco Systems, Inc. All rights reserved.

CSV RADIUS Accounting
Log to RADIUS Accounting

X SENBT RV Ea—b

User-Name

Group-Name

Calling-Station-Id A

Acct-Status-Type

Acct-Session-Id

Acct-Session-Time

Acct-Input-Octets

Acct-Output-Octets

Acct-Input-Packets

Acct-Output-Packets

Framed-IP-Address

NAS-Port

NAS-IP-Address

Class

Termination-Action

Called-Station-Id

Acct-Delay-Time

Acct-Authentic

Acct-Terminate-Cause

Event-Timestamp

NAS-Port-Type

Port-Limit

NAS-Port-Id

AAA Server

ExtDB Info

Network Access Profile Name

cisco-av-pair

Access Device

Logged Remotely
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7 RKI=RArb—vay arybiae—iu

A7 9Q:UFE—hF TRI=ZAML—% T ERADIEM

Web 77 U ENLTYE—FNDH ACS ZEHTAHIZ1E, A A A==2—/5 Administration Control 7R % & HER L T,
COWEREA X —TNVIZTDHMLERHV T, | 2EFEHEOT v MEBMT 5L, HTTP #4 L T ACS IZu 24 7§
LT ENTEET,

FE1. Add Administrator 1~ % > %1% L. Administration Control &7 ¥ 3 IR DOIEREZ BN L £9,

Administrator Name : Administrator
Password : cisco123
Administrator Privilege : Grant All

Shared Profile Component (t7n7 7 A v R—R v k)

HHEFa Ty A aR—3x2 MME, ACS WTOT 4 L&) 7% RADIUS W COXy hU—J33ED-01C, SE&FER
Fy NT—2 TIRRA a7 7 A VTHAMMERFRETT, 77740 avFR—3x ML, Xy NU—27 TI7k&2A
T T A NERETHANIERZ L TBLLERH Y 7,

X Ry NU—2 7T U7EA Fa 77 A LiE Cisco Secure ACS 4.0 DFHEFETT, FRIF. RAF ¥ HIFB L OFFA o R—x v
FEMEBNCAER L, AT 227 782K NAD O IP 7 FLRIZS U T, vy B 7 4+52 0T %7,

% 27 10 : Downloadable ACL D% 7E

RONZRRET 53 a2 R —> > I Downloadable ACL T9, LAY 3 F£72i% LA ¥ 4 (L3/L4) @ Access Control Entry
(ACE; 77k % ariru—L = b)) =X F£72id VPN 2By hL—RIZEAFI v 7l vre— K&, 20V
ANEoTHERAMDRDLIRY N =7 ~DT 7 EARFAENET, ZNHD ACL &, T 74V bDA ¥ —7 = A A ACL
Lo eElshEd,

WIZ ACL Oz R LET, M CEBRICHEMNT2 ACL OEZIX., @HT2H0IC VoIP, X =2VUT 4 KUY v—REFEHTS
TV =g R —ERIZESWTARICHE., BEFT 2 08ER H Y £17,

FIF1. KIIRT ACL ZRELFET, AA 2 A==—/>5 Shared Profile Components % &R L. Downloadable
IPACLs Z®@RLE7, Add RZ %27 U7 LTH LY RAF¥ ACL #1FLET, *y hU—2T
454 ACL 7% (# : healthy_acl) 1Zxf L CH LW ACE (77 & A v bu—L = hU) BN
LET, ZTORAF ¥ ACL (#7279 XTH ACE #AJJL75H, Submit #7 Vv 27 LTZ®D ACL ®
ACE #BfFLEd, &EICH D Submit 27V v 7 L TZDORAF ¥ ACL ZRFELET,

FIE2. AV —THEHATD 2 2ODHKRAF v ACL (quarantine_acl) Z/ERLET, ZOflIE, V771X
Xy hU—0 T—=%T77F+vD IP 7 RLAZFEHLTEREL TWET,
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Name NAF ACL Definition
healthy_acl (All-AAA-Client) permit ip any any
quarantine_acl (AI-AAA-Client) remark Allow DHCP

permit udp any eq bootpc any eq bootps

remark Allow EAPoUDP

permit udp any any eq 21862

remark Allow DNS

permit udp any any eq 53

remark Allow HTTP to UpdateServer

permit tcp any host 10.0.200.30 eqg www

remark allow client access to qualys

permit ip any host 10.0.200.106

3¥: Downloadable IP ACL 4 7'y a U NFERINR WAL, RADIUS Attributes £ 2 3 3 > C Downloadable ACLs % 1 *—7 /L
T H0ENRHY £,

4 22 11 : RADIUS Authorization Component (RAC; RADIUS #r] =2 R —x 2 )
RADIUS A2 R—F ME, vy NT—=2ZFAFICE Yy hU—2 T278Z2 FAAL RCHEHENS RADIUS 7 h U B =—
Fot v b,

FIE1. RAC 2RELET, A1 A==—»5 Shared Profile Components % i%# 1 T RADIUS Authorization
Components ZiER L, H LW RAC (2 LT Add R¥ %27V v 7 LE9, % RAC (Z1%, Cisco
IOS/PIX 6.0, IETF, Ascend 7¢ & 1 DFE/IFIHE DO~ XD RADIUS 7 bV B a— hZENMTE T,

¥: NAC T4 2% Session-Timeout fllL. ACS DT 3 —< L AKX REBZKIFTHREMENLD £+, LERN-T, v
U —7 OHFERL ACS "N T W7 v a DXy XU T IS CTHET I L2 HRLET,

FIF2. NACL2IP HIZk®d RAC =2 hY, EYYTEZT7 M) bBa—bh, EE/EHRLET,

F: RITRT RAC (X, NACL2IP & NACL2802.1x HIZ/»itTWEd, RAC X, DX A4 7D NAC h—E RS/
palr—a BlilbRETHIENTEET,

RAC Name Vendor Assigned Attributes Value
L2_IP_Healthy_RAC Cisco cisco-av-pair (1) status-query-timeout=300
Cisco cisco-av-pair (1) sec:pg=Healthy_hosts
IETF Termination-Action (29) RADIUS-Request (1)
IETF Session-Timeout (27) 36000
L2_IP_Transition_RAC IETF Session-Timeout (27) 60
IETF Termination-Action (29) RADIUS-Request (1)
L2_IP_Quarantine_RAC Cisco cisco-av-pair (1) status-query-timeout=300
Cisco cisco-av-pair (1) url-redirect-acl=quarantine_url_redir_acl
Cisco cisco-av-pair (1) sec:pg=Quarantine_hosts
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RAC Name Vendor Assigned Attributes Value
IETF Session-Timeout (27) 36000
IETF Termination-Action (29) RADIUS-Request (1)

¥: RADIUS 7 MV B o— FDFEMIERICOWTIR, T4k 2 2B LTI &N,

3F: url-redirect-acl 7 P E2— N TIRET D ACL 1. AA v F EICTREL TR MELRHVET, ZOT7 P Ea— FTIEIK
SLFENCFNERN S I, ARIDEEIC~Y Yy T THLERH Y £7 (ZOFID ACL 4 : quarantine_url_redir_acl) , ACL 473
~yFLAgTuE, 20 ACL I$AA v F ETHRELEtEA,

$¥: url-redirect SUFFIFHD A= AVP (X RAC IZASAIRETY A%, 2 URL &L NAP > posture validation > Specific Rule >
System Posture Token Configuration > URL Redirect 7  —/L F&H L TCANTHZ L2 HERELET,

FIE 3. NACL2802.1x D& RAC =+, FEDHBTHT rUE=a—b, EEEKRLET,

RAC Name Vendor Assigned Attributes Value
L2_1x_Healthy_RAC IETF Session-Timeout (27) 3600

IETF Termination-Action (29) RADIUS-Request (1)

IETF Tunnel-Type (64) [T1] VLAN (13)

IETF Tunnel-Medium-Type (65) [T1] 802 (6)

IETF Tunnel-Private-Group-ID (81) [T1] healthy
L2_1x_Transition_RAC IETF Session-Timeout (27) 30

IETF Termination-Action (29) RADIUS-Request (1)
L2_1x_Quarantine_RAC IETF Session-Timeout (27) 3600

IETF Termination-Action (29) RADIUS-Request (1)

IETF Tunnel-Type (64) [T1] VLAN (13)

IETF Tunnel-Medium-Type (65) [T1] 802 (6)

IETF Tunnel-Private-Group-ID (81) [T1] quarantine

ZEDT-HIZ, NAC O RADIUS-Accept 5T ACS 2OLREESNAFREMENRHHTXTOT M Ba— &R 3 [TRLET,
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#3. RADIUS 7 hUE=2—F

NAC- NAC- NAC- # T hIE2—1+4 B
L2- L2-IP L3-IP
802.1x
v 1 User-Name TR AERD EAP TA T T4 T A IENLat—&n5,
8 Framed-IP-Address RAFDIP 7 RV A,
26 Vendor-Specific ACL 4,
Cisco (9. 1) ACS 2LV BEIMICHE SN D,
CiscoSecure-Defined-ACL
v 26 Vendor-Specific AU —_—20 ACL V4T, Catalyst 6000 D I3,
Cisco (9, 1) sec:pg = <group-name>
sec:pg
v v 26 Vendor-Specific Y&A 1273 ar URL
Cisco (9. 1) url-redirect=<URL>
url-redirect
v v 26 Vendor-Specific UXA4 L7~ URL O7=ic4wifF&d ACL %, ACL 1L NAD
Cisco (9. 1) DE—AN~DERPLE, 10S AA v FTOHMHHATHE,
url-redirect-acl url-redirect-acl=<ACL-Name>
v v v 26 Vendor-Specific, Cisco (9. RAF ¥ b= AT — N,
1) . posture-token ACS 2LV HEIMICHIE SN B,
v v 26 Vendor-Specific AT =B A g2 — A A~<—ERE,
Cisco (9. 1)
status-query-timeout
v v 26 Vendor-Specific BRI DBy v a ViR
Cisco (9. 1) ACS 2LV BEIICHE SN D,
host-session-id
v v 26 Vendor-Specific AT —=F A 7 —DF— : MS-MPPE-Recv-Key
Microsoft = 311 ACS 2LV BEIMICHE SN D,
27 Session-Timeout FGEES A ~—&RE (B) .
29 Termination-Action tyvary FALTUNDT Ay,

) F7xk By a DT
(1) Radius ZEK : FHEFE

64 Tunnel-Type 13 = VLAN
65 Tunnel-Medium-Type 6 = 802
v v 79 EAP Message Access Request ¥ L Access Challenge @ EAP ZLR/GE 7 >

ko
e Access Accept Tix EAP Success
* Access Reject Tid EAP Failure
? ? ? 80 Message Authenticator Ny N OFERMERGET 57250 HMAC-MDS5,

v 81 Tunnel-Private-Group-ID VLAN 4,
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Tn—Fa—¥Fory "\Tv 7

B2 A2 I N—T Dy hT v

TR e — N D — YR L T N—T HEAT AR LET, ZTOHFIEIZE Y| Cisco Secure ACS & Microsoft Active
Directory & DGR —VFEIEEITH Z N TEET, 2—FB IO V—TFEFED72HIZ ACS & Microsoft AD ##HEE T %
kL, REOROE S v a U THIALET,

Group and User Setup

Group Number Group Name Local ACS Users Password
1: Group 1 Employees Administrator cisco
1: Group 1 Employees employee1 cisco
2: Group 2 Contractors contractor1 cisco
3: Group 3 Guest guest1 cisco
4: Group 4 Utilities Utilities1 cisco

FIE1. A1 ACS A==—)5 GroupSetup 7 V v 7 LET,

FIE2. Rename #7 V v 7 LET, YD 3 DOT 74/ N FIA—TZHITABICETETEET, ZOREFTIL,
AA 2 A=a2—N5 Group Setup ZEIR L, LFLORITTTHARNIEE LET, Application Specific Device
(ASD; 77V r—va VEATNA R) (T 569 1 DO NV—T 40 ER LET,

HAT 13 a2—% &y " T v
FIE1. A1 ACS A==—n5 UserSetup #7 V v 7 LFET, User X147 7 KRy ATHRIDZ—VFLHIT
EFEDFED X 91T employeel Z AJ1L, Add/Edit RNZ %7 Y v 7 LET,

F|E 2. User Setup N User: employeel (New User) [fjiii C, = —HD/XAT—REL LT cisco x ANLET,
Group to which the user is assigned N2 v 7% 7 Ry 7 AT, ZO=2—V%% Employees 7 /L — 7 ZE| )
YCET, FETAZue—/L LT Submit 27 U v 7 LET,

FIF3. %0 DK — (contractorl, guestl, utilities) (Zxf L CH U FNEAMY KL FT,

¥: %4 RADIUS 7 FU Ea— NI, 2y NT—2 TR a7 A LDty g CEE. BHAISNAED, &7 0—F|C
L TCRETDIHEILIH D T A,

RAF ¥ HRIE

RAF ¥ LT, NAC REDOTLERDEFTT, RAFYHREO Y v 2 TiE, AA POKRZAF ¥ OBEEVEEBHFES 51—
WEEMLET, ZOEGHEORERLE LT, Xy NI =7 ~OT 7B RAEFAETIIESTTH h—27 228 NAD I[ZHEshET,
Z® h—7 121X, Healthy, Checkup, Transition, Quarantine, Infected 33 XU Unknown 3% ¥ £,

Cisco Secure ACS (%, RO FIETHRAF ¥ RAEEZ FEITTEET,

e Cisco Secure ACS D1z — )L CHiEET 5

e HCAP Y1 b=l N L. | DELIFEBORATF v By —/3 (PVS) 2 L THECTHRIET 5

e GAME 711 k2L %4 L, NAC Agentless Host (NAH; NAC =— = b LR FRRA L) ZYR— b BEEF—_ZfHH LT
WFEd %
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F: v I AB IO TORAT ¥ RGEFFRIFFIZFITTEET, 2720, =B IUINETRI—O NAC 7 LT v v b
B AT (RUFT T Ir—arOfibfbt) ZRIFICKEET 5 Z S TEEHA, 72& 21X, Trend Micro DfF#H%EZ n— A1
®D ACS L UWEROD Trend Policy Server TRIFFIZIIEET 5 Z & IX TE EH A,

RAF v BFER U o —I%, ACS DA A A==2—0 Posture Validation TERTEL £, ZHHDRY T —F, B THEIRLT

Xy hT—2 TI7R8R TurdrA @A LET, RY—3EICERTIOT, MAEDLEEZVEMHALEZY LT, £<
Oalr—arOEBEOR Y NT—7 =R L TERRDLT /A ERMT L ENTEET,

HAY A4 NEHRAF ¥ RGEO® Y b7 v

RAF XY HIERY o —IIV— L TR ENE T, TN — UI—HEOLEENSIERLET, 7947 MnbZET5 7L
TUVYNMEF T D E, R — TERAAV MERBELNET,

FIE1. V77 LA Xy bU—=Z7ORY —8{EE ACS O r—/VITIERT 2121E, IROEIZHE>T NAC K
AFHRRER Y =2 R LET, ZNHLDORY —ZERT HITIE, A A A==2—70 Posture
Validation %% L, Internal Posture Validation Setup % &R L F 7,

F|E 2. AddPolicy ZEIR L THLWWARY > —&/E L £,
FIE3. HLWARRAF X RGER Y > —D4RIB L OB ((ER) Z AL, Submit 27V v 7 LET,

FIE4. ZOHLWRY =R T IRAT Y HIELV— NV E AN LET, FFEORAT Yy TERAA L MEREED
OB RS AR 2 DR — IR ELET, ZOL—LEERT H121E. AddRule 27V v 7 LET,

FIE5. Add ConditionSet #7 VU v 7 L, RAF v BRI — 1V O&M 2 E#RT o B EZE £,

FIE6. WOKXRESBBIZ, LERFMOEFRITHE L7 Attribute, Operator, Value Z3BSIL., Submit %7 VU > 7 L
iﬁot&zi\7747/1®(TA®A~ya/%@ﬁféx#% XET D21, Attribute A == —
220 Cisco:PA:PA-Version 7 V7 3 ¥ /L& L, Operator & >= [ZZAH L, Value 7 1 —/L RIiZ
20030 EAJ/JLT Enter 7V v LET, HEOI LT v v v VERRICHGET 2 LEN H H551%.
=SR2 BINL £

Fr H—o— L b L THEEOSM 2 MEET 5121, Submit Z3®IRL7=H & . Match ‘OR’ inside Condition and AND’ between
Condition Sets A7 a 2R LTH 9 —F Submit 27V v 7 LET,

FE|F7. Done #7277 L TH#ID Posture Validation Rules HEIZFRE Y F9°,
FIg8. N— VIHHERTXTOELT LT 6, ~X—Y N Apply and Restart =27 U v 7 L £7,
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Policy Name # Condition Posture Assessment Notification

String
CTA 1 Cisco:PA:PA-Version >=2.0.0.30 Cisco:PA:Healthy
AND Cisco:PA:Machine-Posture-State >= 1
2 Default Cisco:PA:Quarantine
Windows 1 (Cisco:PA:OS-Type contains Windows XP Cisco:Host:Healthy
AND Cisco:Host:ServicePacks contains 2)
OR

(Cisco:PA:OS-Type contains Windows 2000
AND Cisco:Host:ServicePacks contains 4)

2 Default Cisco:Host:Quarantine

CSA 1 Cisco:HIP:CSAOQOperationalState = 1 Cisco:HIP:Healthy
AND Cisco:HIP:CSAVersion >= 4.5.0.0

2 Default Cisco:HIP:Quarantine

i NV VORI T RTONA— WZEEICT ] (notification string) ZFHE TE £9, WHLFINANINSH D &, CTA 137
FAT N THRAALETT 74N bOD Web 77 UFOREZRLET, 72& T V—VDHRRF v THEAXL FOBHLT
FIIZ http://x.x.x.x/quarantine.html & AJ1T 25 &, BEICT T UV EZEB L THRETEAA L ME{TH T ENTEET,

Network Access Profile (XY U —27 TR FurzrAf)N)

Py NT—= TIRR TuT7rAVOREHIET, &7 725 (NACL2IP, NACL2802.1x, NAC =—Y = hL R 7K
Ak (NAH) ) k&7 >3 THEALET,

I0S 2A vF® NACL2IP &iE
Ok arTiE, I0S A v F LT NACL2 IP OREARMIEEZ A X—T T KB R—3 > NOREFHEEZWHLET,
WONEFF CTHEAEZE ATV E T,

. Ry NI—2HRMEOT A~ (NAD & ACS ¥—/3[H)

2. 10S AA v F~D NACL2IP DT

3. 7747 h~® Cisco Trust Agent DA > A h—)L L ETE

4. Cisco Secure ACS 4.0 ~® NACL2IP OFRE

5. NACL2IP #gEDT A b

6. NACL2IP D72 DEA (Qualys, NAD, ACS) ¥ 7R— kD& IE
7. BEAEREDT A b

8. NACL2IP D=—Y x> h LA KA K $HR— FOERE

9. NACL2IP D=—V =z hL AR IRA K R—FDTFT X b
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50, Zok7 a3 TiT %5 NACL2IP HEHR TSR LT EE N,
X5 10S 2 A vFHHEK

I

Ay .
10.0.200.2 EHf Cisco Secure
IR ACS 4.0
—
- - . .
10.0.200.10 MR Active Directory,
—- DHCP Server and CA
VLAN —
200
Client1 VLAN 10S Switch S~ T T .I
E/ 1000 gig 11 I'Li Gig 1/46 £,10.0.200.101 -
10.7.1.1 10.0.200.1  \, 7 — AV Server
N J —
—
Ay L
Update/Remediation
10.0.200.30 E' Sorver
—
Audit
10.0.200.106 ﬁ Server

Fyv VU= BREEDT R b

A v F arI—LBIOFOMONEN Y —s) (DHCP, DNS. {15, Antivirus (AV; 7 F AL R) 728) 7H ACS
P— T ping TEHZ LZMHERLET,

10S 24 »F~D NACL2IP DOFRE

227 1: AAA DRE
Cisco NAC TfEH T2 CiscoISO AA v F T NACL2IP D7=¥IT AAA A F—T /T HITiE, LTFTOFIEEZFEITLET,
F|F1. aaa new-model 7' o — LREa~ REFEHAL T, A4 vF $—E 2 ET AAA A4 RX—T7 VI LET,

IOS-Switch(config) #aaa new-model

F|[§ 2. aaa authentication eou default group radius =~ > K& H L T, AA v F 75 EAPoUDP Di&iEIZ RADIUS
ZREMAT 2L ITRELET,

IOS-Switch(config) #aaa authentication eou default group radius
FIE 3. aaa authorization network default group radius =~ > FZHHA LT, A v FNBNTTORy b U— 7 B
P—ERERICH L THFAZETT DL ITRELET,

IOS-Switch(config) #aaa authorization network default group radius

FI|[§ 4. aaa accounting network default start-stop group radius =~ > K& ffiH L C. EAPoUDP FEIED7=9HIZ AAA
TADST A T A X—T M LET,

I0S-Switch(config) #aaa accounting network default start-stop group radius
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Z 227 2 :RADIUS Y — RDERE
Cisco IOS L2 RADIUS H— REZEET D2 DICHERE/NNEO FNEE A L £,

¥F|g 5. radius -server host =~ F&ffifl L T, RADIUS %— "DFEA M ELIZIP 7 FLRX (BIXUYAF TV 3
TRIEB XTI T 47 R—1) ZFRTELET, BAEHDT 7 4/ b RADIUS R— bFE I
1645 T4, THYo T4 THOFT 7 4L hd RADIUS A— F&EE1L 1646 T,

I0S-Switch(config) #radius-server host 10.0.200.20

F[§ 6. radius-server key =~ > KZfif LT, RADIUS H— D E5{b¥x—Z2HELET, ZDF—IL, Cisco
Secure ACS Server TZ ® NAD [k L CREINTZF—L —HITH2XERHD F9, —FHL2Tnx
NAD 35 KO8 Cisco Secure ACS (AR AT ¥ MRGEfEH A L TE EH A, TACS ORI IE @Jzﬁ
vard [ZRA7 3. AAA 7 74TV FORE] 22 LTIEEN,

IOS-Switch(config) #radius-server key ciscol23

FIE 7. radius-server attribute 8 include-in-access-req =~ > FZfEH LT, A1 v F» Access-Request 35 L
Accounting-Request /3%~ " C Framed-IP-Address RADIUS 7 kU "= — |k (Attribute[8]) ZEFETH LD
k PX'_‘/:E L i j—

I0S-Switch(config) #radius-server attribute 8 include-in-access-req

ZFIE 8. radius-server vsa send authentication =~ RZfEH LT, NAD B FEAT VU B o— b 2388, 4
THEIICEHELET,

IOS-Switch(config) #radius-server vsa send authentication

FIE 9. ip radius source-interface =~ > Faffi/l LT, X TDH(E RADIUS /37 v F® NAD A 4 —7 = A
AEFRELET,

IOS-Switch(config) #ip radius source-interface V1an200

X FIE 9 13A T 3 LTI A, NAD & Cisco Secure ACS & DRNCHEEDANANH HBEITIE. FHETHZ L 2B L £,
V=R AU H =T 2 A AEFRETH I EITL Y. Cisco Secure ACS 1%, RADIUS * /*E~°/@j£1nyc@ NAD %iBi#kCcx 5L
12720 £¥, Zd NAD %7~ CiscoSecure ACSAAA 7T A4 7 b La—KRIZZNERUL IP 7 RLAZRETDHILENDH D
F9,

HA7 B3 IP FRAA FTuFx T & DHCP AX—V 7 DA X —T )b

IP TNNA A b oF U ThAF—TNVIZLTWBEA, A vTIIFRA MNeHRHETHE, AARD IP & MAC 7 KL A, &

AVTFPWEANERB LA VX —T 2 AR EDOEREGLZ NV EIP T4 A2 N T uF oy T—7MTBMLET, &

A MBS END L, RARDAT— I ACTIVE ICRESNET,

FIg1. AT ETIP TNAR "N ToX U ThEAFX—TNMILET, AT varTrha—7 Ay hEra—
TOMRERETEET,

IOS-Switch(config) #ip device tracking

FlIE 2. NAC RAF ¥ BEEOBHMBIZHE TS DHCP AX—E U 72 RELET (S a0) .

I0S-Switch(config) #ip dhcp snooping
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FIE3. /747> VLAN T DHCP AX—V 7% A 32— NI LET,
I0S-Switch(config) #ip dhcp snooping vlan 1000
FIE4. DHCP AX—E> 773 DHCP ¥ — NEDOFR— FEEEHTLHIEIICKRELE T, ZOFITIE, ZoFR— M
¥HEY b =¥ x> k146 TT,

I0OS-Switch(config-if)#ip dhcp snooping trust

BAY 4 A H =T xR ACL DFE
ZIZTIE NAD IZ A2 —Tx=A A ACL ZRET D DITHERFIHEHA L ET,
BRI IAT N I 74w 2 T DT 740 b ACL 2B LET, 2D ACL 13, BEDOEZ v a T/ I74A47 D
EEAA T R=MIEHENET, 2O ACL BAA vF R=hDOTF 74k £F2V7 4 KT —=TF, ACS »HLX Y
Ya—REND ACL [FT_C, A ¥ —7=AA ACL I L THEAINET,
FIE1. (v ¥—7 =4 A ACL Z&ELET,
I0S-Switch(config) #ip access-1list extended interface acl
I0S-Switch(config-ext-nacl) #permit udp any any eq 21862
I0S-Switch(config-ext-nacl)#remark Allow DHCP
I0S-Switch(config-ext-nacl) #permit udp any eq bootpc any eq bootps
I0S-Switch(config-ext-nacl)#remark Allow DNS
I0S-Switch(config-ext-nacl)#permit udp any any eq domain
I0S-Switch(config-ext-nacl)#remark Allow HTTP access to update server
I0S-Switch(config-ext-nacl) #permit tcp any host 10.0.200.30 eq www
I0S-Switch(config-ext-nacl) #remark Allow ICMP for test purposes
I0S-Switch(config-ext-nacl)#permit icmp any any
I0S-Switch(config-ext-nacl)#remark Implicit Deny

I0S-Switch(config-ext-nacl)#deny ip any any
A A7 5:CiscoNAC D7 a— L KU 2 —Di%iE
Z 2T, CiscolOS AA v FIZ CiscoNAC 7 a— b RY o —%BRET 5O HERLFIHZHA L £,

FIE1. EAPOUDP RAF v v REARX—TNMIT5H IP 7T RIv¥ary L—LaEFERLET,

IOS-Switch(config) #ip admission name NAC-L2-IP eapoudp

% A7 6:CiscoNAC A v ¥ —7 = A ADRE
Z 2T, CiscoIOS AA v FIT CiscoNAC A ' F —7 = A Az RET HIZDICHERFIRZHH L ET,

FIE1. ERLT7E A F—TxA A ACL 2754 T > h ZAA v FR—F OEHEENT 74w 7 ICHHALET,

I0S-Switch(config-if)#ip access-group interface acl in

#: NAC 1% VLAN [CITRETE E® A, WEAL v FR— MIOHLRETEET,
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FIE 2. ip admission =~ > FEMHHA LT, EREADT KIvay aryhbue— v—1L%7 547 MO
CiscoNAC A X —T A AZwHLET, #AZ 5 OFIE | THRELELV—NVLEHEHALET,

I0S-Switch(config-if)#ip admission NAC-L2-IP

F: AAvF AU X—T A A ip admission name =~ REZIFTRVGEEIL, A ¥ —7 = A AT switchport mode
access A F—T M EINTWDH I L 2B LET,

#2277 :EAPOUDP ¥ A ~—DKE

FIF 1. eou timeout hold-period =~ > K%/ LT, EAPoUDP fREEHII# A ~—Z2RELE T, ZDOHX A ~—ITIL
7 VT WRGED R (Accept-Reject) F 7213 EAPOUDP 7 Y &m—3 g Y DRIEORZIZ, FHrLWLT Y
vEm—va Y EBRITT 5 £ TOMFERR (1)) ZfEELET. 7740 MEx 180 BT

I0S-Switch(config) #eou timeout hold-period 180

F|[f 2. eou timeout status-query =~ > KZ i L T, EAPOUDP A7 —X A /T — HA~v—%&HELET, 7
TAT UMD VLT oy VGEE X2 ) T 4 RAF ¥ By a VOISR L2, NAD 137 7
ATV MIAT—H A 72 ) —%XELET, NAD 1L, 7 747 v FDBIEFIZSEZ%E LW A,
fRESNEZIEE () FE LT LHLVWAT—H A 72— Avb—VEEELET, 20X A ~v—I%,
AF—HA JT)— avy FOFTRRI L. NAD BIEEZET 2Ny hahET, 774
/b MEE 300 BT

IOS-Switch(config) #eou timeout status-query 300

FIE 3. eou timeout revalidation =~ K&l L T, EAPoUDP HKFEMHE ¥ M ~—%2RTELET, Z LTy
NWBAEEEX 2 U T 4 RAF ¥ By a VOMSLIZRII L%, NAD I3fEE SR (B) fkL T
MBI A7 NOBBREZHIE L, CiscoNAC 7747 b 7 RIvvay N U—ICEERHEELT
WRWNE D N EMERLET, 7 744 ML 36000 # (10 F§fi]) T,

I0S-Switch(config) #eou timeout revalidation 36000

F: AT —F R 72 ) —BIOHEMBIEY A L7 7 MiE, Cisco Secure ACS THREL TARAF ¥ b—27 L D7=HIZ NAD IZ%EE
THZENTEET, ZDOEA. CiscoSecure ACS DHA~—iL, ZDOEZ v a TMHALIZAAL »F D7 a—s3L EAPoUDP
A <—IERLCEASNET,

227 8:EAPOUDP uxXx > 7oA 3%—7 )L
Z Z T, NAD [T EAPoUDP 2 X 7 %A R2—T /W T 5 HiEZHBALET,

FIE 1. eoulogging =~ K% LT EAPoUDP 1 X 7% A F—7 /ML ET,

IOS-Switch(config) #eou logging

BAY 9: AA vF ETO HTTP — DA x—7 /L
Z ZTlE, NAD ET HTTP ¥ — %A X—T /I T B HEZHRALET,
FIE 1. ip http server 72—/ NLEE v REiH LT HTTP — "% A Rx—7/LIZLE T,

I0S-Switch(config) #ip http server

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 28 of 126



Cisco Trust Agent (CTA) DA VA F—L L RE

CTA (&, 7 94TV hORAF ¥ HiF2EITT D08 a L R—3x 2 T, CTA DA A h—)b,
EFHRIZOWTIL, [Cisco Trust Agent 7 KI = hL—% JA K~ 2.0]
(http://www.cisco.com/jp/service/manual j/index sec ta.shtml) ZZM L T Z S0,

. EELOZEM

R
i

Cisco Trust Agent |d, KRIZEHAT DT ND ctasetupexe 7 7 A VEFH L TA A h—L LET,

. OCTA 77 A NVBEOS A b= T 2 2EMIEMICOWTIEL,  [Cisco Trust Agent 7 R =Z hL—% HA F 200 %
SR LTLIIEEN,

Cisco Trust Agent Windows .exe ®/N— 3 >
CTA for Windows 1%, CTA OEEB IOy r—I 0 7 ODICEEOA T a v et LET, BHET, 22V 77107
AVE—=T AR, BTV Ay NEFIFZEOMW S % noisy 7213 silent > A M=V TERT LI ENTEET,

WDFEIZ Windows THEHTEER Ny Fr—T & RLET,

Windows

CTA.exe 7 7 A )V A

ctasetup-win-[version].exe TRy r—VDA A h—/LE, noisy TT, T2 K 2—HFiE, T4 L AR ~DOFRE, A A
PV T F IV EDFRIR, FOMD A VA =L AT a OBRERDSNES, ZD
Nor—V1F, CTA RV TT 400 A =T 2 ADHEA A =L LET, ZONylr—
TRV TV MIA VA RV ENERA,

ctasetup-supplicant-win- ZDONRyIr—T DA A M=/, interactive TT, =2 K 2—¥I, T4 ABH~ORE, 1

[version].exe VAN VET F S DR, ZOMO I A VA b F T s OBRE RO BRET,

DRy lr—F, CTA A7 VT T4 v 7 A B =T 24 ABIOH TV v MNiliiaeA v A h—
TEET, = F 2—PF, A A =175 CTA HEEORIR RO N ET,

CtaAdminEx-win-[version].exe TRy =TI, =R a—FHOY AL N AR M= Ry —UERERLET, EEE
X, 2oy —TU G ctasilent-win-[version].exe 7 7 A L EMH L 3, FEHFIL, =2 K 22—
FIRD->TITA B ARICHEFEL, =0 F a—PA 7y a CORREER L RVWERRY 1 L
b £ A F—)LE LT ctasilent-win-[version]l.exe 7 7 A LV ZRBEL £, O/ v r—ITiEY
TUVH NMIA VA=A SNER A,

CtaAdminEx-supplicant-win- SRy =V TR, =R a—FHOY AL b AR b RNy =D R ER LR, ERE

[version].exe X, 2oy —TU M6 ctasilent-supplicant-win-[version].exe 7 7 A /L& L 97, EEEEIL, =
YR =PI TIA B AZHMIZFAEL, =2 F 2—HFICA 7Y a VOBRETR LW 5E
2RV ALk A =L & LT ctasilent-supplicant-win-[version].exe 7 7 A LV ZEH L E3, =
DRy =TI, YTV I EBA VA M=V ENET,

¥: IEEE802.1x EX=VUT 4 o ha/lilko THRESNTWEI Ry NU—2 1T, 727824575747 M, 7
VAhy RBRETYT, =2 Ra—WiL, 77472 b-Y— "ZEENRI L2 RICO I, 802.1x MIGDT 7 ®A T/AAL A (A —
Yxv b AL vF) EOR—F 7/78A aba—ILoTxy NU—7 ~OEmEHF TS ET,

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 29 of 126


http://www.cisco.com/jp/service/manual_j/index_sec_ta.shtml

2 A7 1:CTA D7 47 > FaEHEDA VA h—)b

E U< FRE A EITT B 72901, Cisco Secure ACS 124 v 2 h—/L L7723 EE CTA ITH A VA M—ATAUERLY F3, 7
FAT N ED CTA 12X, 2 DOFETIHERAELZBNTEES, T2 TIE. CTA OA A M—/VENZGEAEZEMT 5 k%
BALEY, FEAEE, CTA OA A R —AR%RIAV—F ANTICENTAZ b TEET (ZOFIEIT, OB v a v Tt
HLET) .

FIE 1. clientl T certs EWILRIDT VX EZ{ERK L., CTAexe 77 ANVERUET 4 L7 P ICHELET,

&
FI2. 7747 F%& ACS THIFT 5L XIT CTA PMEMT2 CA IFHEL certs 7+ /VFITEHE L E T,

F: CTA 1%, certs ¥ 77 4 L7 PUIZEBEBINTNDTRTORTY v ViAEEZ A VAFR—FLET, TOT7HLF 1T,
ctaexe 77 A NERUET 4 L7 FUICRETIHLERNDHY 4,
ZAY 2:CTA2.0 OA A h—Jb
FIE1. CTA By " T v T ANETTAT MIF Yy yun— RERiFar—LEd, 7747 M ET
CTAexe 7 7 ANVDPEHEISNTNWD 7 AV XE2HE, HHT5H clasetup 77 A NVEXTNT ) v 7 LET
(Z OFITIE ctasetup-win-[version].exe %) .

Cisco Trust Agent @ Installation Wizard 3% R SV E 7,

{i&# Cisco Trust Agent 2.0.0.30 Setup 1 =0 x|

= _ Welcome to the Cisco Trust
' Agent 2.0.0.30 Installation
Wizard

It iz stronaly recommended that you exit al Windows programs
befare running this setup program.

Click Cancel to guit the setup program, then close any programs
you have running. Click Mest to continue the installation.

WARMNING: This program is protected by copyright law and
international treaties.

Unauthorized repraduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law,

< Back | et > I Cancel

FIE2. Next 7V v 7 LET,
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F|E3. Next %7 U 7 LT License Agreement (7 A &> A¥H) %2%#% L £, Destination Folder 7 1 > K7 A3

HRINET,
fié Cisco Trust Agent 2.0.0.30 Setup P ] |
License Agreement ['5 “'90*:
You must agree with the license agreement below to proceed. @
-
End User License Agreement i’

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. DOWNLOADING, INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS LICENSE AGREEMENT. BY =]

(¢ | accept the license agreement
(" | do not accept the license agreement

Reset [ < Back I Mext > I Cancel |

Wise Installation Wizard®

{& Cisco Trust Agent 2.0.0.30 Setup B -0 x|
Destination Folder B ‘“"-:
Select a folder where the application will be installed. [ ol

=

The Wise Installation Wizard will install the files for Cisco Trust Agent 2.0.0.30 in the
fallowing folder.

Toinstall into a different folder, click the Browse button, and select another folder.

You can choose not to install Cisco Trust &gent 2.0.0.30 by clicking Cancel to exit the
Wise Installation Wizard.

- Destination Folder

C:\Program Files\Cisco Systems’ Browse I ‘

Wise Installation Wizard®

< Back | Next > I Cancel |

FIE4 T 7 4/ D Destination Folder #ZDFEFEZ A, Next 7V v 7 LET,
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FIE 5. Select Installation Type %A 7 127 R 7 ANRERINET,

iﬁl Cisco Trust Agent 2.0.0.30 Setup =10 x|

Select Installation Type =
Select the desired installation type. |

(" Typical

The most common application features will be installed. This option

&
%E iz recommended for most users.
=4 B“

* Complete

All application features will be installed. This option is recommended
for the best performance.

Use this option to choose which application features you want
installed and where they will be installed. Recommended for
advanced users.

Wise Installation Wizard®

< Back | Nest > I Cancel

FIg6. Complete 74 K& %27V vr LET,

FIg7. EHTOEZEIRL, Next 27V v 7 LET,

FIg8. Next 27 VU>yr7LET,

FIE9. BRLI=T L7 NIZT TV r—va v BA VA =L EINET,
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FI§10. 1 A2 F—AHIIREHEOA VAR — FBREEIT 5 L, ROA v =V FRENET, OK 227V v 7 LET,

ii5 Cisco Trust Agent 2.0.0.30 Setup — (=1 x|
Updating System 2

The features you selected are currently being installed.

Removing backup files...

ctaCert 2.0.0.30 x|

o ermat \;l ) Successfully imported Certificate file.

Wise Installation Wizard®

Cancel

FIE11. £ > A F—/LH5E T35 &, Installation Completed 7 1 > RUREREINET,

{# Cisco Trust Agent 2.0.0.30 Setup I B [l B

Cisco Trust Agent 2.0.0.30 has
been successfully installed.

Click. the Finish button to exit this installation.

< Back I Finish I Cancel

F|[§12. Finish 27 Vv 7 L CZoOUuA 2 UL E7,
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XA 3: (A7 ar) CTA ~DOi— FEHEOFEFH TOA A h—)b
ZAY 1 OFE 1 T CTA DT FIVFIT certs 7 ANF &A™ —Ligho7284A1%, Cisco Trust Agent % {9 5 RiZ/L— HFE
HAELA VA M= LTHUNERD Y FT,

FEHELZ FEITA VA =T 2(00F, ROFIEEZFEITLET,
FIg1. *y FV—2 75447 MIGFAZZa v —LE9,
FIg2. *y " UV—2 7547 hTavr K oo 2HEET,

FIE 3. CiscoTrust Agent 231 Y A h—/LINTNDLT 4 L7 FIIZERLET, 774/ horbr—va f, K
DT 4 V7 MY TY,
C:\Program Files\Cisco Systems\CiscoTrustAgent\

FIg4 ko=a~vr ReANTTLET,
ctaCert.exe /add “cert path & cert name” /store “Root”
(cert_path_&cert_name |FREBE~DTERRNRLFERRT 7 A VA4 TT)

FEAENRR Y NT—7 I T7A T FOEHEEINDIEHEA M TIZEBMENET,
NACL2IP DXy bU—2 TI7&8R 774 /VORE

I 2T, NACL2IP #UR— DRy hU—2r T2 Furr A GREE. RAF vk, ZFa) OREHFEZHH L
F 9, Cisco Secure ACS4.0 TiX, IRD 2 DOHETRy hI—F TR a7y A NVERETEET,

o« EDT BT 7 ANEBML, NERTXCOERERET D,
o TUTL— K TaTrANEFEHAL, ZOT7T T L— MIEER TV AEAERESN—RZXY NT—2 TR TrT 7
ANERAL<A RT D,

Cisco Secure ACS 4.0 (21X F8 7 D2OXy hU—7 TR TuardZrzA) 707 L—bREREINTHET,

e NACL3IP

e NACL2IP

e NAC L2 802.1x

¢ Microsoft IEEE 802.1x

e Wireless (NAC L2 802.1x)

e Authentication Bypass (802.1x fallback)
e Agentless Host

ZZTiE. NACL2IP Xy RU—2 T ®RA a7y A)N T — b el LTHERTT 7 7 A VEERR L, HEEREE%
MATCZDT T — e AL ALET,
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BAT AT T L—brmbD NACL2IP 7'a 7 7 A L DIERL
FIE 1. Network Access Profiles #-{ > #*==—"T Add Template Profile % 3 L =7,

FIF2. Template K2y~ X7 Ry AT NACL2IP Z#R L, NACL2IP OF > 7 L— F&/ER L £, &
DOENCRT LD RARTEFMITET, Active #F =7 LTCZDOT 077 A VEARX—TMILET,

Create Profile from Template ?]
Mame Lab_MaC L2 _IF
.Temp late for NAC Lab ;l
Descriphon
.
Template [nacL2 P =l
Achve: IF

Submit | Cancel |

FIE 3. Submit 22V v 7 LET,

B Ay 2 BEFOHRTE
FIg1. #2727 1 TEHRLEHILWLWRY NU—2 77X Fu7 7 A/ Authentication DV > 7 2% L F 4,

Authentication
Posture
Walidation

Authorization

' |[Lab NAC 12 TP Template for NAC Lab YES

FIF2. —OEERT L —FDO—E L LT, Allow Posture Validation 739 CIZEIR N TWET,

PEAP

I~ Allow EAP-GTC

™ Allow EAP-MSCHAPvZ
W Allow Posture Validation

FIE3. Submit 27V v 7 LET,
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2AY B RAF ¥ REEOZRE

2EL LT, RAFYHREOREZLL IR LET,

FIF1. ERL7=712 7 711D Network Access Profiles H[&i7/> > Posture Validation @V > 7 # &R L F 4,

F|E 2. Posture Validation Rules E[fC Add Rule %R L ¥,
FIE3. HLVARAF Y HIEO/L—LE L TROERZEMLET,

Name: Lab_NAC_L2_IP

Required Condition Types Cisco:PA
Cisco:Host

Posture Validation Policies CTA

Windows
Assessment
Result Result
Configuration Healthy
Checkup
Transition
Quarantine
Infected
Unknown
Audit Selection
Audit Server None

FIE4. Submit 7 VU v 7 LET,

Message

NAC-L2-IP: Healthy
NAC-L2-IP: Checkup
NAC-L2-IP: Transition

NAC-L2-IP: You have been Quarantined.
Please click on the link below and follow
the procedures to update your system:
http://update.nac.cisco.com/quarantine.html

URL Redirect

http://update.nac.cisco.com/quarantine.html

NAC-L2-IP: Infected
NAC-L2-1P: Unknown

http://update.nac.cisco.com/quarantine.html

http://update.nac.cisco.com/quarantine.html
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FIE5. LMOTARE o aBERL,
BLET,

Posture Validation for Lab_NAC_L2_IP

Rule Name

e Lab_NAC_L2_IP

* NAC-SAMPLE-POSTURE-RULE

Up/Down % % LC Lab_NAC_L2_IP /L —/L% U X ~Dfx k

Condition

Required Credential Types

Cisco:PA

Cisco:Host

Cisco:PA

Add Rule

Up Down

The Up/Down buttons submit and save the sort order to the database

Determine Posture Validation for NAH:

No Audit Server was selected

FIE6. Done 27V v 7 LET,

FIE 7. Network Access Profiles [Hifi C Apply and Restart =27 V v 27 L7,

HAY 4 FA]
57 L — k5 Authorization DY 7 %7 ) v 7 LET,

A A R —T M LET,

FIE 1.
FIE 2.

User Group
Any
Any
Any
Any
Any
Any

Assessment Result
Healthy

Checkup

Transition
Quarantine

Infected

Unknown

If a condition is not defined or there is no

matched condition:

Include RADIUS attributes from user’s group:

Include RADIUS attributes from user record:

FIE 3. Submit 7 VU v 7 LET,

Select

Deny Access
No
No
No
No
No
No
No
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Shared RAC
L2_IP_Healthy_RAC
L2_IP_Healthy_RAC
L2_IP_Quarantine_RAC
L2_IP_Quarantine_RAC
L2_IP_Quarantine_RAC
L2_IP_Quarantine_RAC
L2_IP_Quarantine_RAC

Action
Associate With

Windows, CTA
(Internal)

L
RYA
5]

i

-
—

2

NAC-SAMPLE-CTA-POLICY. (Internal)

Downlodable ACL

healthy_ACL
healthy_ACL
quarantine_ACL
quarantine_ACL
quarantine_ACL
quarantine_ACL

quarantine_ACL

No
No



#2727 5:NACL2IP REDT A bk

ZZTIE. NACL2IP MIELLFHEZINTWASZ & Cisco Secure ACS MWHIELWRAF ¥y h—27 &%+ 5HZ L. Cisco
Secure ACS 72H & 7 a— RENZIELVW ACL 28 NAD ICHEA SN TWS Z L 2MERT 5 HiEEZRHELET,

F: ZOF A7 TITZ URL VEA LY g I TOVERA, BIOZ 27 TITNET,

7T 47T v NH Healthy & A7¢ S, Healthy O n—/VICEE SN DL, L8 LT o UEHREZ NAD [SEL, ZOF
#2Y NAD 75 Cisco Secure ACS Z3EfF SN DM H Y £9°, Network Access Profile D7 v a V TIERLIZEZ LT iy
NDORATF ¥ RAEO B2 T2 L CWND Y T4 T > MIIX Healthy 77V r—ay RAFx b—r7rvnEsShEd, 207
LT v % WIZiL, Cisco Trust Agent, T— = > b /N— 7 2 2.0.0.30 LI L, OS-Type contains Windows XP 235 £ E T,

¥F: 7 747 ML, Cisco Secure ACS M EARHIIZER L CW\WBH 7 LT ¥ ¥ L DI% Cisco Secure ACS (ZIETZ LICTHEEL T
<TEEW,
FIE1. 7 no shut =~ REAHL, 2 IA4 T2 FEEL TS AL v FH—h (FHE Y b £ —H %y
MU EH D —EAR—TMILET,
FIE2. NAD O =Y —/WROWIINERRSNET,
04:01:18: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigEthernetl/1, changed state to up
1d19h: %EOU-6-SESSION: IP:10.7.1.2| HOST:DETECTED| Interface=GigabitEthernetl/1
1d19h: %EOU-6-SESSION: IP:10.7.1.3| HOST:DETECTED| Interface=GigabitEthernetl/1
1d19h: %EOU-6-CTA: IP:10.7.1.3| CiscoTrustAgent=DETECTED
1d19h: %EOU-6-POLICY: IP:10.7.1.3| HOSTNAME=
1d19h: %EOU-6-POSTURE: IP:10.7.1.3| HOST:AUTHORIZED| Interface=GigabitEthernetll
1d19h: %EOU-6-AUTHTYPE: IP:10.7.1.3| AuthType=EAP
1d19h: %EOU-6-CTA: IP:10.7.1.2| CiscoTrustAgent=NOT DETECTED
1d19h: %EOU-6-POLICY: IP:10.7.1.3| HOSTNAME=
1d19h: %EOU-6-POSTURE: IP:10.7.1.3| HOST:AUTHORIZED| Interface=GigabitEthernetll
1d19h: %EOU-6-AUTHTYPE: IP:10.7.1.3| AuthType=EAP
1d19h: %EOU-6-CTA: IP:10.7.1.2| CiscoTrustAgent=NOT DETECTED
F{ 3. Cisco Trust Agent SR EINIZZ &, 774 T2 MIEV Y TOHNTZARAT Y b—2 D Healthy THDHZ
&, ACS TfEik L7= Downloadable Healthy_ACL 7% NAD [ZiH SN CTn5D Z & &M CTHRLET,
FIE 4. show eou all =¥ RE AL, 77472 FOBIEDAT — X R &R L ET,
NAC4948#show eou all

Address Interface AuthType Posture-Token Age (min)

10.7.1.2 GigEthernetl/1 EAP Healthy 12
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F|E 5. Healthy ACL BAA v FHR—MIF U ra—RENEHINTHWDLZ 2R LET,
NAC4948#show ip access-lists
Extended IP access interface acl
10 permit udp any any eq 21862
20 permit udp any host 10.0.200.10 eq domain
30 permit udp any eq bootpc any eq bootps
40 permit icmp any any
Extended IP access list xACSACLx-IP-Healthy ACL-433866ab
10 permit ip any any
FI 6. Downloadable ACL 23 AA v FR—MIEHENTNWLZ LB LET, 7747 FD IP T FLANR
Healthy ACL @Y —A®D any £V 7L —AEZNTNDLZ ERMRTEET,
NAC4948#show ip access-list interface GigE 1/1
IP Admission access control entires (Inbound)

permit ip host 10.7.1.2 any

FIE7. 7947 MET CTA Ry 7T o7 Avb—URErInNET,

You are Healthy

FIg8. ACS FTHUIARLAR—FE2EH LTI IA4 Ty MEREMR LET, -2 21F. 7947 FE& ACS [
WCIE L BIEMNHENT SNT- 2 & 2R T 5856 1%. Passed Authentications LR — h &2 fEH L F9,
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#2727 6:NACL2IP DN TG TN a—T 47
ZITE RIFTINY a—T 4 TR HOEBE Y~ ) WA RIELET, 7 T4 7 MT Healthy b—27 o Tlidzza<
Quarantine b —27 VIREZ BN TWDHZ EEFIHEL LT, ZO T TN a—T 4 VT OIFEIZOWTHIALET,

FIE1. 7747 F&EEHFAMIC Quarantine 27— /VIZEE LET, £9. 7747 FBRRIEICKRKT DR AT+

FREENL—/V % ACS IZERELE T, £DDIZ, Healthy RAF ¥ AT —HX A% H 2 5= 037 CTA
DOF/NINSN—= g U EEBELET, BEIT CTA A—T a3y 20030 BDBEILTWAED, 791472 ME
WD —ZiE LEE A,

Policy Name # Condition Posture Assessment Notification String

CTA

1 Cisco:PA:PA-Name contains Cisco Trust Agent Cisco:PA:Healthy
Cisco:PA:PA-Version >= 3.0.0.0

2 Default Cisco:PA:Quarantine

FIE 2. cleareouall =~ KZAJJL, MiE7rtEAZ ) 2Z—FLFET,

NAC4948#clear eou all

04:

04:

04:

04

04:

04:

04:

04:

53:29: %EOU-6-SESSION: IP=10.7.1.2| HOST=REMOVED| Interface=GigEthernetl/1l
53:34: %EOU-6-SESSION: IP=10.7.1.2| HOST=DETECTED| Interface=GigEthernetl/1

53:34: %EOU-6-CTA: IP=10.7.1.2| CiscoTrustAgent=DETECTED

:53:34: %$EQU-6-POLICY: IP=10.7.1.2| ACLNAME=#ACSACL#-IP-Quarantine-43408£9d

53:34: %EOU-6-POLICY: IP=10.7.1.2| TOKEN=Quarantine
53:34: %EOU-6-POLICY: IP=10.7.1.2| HOSTNAME=DMA-WXPO1:dma
53:34: %EOU-6-POSTURE: IP=10.7.1.2| HOST=AUTHORIZED| Interface=GigEthernetl/1

53:34: %EOU-6-AUTHTYPE: IP=10.7.1.2| AuthType=EAP

FIE3. 7 717> MIZ Quarantine ~—7 U MBENY H T 5L, NAD (2 Quarantine ACL 23% 7> mr— RSz Z &

2R LET,

NAC4948#show eou all

Address Interface AuthType Posture-Token Age (min)

NAC4948#show access-lists

Extended IP access list interface acl

10 permit udp any any eq 21862
20 permit udp any host 10.0.200.10 eq domain
30 permit udp any eq bootpc any eq bootps

40 permit icmp any any
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Extended IP access list quarantine url redir_acl
10 deny tcp any host 10.0.200.30 eq www
30 permit tcp any any eq www
Extended IP access list xACSACLx-IP-Quarantine-43408f9d
10 permit udp host 0.0.0.0 eq bootpc host 255.255.255.255 eq bootps
20 permit udp any any eq 21862
30 permit udp any any eq domain

40 permit ip any 10.0.200.0 0.0.0.255

NAC4948#show access-lists dynamic interface GigE 1/1

IP Admission access control entires (Inbound)
permit udp host 10.7.1.2 eq bootpc host 255.255.255.255 eq bootps
permit udp host 10.7.1.2 any eq 21862

permit ip host 10.7.1.2 10.0.200.0 0.0.0.255
FIE4 7747 FETCTA CE-oTRDEIRAR YT T v T Avt—URFRINET,

Cisco Trust Agent - User Notification 10,10,

Tou have been quarantined For assistance to go;
httpoffupdate nac. cisco. comdquarantme him

FIE5 ACS ViR—bE2FERL., 77472 FBBRESNT-HAICHEHTAIHEREZINE L E7,

URL Y ¥AVvIvayv

CZIZTHE, URL VA A L7 varZFEHLT, B2V 74 AU —~OEGICHERTHCV T =T OBEEODDT
I AERA MIRET 2 HEEZRALET,

URL ACL f§#1Z, AN ACS BREEZ v a »OREM RADIUS §fFafa v AR—3R Y MRECTEREHATT,

S X A7 11 : RADIUS a2 R—x% >k (RAC) (url-redirect-acl=quarantine_url_redir_acl) , 7 v 77—k H—,3D
URL X, X A7 3 : RAT ¥ MEEDFREDEIZ., Network Access Profile 7% Posture Validation &7 2 3 . CERKF A TT,
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BAY 1 ALy F~D URL VA L7 v ar ORE
URL U XA L2 FH® ACL 13, AA v FITHET DLENDH Y T, ACS TERIN ACL 4L, AL v FICRES NI
ACL 4 &~y F I HoMERDH Y £7,
FIE1. AAvFIZ URL VXA L7 Ml ACL i ELET,
IOS-Switch(config) #ip access-list extended quarantine url redir acl
deny tcp any host 10.0.200.30 eqg www

permit tcp any any eq www
FIFg2. 7747 b% Quarantine D 11—/ /LIZEEHIAJICEE LT URL V¥ A L2 ar &7 AMLET,

F: URL U AV Z M ACL 1%, 7Ty 7F—h =N F7 7 4 v 73V XA VL7 M, UOTRTOREELE~D T
T4 EVEA LT FLET,

77 U0 BES)

CTA20 %, ACS THATELR SNz URL 2%(ET2&L, 7747 8 =2 ETTF 740 80 Web 77 U4 HBIIZH <
TENTEET, TO URL X, ERAFXYRIAL—LVEERT D & ZITWACFH] (notification string) 7 1 —/L RIZFRE T
FF, BHLFEINCAN DD D E, CTA X7 IF7A4 T b TALALETT 740D Web 77 U FZEE L, 20 URL DFR
ERAET, L&, REAL—NVDORAF Y TEAAL NOBHLFFNT hitp://x.x.x.x/quarantine.html & AJ13 5 & HEHY
W7 TR L CTHRIETEAA L FEITH) 2N TEXET,
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H ALY A BESCTFAI~D URL D AT)

FIE 1. Notification String 7 4 —/V NiZ, 774 T +O7 7 W TR URL AN LET, ZO—T %I
IZ. ACS A ==—7>5 Posture Validation % 38R L, Internal Posture Validation Setup OV > 7 %7 U
7 LT, T2 RAF v GV —/VERIRL £, ZOFITHEH LTS DL, CTA RAF v MGk —
NDT T 3V NOBIERETT, 72 xE, 77472 MZ CTA A=V 32 3.0.0.0 FEEn RS A
VARV ERTWRWEA, 7T AT 2 MIMAEICKRE L, Quarantine 77— /VIZELE INET, T OKRE
MNIAETH L CTA 1TBEE LTS E L TEE O @ URL http://update.nac.cisco.com/quarantine.html %5215 L .
IIAT U NEZOYA NMTERELET,

; CiscoSecure ACS - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help
= Back - = - \Q ﬂ Y ‘ EﬁSearch [ %] Faworites V:@}Media &I B‘év =

Address [&] http:ji127.0.0.1:1338]

=lol x|

~| @en ‘Links 2
[X]

m

Cisco SsTems

Posture Validation

D | Components | a

L
Y

External User
Databases

Posture assessment:

MNotification String:

ICiSCD:F‘A j IQuarantinej
|http:f}updace.}nac.cii|

posture

Network e
Q Configuration ’ Posture Yalidation Rule - CTA E :z:':ahon
ol T System
- Configuration Use
this
Interface page
(Bl i \ Condition Sets ?dit
Adrninistration ‘Default the
Cantral internal

walidation

rules,

Puosture =
29| i alidation ‘ Submit | Cancel | o Add
Network fccess Londition
% Frofiles Set
* Posture
@ l Reportsand Assessment
dotivity s Token
@j l Online . & Notification
Documentation : String -
A4 I I » I 4 I ' »
|&] http:ir127.0.0.1:1338] | Internet v
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http://update.nac.cisco.com/quarantine.html

BAY 2: 54T b ETOT I 90 BEBEE) O

FIE1. 7947 FaAAL vF R—MIE LET, ZOZ T4 7 ME, CTA "=V = 3.000 BEHL
TWRUW 28, Quarantine B —/VIZEESNET, 7 74T MOT 740~ 77 ¥RNEREIL, 8@
FHNHEE SN URL ~DOEfi 2 ik d Z & 2B LET,

Cisco Trust Agent - User Notification 111120

Cuarantine MAC-L2-TP: Tou have been
Cuarantined. Please click on the link below and
follow the procedures to update your systerm
ity fupdate nac. cisceo. comfaquarantine . htiml

= =10l x|
35 @ http:,l',l'update.nac,cisco.com,;l Go ‘ l";"
b=

-

Posture: Quarantine

Internet
Explorer

You have been redirected to this page because you are not compliant with
corporate security policies. This machine is missing one ar more reguired
security software installations or updates.

To resolve this issue and get onto the production network, please go to
httpdremediation.cisco.comiSoftware/ for all required software and updates.

‘Li'\-‘ait at least 20 secnnds after that has comnleted if nn rehrlnn'r i5 renlired then _I;l
4 »

|@ Done [—,_|_|_|—|' Internet A

CTAbuildz6

ﬂ;fStartl & @ B B Command Prompt | a Posture: Quarantine - Mi... “D Cisco Trust Agent - L... ? ﬂ i34 M

NAC Agentless Host (=—Y = F LR KRR })

NAC TiE, 7V 7, 2Fx T FR=—FSNTORVNARL =T 4 7 VAT LEFHTLHRA N E FATF vy ==V =
YN ERIZ RN ORBREER FATTEROAA MI, RO XS REEOTETER Yy NI =T ~DT 7 v AZFFTE £,
o AA v FITERT DFRIZRFISS
- MAC
- 1P
e Cisco Secure ACS
— NAP Advanced Filtering
— Network Access Restriction (NAR; % v kU —2 7 7 & A {l[R)
o B
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2227 1:108S ~D NAH D7~ DEHI 72 DR E
I0S \CH 2B ERE L, IP £71X MAC 7 RLAIZESWTHRRA MIT 7 B A5+ LN TEXET,
ZZTIE, TSN AR ET D FIEEBB L ET,

FIE1. IP 7 FLAIZEDWTHRR MIT 7 BAZFFA[T 57202, identity profile configuration @ FIZFFA] AT —
A P EMERLET,

#texception based method, DEVICE-TYPE (CDP IP PHONE), MAC or IP
identity profile eapoudp

! static NAC bypass by IP address

device authorize ip-address 10.7.1.x policy NAH Profile
!

static NAC bypass by MAC address

device authorize mac-address 000c2986cfbf policy NAH Profile

FIE2. MAC 7 FLAIZHEASWTHRA MIT 7B AZFFA[T 572912, identity profile configuration O FIZFFA] A

F—FAVREERLEST, Z0OFITIZ, 75472 FD MAC 7 RLATH S 000c.2999.fa96 % i 7 L
TWET,

F: ZHUE MAC 7 RLADOREIRET 61T,
! statically permit this MAC to bypass NAC instead of ACS

device authorize mac-address 000c.2999.fa96
FIE3. =Y P A RAMIURL UFA LIy a2 a7 7 7 A VbRETEET, =—V =t

NVA RARNDIZODTAT T 4T 4 TrTZrANe Ty TT—F =T 7 ERAZFFAT 5
UK A L2k URL Z1ERLET,
! Statically permit access to NAHs

ip access-list extended NAH ACL

permit ip any any

identity policy NAH Profile
access-group NAH ACL
! Optional URL redirection

redirect url http://update.nac.cisco.com/quarantine.htm match

quarantine url redir acl

FIE4. EoU 77— 1% 27 V7 L, BICHFR SN T4 T v NOBFRIEEZITOET,

clear eou all
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FIE5 7T7A47T7 2 D NAD I Lo THANZHFTENT=%. BoU 77— 7 V%2 FE R LT ACS IZ LB & ¥
TR DBENERER L E9,

I0S-Switch(config) #show eou all

Address Interface AuthType Posture-Token Age (min)

10.7.1.2 GigEthernetl/1 STATIC = ----- 12

FIE6. = ZTik NAD (ZFFHIRBINZERRT DB 23 LE Lz, IRDEZ a3 Tid, Cisco Secure ACS (T
BRI OF 27 2 BT D H1E &2 LE 9, Cisco Secure ACS DAIF) & HEEE X 2 1Z1%. no device
authorize ip-address 3 2. O no device authorize mac-address =~ K2 AL C. LiOFNETIER L7
NAD @ #ih72 NAH #F A&7 4 =7 /T DRERH Y £,

H# 27 2 : Cisco Secure ACS T»D NAH &

Ok arTiE NAC =—Y = b A KA M (NAH) D ACS it ey 22— 9572012, =—Y = b EoU
T AEEILLET, 7747 FEO CTA IR THHTL20TT A A M= LERHA, TDHKIT Cisco Secure ACS
FINEHELET,

I ZoHER. BEEREY—/NGAME ZERETIZ, MAC 7 RLAIZESW=EFEHAOFINZRET D EXITEALET,
F: X AT BT AENC, EEEOX AT 1 THElE LT NAD OFT_XTCORELZHIBRL T I,

FIE1. Client#l TA LYY a2—FDT AT 7 TAarEHFE7 ) v 7 L., [BH] 22N LE T,

FIF2. [ Pa2—FDOFH] T4 FUund [—ERETFVr—Tar] ZBBRL, KIZ [—E R] ZER

L %7, Cisco Trust Agent EOU Daemon &\ ) AFIOY—E 22 RINL, 2O MV E2H27 Y v 27 LT
[fE1E] ZiER L £7,

FIES. 7T7AT L DA LHE—=T 2L AD MAC 7 FLAZHLET, ZOEREHERT DL, a<w
7 4> RUT ipeonfig/all =~ K& AN LET,

FIE 4. ACS OEFLa Y —/LC Network Access Profiles %3%## L. Add Template Profile %7 1V v 7 LE£7, &
WRTEEZADLET (MAC 7 RLVAIXELWT RLAZBAL T EEW) |

‘ Create Profile from Template ﬂ

Mame: MaCZ-EOU

This is the profile for Eol MAC =]

exceptions.
Description:
Template: |Agent\955 Host j
Active: W

Submit | Cancel |
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FJF 5. Network Access Profile NAC-EOU T Authentication V> 7 %27 VU 7 L£79 ., Authentication Profiles ®
A kT Allow MAC-Authentication-Bypass % i%#{R L., Submit #7 U v 7 L¥7,

FIF6. H 5 —F Network Access Profile NAC-EOU T Authentication U > 7 %7 U > 7 L. MAC Authentication
Bypass Configuration U > 7 %R L £,

FI{7. HISORNRLERD 7 T4 T MAC 2% ELET, Windows D7 +—~ v s FBY O XX-XX-XX-XX-
XX-XX TiE<, xxxx.xxxx.xxxx D7+ —~v> b TCAHLTLLEEZV, Groupl [TFFAIsNHT—T =
F LR FRA NI, Default Group (IFFA] SNVRWT A REA S ET,

‘ MAC Authentication Mapping for NAC-EOU ﬂ
| MAG Addresses | User Group
000c.2999. £a96, =]
& Il: Group 1 'l
|Ifa MaAC address is not defined or there is no matched mapping: ||D: Default Group j
| Addl Delete |
| Submit | Cancel |

F|[E 8. NAC-EOU Network Access Profile C Authorization V> 7 %7 Vv 7 L, R o—%2RITTRT L IITERKEL

£
‘ Authorization Rules for NAG-EOU ﬂ
‘ Condition ‘ Action
r‘ User Group Assessment Result A[l:):f:g‘s,s Shared RAC Downloadable ACL
F" 1: Group 1 j ||NA j ‘ r ‘ L2 TP Healthy RAC LI ‘Ihealthy_acl j
’T"g: Default Group 7| ||NA =l ‘l_ L2_TP_Quarantine ACT =l ‘lquarantine_acl =l
‘Icfoidcigzgi:tinn is not defined aor there is no matched r | 12 TP Quarantine_ACT, j |quarantine_acl ﬂ

[ Include RADIUS attributes from user's group
[T Include RADIUS attributes from user record

Add Rule | Delete | Upl Diowen I
The Up/Down buttons submit and save the sort order to the database.

‘ Subrmit | Donel

FIE 9. Apply and Restart %i®{R L, EoU Agentless 7 7 A a7 7 A VA 3x—T M LET,

F|[§ 10. NAD T EoU clientless %1 %r—7 /LI LE1,

I0S-Switch(config) #eou allow clientless

FIE 1. LE2 A, debugeouall =2~ K& A 32—7 /WL TCINGDOFIETRET L7 0 20T Ry 7 iE#R
AR ALET,
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FIE12. 7 74T FLVA TAALAZAQUE T vt X% &HHE LT 572912, clear eou all 318 clear ip device
trackingall =~ > FZ AL £,

FIE 13. Client#1 T, =~ F v 7 b5 ipconfigirenew # AJJL, A VX —T7 A A T RLVAZEHLE
T VT7A T RNV AR T ZERBE S NNE T,

FIE 14. O NAD T showeouall =2~ REFETL, 7I9A T P A T4 ZAHOERZMHERLET, £&
WHENE-TZ7E®X aryire—L VR NOY U PLOHARFRRINET,

s~ Telnet 126.107.210.5 i

Pod18-4948#show eou all

GigabitEthernet1/1 CLIENTLESS -------
GigabitEthernet1/1 CLIENTLESS -------

Pod18-4948#
Pod18-4948#
Pod18-4948#show access-1
Extended IP access list interface_acl
10 permit udp any any eq 21862
20 permit udp any eq bootpc any eq bootps (34 matches)
30 permit udp any any eq domain (85 matches)
40 permit icmp any any (264 matches)
50 permit tcp any host 10.0.200.30 eq wWuWw
60 deny ip any any (835 matches)
Extended IP access list xACSACLx-IP-healthy_acl-434chd2b
10 permit ip any any
Extended IP access list xACSACLx-IP-quarantine_acl-434e0738
10 permit udp any eq bootpc any eq bootps
20 permit udp any any eq 21862
30 permit udp any any eq domain
40 permit tcp any host 10.0.200.1 eq wWuW
Pod138-49484

ZF I 15. Reports and Activities ® @ Passed Authentications Active B 7 ZFEi8 L £,

Network
Time MesSades| ;oo name [SMOMES gajer-1D nas-port | DAS-IP- Access o .qpac Downloadable
Type Name Address @ Profile ACL
Name
i , ' 3
5 |00: 45:28 Authen OK [D00d.B80F. ffd4 E:E'Dfi;'t 000d.880f.ffd4 [000d . 820f.ffd4 |10.0,200.1 E‘SE L2 IF Heattw RA™ [healthy_acl
| _IP_Heatty |
sezis us L . i _ae [Group _ ;G ~ e : MNAC- ol e . _
5|00: 45:28 |Authen OK 000c.2999.fa96 | 000c,2999,fa96 000c 2999, 296 | 10,0,200.1 0 L2 °F_Tswattice2AC|quarantine_acl
T - |
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HAY 3 EEEY—NTO NAH OX A F 2 v pEH
Z ZTCIE, T % Cisco Secure ACS & AMAREAY — O EFIEEBHRBHA L ET,

F: X RAT 2 OFRETIE, FISOMELIZ MAC Authentication Bypass Configuration 47> a &AL E L7z, Z o4 x, &
HEOEHMRINDOIEGE R A M L THHEHATEET,
F: ORI OERET A NTBREDIC, FAZ 2 TfTo7z NAD ~DOT_RTOREEHIFRL T ZE0,

FIR1. T TICHHILLZFIET, CSULHl 2 L TEAS— S HOER7T F) Ba— MEFKT 71 /L% ACS (T
AUVR—= T LMERHY £7,
[attr#0]
vendor-id=
vendor-name=
application-ids=
application-name=
attribute-id=attribute-name=
attribute-profile=
attribute-type=
FIg2. 7 FIbta—b TrANEAR—FLEDL, BEEV—ANZHIRAT ¥ HEEY — & L TREL X,
ACS A% — N7 w775 Posture Validation % 7 % 3 L £ 7, External Posture Validation Audit

Setup ZE4R L., AddServer 27 U >~ 7 L¥7, AuditServer Vendor: O FIZEHEY—/ X & X k)
FRSINRWIGAIE, FIH 1 DEFIZETLTWDLNE I DR L T EE N,
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FIE3. KITRTEHICT 7 L—RIFEREATILET, MAC 7 RLAZIFERRT RLAZ AT L TLEE N,

External Posture Yalidation Audit Server Setup

‘Name: [NAC-Test

‘Descripticn: ||Audit MRHs

Which Hosts Are Audited

|DD not audit these hosts: :] Host [P Addresses and Ranges {IP/MASK) (comma separated values):

-

Host MaC addresses {comma separated values): -
000c. 2993, £a06 =]

Select a token for the hosts Healih =
that will not be audited: ¥

Use These Audit Servers

audit Server vendor: [Qualys =]
URL: [http://10.0.200. 106/3udit . cqi
Username: ICisco NAC
) ) Password: |"‘"‘**"‘""‘
M Primary Server Configuration
Timeout {(sec): |5
Trusted Root CaA; |ca

Yalidate Certificate Common Name: ¥

Z Z TlE. Client#1 (000c.2999.f2a96) > MAC 7 NV AZEH LIZEEOFHISNOFIZRLTWET, I IP 7 L AZFEHL
FEREOFN LT R— SN TVET,

BEFNOD (FFrf&h7z) A& K (000c.2999.£a96) (i Healthy h—7 U235z bR E T,
TSN TORWER ME, 2O — Nk o TEENMTbNET,
FlEFERITRTBIOL 5 ITREXITVET,

| Audit Flow Settings

Use this token while Audit Server does not —
S |Tran5|t|an "i
yet have a posture validation result:

|Use timeouts sent by Audit Server for Polling Intervals and Sessian—Timeout_v_]
Polling Interval (secands):l

Maximum amount DI'F times the aAudit Server I_—!
should be polled: [ 2

Polling Intervals and Session-Timeout:

||:'|:|Iic'.«r string to be sent to the Audit Server: ||default

1@% Transition A7 — hX, NRH OMEE, BEEASX X OV — " OEREZETLETOMOFRAT— e LTHEHSINE
9", Transition RAC (F 721X h—2 » LE# T2 RAC) 1T, BEENUY —RERRA MNEIZT 7 2 A ZB®TILERH D
F9, T AR A SNRTIIL, AF v TN W ORI L E7,
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ZOFITIE, Transition F—727 U ZEFEHALET, £/, ACS DHEES— N ZAX vy UiEREZWAEDESEEERELE T,

F|[g 4. Network Access Profile, Posture Validation. Select Audit DJEIZEIR L, BEFD NAC-EOU #EELET,
BIDOFIETAN LEEEY—RENEREINTET, ZTOREET 7T 472 LET,

Select audit Server

| select ‘ Wame | Description [ Server Details
| :
o sorer urL Excomption nbrooress
| ® NAC-Test EAUdIt MRHs= | Primary http://10.0.200.106/audit Healthy Transition
‘ ‘ ‘ iSecondar\;
‘ c ‘DD Mot Use audit Server

4 R Fail Open Configuration
I

| Use this token when unable I‘““““‘“‘“‘j
. I to retrieve posture data: Healthy M
| ¥ Do Mot reject when Audit failed | '

| ‘ Timeaout (sec): ]10
1

Z ZTiE. Do Not reject when Audit failed %3ER L TWET, Zoa~vy ROBTEEYT —ICT 7 8 ARARRZRGEIC
Tx—)b =TT B LT, TDOH/—ATIE, Healthy RAF v &, ZA L7 T (10 ) ZBRLTOVES, 2FV,
M ENT2% 10 BUNIZAF X ZEF L>7232To NRH IZIXBEBIRIZ Healthy h—72 U352 b ET,

FIE5 HEAEOREDKEDTFIHIL, N ¥ h—"NHRINDFERICESNTHRA MTEHNT 5 F—27 OERR
TY, WOMEATLET,

Condition | Action

User Group

Deny ‘ Downloadable ACL

Access

= j ]Haalthy : L] [l‘
j ITranstn j | =

s .lNA | .lQuarantinej ||_

Assessment Result ‘ Shared RAC

i L]-heal.fh\,r_aﬁl ) ) j

[z 1P_Hiealthy RAC
| L2_IP_Transition_RAC
|| L2_IP_Quarantine RAC

Ifacondltmnls g e I_ I
condition:

| L2_IP_Quarantine_RAC
|

[" Include RADIUS attributes from user's group
" Include RADIUS attributes from user record

Add Delete | UpI Down |
The Up/Down buttons submit and save the sort order to the database.

e e

FIE6. HEORIB 0 A ZEF(LT S0, NAD REICKRONEZIBIMLET,

I0S-Switch(config) #eou max-retry 2

I0S-Switch(config) #eou timeout retransmit 5 [Verify]

IO NAH Ol & [FIFRIZ, clear ip device tracking all =~ > FZFETTH L, AA vFIZL5D NRH Az dbcExE9,

eou allow clientless N £ 724 *—7 /1L THDHZ &, BLTD CTAEOU Daemon 2SEEN L TWARWZ & ZMERLET,
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BEDOEDIZH T LIR—RE eou HERLET,

Pod18-4948#iclear ip device tracking all
Pod18-4948#show eou
:39: %EOU-6-SESSION: IP=10.7.1.2]1 HOST=DETECTED| Interface=GigabitEtherneti

:39: %EOU-6-SESSION: IP=10.7.1.3| HOST=DETECTED| Interface=GigabitEtherneti

: %EOQU-6-SESSION: IP=10.7.1.2] HOST=REMOUED| Interface=GigabitEthernet1
: %EQU-6-SESSION: IP=10.7.1.3] HOST=REMOUED| Interface=GigabitEthernet1

: %#EOU-6-CTA: IP=10.7.1.2| CiscoTrustAgent=NOT DETECTED

: %EOU-6-CTA: IP=10.7.1.3| CiscoTrustAgent=NOT DETECTED

: %#EOU-6-POLICY: IP=10.7.1.3| ACLNAME=HACSACLH#-IP-healthy_acl-434chd2b

: %EOQU-6-POLICY: IP=10.7.1.3] TOKEN=Healthy

: %#EOU-6-POLICY: IP=10.7.1.3| HOSTNAME=Unknown User

: %EOU-6-POSTURE: IP=10.7.1.3| HOST=AUTHORIZED| Interface=GigabitEtherng

: %EOU-6-AUTHTYPE: IP=10.7.1.3| AuthType=CLIENTLESS
: %#EOU-6-POLICY: IP=10.7.1.2| ACLNAME=H#ACSACLH#-IP-quarantine_acl-434e2as

: %EOU-6-POLICY: IP=10.7.1.2| TOKEN=Transition
: %EOU-6-POLICY: IP=10.7.1.2] HOSTNAME=Unknown User
: %EOU-6-POSTURE: IP=10.7.1.2] HOST=AUTHORIZED| Interface=GigabitEthernd

: %EOU-B6-AUTHTYPE: IP=10.7.1.2| AuthType=CLIENTLESS

GigabitEthernet1/1 CLIENTLESS Transition
GigabitEthernet1/1 CLIENTLESS Healthy

18:21:59: ZEOU-6-POLICY: IP=10.7.1.2] ACLNAME=#ACSACL#-IP-quarantine_acl-434e2ad
9
18:21:59: ZEOU-6-POLICY: IP=10.7.1.2] TOKEN=Transition
18:21:59: %EOU-6-POLICY: IP=10.7.1.21 HOSTNAME=Unknown User
: %EOU-6-POSTURE: IP=10.7.1.2| HOST=AUTHORIZED| Interface=GigabitEtherng

: %EQU-6-AUTHTYPE: IP=10.7.1.2| AuthType=CLIENTLESS

: %EOU-B6-CTA: IP=10.7.1.2| CiscoTrustAgent=NOT DETECTED

: #EOU-6-POLICY: IP=10.7.1.2] ACLNAME=#ACSACL#-IP-healthy_acl-434cbd2b
: %EOU-B6-POLICY: IP=10.7.1.2| TOKEN=Healthy

: %EOU-6-POLICY: IP=10.7.1.2] HOSTNAME=Unknouwn User
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FIF 7.

show eouall /7 TRDZ & 2R L ET,

o Client#l IZHNEIZHISN BT RIS NE LTz (L7235 T Healthy 27— b3 52z bnE L) o

e 2 OWDHFIDYT T ATk (10.7.1.2) 1F, AF ¥y = FHERFEDL O Transition A7 — MIENMLE LZ, T0O#%, RITR

TEIZZDI TA T MIZh Healthy AT — bR E52bNhE L,

ZDr—ATIE. 2 HIEDZ T4 T F®d MAC 7 KL A1 000d.880f.ffdd T,

GigabitEthernet1/1
GigabitEthernet1/1

CLIENTLESS Healthy
CLIENTLESS Healthy

ACS Passed Authentications @ 7 2 F/RL, AT — FOLEZMHRLET,

Authen OK

Authen OK

Authen OK

Authen OK

Authen OK

Authen OK

Authen OK

Authen OK

NAC L2 802.1X

DX 7 v arTiE, 10S ZFEITT DAL v FBLY Cat0S & EITT D AA v F D NACL2 802.1x

I

| user-Name SRS caller-Ip | NAS-Port

Name

00od.eeof. ffd4 |..

000d.880f. ffd4 |..

000d.880f. ffd4 |..

000c.2999.fa%96 |..

00od.seof. fid4 ..

000d.880f. fid4 |..

nood.ssof.fide |..

000c.2999.fa96 |..

nood.sgof. ffda

oood.ssof. ffd4

0ood.ss0f. ffd4

D00c.2999.fad6 |000c,2999.fa96

000d,880f, ffd4

D00d.880f, ffd4

nood.ssof. ffd4

000d.880f. ffd4

000d. 880f. ffd4

000d.880f. ffd4

000d.880f. ffd4

000d. 880f. ffd4

oood.ss80f. ffd4

Network |
NAS-IP- | Access
Address = Profile
Name
- NAC-
10.0.200.1 EOU
- MNAC-
10.0.200.1 EOU
MNAC-
20
10.0.200.1 EOU
- MNAC-
,0.200.1 |7
10.0.200 EOU
MNAC-
.0.200.
10,0.200.1 EOU
MNAC-
10.0.200.1
D200 ey
= MNAC-
10.0.200.1 EOU

000c.2999.fa96 |000c.2999.f396 |10.0.200.1

I0S 24 vF® NAC L2 802.1x DFRE

DO T g TiE, NACL2802.1x DHEAMIERY A 2 — T N T A a L R—2y FEHELET, WOFIETEIELZITH

7

FIE 1.
FIF 2.
FIgE 3.
FIE 4.
FIE 5.

I0S AA v F~D NACL2802.1x ®

Sin==

X JE

Cisco Secure ACS ~® NAC L2 802.1x DT

NAC-
EOU

CTA OA A h—/L (NACL2802.1x V7V B> F&Eir)

NACL2802.1x D7 A b

Shared RAC

Healthy_RAC

Transition_RAC

Transition_RAC

Healthy_RAC

Healthy_RAC

Transition_RAC

Transition_RAC

Healthy_RAC

Downloadable
cL
healthy_acl

quarantine_acl

quarantine_acl

healthy_acl

healthy_acl

quarantine_acl

quarantine_acl

healthy_acl

T—TVxr hL AR FRAMUBIOZHO NACL2 802.1x DF%E (MAC-Auth-Bypass)
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¥IIE 6. MAC-Auth-Bypass O7 A k
FIFg7. A b 77RO NACL2 802.1x D%
FIg8. YAk 727EAD NACL2802.1x OF A

F: NACL2IP €27 v a3 TA VA M—/L L7 CTA O/R—T =3 ZiE, NACL2802.1x 7 U v FREENTHERATL
Too LTeBoTZDEY 3 Clk, NACL2802.1x #HAR— 57207 Uy haETe CTA 4 VA =L LET,

NAC L2 802.1x E#HHFARNOPE

802.1x NAC DFREIZOW TR A EIIC, 802.1x DFEIFHTHIZ NACL2802.1x & kD IEEE802.1x @ 2 O H5HZ L &#Fl
it 2 MBNH Y £9,

1 2®H® NACL2802.1x Tid. NAC 3t 802.1x V7 U B> F2HHLT802.1x 7272 v ho—L o "k— g
NCTTAT T ATABLIORRAF Y 7 LT Uy VOMGEEITWVE T,

2 OHOFATIE, £T NAC FEXHED 8021 x W7V B FEFEHLTHR—MITIZ7EALLI ETHZ RARA L FOT A
FUT AT 4 JVLTFUVy LEREEL, T RBRA RN IP T RLAEEAE L NACL2IP &8 4B L7-1%IC NACL2IP
EHERALTRAF Y Z LTy LaREEL 7,

2 ODF T arDRERENT, 774 T2 INOY—=NR"ADBETTAT T AT 4 ERAF ¥ ZlBEDE D DI
9% EAP FXTF, NAC #i& 802.1x (¥, TLS R FATa—HFBLOvI VDI LT vy LEERETH X I ILBEESRT
W57-®H, BEAP i & LT EAP-FAST #3524 ENRH Y £9°, CTA OHY 7V 1 ~ME, EAP-GTC, EAP-MSCHAPv2, ¥5
KO T4 7 MIRBBIED 72 EAP-TLS %W HR— b LE9,

WX arTiE, CTA20 IZEFND NAC e 7 U FEFEHLT, 1 2D THS NACL2802.1x 2R ET D
FEEFHBELET, 802.1x & NACL2IP #ff45 2 DD FROBEE2HLET AL, MR L TV A MR ER
HESRLTLIIEE N,

NAC L2 802.1x D7 LT v ¥ ¥ )L DIFE

NACL2802.1x DBYUREEZIRDDHT-DIZ, T/ TAT U M H Ry NT—ZIZEFAHER 2 DO LT U Uy MO T L
%9, Microsoft Windows BRETIZ. 2 DDT AT T 4T 4 JLTFriy)b By hapy hNT—J IR TEET,

1 2ODOI7 LTyl By M, arta—20a—FORII~ Y ERET 5~ U VBIEOAICE STV E T,
Microsoft (%, EEFIZA L Ea—FDT AT U T 4T ABIOI LT U VY VEFRLTI IA4 TV MOV AT LERILTE D
T DV VR AR L TWET, LER-T, 24TV MEIRAAS Y I—7 KUY — F7Y=2 b (GPO)

ETNAOEHBLOBIMCNE R X 2T 2T ¥ FNVERSLTDHZ ENTEET,

< VUFGEIC LD, arvBa—XiE, BEEFRHIT NS, R RIA N ku— RLZEXKIZ 802.1x ZHEHALTHy hT—27 kLT
BYORMZEMTAHAIENTEET, Z0H%a L Pa—F X, Windows RAA > avha—F L @BELTYY Y Z—7F R
Vo—% g TEET, v UGEE, 802.1x DFEHIZL Y KA A2 GPO MPHEEE LA e A E RN T 2T DICEAINE
L7,

802.1x THEMHEND 2 2ODEAT DI LT vy /L, =—YFRAETY, = —¥ L Graphic Identification and Authentication
(GINA)  (m 7 A V) BRASNEHE, A Ea—2EE Windows RAAS R 7 A LET, v A ALK
2 L RAT — RiL, 802.1x FBREDT AT T 4T 4 J LT ryx A LTHATEET,

NAC L2 802.1x R TIiE. CTA %7V U ME EAP-FAST 2 L T v B L P2 —WREEE FAT L £, EAP-FAST I
Protected Access Credential (PAC) Z{HEHLTZ 47 b & RADIUS — RZFHAICEIELFET, PACIX, 7 94T k&
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P NOMAFFEHEH SN —BOLEFE 7 LT vy VT FEDI FA T bO2—FLAB IO — BB ID & BE T
HILTWET, PAC (2L Y. Public Key Infrastructure (PKI) 38 X O X AGEEAHH T 5 LEMERPERR S 4L E L7z, EAP-
FAST DOFHMEHIZHOWTIL, L FD URL 2L T ZEW,

http://www.cisco.com/jp/service/manual j/wr/airolk/eapfast/chapterO1/eapfast.shtml
EAP-FAST (%, 3 DOH_EART = — XA TR INET,

o 7x—X0 (X7 ar) :PAC BwANZT TA4 T v Ml SET,
e 7x—X1: PAC ZHEALTEXFaT7 R M RADRHSLENET,

o Jxr—X72: Eﬁiéhﬁ_ k /Z\/I/T& FA T bﬁ’muuﬁéﬂij—

EAP-FAST f#£TlX. PAC O7nbva=V 7 HEIL, TUMET AR R Taeya=r 78I, N R Taeva=y
70 2 ORHYFET, NACL2802.1x IZxtiid 25 CTA 7V v FaERTAIHAIE, 1> NU VK rEYa=r 7 To
H PAC 70t ya=7TEET, CTA Y7V ME, ACS H—NZE-TA NI UR Trbeva=rrE#Fdsh
TWAEAT, 77472 MIOREIER~ ¥ A CEIY ToONZERE (v U iEHE) 2FEH L TR L~ v UBRE. 21T
RTh LIz 2 — VP RIEDOHEIT DI, RA MZ PAC 270t Ya =7 LF7d, NACL2802.1x %D CTA V7 Uy M, 7
T RAFTANUR FueVa=r SEFR—FLERA,

::T&i\ %ﬁ%%%'ftj—éfi Za— ‘H—NLEIEO)J?L%AmHﬂLij_ mhu ZElX ACS O ma— jJ/I/@ZL*‘“H'%ij:U\/\X U— K T A
N—ATITVET,
10S 2A »F~0 NAC L2 802.1x DHEE

F: Aok®7 L a U TOT A NDOZDHIZ NACL2IP 23%E L TV AEA TR, NACL2802.1x BREX AT DANS, AA v FHR—
F NACL2IP & E%ﬁ)?bfw_éu\

FIE1. AA v FAH—-bD NACL2IP HEZZ VT LET, KOa~r FEFTLET,
I0S-Switch(config) #int gig 1/1
I0S-Switch(config-if)#no switchport acces vlan 1000
I0S-Switch(config-if)#no ip admission NAC-L2-IP
I0S-Switch(config-if)#no ip access-group interface acl in

FIE2. ¥HEY rA—H Xy b Ul 1AL v FHR—F a~v> RzBEMLET,
IOS-Switch(config-if) #switchport

IOS-Switch(config-if) #switchport mode access
ZAT NACL2802.1x axiEZBitnd DU W LT,

Z A2 1 :NACL2802.1x ® VLAN XiE
NACL2802.1x %, VLAN EHV YU CZELTRY >—Z@HLET, Lo T, AA v FIZidiEd7e VLAN Z5RET DML
NHDFET, AL vF~D 802.1x REMF L LT, KD VLAN BLW VLAN A v F—7 = A ZAZHHLET,

VLAN % VLAN 4948 7 X v b
employees 10 10.7.10.*
contractors 20 10.7.20.*
utilities 30 10.7.30.*
guests 40 10.7.40.*
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VLAN % VLAN 4948 ¥ 7x v k

healthy 50 10.7.50.*
checkup 60 10.7.60.*
transition 70 10.7.70.*
quarantine 80 10.7.80."
infected 90 10.7.90.*
unknown 100 10.7.100.”
voice 110 10.7.110.”
servers 200 10.0.200.”
nads 255 10.0.255.*

interface Vlanlo

description Corporate VLAN

ip address 10.7.10.1 255.255.255.0
ip helper-address 10.0.200.10

|

interface Vlan20

description Contractors VLAN

ip address 10.7.20.1 255.255.255.0
ip helper-address 10.0.200.10

|

interface Vlan3o0

description Utilities VLAN

ip address 10.7.30.1 255.255.255.0
ip helper-address 10.0.200.10

|

interface Vlan4o0

description Guests VLAN

ip address 10.7.40.1 255.255.255.0
ip helper-address 10.0.200.10

|

interface Vlan50

description Healthy VLAN

ip address 10.7.50.1 255.255.255.0

ip helper-address 10.0.200.10
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interface Vlané0
description Checkup VLAN
ip address 10.7.60.1 255.255.255.0

ip helper-address 10.0.200.10

interface Vl1an70
description Transition VLAN
ip address 10.7.70.1 255.255.255.0

ip helper-address 10.0.200.10

interface Vlan80

description Quarantine VLAN

ip address 10.7.80.1 255.255.255.0
ip access-group Interface ACL in

ip helper-address 10.0.200.10

interface Vl1an90
description Infected VLAN
ip address 10.7.90.1 255.255.255.0

ip helper-address 10.0.200.10

interface V1anl00
description Unknown VLAN
ip address 10.7.100.1 255.255.255.0

ip helper-address 10.0.200.10

interface VlanllO0
description Voice VLAN
ip address 10.7.110.1 255.255.255.0

ip helper-address 10.0.200.10

interface V1an200
description Servers VLAN

ip address 10.0.200.1 255.255.255.0
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ip helper-address 10.0.200.10

!

interface Vlan255

description Unknown VLAN

ip address 10.0.255.7 255.255.255.0

ip helper-address 10.0.200.10

#2727 2:NAC L2 802.1x MD7=H? NAD ~D AAA &RE

Z Z T, NAD T NACL2802.1x D7=HIT AAA A F—T W T 5 FIEZHHALET,

F: BB ad NACL2IP BET AAA ZA F—T7/MILTWLEAIE, FIE 1 13EIEL T EE,

2 A7 2 1%, NACL2802.1x #4725 I0S AA vF LT AAA A X — 7T 51O HE R/ NREOFIETT,

F|F 1. aaa new-model 7 = — N LHTEaw L FEEH LT, A vF —E 2 LT AAA A% —7 VI LET,

F|[§ 2. aaa authentication dotlx default group radius 7 27— NV Ea~ > REEH LT, A4 v F 2% 802.1x F8iE
\Z RADIUS ZfiHT A LI ICRELET,

I0S-Switch(config) #aaa authentication dotlx default group radius

IO NACL2IP BREDEZ 29T AAA A X—T /I LTWAHEGIE, FIE 1 B3RO FIE 3 1TEM LTIV,

ZF|[§ 3. aaa authorization network default group radius 7 2 — 3L EaI~ > REFEH LT, A v FRTTO
K MU — 7 B — B RERIZH U CEFRI 2 RIT T 5 L) ICRELE T,

FIE 4. aaa accounting dotlx default start-stop group radius 7 2 — LR FE I~ RE2EH LT, 802.1x 77
TALTDIEDD AAA THI T 4 v T A F—T M LET,

I0S-Switch(config) #aaa accounting dotlx default start-stop group radius

FIE 5. ip radius source-interface 7 = —/3LERE vy REMH LT, 77X TOREIE RADIUS /X7 v hd NAD
AV H—T 2 A AEFEELET,

HAJ 31 AL v FTD 802.1x DA F—T )L

FIIE 6. dotlx system-auth-control 27 =2 — NLEEa~ 2 REZEH LT, 802.1x A4 X—7 LI LET,

I0S-Switch(config) #dotlx system-auth-control

BAY 4 B —T A A~D 802.1x DXIE
FE 7. dotlx port-control auto =~ > R&ZfEH LT, ¥ty b /A —Hx>y s 1/l E® 802.1x &A—F =2 |
27—/ % auto IR ELFET,

I0S-Switch(config-if) #dotlx port-control auto
FIIE 8. dotlx timeout reauth-period server =~ > R&flif] LT, ACS DX A ~— k> N THEMTSH 802.1x Hid
AEXY A~ —ZHELET,

I0S-Switch(config-if)#dotlx timeout reauth-period server
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FIE 9. dotlx reauthentication =~ FZMHA LT, /1 X —7 A AD 802.1x FHiliEEZ A *— 7 M LFET,

IOS-Switch(config-if) #dotlx reauthentication

NACL2802.1x IRy hUV—27 T7&RA a7 74 VORE

ZZTE, NACL2802.1x Y R— 5%y hU—r T2 FadyA) GREE., RAF ¥ MEE. ZFr) OREHFELZD
B L &9, Cisco Secure ACS 4.0 Ti&, KD 2 DOHETHRYy NI—2 TR a7y A VERETETET,

o ZEDT T A NEIBIML, KHERTRTOFERERTET 5,
e T L—b TuTrANEHFAL, ZOT T — MIEEN TV EEAERE -y VU= TI/®A Tnry
ANETAZE~ART B,

Cisco Secure ACS 4.0 (21T T8 7 D2OXy hU—7 TR TuardZrzA) 707 L—REREINTHET,

e NACL3IP

e NACL2IP

e NAC L2 802.1x

¢ Microsoft IEEE 802.1x

e Wireless (NAC L2 802.1x)

e Authentication Bypass (802.1x fallback)
e Agentless Host

ZZTlE. NACL2802.1x %y hU—2 TR FuryA) T L— b 2R LTERTa 7 7 A VAR L, HLERE
FEMx Ty —ha2hAZ<A XA LET,

ZA7 1: 77— Rrnrbd NAC L2802.1x 7' 7 7 A )L DIERK
FIEg1. AA > A==—»5 Network Access Profiles %z 3&{R L, Add Template Profile % iR L F£79,

FIE 2. Template R v 7 X7 A =2—7T NACL2802.1x %R L, NACL2802.1x »7 > 7 L — h&/EfL
F7, ROMIRT LI RARTZFTET, Active 2T =7 LTCZOTRT7 7 A NVEA RX—T /M LE

e
Create Profile from Template E

MName: Lab_NAC_L2_802.1X

Template for NAC Lab ;I
Description:

=
Template: [NAC L2 802.1x =l
Active: ¥
Submit | Cancel

FIE 3. Submit 22V v 7 LET,
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$¥: Cisco Secure ACS 4.0 7> 7L — hd—#e LT, # 7LD RADIUS Fr[a v R—3y MRERENE T, ZOREICEH
WTIE, R L THREVWEEA,

B AT 2 iGiE

FIJE 1. Network Access Profiles HE T, L7 127 7 A /L Authentication DV > 7 Z3#IR L £,

Authentication

o [Lab NAC L2 802 1% |Bosture Termplate for NAC Lab YES
Validation

Anthorization

FIE2. —OEERT L —bDO—E L LT, EAP-FAST HED T TITBIRENTWET,

Network Access Profiles

EAP-FAST

W Alow EAP-FAST

I Allow anonymeous in-band PAC provisioning

W Allow authenticated n-band PAC provisioning
W Accept client on authenticated prowisioning
™ Require client certificate for provisioning

I~ Allow Stateless session resume

Authorization PACTTL[1  [howrs x|
Allowed inner methods
V EAP-GTC
¥ EAP-MSCHAPv2
MEAP-TLS
Posture Validation:
" None
@ Required
" Optional - Client may not supply posture data. Use token IWI
" Posture only

EAP-TLS
M Alow EAP-TLS

EAP-MDS
M Allow EAP-MDS5

Submit | Cancel |
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FIE 3. Submit 27V v 7 LE7,

¥: EAP-GTC #A X —7 /WL T CTA 47V Ay b2FEHATHE, V7V MRV IV A v A v 2EHTH L1

-
[

BELTWIHETYH, HiIZa—HTOI7 LT oIy URERINET, 2—H 7 LT Uy ARERINZNVE DT DI,

EAP-GTC S XDOF = v 7 &4 L E T,
227 B RAF ¥ MEE

BEL LT, RAF Y BIEOFREERIIRLET,

FlE 1. Network Access Profiles [ 225, {ERk L7277 7 7 A /LD Posture Validation DV 7 28I L E 9,

FIF2. T 7L — MNIRKRORAF ¥ AU —2BIMLET,

Name: L2-Posture

Required Condition Types Cisco:PA
Cisco:Host

Posture Validation Policies CTA
Windows

Assessment Result Configuration
Result

Healthy
Checkup

Transition
Quarantine
Infected

Unknown

Audit Selection

Audit Server None

FIE3. Submit 7V v/ LET,
AT 4 FFA]

Message URL Redirect
NAC L2 802.1x Healthy

Please update your software to
prevent being quarantined by the
network.

Computer under audit...
NAC L2 802.1x Quarantined

Infected

FIFg1. 71— b» 5 Authorization OV 7 %7 U v 7 LET,

FIE2. Frlx A 2—7MLET,
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User Group Assessment Result Deny Access Shared RAC Downlodable ACL

Employees Healthy No L2_1x_Healthy_RAC
Contractors Healthy No L2_1x_Healthy_RAC
Any Healthy No L2_1x_Healthy_RAC
Guests Any No L2_1x_Quarantine_RAC
Utilities Any No L2_1x_Quarantine_RAC
If a condition is not defined or there is no L2_1x_Quarantine_RAC

matched condition:

Include RADIUS attributes from user’s group: No

Include RADIUS attributes from user record: No

FIE 3. Submit %7 U v 7 LET,
CTA DA VR b—Jb
ZZTlX, CTA & NACL2802.1x V7 VU H L baeA A M—=)LT 5 HELHALET,

S22 1:CTA D27 47 > FiEAEHED A 2 h—L

1E L < LA AT T 5 7=, Cisco Secure ACS 121 A b—/L LIZZEHES CTA I2H A VX F—ATHXENHY E4, 7

T4 7> b LD CTA 1T, 2 DOHETREMELBMCTEET, 2 TiE CTA OA YA b—ARNIIEE BN 5 Hikz
AL ET, AT, CTA OA LA F—EITL—F R FTICEINTA 2L b TEXET, 2 ODOHET, ok r g

DIRICHALET,

FIE 1. clientl T certs EWVWILRBIDT ANVZEVER L, CTAexe 7 7 A/ ERUT 4 L7 B UICEHELET,
FF2. 7747 F% ACS TiiEdT 5L =12 CTA MEMA T2 CA FEAEZE certs 7 4 /LA ITHIE L F 9,

$¥: CTA 1%, certs V75T 4 L7 FUICEHEBEIN TWATRXTONRTY v 73HHAEZ A VR—FLET, ZOT7+/LFL, ctaexe
TrANERUT 4 L7 FUICERETIVLERS Y £9°,

A7 2:CTA2.0 OA A F—)b
FIg1. CTA Y7V s By T v Ty ANEIITAT Y MF U yae—RNLET, 7747 M ET
CTAexe 7 7 ANVDPEHE SN TNWD 7+ VX E2HE, HHT5H clasetup 77 A NVEXTNT ) v 7 LET
(Z DI TlE ctasetup-supplicant-win-[version].exe % ffiJH) .
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Cisco Trust Agent @ Installation Wizard 73R SV E T,

|_-'—;‘- Cisco Trust Agent 2.0.0.30 Setup 3 - I[':Il_)ﬂ

Welcome to the Cisco Trust
Agent 2.0.0.30 Installation
Wizard

It iz strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Nest to continue the installation,

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law,

¢ Back Mext > Cancel I

FIE2. Next 27V v 7 LET,
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FIF3. Next #7 U 27 LT License Agreement (7 A &> AFK)) %535 L £, Destination Folder 7 1 > R/

DERINET,
j_"a Cisco Trust Agent 2.0.0.30 Setup _ . = | l‘l|_§]
License Agreement @ .—“'a“:.
Y'ou must agree with the license agreement below to proceed. &
-
End User License Agreement i’

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. DOWNLOADING, INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTATNED Ity THIS LICENSE AGREEMENT. BY |

(| accept the license agreement

(" | do not accept the license agreement

Reset < Back | Mext > I Cancel

YWise Installation Wizard®

FIE4 T 7 4/ D Destination Folder #ZDFEFEZ A, Next 7V v 7 LET,

{i& Cisco Trust Agent 2.0.0.30 Setup =101 x|
Destination Folder : "'ﬁ.ﬂ._:
Select a folder where the application will be installed. @

(=

The Wize Installation “Wizard will install the fileg for Cisco Trust Agent 2.0.0.30 in the
following folder.

To install into a different folder, click the Browse button, and select another folder.

You can choose not to install Cisco Trust Agent 2.0.0.30 by clicking Cancel to exit the
Wise Installation \Wizard.

— Destination Folder

C:5\Program Files\Cisco Systemsh Browse | ‘

Wize Installation Wizard®

< Back | Mest » I Cancel
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FE 5. Select Installation Type %A 7 122 KRy 7 ANKRINET,
F|E6. Complete 74 KX %7V w7 LET,
FIE7. Next #7 Vv 27 LET,

{i Cisco Trust Agent 2.0.0.30 Setup : =10 x|

Select Installation Type & .."’.:
Select the desired installation type. @
=g
(" Typical

&  The most common application features will be installed. This option

g‘g iz recommended for most users.
- J E_

¢ Complete

& All application features will be installed. This option is recommended

! g for the best performance.

=g~

" Custom -

g Use this option to choose which application features you want
A O installed and where they will be installed. Recommended for
= g advanced users.

‘Wise Installation Wizard®

< Back | Nest » I Cancel

FIES. ERLETALZ MIIT TV r—2a BN VA =L ENET,
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FIE9. A= NVHUREHEDA U R— FBENTH L, ROA vy =V RERSNET, OK 27V v 7 LET,

il Cisco Trust Agent 2.0.0.30 Setup =101
Updating System "’"7_-.‘4_-.
The features you selected are cunently being installed. o

o =

Removing backup files...

x

-
Time remar A} Successfully imported Certificate file,

Wise Installation Wizard®

Cancel

FIE10. £ > A F—/LHM52 T35 &, Installation Completed 7 1 > RURERINE T,

{8 Cisco Trust Agent 2.0.0.30 Setup 4 -10] x|

Cisco Trust Agent 2.0.0.30 has
been successfully installed.

Click the Finish button to exit this installation.

¢Back [ Fnish |  cancel |

FF 11. Finish 27V v 7 LT 7V r—va DA A= LEBKTLET,
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FIE12. A7 2OBEHPLETY, LHERL I, HEHIZKROLA v -V NERINET,

Cisco Trust Agent Setup 2.0.0.3 . _j_]
|
"-\ You must restart your system For the configuration
Ld

changes made to Cisco Trust Agent to take effect.
Click Yes to restart now or No if yvou plan to restart
later,

Yes Mo

ZA7 3. (AT ar) CTA ~OL— FEAEFEDOFH TOA A h—/L
ZAY 1 OFNE 1 T CTA DT 4 /VHIT certs 7 4 /NH & abt— Ligho7z3851%, Cisco Trust Agent % M7 RN/ — ME
HELA VA M= LTH0NERHY 7,

FERELS FEICTA VA =T 5(21E, ROFIEEZFEITLET,
FIg1. xv " NU—2 7747 MIGEHERZ o — L £,
FIg2. *v " V—2 7547 Tavr R a7 EREEET,

FIE 3. Cisco Trust Agent 234 > A h—LEINTWVWBET 4 L7 MIICEBRLET, 774V bOur—a 43, K
DT 4 V7 MU TY,
C:\Program Files\Cisco Systems\CiscoTrustAgent)\

FIg4. koa~r ReALET,
ctaCert.exe /add “cert path & cert name” /store “Root”
(cert_path_g&cert_name [FFAEMAFEDTERR N LTERRT 7 A V4L TT)

FEHER R Y NI =7 7 T4T 2 FORESNLIEHEA T ITBENEE T,
CTA DRE

YTV I FAOBREOEFIIH Y /A, V7V DY M, BV UBiEERAD LT 74NV P TRESNTHET,
BTV I NIV UBAED TS O s VT Y v L E R 720 728, Cisco Secure ACS X, R*y hU—27 TIZERA TN
A A DKM RADIUS ERK (2% LT, RADIUS Access-Reject JWEEFITLET, 20L&, AL vF ED 802.1x AT — b
<L VR — SRR AT — MIBITEND 12D, AL v TFNT T4 T2 "5 EAPOL-Starts &% fHF b 725 2
LIZEBELTLIEE N, AL v FOEEAT— bHIZH 7Y B> bAS BEAPOL-Starts 241532 &, = Ra—HFonr 71 KBk
DEE LD BESRDAREENRHV T, VTV I Y ME, AL v F»N 802.1x AT — bk v U EERAT— MIBITLT, &
7V J1 v b2 B D BAPOL-Starts 2 H1F 2 K5I 2 ETRHEL TnD, EEFRAR 802.1x KEEMBL, =—% rnra1 %
ETTHRLERDHY £77,

NAC L2 802.1x H&REDHESR

ZZTliE, NACL2802.1x DNIELLREENTWAD Z &, Cisco Secure ACS HIELWKRAF ¥ b—7 v %&%{E59 52 &, Cisco
Secure ACS 7>5DIE LV VLAN E 0 Y4T28 NAD I[Z@EHASIND Z & 2R T I HEEHRPALET,

7 A7 N3 Healthy & &72 &40, Healthy O — /WIZFLE SN A1, MR LT U Uy /UE#RE NAD IZEL, 20Ot
23 NAD 7>5 Cisco Secure ACS ZIE(E SN DHMEENH Y £, Network Access Profile D27 v a V" TIERR L& LT iy
NDRAF ¥ BRFEO B2 7= LTS Y A 7 ML Healthy 770 r—3 a3y RAF¥ b= UBNESNET, 207
LT ¥ WZiX, Cisco Trust Agent, =— =k /N— 3 2 >=2.0.0.30, OS-Type contains Windows XP 3 E& £ E 7,
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¥F: 7 747 ML, Cisco Secure ACS 2 EARHIIZER L CW\WBH 7 LT ¥ v L DI% Cisco Secure ACS (ZIETZ LITHEEL T
<TZEW,

FIE1. no shut A~ FEANL, Z7I9A TV MREHRLTWVWDAL v TFR—r2b ) —EAL X—T NI LET,
FIFE2. 77947 R, TV ML DEROE IR LT o VERBRFRENET,

U U Please enter your credentials for netwark Cisco Corporate.

2

—— Uszername: |E rnp[u:_x_ye_e._]

Enter your password [

F|§ 3. show dotlx all =~ REFITLTIITIA TV MORT—Z AR LET,
NAC4948#sh dotlx all

Dotlx Info for interface GigabitEthernet 1/1

Supplicant MAC 000d.80cd.cda6

AuthSM State = AUTHENTICATED

BendSM State = IDLE

Posture = Healthy

ReAuthPeriod = 3600 Seconds (From Authentication Server)
ReAuthAction = Terminate

TimeToNextReauth = 3570 Seconds

PortStatus = AUTHORIZED
MaxReq = 2
MaxAuthReqgq = 2

HostMode = Single
PortControl = Auto
ControlDirection = Both
QuietPeriod = 60 Seconds

Re-authentication = Enabled
ReAuthPeriod = From Authentication Server

ServerTimeout = 30 Seconds
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SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

Guest-Vlan =0

FIE4. 77AT 2 FDAAL »FR— @7 VLAN IZEEIN-Z & 2R LET,

NAC4948#sh vlan

1 default active Gel/5, Gel/6, Gel/7, Gel/8
Gel/9, Gel/10, Gel/13, Gel/15
Gel/l16, Gel/17, Gel/18, Gel/19
Gel/20, Gel/21, Gel/22, Gel/23

Gel/24, Gil/2

10 employees active Gel/3
20 contractors active

30 utilities active

40 guests active

50 healthy active Gel/1
60 checkup active

70 transition active

80 quarantine active

90 infected active

100 unknown active Gel/4, Gel/1ll, Gel/14
110 wvoice active

200 servers active Gel/12
255 nads active

FIgE5 77472 FDAAL vF KA— k2 VLANS50 (Healthy) I[ZELE SN2 EXERTEET, ROA ¥ —
TxA A avwr REFTTDHE, AV X —Tx2f ADAL v F KF— MERLIERTEET,

NAC4948#sh int GigE 1/1 switchport
Name: Gel/1

Switchport: Enabled
Administrative Mode: static access
Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
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Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 50 (healthy)

FIE6. 7 T7A T FETCTA ICXVRDEDRRy T T v 7 Avk—UNERINET,

You are Healthy

FIE7. ACS LTHEUIRLA— AL T 747> MEMEMELET, 22Tk, 27947 F& ACS
\ZIE L < S@1E 23S STV 5 O T, Passed Authentications LR — k& L £,

Wz, 7747 NiX Healthy b—7 > Clid7e< Quarantine b—7 V& 52 ONTIGED N T TNy a—T 4 7 HIEIZDOWT

L ET,

9. 7 T4 7 b EIEAIPIC Quarantine T — /VICHLE LET, TOEDIZ, 7 TA T 2 FBRRIAEIZKRT B R A F ¥ FREEL—

% ACS IZRRELET,

FE 8. Healthy NAF v AT —H AE{GLHIZDIZHLER CTA Ofg/hI—Va v ZERLET,
Cisco:PA:PA-Name contains Cisco Trust Agent

Cisco:PA:PA-Version >= 3.0.0.0

HAEX CTA X—Y 3 20030 NBEEFHLTWAED, 77472 MIROL—VZHEE LT A,
FIE9. KOT RNy J AR —T/MILET,

debug dotlx events

FIF 10. dotlx initialize interface x/x I~ FRZAJIL, 7ot A2 AX—KLET,
00:55:00: dotlx-ev:auth initialize enter:000d.60cd.cda6: Current ID=0
00:55:00: dotlx-ev:dotlx update port direction: Updating oper direction for Gel/1l

(admin=Both, current oper=Both)

00:55:00: dotlx-ev:dotlx update port direction: New oper direction for Gel/1l is Both
00:55:00: dotlx-ev:dotlx port cleanup author: cleanup author on interface
GigabitEthernetl/1

00:55:00: dotlx-ev:dotlx update port status: Called with host mode=0 state
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UNAUTHORIZED

00:55:00: dotlx-ev:dotlx update port status: using mac 000d.60cd.cda6 to send port to
unauthorized on vlan 80

00:55:00: dotlx-ev:Found a supplicant block for mac 000d.60cd.cda6 1E113F0

00:55:00: dotlx-ev:dotlx port unauthorized: Host-mode=0 radius/guest vlan=80 on

GigabitEthernetl/1

FIE11. 7 747> ;2% VLANSO (fft#8 VLAN) ICEE SN TWD Z & A28 LET,
NAC4948#sh dotlx int
NAC4948#sh dotlx interface GigE 1/1

Supplicant MAC 000d.80cd.cda6

AuthSM State = AUTHENTICATED

BendSM State = IDLE

Posture = Quarantine

ReAuthPeriod = 3600 Seconds (From Authentication Server)
ReAuthAction = Reauthenticate

TimeToNextReauth = 3482 Seconds

PortStatus = AUTHORIZED
MaxReq = 2
MaxAuthReqgq = 2

HostMode = Single
PortControl = Auto
ControlDirection = Both
QuietPeriod = 60 Seconds

Re-authentication = Enabled

ReAuthPeriod = From Authentication Server
ServerTimeout = 30 Seconds

SuppTimeout = 30 Seconds

TxPeriod = 30 Seconds

Guest-Vlan =0

OV TVHNTIEH, ELW2—FZ L RRT =R ANEINTZ2D, 74T MIEFICRIESNE LN, Z LT
VX Tz 7D 1 DIZRILTZ72%, Quarantine B —/UZEE v L,
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FIFE12. 7 74T FET CTA ICXVRDEDRR T T v 7 Aok —UNERINET,

Quarantine

FIF13. ACS VER—bhE2ERL, 774 T FRIBRESNZHBELZIVE L £,

VAR— MERZHERT 22810k, EICHBERRELEPZIEREL, NI TN a—T 47 TukRuflind 52 &R T
TET,

YFIVI DU TN YA T DRE

CTA 7 U v hORRE

CTA #7UH > b & NACL2802.1x R ETHHEA. IFEALDRY U—3H—R"TERENET, Z2I7A4 T Fbn< o
NORRAFEERA T a BV ET, ZhbDAF Ty a i, XML 77 AV EFRALGRELEYT, Zhbd XML 77 A
NEERTAI2E, ETERA T2 A7 —va Il CTA Y7V B a4 A=AV 1LET, ZOV—I AT — 3 kT,
Trust Agent Ethernet Client Open A —=— #4732 g 77 ALET, CTA Y7V k GUI DA=a— KX DT
Create Deployment Profiles 77" 3 VI3 FR SN £,
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= Trust Agent Ethernet Client @

Port Status ;

f;ﬁ AMD PCMET Family Ethernet Ad... No Authentication F

Clear Credentials...

Create Deployment Profiles, .,

Help...
Connect Dis Full-featured Client Info...

Debug Log
About, ..

Show gystem bray icon [ eru v] [ Close _]

ZOX T a &Y 5 L Deployment Profile Z{ERT 272007 4 F— FRFRENET, 20U 4 F— ROKIOE L
Trusted Server Definition % A 7 & 7 ¢4,

= Trust Agent Ethernet Client

% Create Policy and Network Profiles... @

Trusted Server Definition

Server Name  Validation Method

Add Server Rule.. | Remove Selected Edit Selected..

<Back | [ MNew> ][ Cancel ]

Show system tray icon l Menu " I Close ]
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IDOXATa TR, FHEHTD ACS h— "2 ERTEXET, MilHikE LT fEAEEIX PAC ZEETEXET, ACS —
NI TAT Y MIEHELEZ LT o9 LS EAP-FAST D7 =— X | THEESHL, SSL by RV HeSr SET,

#¥ Create Policy and Network Profiles...

End Station Credential Origin

—Uzer Credentials

* Use Single Sign-on for password credentials

" Request password when needed

—Use Client Certificate During:

[~ Machine Authentication

I~ User Authentication

[~ Automatically establish Machine connection

< Back Mext > Cancel

IOXATaNE 3 oD aAISIPNTWET, B0 a TR, a—F ZLFr iy VOBEFEEY T D
VMR LET, VO Ay FGUFRE U ERIRTDE, VAT MEIa—Y vl Oa—HFLHENRRAT—FR
OFRERAD ZENTEET, LI —FORFUERIRTDE, 77T MINRAT—F J LT vy baa—PFIZERT
&FE9,

IDEALTOTD 2 DODET v a s TiE, RA M ETIHEHEOHHANTRER L &I, 37V B bR EDBA CRFHE 24
THPERELET, GEHEL, 2V FERE~ T UG TEEY, 20X AT uriE, T TR A MIGEHEZEN T 1
BV SENTWAZ L EREE LTCWET,

3 ©%H® Automatically establish Machine Authentication £ 7 3 3, T 74/ FTA X —T /I ENTWETHA, Z I TE
Fry2%&H L, TAE-TMITLET,

TR AT —=varDI LT R NADOF Y P UDERNTET LT H, Deployment Profile #E#$ % 2 20 XML 77 A /L%
WFETDIDDOEA T a I RNEREINET, 2—PIF, Xy hU—27 a7y L TrANVERY — 77 A VOIERI &3
RTEET,
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» Trust Agent Ethernet Client __[X|

| Part Status

= Creale Policy and Network Profiles...

Save Deplayable Files
Directory: |as\Cisco SystemsiCisco Trust Agent 802_1x Wired Cliant\| | Browse...

Policy Filename: |nac-palicy |

Network Profile Filename: |nac-network |

I < Back H Save H Cancel ]

Show system i3y icon I Meru 'I[ Close ]

FHHFIL, = F2—FORT—v a U ~O@BFEDOT7 7 A MEEN FiEE#H TE £ (Microsoft SMS 72 &)

e CTAClient f YA M=/ 77 A VExTy Ra—FDv o ilmy AR — b LET,

¢ LU RO TIDA VA M Ty A NEFATLEY, ZITEHVVEFHEHLETA,

e RV —BROT R T 7 ANRET 7 A NE, A VA =T MMERLICRO T VW ZIZT2 7 AR—FLET,

o HE B FEOI FAT LV NERHT DGEIT. FIZZBHTORET 7 ANVEBFO T 7 AN EEZHWZ DLERNH Y 7,
BESNEET7HAMZIZE, 1 20 xml 77 AV IDMRETEERA, ZTNUHD T 7 A /L% <install directory>\profiles\policies
B L <install directory>\profiles\networks 7 4+ /L X IZBEI L T 72 &0,

¥: 7 7 4V b O<install directory> 1%, Program Files\Cisco Trust Agent Ethernet Client\ policy configuration file: <install directory>\

profiles\policies network configuration file: <install directory>\profiles\networks T,

T Ra—Po~vTrEHEELET, T Fa2—%D CTA 7747 "AEEICEE L, BEISNEREY 7 A L2 HH
LET,

PV hEFERHLRVER OZEEIE

NACL2802.1x Ry hT—ZIZHHT DT X TOHRA MIYB TV I ERA A =L EINDDITEHY EHA, ZOXAT
DIRA FDTeDIZUN DH 0 Identity Based Networking Services (IBNS) HRESBAFE SN TWET, TN 513 IBNS #iETH > T
NAC DO EINTZHDOTIEH Y FHAN, NAC #ibRry NI —7 TOZ—V 2 LR RA NOLBC EE /R 5E 2 5
7LET, ZThHo IBNS BEREICE Y, 802.1x 7V WY BB LW ARR MIF AN 77 EBAHOD VLAN 250D 4 THZ
L. MAC 7 FLRIZHESWTEHRA MEFRIET 5 2 ENA[EEIC/R D 9,
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802.1x FEXInAA NHDZ A+ VLAN
A~ VLAN (250, 802.1x FEXGA A M 802.1x #GEEfEHT A2y N =27 7B AT 52 EWa[REIC7e D £,
802.1x FREFZYR—FTAHDODV AT LDT v 77 L— RKPIZZ A~ VLAN ZfFEHTE£9,

1 2 VLAN % 802.1x 7 A K VLAN & LTRETDHE, TX3TO 802.1x FEXIGA A MIZ D VLAN ICEESNET, 7R
b VLAN & LTiE, 77 A X—}F VLAN B X RSPAN VLAN %[RrE, F£ED VLAN Z#%ETEET, R— R+ TIIF A
b VLAN kiZ (T) #REEIToTWVWAH L XL, FORAINDOR Yy NT—7 AU F—T x4 A ET 802.1x YR —F&A 3—
LZT B &, ZOFR— MIFEEBIZZA A R VLAN oS, —%r 7 4 r— 2 DNRGEORAEEZFHE L E 5,

A—FETO 802.1x A A X —TNICT B L. 802.1x 71 FaANBEBINET, AR MR —EORKENICA—E T «
AN EREEINT Ny MOUSETERWES, A—t T4 —ZIZZOR— %247 X VLAN IZREL £,

AN VLAN (%, VI NRREE— RBI OB ALTHA N E— FOfFTHR—FInTHET,

Windows XP ;"2 b ETO4 ZX b VLAN 1233 % 802.1x RIERENHEEEHIF
Z ZTClE. Windows XP R A b ETOZ Ak VLAN (Zx/9 % 802.1x RiEiXCOBOFEEFHEEZHHL £,

e A K VLAN A RX—T7/MZINTWAHR— M, H—FAHA—hE LTHRETEEEA, HIZE L, B—JAA— M2
A K VLAN ZRETEZEHA,

o KA MR =R T 4 r—FITSETERDSTEE. A— T 180 B AT — M@ N E T, ZORRARIET S &,
RANMIaTA AT —R Uy RyRERENERAL, 2P, Xy M= S F—TxA R Fr—7LERVIL,
HEBEGRTOILERDHY 7,

o RIEERB VAV EIFTNRAT— FTRET DA A MIFBFECKM L E3, BIENKM LA A M, F A b VLAN ICEE S
FH A, A NPERYNIFRIEICKIKLT 5 &, Quiet-Period 54’\7~75‘ﬁé§j] L, ZOXA~2—|IHESNTHEIETT 77087 4
N—Y)5AE L EH A, Quiet-Period ¥ A ~—MNRNTDHE, FANMIRTAUIRAT—R U RURFREINET, AR B
A 2 [l B OFRBGEIC KIS 5 &, Quiet-Period # A ~—NHEREIL, ZOX A ~—ICREINTZWMIZT 77087 4134
FBELETA, TOBRAARNMI 3 BIEOR T A VN AT—R U4 RUBRKRINET, AR D 3 [BHOFIZKILT D
L R MIERB LORFTAT — Mo@EINET, =2—FIE, Xy bT—2 A X —T AR F—T V%L THEHE
BT ALENRHY FT,

A A NI, Authenticator Port Access Entity 7> 5 D —HF 4 L UVNA T — FREFEERIZISE LR WSS, 7 A M VLAN (ITHLE S
ET,

BAT A A H—=TxAAD AL VLAN HHR— DA X —T )L
I0S-Switch(config)# interface gigabitethernetl/1

IOS-Switch(config-if)# dotlx guest-vlan 40

YTV H b P—ERMEL L2, FHREFY TV IR T oA VA =L ENTZ L 2R L £ 9, Windows ¢ Wireless
Zero Config 4 —EAMEIL L Z L AR LET, £D%. 37V D ML R FAL ZARS A N VLAN IZELE S 72 2 & &l
th Lij—
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CatOS A v F~D NACL2IP DOFHRE
Z ZTlE, CatOS AA v F~D NACL2IP BL O NACL2802.1x OREFEERHLEST, 2ok > a3 T, 6 5
LTLIE&EN,

6. CatOS MU 77 LA Xy hTU—7

A .
10.0.200.2 E' Cisco Secure
] ACS 4.0
—

- ) i
10.0.200.10 E' Active Directory,

Client2 VLAN —! DHCP Server and CA
B VAN - 200
= 1000 Gig2/1 pv- -
=3 p L 10.0.200.101
. .
MAB Client ;| AN ) 10.0.200.1 . / -E AV Server
) 1000 Gig 2/3 N ) H
6503 -
A L
Update/Remediation
10020030 =Bl POR
Ll
&l Audit
10.0.200.106 E'-I Server

227 1:NACL2IP OHE
FIE1. A A vF T RADIUS %A %x—7 /ML E7,

Console> (enable) set radius server 10.0.200.20 primary

Console> (enable) set radius key ciscol23

FIg2. A1 vF T NACL2IP ®7=¥HIZ EAPoUDP %A X—7/LIZ L%,

Console> (enable) set eou enable

FIE3. FAFvHIFEZMLEL TS L2P A— FDO7=HIZ EAPoUDP %A X — 7 /M LET,

Console> (enable) set port eou 2/1 auto

FIE 4. LR EINTETRTOEXR=2U 5 0 ACL ZHIERLET,

Console> (enable) clear security acl all

FIES ZOFRY— N—2 ACL A Fx—7/MILET, 20 ACL BEZRINET,
Console> (enable) !Permit ARP
Console> (enable) set security acl ip nac permit arp

Console> (enable) set security acl ip nac permit arp-inspection any any

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 77 of 126



Console> (enable) !Permit DHCP Snooping
Console> (enable) set security acl ip nac permit dhcp-snooping
Console> (enable) !Permit DNS
Console> (enable) set security acl ip nac permit udp any any eq 53
Console> (enable) !Create an entry that allows access for healthy hosts access and that
Console> (enable) matches the healthy policy group name defined in ACS.
Console> (enable) set security acl ip nac permit ip group Healthy hosts any
Console> (enable) !Create an entry that allows limited access for quarantine hosts
access and that matches the quarantine policy group name defined in ACS.
Console> (enable) set security acl ip nac permit ip group Quarantine hosts 10.0.200.0
0.0.0.255
Console> (enable) set security acl ip nac permit ip 10.0.200.0 0.0.0.255 group
Quarantine hosts

IPermit quarantine hosts the ability to communicate with the default gateway
Console> (enable) set security acl ip nac permit ip group Quarantine hosts host 10.9.1.1
Console> (enable) !Allow the default gateway to communicate with quarantine hosts
Console> (enable) set security acl ip nac permit ip host 10.9.1.1 group
Quarantine hosts
Console> (enable) !Allow EOU
Console> (enable) set security acl ip nac permit eapoudp
Console> (enable) !Allow DHCP
Console> (enable) set security acl ip nac permit udp any eq 67 any

Console> (enable) set security acl ip nac permit udp any eq 68 any

FIE6. —DEx=UT 1 ACL =3 v bL., #Y7% VLAN ([Z@EH L £,

Console> (enable) commit security acl all

FIFE7. = ¥F=2UFT 4 ACL #2577 #/L ~ L2IPVLAN (1000) v v 7 LET,

Console> (enable) set security acl map nac 1000

;¥: show security acl info all a2~v> REZANL, RELLEX=2UT ¢ ACL B LET,
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FIES8. NACL2IP HREZ MR L £,

Console> (enable) show policy group all

Group Name = Healthy
Group Id =1

No.of IP Addresses =1

Is Changed flag =0

Src Type = ACL CLI

List of Hosts in group.

Interface = 2/1
IpAddress = 10.7.50.5
Src type = NAC

2 A2 2:NAC L2 802.1x DFRE
it 27 a2 NACL2IP OFJIET RADIUS ZA % —7/LIC L, 802.1x O VLAN ZREL TWAHDT, fiHLFIET

CatOS 12 NACL2802.1x ##RETX £,
FIE1. 802.1x FRikx /' — I R2—T M LET,

Console> (enable) set dotlx system-auth-control enable

FIg2. dotlx 774 T b O R—bk 2/1 ® 802.1x = ha—/L& A X —T /W LET,

Console> (enable) set port dotlx 2/1 port-control auto

FIE3. ZOAR— M THBIEZA X—TIMILET,

Console> (enable) set port dotlx 2/1 reauthentication

FIE 4. NACL2802.1x HREZMER L £,
Console> (enable) show port dotlx 2/1

Console> (enable) show port 2/1

Catalyst 6500 ®D4°Z b VLAN REH
A— K 2/1 % 802.1x O A b VLAN40 (ZBIN 2612~ LET,
Console> (enable) set port dotlx 2/1 guest-vlan 40
Port 2/1is Multiple-authentication enabled, guest-vlan can not be enabled

6506-Cat0S> (enable) set port dotlx 2/1 multiple-authentication disable
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Port 2/1Multiple-authentication option disabled
6506-Cat0S> (enable) set port dotlx 2/lguest-vlan 40
Port 2/1Guest Vlan is set to 40

6506-CatOS> (enable) show port dotlx guest-vlan

Guest-Vlan Status Mod/Ports

40 active 2/1

none none 2/2,3/2-48,8/1-8

Catalyst 6500 T MAC Authentication Bypass DX 7E

MAC Authentication Bypass 1%, A— NN TEHET H IBNS HEETT, AA v FiE, AA v FIZEHR L TWDHHERA RO MAC 7
R L2 %ffi> T Cisco Secure ACS #—/3Z RADIUS ZRZX[FELET, 2D MAC 7 FL A ACS OWHET —# _R—ZTH
Ol A. ACS T — 3T Access-Accept TINEZIRL, RA MIF Y NI =T ~OT7 7w 2AZHFNINET, ZD MAC ##
AEIE 802.1x DRIZHAET DD T, EAP BiEL 57 T CERWVWT RTDT NS ZADT 7 ¥ AZHET DT 74/ b 802.1x £F =
V7 4 KUY —%,341 32 L %7, MAC Authentication Bypass {X, A NI NAH 77 ¥ A &FH A T& 508807 ETT, £
MAC 7 KL A® Organizationally Unique Identifier (OUI; fAFE AT T) ZHHL T MAC 7 RLAZ U AL Rh— FRET

HZ L&Y, FAL OUl #FNDT RLAZFFOT AL ARy NI —I~DT VB AEFFATHIENTEET, Xy FU—
I DT I E AT DLEND - TH 802.1x MG T VN FafFlpnr') o a8 —IF IR EDT AL AL > THE
FI7Z2#%RE T3, MAC Authentication Bypass X4 4 72 v 7 e DT, Xy hT—F7HNOTRXTOR— MIEET LI ENT

X, TV UEBERINAR— MIHFRPICRET 2 LEITH D A,

i¥: MAC Authentication Bypass 1%, Bilfs T Catalyst 6500 TOH YR — F I TWET,

X A7 1 : Catalyst 6500 D% &
Catalyst 6500 TiX, W< DD a~ 2 R&fli- T MAC Authentication Bypass ZiXE L £7, Z Z TiX, Catalyst 6500 @ 802.1x
FRREIC L8272 RADIUS BRENFEMHEH ThDH Z L &fiIRE LTWET, ZOMIERIE, WIIRT X078 —Urif x—71Z
L7z, R— MR L THEAT2X5ERH D £7,

6506-CatOS > (enable) set mac-auth-bypass enable

Mac-Auth-Bypass enabled globally.

6506-Cat0OS > (enable) set port mac-auth-bypass 2/3 enable

Mac-Auth-Bypass successfully enabled on 2/3.

& A7 2 : Cisco Secure ACS ~® MAC Authentication Bypass D&% E

MAC Authentication Bypass (MAB) %179 7212, Cisco Secure ACS 2/ A hDEMZ: MAC 7 RV A E721X MAC 7 FL
ADTANKH—R v~y FL—HTLHREVPLETT, FALVREI—F vy FiE, VMware £ A—D MAC 7 KL A OUI
HOTREAER S ET,
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FIE 1. Catalyst 6500 2>5H 0D MAB ZERZWHT L1y bU—27 To7®A Fua7 7 A VEEHRLET, NAP>Add
Template Profile > Authentication Bypass (802.1x fallback) % &I L, KD NAP Z{Ek L E7,

A} CiscoSecure ACS - Microsoft Internet Explorer =

Fle Edt View Favorites Tools Help

FBack v = ~ Q _';] at i'aiearch ] Favorites =',:~5‘Media z;ﬂ E;')v =

Address |g] http:f/127.0.0.1:4110f

Cisco Svsrems

Network Access Profiles

Edit

Uszer
Setup

| — Create Profile from Template E
IS | Setup

Y ot Name: MAB_NAP

Network iJ
Configuration
i Sustem Description:
= Configuration

Intert.
B H

El%[ Mmoo Template: |Authenticatiun bypass (B02.1x fai[back)j

Control :
Active: F’k

i
ai External User =
z Databases Subrmit ‘ Cancel
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FIE 2. Network Access Profile > MAB_NAP > Authentication Settings % % L, MAC Authentication Bypass % 1 }—
T LET,

C1seo Svsrens

Network Access Profiles
@ Setup

- Authentication Settings for MAB_NAP
:1 Eroup
| E Setup

o<

Populate from Global |

% Shared Profile

Components
Q Hetwork Authentication Protocols

Configuration -
- [ Allow PAP

i| System

%%; CHi [ &llow CHAP
B Interface [ &llow M5-CHAPYL

Configuration

[ allow MS-CHAPY2

EE%Pdmimstration o

Control v allow MAC-Authentication-Bypass
§1 External User MAC Authentication Bypass Configuration
¥ Databases
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FIE 3. Network Access Profile > MAB_NAP > MAC_Authentication_Bypass_Configuration ™ F Add R ¥ & 3R L,
MAC List & {Epk L&,

Cisco Sysrems

Network Access Profiles

Edit

‘ User
Setup

== | Group
.]TE Setup

MAC Authentication Mapping for MAB_NAP ﬂ

% Shared Profile
Components

= ‘ MAC Addresses User Group
et wrork I

Configuration
L 00, |

%ﬂ i o C [0: Default Group (4 users) v
Interface j
B‘ Configuration

If a MAC address is not defined or there is no matched
M), | Administration mapping: ]D: Default Group (4 users) ;l
& | Control '

a{lj External User
22 | Databases add| Delete

Posture The Add/Delete buttons submit and save the current configuration to the database,
3l Walidation

Submit | Done
i }rwetﬂnrk Rccesq I:}

W

FIF 4. MACAddress 7XF A~ Ry 7 AT TFAT L hDA X —T A A MAC 7 R L ADITAD LT3 % AN
LET, 22200, EASLTESESE. Zohr~ () & ACS IZx LT, AN FHET—EHT D
MAC 7 RV A =y FEUANRI— RRBETHEIICHERLET, =& 2E, 0095, AT LTEESGAE, S
FTH%TD MAC 7 KL A vy FNRUANLRAI—FRBEINET, MAC 7 KL Aza—H FL—7 2
vy BT T5Z b TEET (ZOFITIX Default Group) .
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HAY 3:®=HFV T
ZOBERBH L%, WIRT X ST show 2~ R T ZofEE2E=41) 7 LE7T,
FIE1. ZOAR— D MAC BIENFETENET,

6506-Cat0OS > (enable) sho port mac-auth-bypass 2/3

Port Mac-Auth-Bypass State MAC Address Auth-State Vlan

2/3 Enabled 00-00-00-00-00-00 waiting 10

Port Termination action Session Timeout Shutdown/Time-Left

2/3 reauthenticate 3600 NO -

FIF2. N— FORFELII L ET,
6506-Cat0OS > (enable) sho port mac-auth-bypass 2/3

Port Mac-Auth-Bypass State MAC Address Auth-State Vlan

2/3 Enabled 00-0a-95-dc-32-4a authenticated 50

Port Termination action Session Timeout Shutdown/Time-Left

FIE 3. showvlan 2~ FOHNZMEZRE LT, VLAN #Y ¥ TEMKIELF T, VLANSO iX, Z/L—7® IETF
RADIUS 7 hVU B 2— MR T K HIZ, healthy \Z~ v F LET,

6506-Cat0s > (enable) sho vlan 50

VLAN Name Status IfIndex Mod/Ports, Vlans
50 healthy active 68 2/3,2/47
15/1
VLAN Type SAID MTU Parent RingNo BrdgNo Stp BrdgMode Transl Trans2
50 enet 100050 1500 - - - - - 0 0

VLAN MISTP-Inst DynCreated RSPAN

50 - static disabled
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FIE 4. TReports and Activity/Passed Authentications] @ N2, MAC FRREDRKINZRTIKD ACS nY A vtE—Tk
—HT LA v E—UBRRRINET,

e o | e [REEE User-Name SN (e T (RNAS Bore
Type —— Name

191 [Authen 00-0a-95-dc-

07/14/2005 21:43:10 | 2 00-0a-95-dc-32-4a } e, 201

MICROSOFT ACTIVE DIRECTORY DO#&

Cisco Secure ACS 1%, #FRIFDOIRE% Windows., LDAP. ODBC 5 —#X—XZ_  RADIUS F—7Z > #— 3 RSA SecurD ~—7
P—X T EOHRI— NI TEET, R —"D VU X ML, BERIEMZ1T 25 Z LN TEE T, Cisco Secure ACS 13X
<Y FPRDOMPDHETY R MDJRIZE Y — S TREEEZRAE TN, TXTOI—NERATH~ v FRRON S T HUEFERET
I L EF, Cisco Secure ACS DD — &M L CERIEE FE1T9 5 L 9 IZEXET 5121, External User Databases ¢ [ C
KEAT DO —REBRETLHLERDY £7,

F: ACS ¥—\% AD RAA TBEILET,

Microsoft Active Directory

3¥: Microsoft Active Directory TBAE%A FEITT DT, ACS =% RAAL VDA U NR—ZTHLERDHY 7,

Cisco Secure ACS D=2 —H F—F X—ZXDFREIL, 3 2Ok ¥z Ay THhET,

1. Unknown User Policy

2. Database Group Mappings

3. Database Configuration

FIP, BT —FRXR—ADFHE A X =T NI L, T—FX—ADX A TEIFET HLENHY £9, ACS External User
Database > Unknown User Policy %R L, ROKIZRT X 92 Windows Database % iR L £,

Unknown User Policy

Fail the attempt
Check the following external user databases

Selected Databases:
Windows Database (Windows Database)

F: FRRECHEHT 2B OT — X X=X B HRET H8A . Cisco Secure ACS 13, %%ﬁf“% HISEEZETHET, fEESINTIE
FTET L7 MY = NZHEEET, IGEREM L 22— B2\ X T2 720121%, BETE DISEEZETHIRNENT 4
V7 R H—REVRNDEICEETAILERDH Y T,
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Microsoft Active Directory (Z & > CERFES N7z —HF DOFF A F¥E% Cisco Secure ACS (ZiBHIT 572912, IRD L HIT Active
Directory 7 /L —7"% ACS DK Ry T —27 INA—TIl~v BT TH0ENRHY £9, ZO~ v 27 %47 5120, External
User Database > Database Group Mappings > Windows Database > Domain %R LE3, VIZ7 L VR Xy hT—JDRAAL
41X NAC T,

Database Group Mappings

Windows Database
Domain Configurations: NAC
NT groups “Users, *” matches Cisco Secure group “Employees

”

NT groups “Contractors, *” matches Cisco Secure group
“Contractors”

NT groups “Guests, *” matches Cisco Secure group “Guests®

SN T — 2 R—AREDORBZOFIEL, ACS MPZfE LEEREZRIMT 2 DIHEAT 27 — 4 X—RADIEFEDOHEETT,
External User Database > Database Configuration > Windows Database > Configure %2 3&R L, = — VB LUV~ T UBIEO7-DIT
nac.cisco.com Active Directory R A A U ZMEHT 2 L9 IZRELET,

Dialin Permission

Verify that Grant dialin permission to user setting has been enabled from within the Windows User Manager for users configured for Windows User
Database authentication.

Unknown User Policy
Use the next sequential External Database in the Selected Databases list in case of an “External DB user invalid or bad password” error.
Configure Domain List
Domain List:
NAC
\LOCAL
MS-CHAP Settings
Enable password changes using MS-CHAP version 1.
Enable password changes using MS-CHAP version 2.
Windows EAP Settings
Enable password change inside PEAP or EAP-FAST.
EAP-TLS Strip Domain Name.
Machine Authentication
Enable PEAP machine authentication.
Enable EAP-TLS machine authentication.
EAP-TLS and PEAP machine authentication name prefix.

host/

Enable machine access restrictions.

Aging time (hours): 12

Group map for successful user authentication without machine authentication:

<No Access> j
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2—FRBIVT I UVBIEDRE
ZITEH RD XD AR AR FEFERFEST D72 Cisco Secure ACS BLOAA v FOREHFIEEZHHALET,

o 11—
o v IR
o — Wi LW~ U FRGE

=PRIV~ URIAFOME
NAC-L2-802.1x D~y RAF ¥ AT —hDEZFTIE, w3 rBLO—YEIERITER D 802.1x FRFEA AT 5 ATRENEN
HVET, 802.1x FIUH I a TR R~ U BI O —WEREO T Y FIFIRD LBV TT,

o vV UNEENIT D,

e FTUBY INRAF ¥ L LI~V VB FEITTD (D 802.1x &HY)

o YV EDTRTOY—EANET L, vV OAT — bPEEINOHEIICLE SO, CTA BHREAF ¥ AT —HAD
ERERET D,

o FTU DY EBRRAF ¥ L LI~V URIEEFITT S (2 HIHD 802.1x A&H#)

o —WRu AT 5,

e YU DY MNRKRAT ¥ & & bIZa—VRFEEFEITT S (3 BHD 802.1x %H) .

e OTAVRET L, SV VDRAT— IBBENLR I A VAR INTTZD, CTA BARAF ¥ A7 —F AOEEEIAT 5,

o YTV DL MRRAF ¥ & & HIZa—VRIEEZFATT D 4 [BIHO 802.1x KHE)

% 22 1 : Cisco Secure ACS & AD & DI#EDHRE
FIF 1. NAP>Lab_NAC_L2 802.1X > Authentication > Credential Validation Databases > Selected Databases % 18R L |
Frv 7 ENTNWETFT—ZX—ZAD U A I Windows Database % iBI1L £,
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FIE2. = ZTi&. Cisco Secure ACS 7% Microsoft Active Directory & = —HF R I O~ U ilGEEH A E L < R TX
L9110, 2—VRAEEITHHEAIIE2—Y 7 a7 ¢ ® Dial-In OFE T, vV Vil #1472 BEITIT
<O asT @ Dial-In OFXET Allow Access %A F—7 WMZ LE T, Active Directory Users and

Computers Management Tool CTZ DiXEx A X — 7 /WIZT HXEZRLET,

Remote contral | Terminal Services Profile |
General | Addess | Account | Profile | Telephones I Organization |
Member OF Dialin Erwionment | Sessions

Remate Access Pemizzion [Dial-in or YPM)

% Allow access
" Deny access

" Confrol access through Femote &ccess Palicy

I ety Caller-D:

— Callback Options

' Mo Callback
™ Set by Caller [Fouting and Remate Access Service only)

= Always Callback to: I

I Zzsign a Static [P Address I

i Appl Static Routes

Define routes ko enable for this Dial-in it P
connechon.

(] I Cancel ASpply

AD OMEET A N T HDICROFIEEZFZITLET,

FIE3. 7947 8 TAZ Ny 7 E® Cisco Trust Agent 7Y 7> b GUI @ Menu 7~ % > T Clear
Credentials 27 U v 7 L7,

FIFE4. =—H4% NACWUserl &/3AU— K ciscol23 ZfifiLCTa A L, Active Directory ZfEiH L7z —HR&
EETARLET,
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NAC D FTNYa—T 4T

NAC 1ZEHERY V2—arTTR, 2OV Va—2arDEarR—3r b LIISESERBERNMATTEET, 26D
ayR—R ME, MEOREICHKYL DA<y K, LR—F BeXr7HAERMELES, 22TE 7 FIyvyay arb
n—)L FubAOMBLERLITAT U (RA ) 5, AAA BEUORY — —RNET, FarR—xky FNEREET 51
HIZOWTHHLET,

Cisco Trust Agent & CTA 47V b rDuX s

CTA L, BEDEY T v 7 W—F o Co—Vzr bbbl VA b—NENduX T T—F o2 LET, 1A

b=/ FaERANRET Licth, 2OR¥ U IHRRILIT 74V N CT 42— MZERET, CTA m%’ﬁ/ﬂ% X, SFESFER
FETA R =TI TEET, CTA DA A M—IVETRHRIZEF T EA X —T T BEEITIE, ctasetup FAT7 7 A L LAl
CT 4 b7 MVICIELLSRESINT: ctalogd.ini 7 7 A NVERELTRBEET, 774/ FTid, /f/X k— U ctalogd.tmp &
WIOLARTD T 7 A VBEEGR 7 ANV F A —INDHEICRESINLTWET, ZOT7 7 A% ini 4T D7 7 A NVICAHTE
EEFLHE, Xy $—E AN Windows THEBL, 2¥ 0 VB3 X—7MIENET, ¥y h—E XL, av K7
AUPHHERETE X7,

BT ND ctalogdini 7 7 AN EF OB ERLET,

D7 7 A NVIZIE, Cisco Trust Agent DR XUV RENG EINTWET,

i INGORTEEMFEHAT DR, 77 ANV % “ctalogd.ini” IZEFELET,

; 0= BX U TDT 4 —T 0
;1L = BX T DA FR—T I
[main]

EnableLog=1

s ZOk® V73 Tl Cisco Trust =T—2Y =2 D

B R—F o bOrX U ZOFEMLNVERETEET,

;0 =T 48—=TN0

BERRARX DA F T

Juny
Il

BERBLIOEES R bR T

N
Il

;3 = HR,EBE O BIOM VT A—vaTL ANV EOX LS
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[LogLevel]

PADaemon=3

NetTrans=3

PAPlugin=3

CTAMsg=3

CTAD=3

PEAP=3

EAPTLV=3

EAPSQ=3

PPMgr=3

PSDaemon=3

HostPP=3

CTASI=3

ScriptPlugin=3

CTASC=3

CTAVSTLV=3

CTASTATE=3
ctalogdini OF-xT > MV IE, CTA O—HERTHEDT —F 2B LET, A VA N—NMIZEENDIZOF TNV 77 AL
I, dni VAN AL TDT 7 A NMIATINERSNEZBE, &7 —Fr0onx 7 Lyl High ICRELET, @HEIZIN
ThITNY a=T 4 T EATIIZDITHHRIERPFEONE T, £T—Fr0OuXr 7 LUbZk 15 ITRET DL, malen
Ty b BUTRAFR=TNMIENET, CTA BX U 7E, ROV Z v 7 AL Tavr B Far 7 EhbbA r—=7 0
ICTEET,

ctalogd { start| stop | restart | enable [-t] | disable | clear }
ctalogd 0 V7 7 A NEEZADEFHIGAR TE ET, FHMIERICOWVWTIL, [Cisco Trust Agent 7 RI =R h L —% FA K]
(http://www.cisco.com/jp/service/manual j/index sec ta.shtml) % ZH L T 72 &0,
ZORE, m¥ 7 L% High ICBRELTET —EU Nk L7z, PIL7z BoU By aro—HTd, HELLT VLS
(20 Ay E=VORPFEBRLTVET, 7 TRULNIZT 4= N, =7 A% S, K, Aff, BEZEE 7—F ID,
AvE—VERLTNET,

103 13:49:32.095 07/08/2005 Sev=Info/4 NetTrans/0x6310000E

EAPOUDP Session 4 created for NAD 172.31.211.1, total session count: 2

109 13:49:32.305 07/08/2005 Sev=Info/5 PEAP/0x6340000D
Server certificate (/0=Cisco Systems, Inc./CN=Server) has been validated by local CA

certificate (/O=Cisco Systems, Inc./CN=Stress).
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110 13:49:32.335 07/08/2005 Sev=Info/5 PEAP/0x6340000F

Server certificate matches following DN checking rule: CN*”Server”, ISSUER-CN=“Stress”

111 13:49:32.365 07/08/2005 Sev=Info/4 PEAP/0x63400003

PEAP handshake success

112 13:49:32.405 07/08/2005 Sev=Info/6 EAPTLV/0x63500002

EAP Identity: PCTOO:NAC User

120 13:49:32.836 07/08/2005 Sev=Info/4 PEAP/0x63400008

PEAP received a message of: EAP Success

121 13:49:32.866 07/08/2005 Sev=Info/5 EAPTLV/0x63500004

Done with EAP-TLV processing

125 13:49:33.036 07/08/2005 Sev=Info/5 PEAP/0x6340000C

PEAP processing finished

126 13:49:33.046 07/08/2005 Sev=Info/4 PAPlugin/0x63200001

Application Posture Result = Healthy

127 13:49:33.086 07/08/2005 Sev=Info/4 PAPlugin/0x63200002

System Posture Result = Healthy

129 13:49:33.177 07/08/2005 Sev=Warning/2 PAPlugin/0xA3200010

CTAPP receives UserMsg Notification: Content = healthyL2IP
ZOFNE, EoU tya UAMER S, CTA 28 ACS oY — GEEZZE L. ZOHENGEHTE 2 b O L MAES L, FE
PAEZA4NVE L=~y FLIEZEERLTWET, £/, Ay k=IO PEAP NV Ry =—7 Rl L7®kIC, 2947
¥ N DORATF ¥ EMRET D BERGE A OFEED ACS ITE S, R CTA ICRENTZ LRG0 ET,
CTA XV TRET 7 A NVORIEF, RO~ FEEHLT DOS 7r 7 hipb AR TEET,

clogcli { enable | disable | clear | loglevel ([1-3, 15] }

clogeli =~ R%Z ] L T Command Line Interface (CLI; =2~ K T4 A F—T A R) hobuaXr 72l TEET,
FEMIESRIZ DWW TIX,  [Cisco Trust Agent 7 RI =X hL—4& HA R] #ZHL T EE0,

74T N ED CTA ODAT—H A%, ctastat 2~ REMH L CREBICRGTCEET, B0V TV EZUTIORLET,
ZOH AL, CTA BEBEIHBOBEAF Y RIERE., HEOT AT A BAF Yy h—2r v, BHORT—HX A 7T —OFER, %
BENTWVWATRTORAFy =— Vx> FERLTWET,

> ctastat.exe

CTA Statistics Reporting Tool
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Cisco Trust Agent Statistics

Current Time: Mon Jul 18 08:10:59 2005

Session Information
Session Number (Hex): 01000000
System Posture Token Value: Healthy
Received on: Mon Jul 18 07:50:30 2005
Total Postures Received: 1
Last SQ Response was “No Status Change”
Plugin Vendor/Application: 9/1
Application Posture Token Value: Healthy
Received: Mon Jul 18 07:50:30 2005
Posture Request last received: Mon Jul 18 07:50:30 2005
Length of last response to Posture Reqg: 28
Sent: Mon Jul 18 07:50:30 2005
Plugin Vendor/Application: 9/2
Posture Request last received: Mon Jul 18 07:50:30 2005
Length of last response to Posture Reqg: 167

Sent: Mon Jul 18 07:50:30 2005

NAD e X7 show a~<wr K, Eyvay arvbu—i, TS

NAC %y hU—2 TI7E R T4 2L LTHEET D CiscolOS T34 AL LY CatOS T /31 AL, WD Y —/L &
UCHERZIREET 2 & & HIT, syslog BEBEL —#5D RADIUS 7h v o7 4 JREREA R L 4, RBitsh o FEHR & =0T,
NAC OFEHESE (L2/L3-IP M+ 250> L2-802.1x 4252y Ik THRARY £,

WDa<y RiE, EoU BH#EDA R FORF L7 LRLVEAL VT4 A= a T ADORIERLET, TORFE. NAD 22—
NBELWERITERAT — v a VR KEOT —Z B LA — F &£ 3, CiscoWorks Security and Information Management
System (SIM) 721 Cisco Secure Monitoring Analysis and Response System (CS-MARS) 755222 EHREHDHITIE, ZnH0
T B RUELRY ET,

eou logging

*Jul 18 04:12:16.878 MDT: %EOU-6-SESSION: IP=172.31.211.2|
HOST=DETECTED | Interface=GigabitEthernetl/9
*Jul 18 04:12:16.882 MDT: %EOU-6-CTA: IP=172.31.211.2| CiscoTrustAgent=DETECTED
*Jul 18 04:12:22.446 MDT: %EOU-6-POLICY: IP=172.31.211.2| ACLNAME=#ACSACL#-IP-healthy-42c46e7c
*Jul 18 04:12:22.446 MDT: %EOU-6-POLICY: IP=172.31.211.2| TOKEN=Healthy

*Jul 18 04:12:22.446 MDT: %EOU-6-POLICY: IP=172.31.211.2| HOSTNAME=PCTOO:Jane Dough
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*Jul 18 04:12:22.446 MDT: %EOU-6-POSTURE: IP:172.31.211.2|
HOST=AUTHORIZED | Interface=GigabitEthernetl/9
*Jul 18 04:12:22.450 MDT: $%EOU-6-AUTHTYPE: IP:172.31.211.2| AuthType=EAP
ZDa<r RiX, NAD 28 ACS IZVAR—h§ 5L Eic, 27— 2> ID % MAC 7 RLANG IP 7 RLAICERLET,
MAC 7 RLREIARy T ZEICEBEINDDT, 77472 ¥ NAD by 70 &y 7L RN T D58 IER T,
eou allow ip station-id
L2-802.1x NAC L TIL, L2/L3-IP ZED & 5 7am ¥ JHERENFIATE £ A, TORDYIC NAD ISHAIAEN TN D
8021x T ATV LT 4 THERBEMEMNLE T, ROa~v L FE&FITLT 802.1x TH VT 4 T hAX—TMILET,

aaa accounting dotlx default group radius

NAD show =z~ R

SEZEZ show 22 FB NAC By ardDAT— 2 LAR—hL%ET, showeouall 2~ X, RBIELXA T, 74T
VMZEIDYTOHONTVWAEEDORATF v h—27 2 NAC & v ¥ a rOFHRRZR EOEHREZET. NAD LOIED NAC
vy a BT AMSRT TN ERRLET,

show eou { all | posture token | authentication }

Address Interface AuthType Posture-Token Age (min)

172.31.211.2 GigabitEthernetl/9 EAP Healthy 15

FEED NAC 7 747 v bBIOEDOE v v a VAT 23EMIEHIL. show eouip F721% showeoumac 2~ REFETT D2
LICE o THERTEET, ZhbDavr FEFETTL L, EFRO showeou 2~ ROBFRITIMA, FEHOME, GRES LT
%4) URL 47— RIZB$ 2158, #H ST\ % Downloadable ACL A A LV ANFRINET,

show eou { ip x.x.x.x | mac h.h.h.h }

Address : 172.31.211.2

MAC Address : 0004 .5aa8.2bde

Interface : GigabitEthernetl/9

AuthType : EAP

Audit Session ID : 00000031007C75E400000002AC1FD302
PostureToken : Healthy

Age (min) : 15

URL Redirect : NO URL REDIRECT

URL Redirect ACL : NO URL REDIRECT ACL

ACL Name : #ACSACL#-IP-healthy-42c46e7c
User Name : PCTOO:Jane Dough
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Revalidation Period : 3600 Seconds
Status Query Period : 300 Seconds
Current State : AUTHENTICATED
ip device tracing =~ RiX, I0S 7T v b7 4 —2 AL v FBREHELTND IP = K AT —La VOTFEERRLET,

show ip device tracking { all | interface | ip | mac }

IP Device Tracking = Enabled

IP Address MAC Address Interface STATE

172.31.211.2 0004 .5aa8.2bde GigabitEthernetl/9 ACTIVE

802.1x BREFT showdotlx =~ REETTHE, R—FDAT—F, BEORAF Y b—2r v, IA~—RELRTA X —
T2 A AT LEOBFEROT—TNANRNERINET,

show dotlx { all | interface | statistics interface }

Supplicant MAC 000f.20ca.665c

AuthSM State = AUTHENTICATED

BendSM State = IDLE

Posture = Healthy

ReAuthPeriod = 3600 Seconds (From Authentication Server)
ReAuthAction = Reauthenticate

TimeToNextReauth = 3590 Seconds

PortStatus = AUTHORIZED
MaxReq = 2
MaxAuthReqgq = 2

HostMode = Single
PortControl = Auto
QuietPeriod = 60 Seconds
Re-authentication = Enabled
ReAuthPeriod = From Authentication Server
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds
Guest-Vlan = 216

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 94 of 126



AuthFail-Vlan =0

AuthFail-Max-Attempts = 3

IOS NAD clear =< > K

NACEoU By ¥z if, WIZHHATL2a~ FEHEHLT, tvvarle, A0 ¥ —TxA( ATk, F7201F NAD 2fKT 1

FEZU Yy NERIIERIEEZTTY ZENTEET,

clear =<2 NiX, #%%D NAC By a2l ky L, 260y v a VBT T X TOEREHIBRL £,

T K A7 =33 URHFO NAC IZ3I0F 5121, ﬁfﬁméném%ﬂ%bi#’dmr:V/%\anﬁ7ya/%ﬁ%¢
5L NAD &KRICGEHATEET, £/, EAP REDKFEDRIEL A 7, BEDA LV H—T oA A, B—D IP £721X MAC 7 K
VA, RAF ¥ b—rAE@MATHZ L TEET,

clear eou { all | authentication | interface | ip | mac | posturetoken }

initialize =~ NI, 4D v g AIEETLTRTOHO NAC AT — MEREZZ VT LET, 2hbnt vy a VOIFEEIL
Mﬁéniﬁho_wzvzbéiﬁﬁé& NAD 1354 D7 47 F D NAC #{E ZBtE L £9,

eou initialize revalidate { all | authentication | interface | ip | mac | posturetoken }
revalidate =~ NZHEITT 5L, NAD Tty ar a2 UT7HFIZ NAC 7 747 v hOFRGEELZBGLES, 7747~ b
(X, FAREETH, revalidate =~ RRIAN SN DATERI LAy hU—2 T 7B A ZHERFLET,

eou revalidate { all | authentication | interface | ip | mac | posturetoken }
802.1x MREINTZ NAC By vaid, ROavy FEEHL T vy FELITHRIET S 2 LA TE £, initialize =~

REETTIHE, A F—T A A LD 802.1x AT —F =3 iFVky &N, 94T STV B RO 802.1x 383
Tt AREBINET,

dotlx initialize interface

mamh37yF%%ﬁ¢6& A B =T 2 AEHBICHRIETE £, 802.1x AT —h w3Vt y hEnFEHA, 7
T4 7T 2 MPBIFE VLAN IZEHD B THONTWDIEA, BRGEDNE T T2 E TEOR Y YT s ivE T,

dotlx re-auth interface

NAD debag =~ K
I0S debug =¥ RiZ, NAC By v a UBRERBL TV D ERZGSINCET AERERELET, ZhbDavr Rk, &7 =2 b
SNLVDOFEMR P L—Z, ERIIBED TR FanbZE LAy hOLOEREFRLET,

debug eou { all | events | packets }

debug dotlx { all | errors | events | packets | state-machine }

debug radius { authentication | brief | e-log }
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CatOS NAD show ==~ K

show eou config

show eou ip-address x.x.x.x

show eou all

show dhcp-snooping bindings

show policy group <names

show dotlx user [ <username> | all ]

show dotlx group <group name>

NFGTNYVa—T 4 TDTa—
NAC (ZBE T AL, £ 3 2ORRAEZ DT IV —IZHETHIENTEET,

o #1772 L—Cisco Secure ACS (Zxf L CRRAEDFAT S AL [
o RITR—Cisco Secure ACS 7% RADIUS #AEDFITAZ(F L7223, D TEFITRAS T RT T LR A T v ida
DFERIPE I 2 [#E

FFTINYa—TF 4T u I BIRUR— FOEN

NAC EIED T TNy a—TF 4 V7 OEGOFIEIZ, NAD OF =7 T, NAD (F. 7 94T hé&xy hT—27 ORICH
%éhfwétw RO R ICHRAE U F9, L2-802.1x FEEET NAD Y7V b b EBHE L T 584650, L2-1P
WETHRHENTZ CTA DX v —IZ2ZELEEARIE. ACS LAR— N THBED Y A T2ERTHZENTE X T,

AT LoRME

AT LORBEOFIL, Cisco Secure ACS D Failed Attempts L 78— 7213 Passed Authentications L'/ R— MMZLAR— K =
FUBHFELRNZ T, @H IALOMBEIZ, NAC VU a— 3 VT LO@EORMERSH D Z L 28k LE T, L2/L3-
IP DBFEIE NAC OMRERD I TAT U LT 7 AT Ur = 7I7AT 2 bexy NU—=7 TR T84 ZAHICEL
BENTWETZ 7 AT U4 —/b, £721Z NAD FEOT7 272 avha— VA MIT B Y2 S T5 EAP-over-UDP R—
WEHATH L RN DY £9, Zh b0 NAC E#T IP 25 L THlET 572H, DHCP #—/"~D27 T4 7> hOT 7 & A
71y /3% ACL BEROBELH Y T, A ¥ —TxA A TI7EA JRAMEL $3THO NAC FREFHAT D27 74
7 v MR LT, ROWET DIHRNBEOT 782 LVHIREIT ) LERH D 7,

permit udp any eq bootpc any eq bootps

permit udp any any eq 21862

NAC L2 802.1x FEEDLEIL, AA v F KR — bOREI ARA VA M= ABRIEFIZGET Lo 7287 Y 1 M BRE O FTRENE
BHVET, ELHmEELE RADIUS & ACS DIEFZRBEIKFT 2D T, NAD HOELV RADIUS Y —A 7 RLZ
2 ACS IZREENTWAENEIMLEHRL EJ, 10S F7/21F CatOS @ show =~ REETTH I &ICLY ., NAD 2B
A B =T oA AETRIEIAAL vF B—h ETHEAMERBE L7z, CTA £720% CTA 7 U H > b8 NAD ICIEFITGE LT
WDHNE I DEIETHZ LN TEET,
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Windows Service Pack 2 723748 A NMZA
A x—
[EXx=2VT 4 BUVF—] 2RI,
NN

AT RO

PITHRMUL, ACS @ Failed Attempts LR — b b YRGS ET, @BH D OME

TrCER TS L, RITR LOREREELET,

YA R=AENTWDES. CTA D72 OWS 2B ER T2 Windows 7 7 A 777 4 — /L33
Z OB AR 5121, Windows @[22 b —/L % )L] T
ZDT 4 R TFE® [Windows 77 AT U x—N] 27 V7 LET, [FIF] ¥ 7 %%
[Fe T ADEM ZERLET, CTA FAT7 7 A VERRLT [0OK] 27V v o7 LET,

IE, Mo TRESNLTNDLERY —,

Ta 7y AN, FRENNVCRIEERR ey T TEHZ LK TRAELET, /2. 2 I9A TV FORATF ¥ =—T 2 M
WENDIT VTV ARRELTCHWAZELEKNERY 97,

ZDLHR— NI, ACS =D IP 7 RLA, NAD ® IP 7 KV A, 7547 D IP £72iE MAC 7 RV A, 74TV
NOTAT T AT AR EERTEL DT 4 —)L RTHEMRSINET, F72. Authen-Failure-Code 33 ¥ Author-Failure-Code @[]
ORI TNy a—T 4V TICHERE L DIEREZREETSE 2 207 4 — LV b EENTCWET, Reason 7 Y ¥ =— M

&ﬁo%ﬁ%%ﬁ#é:k%&é@f\:@T%UB;~b%:@vﬁ—%manﬁgﬁ%DiT
DY A K, AFC BEAOHAH, ZOMEE I 57D

T % Authen-Failure-Codes (AFC)

Authen-Failure-Code

Authentication protocol is not allowed for
this profile.

EAP-FAST anonymous in-band
provisioning is not permitted.

Error communicating with the audit server

or invalid response.

Too many audit round trips.

MAC auth bypass is not allowed.

Access denied due to unmatched profile.

MAC auth bypass group is disabled.

Access rejected due to authorization
policy.

Posture Validation failed due to
unmatched profile.

User’s credentials reside in an external
DB that is not configured for this profile.

MAC auth bypass group is disabled.

JRA

RAFBERN Ry NU—2 TR Fury
ANb=yFLELER, 7 bairo
T ANVTHHENTHNERFATLE,

B — N L OBEICHER H D T,

T RNy INETEET,

RN T T AN~y T LE LT,
MAC auth bypass 23AKFFA[C LT,

T RAERNA F—T M ENTNDH TR
TrA)N VAMDODTa 7y AVl F L
FHEATLE,

~ v T LIZfFa)L— VIR T 7 & AERITERE
ENTWEED, T7eABNERSRE L

72

EoT A TunTrANEbY YT LE
HATLE, BERIIRAF v IR ESH
TWRWNWT B—SVREICT +— Ry 7 &
nWE L,

ACS —H F—Z =T — RN
TELEHATLE,
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WoFRIZ, BUEXELLSN
WCHEE S 2T 7 v a v E R LET,

WRTAT7 s av
Fy NT—27 FURA a7 7L VOBRE
& NAP OFFGEREE MR L 9,

ERF—ABBH L TVDHZE, BIOEL
74—~y FENFIGEEZELTWNWDHZ &
ERERLET,

BV — DBIEFICEE LT\ 5 2 & 2R
LEd, FRIEEEY—OX A LT 7 M
MEHECLET, BARY — Tl s T
WHZ7 7 RRNY) v FEEOTIELTEE
7

MAC auth bypass 7 /v —7 % A 3 —7/LiC

LT,

IR L7= Network Access Profile d#F]+&
7 arDIN—TRELEY T LBRND

WA LT H Y £,

U DT 177 A LD Network Access
Profile %/ E xR LET,

ACS (22 —H %8BT 50, NAF OFFLEtE

JvaVTHNRT —F_R—AERELET,
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Authen-Failure-Code BEE W27 7V a v

External User Not Found. BEINIENERT —FZ _R— 22 —FLNF AEa—Y F— a2 _R— R a—FFR L8
TELERATLE, MT 20, ZO2—H ;fﬂ@]fi%éﬁ —
R—2ERELET,

Posture Validation Failure (general).

Users in this group are disabled. Fav—TlcEnta—% S —77C TN—TREZEE LET,
kR

External DB not operational. BIE SN —H F— 2 _— 2T
T&EE¥A,

External DB password invalid - -

Auth type not supported by External DB - -

External DB user unknown RESNIANBL—Y F—F_R— R 2— M — F—F R EBIL
FRFEELEE A, E3e

External DB EAP authentication failed - -

External DB not configured - -
EAP type not configured - -

EAP-TLS or PEAP authentication failed - -
during SSL handshake

EAP-FAST user was provisioned with new - -
PAC

EAP-FAST user PAC is invalid - -

EAP-FAST in-band provisioning is not - -
permitted

Posture Validation Failure (general) - -

External DB user access denied (Machine - -
Access Restriction)

Posture Validation settings contain - T AF ¥ HRER E X R L, REOT RV
unknown attribute(s) — h&HIBRLET,

EAP-FAST anonymous in-band - -
provisioning is not permitted

Error communicating with the audit server I REAE S — NOBERTELHERLET,
or invalid response

MAC auth bypass is not allowed - -

Posture Validation Failure on Internal - -

Policy
Posture Validation Failure on External SRR Y S NN D A A L )
Policy ATUE,

FRIEIEE O [ A

FRREIEIE (Passed Authetications) ORE#HIL, Cisco Secure ACS @ Passed Authentications L' R— hDx> F VI ZFEREINET, =
OO, RAFYBIEOHERENTFH L2V D, FLEFELLAAWVWEDOTHD Z T, INOIEFIRBE IR,
ACS DREHFEDTT—, LI 7 IA T P EORAF ¥ 2=V FPLRESNLET M) Ea— FNOT—F ORI
ANRKROFIREMED B D 7,
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IE U< B E &7z Passed Authentications L 78— R ZE, Failure Codes LA%&, Failed Attempts LA — b & [RAROFE RN F RSN E
4, X BHI|Z Passed Authentications L'7R— ~id, EAP ¥ A 7', TORIEDORLDI-DITEIR I =707 7 A NVDXy hU—7
77%27« TaTyANG, Xy NT—0 TIRRA a7 7 A NVDRAT Y RIAEDE T > a » THELTZ NAC R —i2kv
WENT TV r—vay KAFy b—r v ERELTELNLVAT L FAFx b—2r v ZOHBALERHLET,
Passed Authentications L'7R— k@ Reason 7 4 —/L RiZiX, BIRINTZHRAF ¥ RIEL—I, VAT A RAF ¥ b—7 U EIKS
NiewR Y o—, KU —NO~ v F LTz— /L BE/RENFE T, Passed Authentications LR — MMIT FU B a— MERNEENT
WHHE, BIRENTEARY Y —NTy F LIV — L EZNLOEERE L, FEDO b—7 URBIREINZHAZE T ET,
TV r—vay RAFy b= T =L RIZF, MR O—REE— "B E LN ERbERINE T,
Cisco Secure ACS DZDNN— g o TlE, ZERYV—, a7 7 A0, A—VOIEFAHTBNIEFICEE T, Cisco Secure ACS 1%,
RA N2y F TR, 77—A My T FEEFES Ty F U7 E2FTLET, 2oy vy 7 2FAT5720, ACS AR
=, TRT AN =N ETF 2y I T HEFE~OBERLETT, BEIE, ROEMERRY) — ey A, =Lk
JIEFF Y A N OBRANCEE LET, ZiUT& Y, EHEREREE RPN HMAR Ry N —2 T HR Tunrr A WldsTryF
TEN, BoTRFESN D HEESIET L2 ENTEET,

fhig
T 1:8FEFxa 21

o VYV a—va BT H R¥a A b
— Implementing NAC: Phase One Configuration and Deployment (#53f)
- Xy hU—7 FRIvyvay avrbu— 77 =5 FAQ
- Xy b= TRIvyvay avbe—VBANA K

e NAC AV HR—F MIBT L FFaA b

Cisco Trust Agent (CTA) 7 FI=A L —% HA K 2.0

Cisco Secure Access Control Server (ACS) —=—% 44 K Windows /it version 4.0

O  http://www.cisco.com/japanese/warp/public/3/jp/service/manual j/sec/acs/acsugw/index.shtml
Cisco VPN 3000 =2t b L—4 (3555

O NAC Administration and Configuration, v4.7.1
o 7 ha NI TA RFa A b
EAP Flexible Authentication via Secure Tunneling (EAP-FAST)

— EAP-FAST. Internet Draft, April 2005
RFC 2246: SSL

— RFC 2616: HTTP

RFC 2617: HTTP digest authentication

RFC 2865: Remote Authentication Dial In User Service (RADIUS)

— Internet Assigned Numbers Authority (IANA), Protocol Numbers and Assignment Services
RFC 2279: UTF-8, a transformation format of ISO 10646, January 1998.
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http://www.cisco.com/application/pdf/en/us/guest/netsol/ns466/c654/cdccont_0900aecd80217e26.pdf
http://www.cisco.com/go/nac/
http://www.cisco.com/go/nac/
http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/index_sec_ta.shtml
http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/index_sec_acs.shtml
http://www.cisco.com/warp/public/471/vpn3k-nac-config-471.html
http://www.ietf.org/internet-drafts/draft-cam-winget-eap-fast-02.txt
http://iana.org/
http://www.iana.org/assignments/enterprise-numbers

1% 2:NAC 7 bV E2—FrDU 77 LR

Attribute Namespace
FTRTOD NAC 7 hU Ba—hE, RUFBIOT IV r—vay ¥4 TICESN TR =L AN—RATHRELET, £ 2B
KT TV r—var0& A4 7%, EAP R TIEFE S TRINETH, BFITRO 7 +—~ v b TEHRINET,
Vendor-ID: Application-Type: Attribute
Vendor ID 1%, 70— VUZ—EOXNEZH#BIT 28 32 €y b7 4=/ R T, BiA 77y MX 0. TAL 3 277 v b

!X International Assigned Numbers Authority (2L D EFINTNDIRXU XD SMI Ry NV—FEHT T4 X—F T HTTA4X
a— KRRy hT—27 A MEIZKERHENET, VR2Aa 27T A5 XD VendorID 1% 9 T,

Application Type (X, 7 B— \UC—EDKRAF v 77XV r—var FA4T7%2KT 16 €y bOT 44— RTY, BIE
Application Type 1FRD L I IZERZRINTWNET,

RyHF Application Type Application Type 4 B

* 1 PA RAF ¥y =—x b
* 2 Host BA MR

* 3 AV TUFUA VA

* 4 FW T7AT T F =V

* 5 HIPS RA MRAREY —E A
* 6 Audit FeAr

32768 - 65535 — T — AV TOFEHDOIZOIZTRER (ZFa— VI BOULBENRWHIAZ L TIT3 T4 FREFA7 VT e
H—oOM#NCiEd T 2B EENEHTEET, )

7 h)Ea— DT —2H

Vot £ HHET Bl

OctetArray = I= ERDIEEDOT —4,

Integer32 = <. > l=. >=, <= F v hT—27 A MED 32 By hOFEAE OHE,

Unsigned32 = < > l=, >=, <= Fv hU—27 A NMED 32 vy OB LE,

String =, l=, >, <. >=, <=, OctetArray 7 — X BN B IRAE L7-7 — A, ISO/IEC IS 10646-1 X5k v M & LT UTF-
contains, does not 8 BT+ —~ v~ (UTF-8) TSN D AMNZHRT AT HERSTTH,

contain, startwith, end % 1:7 v'v I US-ASCIl Tx=r=— FEhEHIE, UTF-8 X7t v b US-ASCI X7
with, regular-expression . k¢, [F—T9,
& 2:UTF-8 L. 1 DOXF/a— R FA v FARBT DO A bPNEL 2D LD
%7z, UTF8Sting DA77 v hEIFT Ly a— FENSCER EITE R L ZERH Y £,
IPv4Address JANRA—RKE~AZ  OctetArray 7 — X BRI BIRAE L7727 —# A, IPv4Address 1213, b EERA 7 7 v b & JEIH
W24 A7 7y bEBULLERSY EF, #:"10.11.12.13" IPv4Address = 0A 0B 0C 0D
IPv6Address AN RA—RKE~AZ  OctetArray 7 —Z BN BIRAE L7=T —# A, IPv6Address (213, kb EERA 7 T~ h &R
216 7277 v FadLlERH Y £,
5 : 0AOA:0BOB:0COC:0D0D:0EQE:0F0F:1010:1111 IPv6Address = 0A 0A 0B 0B 0C 0C 0D 0D
OE OE OF OF 10 10 11 11

Time = <. > =, >=, <= Unsigned32 5 —# &IN5 kA L7-7—# %, Coordinated Universal Time (UTC; &t
FF) 1970 £ 1 H 1 EboRHEERLET,
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F— 5 HET LEA

Version = < > l=, >=, <= OctetArray 5 —ZRINSIRAE LT — 4R, 8 77T v hME 4 oD 2 A7F vk &y b
HBEENFET, ZLBEER 2 4277 v MUIA Yy — N—=Var, RO 2 77 v M
AT N=Var EED 2 OO0 2 FIT v MIIRVENERTD 2 DOF 7T v b
EEZfEELET, @H. 3 2ODOA 7Ty MIveYa &G, KEOF T v MIEL KE
5TT,
5] : "3.5.1.350" DfE : 00 03 00 05 00 01 01 5E
EEHINRWTRTOZ 4 — /L RiL 0 ICHRETIHIVLERSHD 77,

TR Ea—FDY 77 LA

Application-Posture-Token (APT) AVP [, Request-Response (2L > THEDRXVZBIOT SV r—vay ZATHEHEES
NHKRAF ¥ AVP ORGERERZF L ET, 2D AVP I Posture Notification 1> AVP T, NAC Y U =— 3 @ Client API
Posture Notification 323K, EAP-TLV Posture-Notification 323K, 33 J 78 HCAP Posture Validation J&&E DA X —7 = A ATk
ECEET,

System-Posture-Token (SPT) AVP &, Request-Response (2L > T 1 DEIFEBORUABIOT TV r—vay 4706
HEESNDIHRATF ¥ AVP OREHIRMGERERAZ R L ET, 0 AVP [X Posture Notification AVP T, NAC YV a2— 3D
Client API Posture Notification 223K, EAP-TLV Posture-Notification 22K, 35 U8 HCAP Posture Validation J&ZED & A X —7 = A
AMTEETEETS,

Ry 77V — T hIba—14A 7 hY gl EEiZ7+—<v b
(&%) vay ZLF E=—Fk
(FH) &5
* (R * (R Application-Posture-Token 1 Unsigned32 0 = Healthy
10 = Checkup

15 = Transition
20 = Quarantine
30 = Infected
100 = Unknown
* (TR * (TR System-Posture-Token 2 Unsigned32 0 = HealthySystem
10 = Checkup
15 = Transition
20 = Quarantine
30 = Infected
100 = Unknown
Cisco (9) PA PA-Name 3 String RAF ¥ =—V = b,
v A adA L Cisco Trust Agent,
Cisco (9) PA PA-Version 4 Version 74—~ v I =major.minor.revision.build
Cisco (9) PA OS-Type 5 String RANDFRL—FT 4 T VAT A4,
Windows Server 2003 Datacenter Edition
Windows Server 2003 Enterprise Edition
Windows Server 2003 Web Edition
Windows Server 2003 Standard Edition
Windows XP Home Edition
Windows XP Professional
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Ry

(FEF)

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco
Cisco
Cisco

Cisco

9)

TAYV— T RYEa—b4

vayv AT
(&5)
PA OS-Version
PA User-Notification

PA
PA

PA
(OF]

(OF]
(OF]
0s
(OF]

AV
AV
AV
AV

OS-Kernel

Kernel Version

Action

Machine-Posture-State

ServicePacks
HotFixes
HostFQDN

Package

Software-Name
Software-ID
Version

Scan-Engine-Version

7KV gl

Ea—Fh

&5

6 Version

7 String

8 String

9 Version

10

11

6 String

7 String

8 String

100 Extended Query
Protocol

3 String

4 Unsigned32

5 Version

6 Version

EEiFZ7+—~v b

Windows 2000 Datacenter Server

Windows 2000 Advanced Server

Windows 2000 Server

Windows NT Workstation 4.0

Windows NT Server 4.0

Enterprise Edition

Windows NT Server 4.0

Windows NT 4.0

Windows NT 3.51

Windows 95

Windows 95 OSR2

Windows 98

Windows 98 SE

Windows Me

RARNDARV—=FT 4T VAT LADONR—T =
o

74—~ bk : major.minor.revision.build
L 1 DU LT EEHRET,

%1 : Your anti virus signature file is out-of-date.
Please update your signature file from

http://www.in-companyxyz..remediation-
server.com.

i : Linux 2.4.20-8 i386

RARNDARV—=FT 4T VAT LADONR—T =
“

74—~ bk : major.minor.revision.build

URL

ZOT P Ea—ME, v OBIRI AR L
7,

1 — Eh
2 — HmE¥
3 — arsArHp

% : ServicePack 4
fil : |KB12345|Q21345)|

% : xp1.nac.cisco.com

VAra Ny ey g N
V7 U= T R OBAERE] T
VTR T DON—T 3,

AV AFX v TV DON—TVal,
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Y 4 FFYr—  FhRUEa— 4 ‘A VIR EEEIET+—<v b

(&5) vayv A4S Ea— b
(&%) 5

* (TR AV DAT-Version 7 Version fEIZIX AV v T =F % T7AVDNN—TarixE
HFEF, 5 :559.0.0.0,4.5.2.0

* (fEE) AV DAT-Date 8 Time AV T =Fx T7ANDY ) —RKH,

* (TR AV Protection-Enabled 9 Unsigned32 0= 7 1&—7
1= A %x—7 L

* (TR AV Action 10 String TA—~y Nea T UV ERUAIT Lo TR
DET,
PR— P SN TV DRELTFHNT 255 LFTT,

Cisco (9) HIP CSAVersion 5 Version CSA O/R—V =3,

Cisco (9) HIP CSAOperationalState 9 Unsigned32 0= 7T 1&—7
1= A x—7 )L

Cisco (9) HIP TimeSinceLastSuccessfulPoll 11 Unsigned32 -

Cisco (9) HIP CSAMCName 32768 String -

Cisco (9) HIP CSAStatus 32769 String fEIX "" ICL o TR BNET,
global_testmode_on
rootkit_detected
ipforwarding_on

Cisco (9) HIP DaysSincelLastSuccessfulPoll 32770 Unsigned32 #:3

f+6% 3 : NAC ® RADIUS 7 FY E=—F

WDRIZ, VAaADXUFEAT FY Ea—b (VSA) Z&Te, NAC IZBE#ET 54 _Td RADIUS 7 Y B a— F&2/RLET,

NAC-L2-802.1x NAC-L2-IP NAC-L3-IP ®*%5 7T hUtbE=—1F4 L]
4 1 User-Name T RBAERD EAP TAT VT 4T AIGENSat—&h
%
8 Framed-IP-Address ARAND IP 7 RVA,
26 Vendor-Specific ACL 4,
Cisco (9, 1) ACS (2 XV HEMWIZEE SN D,
CiscoSecure-Defined-
ACL
v 26 Vendor-Specific RY—~_—2D ACL IV 2T, Catalyst 6000 D I|Zi#
Cisco (9. 1) M.
sec:pg sec:pg = <group-name>
v v 26 Vendor-Specific, Cisco UV #1127 a2 URL,
(9. 1) . urk-redirect  yyl-redirect=<URL>
v v 26 Vendor-Specific V&AL 27 K URL O7e®IZ4HifF& o ACL %M, ACL
Cisco (9. 1) IZ NAD O u— NV ~DERNPLE, 10S AL v F TORME
url-redirect-acl JH AT HE.
url-redirect-acl=<ACL-Name>
v v v 26 Vendor-Specific RAF ¥ =0 VAT — 4,
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NAC-L2-802.1x

NAC-L2-IP NAC-L3-IP %®&5 7T hUEa2—14

v v 26
v v 26
v v 26
27
29
64
65
v v 79
? ? 80
81

Cisco (9. 1)
posture-token

Vendor-Specific
Cisco (9. 1)
status-query-timeout

Vendor-Specific
Cisco (9. 1)
host-session-id

Vendor-Specific
Microsoft = 311

Session-Timeout

Termination-Action

Tunnel-Type
Tunnel-Medium-Type
EAP Message

Message Authenticator

B
ACS |2k v HEWIZREE SN D,

Fit

AT —HBA JxY — B ~v—%i

o

Bl SN st v o g VEIT.
ACS (2 XV HEWIZREE SN D,

AT =R A 7Y —DF— : MS-MPPE-Recv-Key
ACS 2LV BEMICHE SN D,
BGEEY A v — 2R E (B) .
Tyvay XALT IO NDOT I ay,

0 F7A4NL by arOiRT

(1) Radius ZR : FRREGE
13 = VLAN
6 =802

Access Request B LT Access Challenge @ EAP ER/GZ
AN

* Access Accept Ti% EAP Success

* Access Reject Ti& EAP Failure

Ny bOFEEERIEYT 5720 HMAC-MD5,

Tunnel-Private-Group-ID VLAN 4,
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£+ 4 : Windows 2000 Server #{f L7 ACS T U ¥ LIEHED B &

ANHF— A7 T AT 7F % (PKD) TiL, iEAEOR 7 —F TV RERO - DICFEER (CA) 23XECF, Microsoft
Windows 2000 Server & Windows 2003 Server (%, Z D BMIDIZHICAT v a U CHRAF VAR —3 > b2 L £, 22 T,

Microsoft Windows 2000 Server D FRFER % LT CA

FREERI DT ) 7 FERRE O s

FEAFEOIGE L OT V2 VGEHEDOERZ1T O HiEam L £,

$"E 1- Web 7 7 quj— /r A & A %Fﬂ% % N Microsoft Canificate Senices - ca
URL http://ca.company.com/certsrv/ % AJJ L
Twr—%/L® Microsoft Windows 2000 Welcome
. e . - J‘(':l:’
Servir Cemﬁcat?a Authority (254 ib =7 You use this web site to request a certificate for your web browser, e-
CA FEHEZTUS T 572012, A7z mail client, or other secure program, Once you acquire a certificate, you
L L AT — RO A EFRKDH S | willbe able to securely identify yourself to other people aver the web,
oA s sign your e-mail messages, encrypt your e-mail messages, and more
LHEENH Y ET, depending upon the type of certificate you request.
FIF2. FFoJEsn=o, AOXOX A T a7 0% | Selectatask:
RENFET, Retrieve the CA certificate @ Retmeve the CA certificate or certificate revocation list
. ¢ Request a certificate
S
ZBRL, Next 7Y v 7 LET. € Check on a pending certificate
FIE3. =B =2—X~DOEEED Install this CA

certification path =7 3L, 774
N LTHE YR —RTHET g R
HVET, CA GEHELZREL, £ TT
NXTO ACS BEOY T4 7 & Ml
TE5EHIZ, CA tAEZEERZ X v m—
R4 7 a 2@ INT 52 L2l
L%,

¥: DER = =— KE7/21% Base64d = =— R&fdifH
TEFET, M7 r—~vy bbb R—-—FENTVET,

¥ 4.

FEAEIX. Windows XL —TF 4 7
VAT LEFITLTOVAEEDRA K
AU Ea—HIZA VA M=V TEET,
REBAEAAE 27 U v 7 L, Install
Certificate Z 3R L F7, FERAEIT,
Trusted Root Certification Authorities A
FTICRAE L E T

iMlicrosoft Cerlificale Senices -- ca

Retrieve The CA Certificate Or Certificate Revocation List

nstall this CA certification path to allow your computer to trust centificates
Issued from this certification authority

it is not necessary to manually install the CA certification path if you
request and install a certificate from this certfication authority, because
the CA certfication path will be installed for you autormatically.

Choose file to download:
CA Certificate:

C DER encoded or & Base 64 encoded

Download CA cerificate
Download CA certification path
Download latest certificate revocation list
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Cisco Secure ACS D5 ¥ % JLEFHE D E K

FIE 5.

FIE 6.

FIRr 7.
FIE 8.

Submit a certificate request using a base64 encoded PKCS

#10 file or a renewal request using a base64 encoded PKCS

Cisco Secure ACS @ NAC DOFEEHIZ. System Configuration > ACS Certificate Setup > Generate Certificate
Signing Request [ifi C Certificate Signing Request (CSR; FEIEEA ZR) ZET 2 LE R H D £,
CSR (X, FRAERN T FARX— K ¥—TTFVHNBAT L a— RENLTFAL 7Try 7 TT,

LW Web 7T 7 A AKX A%BIE | URL http://ca.company.com/certsrv/ % AJ) L Ca—A/L0
Microsoft Windows 2000 Server Certificate Authority (2%t L £7°, # LWGEBAEZ ZERT 572012, o7
2—HPHENRRAT = ROANEZROLNDZERHY ET,

Request a certificate 23R L Next #27 V v 7 L£7,
ACS DFEAZEILX Web +— 3L [F L7220 T, Advanced Request # 3R L, Next #7 U v 7 LET,

Microsoft Certificate Services -- ca

#7file A7 a B ERL, Next 27V v 7 LET, Submit A Saved Request

FIgE 9.

FIE 10.

FIE 11.

FIg 12.

FIE 13.

ACS 725 CSR DT X TOHEVyZBIR L. | Paste a basefd encoded PKCS #10 certificate request or PKCS #7

o _ _ renewal request generated by an external application (such as a web server)
2t (CTRL+C *—) LT74—A into the request field to submit the request to the certification authority (CA).
IZBED £+Hi7 % (CTRL +P F—) 7,

Browse %N L C{RIFSM7- CSR % Saved Request:

R . 9%/ y40PtuHEFIDN+u+wi0pe3 8 ZNBEXXhFach0Sa0 |
MEL, Tvy7ue—KLET, OCOH/ KTHONR LaKhkgU7 gnvGaDQ7/ HOhXi ToySa+
Basebd4 Encoded [uFxwn8ynet XHDvogkQLeYHCIEPVy+wZorg50sCel
Certificate Template & LT Web Server Certificate Request |G6+X280916T19Z/EgJt£7LzNPNISitdkTaTYCEvE
. (PKCS #10 or #): |ppGoqhYéoLebb¥aRbkijpthUleSvolxwFrx7hDv]

R L, CA IZXKABLAOE=OIZAT | - END CERTIFICATE REQUEST---—- Jﬁ
4 | »

vardO7 MY EBa— R EBILET,

Erowse for a file to insert.

Submit 27 VU v 7 LT?E%%E*%% Certificate Template:

TLET, CA OREHIETIEL T, & [Web Server |
RV BBICTFAISNDD, ETUE CA | iiional Atributes:
EHEDPERE AR T L ETHEL £, =
TR [ BT AT S B B e L i

Download CA certificate & DER F 72X
Base64 T a— RZFRLTH LW Submit > |
ACS FEEFEZIGTE£d, )’ CA
WCEDBLEN ACS DT Y v 7 F—
WEEND ACS OFT VX VAEHE L /e
DEF,

FOROERBPMLERGE, CA EHENOARINDLIETHELET, KRIhb
http://ca.company.com/certsrv/ % BAVNC CA |ZJE Y . Check on a pending certificate % %R L CREEL ¥ v
n—RLET,
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fté% 5:802.1x BLT* NAC L2 IP DOFRE

802.1x & NAC L2 IP O %
NAC (ZiF, BEFD 802.1x W7V B U N2 LTHRANDTAT T 4T 4 Z VT Uy AVEMRGEL, KIZ NACL2IP %{E
JALTHEAFDRAF ¥ 7 LT oy vy VERIETDEEF TS a v B3H Y £7, ROWTNUOLOHBND HEAIC, Z OEHA
OT Ta—FPNEE 20 FT,

1. FRA I NAC FEXHED 802.1x VU By F3A A F—L3EH T, IBNS YU 22— 3 > I NAC AFEE
EhTnd

2. Ry RT— I EHENT AT T 4T ABEORAF Y 7 LF oL v LORILEAT 5 213 T/ < . NACL2 IP
DHTHAFE— F &N TNS NAH EEMIEZFINT 2 48085 5,

% 22 1 : Cisco Secure ACS DK iE
CiscoSecure ACS H— 328 802.1x VU BV FEFEHLCTAT T 4T 4 JVT oy VERIEL, CTA AL THRR
Fv¥ JLT Uy VEBIETE S L9127 2121, UTFOFRIEEZFATLET,

AIDEZ v a v TiTol- ACS REZN—RA|ZTHDT, fHRFET Microsoft 802.1x V7V I h &R — K TXET,

FIE 1. System Configuration > Global Authentication Setup (27 &%"— k L, Network Access Profiles ?® Authentication
ET EAP-MSCHAPv2 A TE 5 X 512, EAP-MSCHAPV2 NEIRINTWD Z L 2MRL £,
IR DOREF, TATOZIRRERCA TS, ~ ¥ U RBREORERES AL, Microsoft 802.1x ¥ 7V 7J v
PO BRI —FRID S RNEF—THLOILERD LD, FALY J LT vy (SID E
Ty VUG FAT T2 L IR0 BIRT 508 H D £, Meetinghouse 72 £ D — }*/\*—7‘ 4
o 802.1x vV By FEMHTLHEIE. Xy V=2 TR TuTr AL THEATEDS X9
EAP-GTC A7 v a v &8 R L £7, _zw)o) RIEZRDOIITRLET,

%

1

@ | Shared Profile | EAP Configuration

Components

A [
= 'V Allow EAP-MSCHAPw2

et tion | | ¥ Allow EAP-GTC

V¥ Allow Posture Validation

[ Contigurati
ontiguration . . . e
Cisco chent wuhal message: |

=

Administrat] o )
Eﬂa Control PEAT session imeout (runutes): 120

ﬁ-ﬁ'ﬁ Excternal User Enable Fast Reconnect: W
Databases

ZF|[E 2. Network Access Profiles (274 — kL, NACL2IP % hU—72 T 7®R a7 7 A/L® Authentication
Vo7 &8 IRLET, NAC L2 IP DOFEGEs%E T, EAP Configuration ® PEAP &7 v a3 > EFTA/r—/L L,
EAP-MSCHAPvV2 E7 3 a3 UNEBR I LTV D Z & 2R L £ 9, Microsoft 802.1x $ 7"V 7 > M EH#§

% DX EAP-MSCHAPV2 DA TY, H— KX—=F 8DV v NI 5561L, EAP-GTC A > 7”7
A BN ET,
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Cisco Systems Network Access Profiles

Al
@ | g:t':p | EAP Configuration
A | Erove PEAP
E | Setup
¥ Allow EAP-GTC

B | Sorponente” W Allow EAP-MSCHAPv2

rTl ¥ Allow Posture Validation
Configuration

¥: WREIZ EAP-TLS #9584 13, System Configuration >Global Authentication Settings > EAP-TLS “CIE L\ EAP-TLS & E
ZIEINT DN H Y £F, EAP-TLS ZA F—7 /WL, BYIRAEAELEA 7> 2 v 2@ L, EAP-TLS By ay A A
TURNEHEELET, $TTHALLLIC, ZNOHLOREFTTRTOY L UFIRCANTYT, ~ & U BREofBaE =t

Microsoft 802.1x 7 U > hDO~ 2 o BLOR2—VFEEFEOH K & [F— T%é%%ﬁ‘&)éﬁ . EAETY v URGEE TT@A%) b
x i_g)jiﬁ%‘fj_?ﬂ“g’éb%ﬁ)%@ F9, /' r—rr® EAP-TLS SXEXZROKIIR LE T, ORI IR RRO Fefii: % 2t
THDIT, BEIFFIHTER T TOMNELRA TV a A RIRLET,

Network Access Profiles (27 E4#— kL, NACL2IP *v hU—2 T /&R 7177 A/)L®D Authentication U > 7 &R L £,
NACL2IP DFBFEHRE T, EAP-TLS 27 v a3 v F CTAZ a—/L L, EAP-TLS N@BIRENTNWAHZ L 2R LE9,

E&l ggmln;stratmn EAP-TLS
a@ Escternal User W Allow EAP-TLS

Databazes

Select one or more of the following options:

oooo]| Post . :
R v Certificate SAN comparison
¥ Certificate CN comparison
;Ix Network ficcess ] ) ) —
Biofiles ¥ Certificate Bmary comparison

= | Reports and EAP-TLS session tuneout (rnutes): I‘l 20

dotivity

;i 7‘//%42()\1“—'5‘%\.: Z EAP-TLS ff'fﬁﬁﬁ#é i vi//kcto\:“—ﬂ-wuu Hﬂ:__’@ﬁ/( ]\7/]’ /%Tﬂfﬁ'\:ﬁ—é ]\—3?:_)(
v b (http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_white paper09186a008009256b.shtml) % ZHE L T 72 &\,

227 2:NAD 4 v H—T A A~D 802.1x & NACL2IP OKE
802.1x & NACL2IP |%, AR FIHTAAL v FITRETETET,

FIE1. ARV =T 4T VAT LD B —T A AT 802.1x A X —7MIL, IP 7 FIv¥ar R
v—aEDYTET,
IOS
interface GigabitEthernetl/0/2
switchport access vlan 10
switchport mode access
ip access-group 101 in
dotlx port-control auto

spanning-tree portfast
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ip admission NAC L2 IP

CatOS % #5#7 % Catalyst 6500 T® 802.1x & NACL2IP DT
set port dotlx 2/3 port-control auto
set port eou 2/3 auto

set spantree portfast 2/3 enable

A—F EIZ 802.1x & NACL2IP M ESNZZ L 2R TEET,
f+8% 6 : Policy-Based ACL (PBACL; RV 3 —~_—2 ACL) DOHE

NAC2 DX AF I v 7 RHFARY > —1F. A4 F I v 277 VLAN Bl YT k> TEITENET, BEF—ERA~DT 7 EX
DIHINR B D VLAN Access Control List (VACL ; VLAN ACL) 72 S0 BIMOFF 1%, A A v F FIZTHHREL TEL
VERHY £, ZO— ARV R— T LOHIZD 1 2758 Catalyst 6500 THHR—F SR TNDHRY —~—2 ACL Offi
AT,

ARV —_—X ACL I&, A1 V7 T7ANT I FXYHAOL—Y TNV —T%2RKTHI I —_"—ZADEHN ACE [ZX AT v 7 I2E
&S ACL T, ZNHD I N—TEFRKL, 6500 BNAR—DOFH LW IP 7 FLAZSEHT 5 L EIC 6500 TCAM O ACL 3
FIPEBEESNET, 6500 X, HTILWIP 7 RLRAZFETLE, ZOR— MNIEAT L7V —7 R —%HBE L, ACE O
N—TEREH LN IP 7 L RIZEEHZ T TCAM IZ ACE #EkLET, ZNbD7V—7E&RIT, #N72ERE (CLI A—
F_R—Z2DENY HT) | F721L RADIUS HIV ETEBUTERENDF AT I v I RERLELVET,

NAC L2 802.1x Tif, #% . ACS IZL > TH VYU TOHNTERATF ¥ R v —2_X—2|Z, R— IR EAF I v 7T N—FTE
DYTHNET, PBACL |L NACL2802.1x ODADIKRETIZ/ARL, 727&8A avta—N R o—% XA F I v 7 |ICEETS
FEL LT NACL2IP THHAR— I TWVET,

Z ZTiE, NACL2802.1x RAF ¥ TEAA L MRFAELTHZIZ, ACS 2»HIRII D Healthy F721% Quarantine 8 A F ¥
h—2 v _—2Z, PBACL OEEEZMH LT ACE BT 2548 L ET, fioks va v CERLE bFRr UL
NAC "YU v —&fEHLET,

IN—7 EY Y TIE, ZE LR secpg (AID VSA) X TIREESNE T, secpg EFRIT, ZD FFx = A2 FORPED
RADIUS #FFr[ a2 R—x> bk (RAC) OEZ a3 T, NACL2IP OFKFRAF v b—27 Zxt U CHERRK L% L7z, Catalyst 6500
OEEIE, ZThH ERLT RAC % NACL2802.1x THEHATEET, A vF AU T T AT 7 F ¥ 2IKN Catalyst 6500 DHT
MR S AL TWVZRWIGE I, 6500 726 34E S T#EYI7L sec:pg fEZ KT RADIUS ERA Ry hUV—2 T7&®R T4V HZIT&o
TEBITE£T, EBITIE, A v FIFEEL T2 RADIUS 7 hY Ba— hE2EELTRr Yy 7550 T, Fv hU—7
TIEA T ANZIFIMELRNEEZEZBNET,

COZ L EABHEICENT, TTO 802.1x ERIZHIST DR D RAC #1ERLL % L7, Catalyst 6500 & PBACL #iEH$ 57
HIZ NACL2802.1x MEMTE %5 RAC REDHIZRLET,
RAC 4 Assigned Attribute &
L2_1x_Healthy_RAC
Session-Timeout (27) 300
Termination-Action (29) RADIUS-Request (1)

cisco-av-pair (1) sec:pg=Healthy_hosts
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RAC %
L2_1x_Checkup_RAC

L2_1x_Transition_RAC

L2_1x_Quarantine_RAC

L2_1x_Infected_RAC

L2_1x_Unknown_RAC

Assigned Attribute

Session-Timeout (27)
Termination-Action (29)

cisco-av-pair (1)

Session-Timeout (27)
Termination-Action (29)

cisco-av-pair (1)

Session-Timeout (27)
Termination-Action (29)

cisco-av-pair (1)

Session-Timeout (27)
Termination-Action (29)

cisco-av-pair (1)

Session-Timeout (27)
Termination-Action (29)

cisco-av-pair (1)

[}

300
RADIUS-Request (1)
sec:pg=Checkup_hosts

300
RADIUS-Request (1)

sec:pg=Transition_hosts

300
RADIUS-Request (1)

sec:pg=Quarantine_hosts

300
RADIUS-Request (1)

sec:pg=Infected_hosts

300
RADIUS-Request (1)

sec:pg=Unknown_hosts

ZIH® RAC %95 Catalyst 6500 @ PBACL (Zid, sec:pg O EBIET 2 7N —T 4 ORENSMETY, ZOHA KT,

P2 s b 3 2 72912, Catalyst 6500 @ PBACL

FXTEC healthy_hosts 33O quarantine_hosts DEDHZFHH L £,

RIZ7"T PBACL T&® 7% nac_pbacl DRiEIL, healthy_hosts (2K > h T — 27 ~DEHIRDT 7 & X% FFAI L, quarantine_hosts |Z
T BEY—A"ARRESNA TS Y7 Xy b 10.0.200.024 ~DT 72 ADHEFFALET,

F: B ORTEIL. o _To NACL2802.1x i%&E (RADIUS ¥ LTt 802.1x

LLTWET,

I H® VLAN [, Catalyst 6503 E T3 TIiZ

BlaRLET,

ZU

X B

) MEREFE A THEEL TV 2 L 2R

SNABIHBFT BN TWET, KRIZ CatOS T VLAN Z{ERE LARTZ AT 5

#assign vlan 50 and 80 to be the healthy and quarantine vlans

set vlan 50 name healthy type ethernet mtu 1500 said 100050 state active

set vlan 80 name quarantine type ethernet mtu 1500 said 100080 state active

PIRNCEZE ST XCD ACE #HIBRL £,

clear security acl all
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kD PBACL ZAER L £7,
#nac_pbacl
# allow the pbacl to inspect arp and dhcp for address information
set security acl ip nac_pbacl permit arp
set security acl ip nac_pbacl permit arp-inspection any any

set security acl ip nac_pbacl permit dhcp-snooping

# allow all vlans to access dns

set security acl ip nac_pbacl permit udp any any eq 53

# allow healthy hosts access to the network

set security acl ip nac_pbacl permit ip group healthy hosts any

# allow quarantined hosts to access to the remediation servers and allow the
# remediation servers to communicate back to the quarantined hosts
set security acl ip nac_pbacl permit ip group quarantine hosts 10.0.200.0 0.0.0.255

set security acl ip nac_pbacl permit ip 10.0.200.0 0.0.0.255 group quarantine hosts

# allow quarantined hosts to communicate back and forth with the vlan’s router
set security acl ip nac_pbacl permit ip group quarantine hosts host 10.9.80.1

set security acl ip nac_pbacl permit ip host 10.9.80.1 group quarantine hosts

# commit the security acl

commit security acl all

# map the pbacl to the healthy and quarantine vlans with statistics enabled

set security acl map nac_pbacl 50,80 statistics enable

ZOFITIE, NACL2802.1x @ healthy IRAF ¥ 2%Z/5 L= A b &, ZDHD Catalyst 6500 TCAM DOINEZ TR TE 5 show
g RERMALET, 72, NACL2802.1x @ quarantine R AF ¥ 23%(F LA A b &, ZTDHD 6500 TCAM DONE % s
T&EHavr RN LET,

ETZOFITIE, —PFHD cisco DR— b 22 O2—FRRIAES I, healthy RAF ¥ %255 L. healthy_hosts D7 /L—712E|
DY THIT VLANSO IZHI W Y THHRTWET, DHCP 12810 ¥ TH7- 10.9.50.100 BAX—T I, FN—F T—TNIZ
BMEHTHET,
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cat6500-nac (enable) show dotlx group all

Group Manager Info

Info of Group healthy hosts

User Count =1
Username Mod/Port UserIP VLAN
cisco 2/2 10.9.50.100 50

Info of Group quarantine hosts

User Count = 0

WD show 2~ RTIL, A—F 22 ODAX—7 &7 IP 7 KL A 10.9.50.100 7% PBACL (2B &4, ¥—VU—FK
"healthy_hosts” 7% TP 7 FLZAIZIE L EEH#Z 54T Catalyst 6500 TCAM IZHiA SN/ Z L 2R TX £ 7,

cat6500-nac (enable) show security acl tcam interface 50

Input

IP

0. redirect arp (matches 4)

1. bridge udp any any fragment (matches 0)

2. redirect udp any any (matches 0)

3. bridge udp any any 53 (matches 17)

4. bridge ip host 10.9.50.100 any (matches 46)
ARAAAAAAAAAS _ snooped IP address substituted for

group “healthy hosts”

5. deny ip any any (matches 26)

Output

IP

0. redirect (L3) arp (matches 0)

1. bridge udp any any fragment (matches 0)
2. redirect (L3) udp any any (matches 0)

3. bridge udp any any 53 (matches 0)
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4. bridge ip host 10.9.50.100 any (matches 0)
AAAAAAAAAAAS _ snooped IP address substituted for
group “healthy hosts”

5. deny ip any any (matches 0)

WOFITIE, =—FL4M cisco D 22 O2—YNFRIES I, quarantine AT ¥ %515 L. quarantine_hosts 7 7 /L— 7 IZH| ) 24
THALT VLAN SO IZHEID B THILTWET, DHCP 25V B THAL7Z 10.9.80.100 BAX—TF I, F—TF F—T VBN
SNTHET,

cat6500-nac (enable) show dotlx group all

Group Manager Info

User Count = 1
Username Mod/Port UserIP VLAN
cisco 2/1 10.9.80.100 80

WD show 2~ RTiX, A—h 22 DAX—7&EN7= IP 7 KL A 10.9.80.100 »% PBACL (ZEMEiL, ¥—TU—F
"quarantine_hosts" 7% IP 7 FL AIZIE L #&# X 51T Catalyst 6500 TCAM I[ZHiIA SN2 Z L 2B CTE £ 7,

cat6500-nac (enable) sho security acl tcam interface 80

Input

IP

0. redirect arp (matches 0)
1. bridge udp any any fragment (matches 0)

2. redirect udp any any (matches 0)

3. bridge udp any any 53 (matches 0)

4. bridge ip host 10.9.80.100 10.0.200.0 0.0.0.255 (matches 0)

- snooped IP address substituted for

group “quarantine hosts”
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5. bridge ip 10.0.200.0 0.0.0.255 host 10.9.80.100 (matches 0)
6. bridge ip host 10.9.80.100 host 10.9.80.1 (matches 0)
7. bridge ip host 10.9.80.1 host 10.9.80.100 (matches 0)

8. deny ip any any (matches 4)

Output

IP

0. redirect (L3) arp (matches 0)

1. bridge udp any any fragment (matches 0)

2. redirect (L3) udp any any (matches 0)

3. bridge udp any any 53 (matches 0)

4. bridge ip host 10.9.80.100 10.0.200.0 0.0.0.255 (matches 0)

AAAAAAAAAAAS _ snooped IP address substituted for
group “quarantine hosts”

5. bridge ip 10.0.200.0 0.0.0.255 host 10.9.80.100 (matches 0)

6. bridge ip host 10.9.80.100 host 10.9.80.1 (matches 0)

7. bridge ip host 10.9.80.1 host 10.9.80.100 (matches 0)

8. deny ip any any (matches 0)

£+8% 7 : Microsoft 37U b v FORE

Z Z T, Microsoft 802.1x %7 U 7> b ORETEEHRICHHA L ET, ZOMEICETS FE¥a A M, 74 0 T¥6%
<A TWET,

http://download.microsoft.com/download/b/0/e/b0e2a363-0044-4327-8f17-020818f57234/Wired depl.doc

http://www.microsoft.com/technet/community/columns/cableguy/cg1202.mspx

Windows XP £ 721% Windows 2000 7 T A 7> F® 802.1x RIAFAHRET DL, ROFIEAETLET,
FIFg1. = Fa—FDO~T T, [Ry hT—78#K] 2T (R¥— M >[RE]>[XRXy PT—7E#K] .
FIF2. 40w EaA7 ) v 7 L, [FaXT ] Z8IRLET,

FIE 3. [®&M] ¥ 7T, [BHAFICHEHEIGIE A > > — 2 KR T ) AT a U PNBERSN TS Z & s L
£7

FIg4. [FRiF) # 7T, [ZDFK >y F7—2 T IEEES02.Ix # BT S F=v 2 Ry ZAueF =y LET,
[EAP OfEE] & LT [R#EEINi- EAP (PEAP) | Z&ER L £,
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FIES5. [EAP O] O Fmy 7 XUy Ry Z ADFD [FanT 4] Z@RLET, TOV 1 FUaZRLT
<TEEWy,

tl.l:ll:al Area Connection Properties

General  Authentication

Select this optioh to provide authenticated network access for
wired and wireless Ethernet networks.

IV Enable network access control using IEEE 802,15

EAP ype: | Protected EAP (PEAP) =l

Properties |

[T Authenticate as computer when computer information is
avallable

[~ Authenticate as guest when user or computer information is
unavailable
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FIg6. [V — A DAHEZHIET S Ny 7 ANT 7/ b TERENTWET, ZOREDETELEL, 7Y
7 MEH—=ANOFERENR KDL TWARNZ &, IELWEXAZFSZ L FE S o— MEFERE L R
LR LEY, ZOXTvaraRIRLTVWDL5E, 2 Ea— 2 PRHBIICHERT 5V — BLD
BHINTL— FREABEOIRENLE L 2D £9, Z 2 TERELMBILT 272012, [— DFERE
EHMET D) Ry 7 ADF =y 7 &8 LET, FICZOY 4 FUZRLET,

Protected EAP Properties E 2| x]

hen connecting:

~IV Validate server certificate

[~ Connect ta these servers:

Trusted Root Certification Authorities:

[ #BA.ECOM Root CA =
[ autoridad Certificadara de la Asaciacion Macional del Motariad
[ autoridad Certificadora del Colegio Nacional de Correduria Pu
[saltimore EZ by DST

D Belgacor E-Trust Primary Ca&

D CaM HET Securehlet Ca Class &

D CaMW HET Securehlet CA Class B

[ caw HKT Securehet CA Raot _|:‘
<« |

Select Authentication Method:

ISecured password (EAP-MSCHAP +2) j Configure... |

™ Enable Fast Reconnect

oK I Cancel |

FIE7. [Ex=2V T 1 TIRESNTZ/SATU—F (EAP-MSCHAP v2)] OBED [HERR] R ¥ v 23R4 5 & IR
Windows O 742 L NRXAT— K (RAALURHLEEITIRAAL L) ZEHATLZNEIDRETLZ L
MTEFET, ZOFTvarE2®RLT[OK] 227Uy 27 LET, 2F0, Xy NU—7 T 278 ADFGE
& Active Directory R A A ORBGEEEBNCITZE T,
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FIE8. I TbHbHREZMMILTH-0IC, FHED AD ZEH LET, FICT 74V FORELZRT VA RV %

~LET,
x|

When connecting:

v Automatically use my YWindows logon name and
password [and domain if any).

ok | Cancel |
é

FIEY9. ZZFEFTORTENETTDHE, 802.1x FWFEEITH 2N TEET,

a—PERELIT 2= FERPEATERVEATH, 2 Pa— 2By NI =7 ~ORGEERAD LI ICHET DI
I, [—F—FhFara—FFRBFIATERVWE XX, FRAMELTRIETS] Ay /7 A& LET, Z0OF =y 7

Ry 7 AF, 74NV TF = v 7 SNTWET, Microsoft Active Directory DfIEA D= AL E L TZOA T v a v ERET D
L. AD RAAURFATERWEAIC, BIEESNEFA L TAV Y MR arvEa—Fiiua /(o TEET, arta—F1,

INDI—FHLENRRAT— R TRy NT =T ~Oua s A U ERAET, ACS BRETIE, A v T BF TV b IhbD

EAPOL 7 L—AILSE T2 HEEZBELC, ZOWEEZT 42 —T7NMIT2ZE2HRELET, ZOBERT 741 FEBYIC
AF—=TNZENTWDE, FFV I NMITTITA L ENTVDAL vF F— ML, ELWVW2—F JLF vy LAEAS
NHETRIEAT— MI@EINET, Y7V I N TIOMWEET A E—T M T D&, AL v FHR— MITHEL Y IR A
7T — MIEIMET,

=R T F U L TWRWEATH, 2 Ea—BRy N —7 ~OfBiEER AL L ICHEET 2 I12E, [arva—2E#
BRFATEDLEE, avPa—F L LTRIETE] T=v /Ry 7 AR LET, Y7V D b TZOMREE A X —T/LIZ
LT%, Cisco Secure ACS TA F—T /I L TWeW& | RFEZRIE L, 7V B2 FOFEBRFICR— MIBRE AT — MIE
PNDHTed, BT DD LRHBELS o TLEVET (7 VB ME, X A~v—DBRHL T ba2—F J LT oy b
PHEH LU CHRBEEZRITLET) o

<V VRBIHI R AL v~ A ) RICEITEND D, ZOBEEABHTAZ LI TERED AD FAL ~Du /A
U AEMTE E T, vV URERT, YU B2 N ORERFE L IIFHEEBRIC, 0 /A VERIARRSNDANIEELET,

FORa—F R a AT HE RAL AT AT 120D VT oy VICRIEIZT 78 A S, =2—F D7 L
F UV AT HEESNT 802.1x DFFEIENMTONET, MBAIC, ZOENT 4 E—7 MR >TWnBH L, (ACS T Uil
FERFANCRE SN TWRWESR) 7747 2 MIEEO 22— EZITVET, ZOHA, 2—F 07 LT v Uy VRS
NDHNZ, RAAL L ~Oa T A NIEA LT U MIIRDTD, RALy~Du s A4 VRERPELS 2D ET, LER-T, £

AD RAA v ~Ou A R EENHT 2~V VR E T T2 2 L 2R L ET, £, FARE L TRy MUY=V IZFRAET
LA a AMEHLAVWZ EERHELET (047 a idF 740 P TA RX—T M ERTVWET) |
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ik 8 : MsFE & FIFE

£} B
ACE Access Control Entry (7 7 &2 v fa—n = k)
ACK Acknowledgement (Z{5 %)
ACL Access Control List (7274 = bu—i U L)
ACS Access Control Server
AD Active Directory (Microsoft)
AID Authority Identity (#%B9 D)
AP Access Point (727 A HA 2 h)
API Application Programming Interface (7 7"V r—vay 7ur oI 7 L F—T x4 A)
ARP Address Resolution Protocol
AV Anti Virus (7> F A )L R)
CAM Clean Access Manager (CCA)
CAS Clean Access Server (CCA)
CCA Cisco Clean Access
CDP Cisco Discovery Protocol
CHAP Challenge Handshake Authentication Protocol
CSA Cisco Security Agent
CTA Cisco Trust Agent
CTASI CTA Scripting Interface
DB Database (7 —#~—2X)
DC Domain Controller (KA > > hru—=) (Microsoft)
DFS Distributed File System (53H#(7 7 A /v ¥ AT A)
DHCP Dynamic Host Configuration Protocol
DN Distinguished Name GREE44)
DNS Domain Name Service (KA A v R—L H—EX)
DoS Denial of Service (¥ — b = fffft)
DOT1X IEEE 802.1x
EAP Extensible Authentication Protocol
EAPOL EAP over LAN
EAPoRADIUS EAP over RADIUS
EAPoUDP EAP over UDP
EOU EAP Over UDP
FAST Flexible Authentication Secure Tunnel
GAME Generic Authorization Message Exchange
GINA Graphical Identification and Authentication (Microsoft)
GPO Group Policy Object (/v —7" KU — F7 =7 ) (Microsoft)
GTC Generic Token Card
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L2TP
L3
LAN
LDAP
LEAP
MAC
MITM
MS
MSCHAP
MVAP
NAC
NAD
NAF
NAH
NAK
NAR
NAT
NDIS
NDS
NRH
NTLM
ODBC
0o0oB
0os

B

High Availability (/\~\1 74 Z U7 1)

Hardware Abstraction Layer (/~— K7 = 7Hig{b L A ¥)
Host Credential Authentication Protocol

Host Intrusion Prevention System (A MEABLILT 2T 1)

Hyper Text Transfer Protocol

Hyper Text Transfer Protocol Secured

Internet Access Server (Microsoft)

Identity Based Networking Services

Intrusion Detection System (IR AREIT AT 4)

Initiator Identity

Internetworking Operating System

Internet Protocol (1 % —*v K 7'm k=)L)

Layer2 (LA ¥ 2)

Layer 2 Tunneling Protocol (LA ¥ 2 ~o U v s Fakajn)

Layer3 (LA ¥ 3)

Local Area Network (m—H/L =7 Fv hU—2)

Lightweight Directory Access Protocol

Lightweight Extensible Authentication Protocol

Media Access Control (27 7 7 7 & A Hil{)

Man In The Middle (HR#)

Microsoft (=1 272 Y 7 |)

Microsoft Challenge Handshake Authentication Protocol

Multi VLAN Access Ports

Network Admission Control (*> hV—2 7 FIvy i ay av hr—/)

Network Access Device (k> T —2 T 7R T34 R)

Network Access Filter (kv hT—2 77X 7 4L %)

NAC Agentless Host (NAC =—Y = > h L&A KA |)

Negative Acknowledgement (F5EI5%)

Network Access Restriction (% M7 —2 7 7 & ZHl[R)

Network Address Translation (x> hU—2 7 KL AZH#1)

Netware Directory Services (Novell)

Non Responding Host GEISZ A )

Open Database Connect
OutOfBand (77 hA 7/ R)

Operating System (A XL —7 4> 7 VAT L)
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oTP
PA
PAC
PACL
PAE
PBACL
PEAP
PKI
PPTP
PVLAN
QoS
RAC
RPC
SAML
SIMS
SLB
SMB
SNMP
e
SSL
TCP
TLS
TLV
UDP
URL
VACL
VLAN
VolP
VPN
VSA
VVID
WAN
WEP
WLAN
WolL

B

One Time Password (7 > & A & /RAT— )
Posture Attribute (RAF+% 7 h U E=— )
Provisioned Access Credential

Port ACL (7F— I ACL)

Port Access Entity (RK—F 727 &2 =7 47 1)
Policy Based ACL (" J v —~—2 ACL)

Protected EAP

Public Key Infrastructure (A% — A > 77 A N7 7 Fv)

Private VLAN (7°Z A ~X—  VLAN)
Quality of Service
RADIUS Attribute Component
Remote Procedure Call (V&—h 7ry—Y v a—))
Security Assertion Markup Language
Security Information Management System (z %= U 7 ¢ [FHEE T 2T 4)
Server Load Balancing (¥—/NEfii/NT v )
Server Message Block
Simple Network Management Protocol
Status Query (A7 —4% & 7 x Y —)
Secure Sockets Layer
Transport Control Protocol
Tunnel Layer Security
Type Length Value
Universal Datagram Protocol
Universal Resource Locator
VLAN ACL
Virtual Local Area Network ({48 LAN)
Voice over IP
Virtual Private Network (/X—F ¥ /L 7Z A4 X— | Ry hU—7)
Vendor Specific Attribute (> ¥ —[HA7 hY E2— 1)
Voice VLAN Identifier
Wide Area Network (VA K =U7 v hU—7)
Wireless Encrypted Protection
Wireless LAN (%% LAN)
Wake on LAN
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:
CI=]

802.1x, dot1x

AAA

Access-Accept

Access-Challenge
Access-Reject
Access-Request

Accounting

ACE

ACL
ACS
APT

APT, Application Posture Token
(TFVr—vay RRAF¥
r—2)

Audit Server (BEZH—)

Authentication (38:F)
Authorization (FF7)

AVP
CSA, Cisco Security Agent

CSM
CS-MARS

EH

IEEE 802.1x, LAY 2 OF v MU —7 @A XA EO LR, EHRx Y NV —F 27 Ho 802.11a/b/g
ERFEILZRNVEIITLTIEE N,

Authentication, Authorization, and Accounting GRE, #8F[. TA DT 4 v 7)) . @EIL. ¥ATNLT v
AN vm¢8m1x&&ma~%wx/b7 7 T A BRI HERETT, PR AAA H—

Pa =S Oiﬁ_ i%’ﬁ;&@wuuﬂz‘ﬁ“—/\ wou‘.Eﬁ%/:Eé)%)& /XTA@$ @ﬁ%%ﬂ:ﬂ/’fbi'ﬁ"o NAD T
WY =& AT 272012, AAA 47‘~/\;t_<7>5%m%f;r\/ NO—2 FUER FRTrANMIT Y EL S
LET,

I—PFREIEESNIZZ &2 T /A =N ‘ﬂﬂ”é RADIUS H— b DIRE N> by TORT
MZE, 2—FEE o AAA BEEZ ERT 22— ey A ABREENET,

FRED AN 2 — FITBIMERORUEZ TR T2 RADIUS F— 0D DIRE T v B,
Z—PRFEIES NN o722 b BT 7 A = NZ#lET 5 RADIUS H— B DIRE 7 > b,
:L‘_"‘j:@nuuﬁ%ﬁjzj_éj?ytx "j—_‘/\ﬁ) RADIUS "j—‘_‘/\ iz éfuﬁég;‘k/\b‘ b4 ]‘

Fo b '7 7 EBY T AT LD Accounting (TH U vT 4> 7)) X, U Y —AFIARRICBET S %> b
U—2r T2 EWNET DHRETT,

Access Control Entry (727X v tm—/L = hU) , ACL = RUIZIE, #A4 7, = MU SR
TLHa—FELIEIITN—TOEMiF. —#HOT VB AMEREEINET, —HOT N XATDTL—
TERIF—FOEMiFIIRERTT,

Access Control List (77 t2% zav tr—1L U R)
Access Control Server % 7-i% Cisco Secure Access Control Server

Application Posture Token (77U 7 —a v RAF ¥ b—=7 V) , XUEOT 7V r—a o ouwatk
F =y OFERT, 2O K- NOREEEZRLET, RAFXYRIAEOTRTD APT BT T4~
U PVS IZX - THiA S, System Posture Token (SPT; A7 & RAF ¥ b—2 V) MMERSHE
T

BEDNZOT Y r—3 g DRATF v REEDFE 5,

AA N EO PA 2HEHAETICRRAF YO LT oy LEHETE 30—, 2OV —_F, FA D
RAF ¥ VT U yy VEHET D E L HIC, RAF Y RGES—NE L THMEETE 2 HNERDH Y 7,

Py FT—7 &MY X2 )T 4 TlE, \WERIZ T e ZADT AT T 4T 4 it T 528 T,

%‘H‘”‘EX@U‘/ﬁ/{AnLuJ‘EifL utl‘DI\ :’-**j‘:k@777'73/1\ UX ]\k7o‘:'77/])/1/\ :"’__'H- 7
N—7_ IP, IPX, ARA BL O Telnet # VK- 925V E—F 77&A av ba—1LTFik,

Attribute-value pair (7 bV &2 — MiE~<7)

Cisco Security Agent X, F—"BLOTAY by T ava—T 47 VAT LEEENMORELE
T, KRR M~DOBRAMIL, ST 74T U4 —L, BEAEAAN 3— NhLOR#E, F_L—F 1
7 VAT AOFEMOMRFE, DT —Y 2 b RNy b=V ~OEEa S E@mE L TS E STt
X7 AR ARIEL ET, AR tEX 2 ) T A BIKD—MA %727 Cisco Security Agent 1%, > b
U—2 7 RIyvary arbu—)e SAFE 7A—7 Y v hEFR{E L, =2 FRA > M E CTR#ERAE
EIELET,

Cisco Security Manager

Cisco Secure Monitoring, Analysis and Response System (CS-MARS) i, HKE~O%fit, B, #ED
PG DT DA RT =~V A TR —FTNRT TIAT A 773V TT, Ry hI—2 A
TV V A aryT xR A NOMBGHT, X7 MV, BERE, Ay ARy MG, B X OHE
DIEELS IE D B EMUARFE D BE & Sz CS-MARS 2LV, Xy NI—27BLXOExa VT4 T34 2%
LIRS BN TEET,
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F#E
CTA
CTA, Cisco Trust Agent

CTASI
DAI

DHCP Snooping
(DHCP 2 X—t' %)

EAP
EAP-FAST

EAP-FAST
EAP-GTC

EAPOL

EAP-TLS

Endpoint (=Y F&RA > 1)
EoU, EAPoUDP
GAME

GINA

HCAP

Host (&R k)

Host (& X k)

IID, Initiator Identity

MAB
Machine Authentication

(= 883E)

MSCHAPv2

E#
Cisco Trust Agent, A= PA B TY, PA RAF¥ I 74 U BnEEhET,

CTA [ZVRaDHRAF ¥ =—V =y MUT, HROBEYR— T 25070 I FBHBAENTY
ESa

CTA Scripting Interface
Dynamic ARP Inspection

DHCP AX—E > 7%, G TE7\ DHCP A vE—Y D7 42V 7 BELO DHCP AX—E
TR T4 F=B X=X (£721Z DHCP AX—V v RAUF 400 F—T ) OEB &
OHERFIZE D, Xy hU—2 X2 VT 4 28272 DHCP X% = U7 1 HRETT,

DHCP AX—t v 7%, GHETE/RWAA NE DHCP H— Sl T7 74 7 U4 —/LD X 5 Ipiie s £i-
L%EJ, DHCP AX—Vt'r /&AL T, =¥ Ra—PHEHmT2EHETERNA v I —T oA A L
DHCP $—NEFIMMOAA v FIHER T HEHTE DA F—T oA RLEXKNTHZ LB TEET,
DHCP AX—tE 7k, 7947 FIP 7 RLA, MAC 7 KL A, R— bk, VLAN %=, V—2A
BLORL T 400 BATEEMNTHDHCP A v F 4 v T UBNER SN ET, Z OEREIL.
AA v F EORED VLAN LT X —TMITEET, AL vFiE, L14F¥ 2VLAN RAA URNTTAR
TPH DHCP Avt—Y 7V w72 1T7%ELET,

Extensible Authentication Protocol

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling (EAP-FAST) (X, TLS ~<—2Z®
RFC 3748 |Z#EHLl4% EAP 5T,

EAP-FAST i3, ®IFR#ET7 L) XL &2MHH L CRIAET 0t AD b b2 EH L ET, b RIVOREST
Wi, AAA H—ZiE LT, EAP-FAST X VBN T Y a =0 7B L OE N FRE7: Protected
Access Credential (PAC) ZfEH L £,

EAP Flexible Authentication by Secure Tunneling

EAP Generic Token Card

EAP over LAN

EAP Transport Layer Security

Xy MU= VY =A~DHEERf M e A D EE D~ v,
Extensible Authentication Protocol over User Datagram Protocol
Generic Authorization Message Exchange

Graphical Identification and Authentication (Microsoft)

Host Credential Authorization Protocol

TV RRA Vb TR ZADFI4,

Xy MU= VY =A~OHEERl M e A RO~ T,

~ Y URBREICEIT S IID (X, A R Fully Qualified Domain Name (FQDN; 522 &fifi KA A > 44)
(] : jdoe-pc.cisco.com) TF, L—VFBIEICEIT S IID 1%, =—¥4 (Fl : jdoe) T,

MAC Authentication Bypass (MAC-Auth-Bypass)

<V VRFEHE, TAF T 47 4 L LT, Active Directory (CBER STV D ERD 22 B o — 2 4 %8
LTHbRET, 2 LT vy it ASNS EAP O A FITELT, /NAT— RR—2 %7201 PKI
FERENR—ZAD I LTy VETEET,

Microsoft Challenge Handshake Authentication Protocol version 2
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NAC L2 802.1x
NAC L2 IP
NAC L3 IP
NAD

NAD. Network Access Device
Ry VU= TR F/RAR)

NAF. Network Access Filter
Ry NI—2 TIER T4NE)

NAH

NAH. NAC Agentless Host
(NAC =—Y = FLR FRAR)

NDG. Network Device Group
Ry bU—2 FRALR TN—T)

NRH

PA

PA. Posture Agent
(BRF¥ =—Tx b)

PAC

PDP, Policy Decision Point
(RY —BRERA 1)

PEAP
PEAP-GTC

PEP. Policy Enforcement Point
(RY —EARAVF)

Plugin (FZ71V) |
Posture Plugin
(RRF¥ FZ742)

Posture ({RRAF %)

Posture Agent
(BRF¥ =—VxB)

EH

Network Admission Control (v hU—27 7RIyt gy v bhr—i) , NAC 1X, Xv hU—7 A
VIIGARNT O FNEIEHLTC, Xy NU—2 arta—T 400 VI—RIT /A LLY T BT
RTODT N AZEF 2V T 4 BRIV U—~OHEEEEEITEZ LTI, VA NVLARLT— AR b b T8
ELMHT D, AT ATARANFETEIERS =T F7TF, NAC 1F. Ry hU—Z HIKICk S ®
X2 U7 0 OFBEOAENREE, Pilk, B8EEZBT 572010 %y NT—7 A7) Ve AELT
5, YAap ARy N — 7 EEO—fAE R LET,

Cisco CatOS B LN 10S A A v F T 802.1x 1 ha/L &5 22D NAC EHTT,
Cisco A1 v FnLA¥ 2 T EAPoUDP %#/ L T4T5 NAC,
Cisco /L—# 7% LA 3 T EAP over UDP %4 L T1T9 NAC,

Network Access Device (ry hT—2 T2 ®A TNAR) , Xy hU—F TIZERA TNALAF, =
RRA L N FAL RCHFWENTRY NT—F T AMREZH5RY) o —2lAT 581 T,

F hT—0 TURA FALRE R NCHASNER Y NI =) T AR R GASHY S — il
I 541 > bt

NAF (X, 1 2F 7238 HDO Ry hU—27 =LAk (IP 7 RVA, AAA 77470 (Ry hU—7
FRAR) | Fv FNU—7 FNRA AR F—7 (NDG) ) OMAEGOE TR SN D4R ED T LV—7
<%, NAF (2L V. AAA 7 T4 7 k& ~—R|Z Downloadable ACL F7-1i* >y hU—2 77+ AH|
[BEIEFEL. CNEFEBLTa—FITRy NT—I ~DT IV ERAEHATHIENTEET, & AAA 75
AT NEPRIICY A N T HLETH Y FH A,

NAC Agentless Host (NAC =—Y x> h L X KA I)
RAF ¥ WGk Fhid 27250 802.1x BV # hEizid CTA A VA F— A ENTNRNER K,

BN 7 N—7L LTHIET 218y NV —2 T/A ADEE,

Nonresponsive Host (FEJ&& 7 A 1)

Posture Agent (RAF ¥ =—V x> b) , 1 DFLIFERORATF Y T 74 VnbRAF Y 7 LT
PURNAENEL TRy hU—F LlET S, = RRA U R EOH D27 b KA R & UTTHERE
THT TV r—vay, YVAIAORAF vy =—V x> hE, Cisco Trust Agent (CTA) T,

1 DFERIBEEDORAT v TI73 74 VINERAT Y 7Ty VEIEL TRy N —2IZZEILE
NHEDOEMREBENTH, FA N EOBE—Da L Z 7~ RAVPE LTHETAT TV r—vay,

Protected Access Credential

R B LORMET 4 v 7 —FrEZ R L E T,

Protected EAP

ACS MRV v—HARA - P& LTHIEL, R v —2EFRLET,

=Dy RARA U FNEDRAF ¥ 2=V M, TV RARA UV MORAFYFRAEB I NR Yy U —7
REEDT=DITTER, RANDKRAF ¥ 7 LT vy vaigitd 59— Fo—7 o8 DLL,
BEDRANDAT —ZRALRE, TVFIANADLNL Ky v T4 w7 A, 08 #A4 T2 ENEE
nEd,

1 DERITEEORATF ¥ TI3TAVIPLRATF Y J LTy VEREL TRy hU—2 LBET
TURKRA Y N EOHE—Da ¥ N KA MNE LU THREET D7 TV r—vay, VAIDKRAT v
T=—Y = M, Cisco Trust Agent (CTA) T,
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i
Posture Credentials
(RRF¥ ZVLTFrorv)

Posture Credentials
(BRAF¥ ZUVLFrvy)

Posture Plugin
(RRF¥ F774Y)

Posture Validation
(RAF ¥ BR7E)

Posture Validation
(RRF % RRiE)

Posture Validation Server
(RAF ¥ BFES —7%)

PP
PV

PV

PVS, Policy Server
(BY — H—x) |
Vendor Policy Server
(RUF BY o— H—n) |
Posture Validation Server
(RAF 2 BRIEY—Y) |
External Posture Validation
Server URBHRRF ¥ IRIES—Y)

PVS. Posture Validation Server
(RRF ¥ RREY—3) |
Policy Server (RY v —34—3) |
Vendor Policy Server
(RUF RBYo— F—x) |
External Posture Validation

Server (JRRRAF ¥ BRFET—/3)
RAC

RADIUS

SCM
SDM
SPT

SPT, System Posture Token
(RF b BRF¥ b—2r V)

Token: Check-up

Token: Healthy

EH

TV REL Y b FAL ADBEEOEO A=Y =7 BLOY 7 by =7 (0S BLOT TV r— =
V) ERETRT AT — MER,

Xy hU—27 = RRA YV FOBFEEOHEFHRON—FR T =2T7BIOY 7 hy=T7 (0S BLORT 7V r—
va ) WHRETRT AT — ME#R,

TV RARA YV PORAF XY BFEB LRy T — 7 BEEDT=OIZ[[—D =y FARA Vv M EORAF ¥ =—
VU MIFANDRAF v 7 LT v L& 59— Fo3—F ¢ fil DLL,

1 DELITEBORAF Y BFES— N EZOHEARY —&FH L TITH,
2F v T VT Yy VORGE,

1 DERITERORAF YRGS — " ZOHAER) —%2FH Lz, *y FU—2 =V FRA > FOR
AF ¥ T LT UV VORSE,

RAF ¥ FBFEY— N, NAC IZBWTCT 7Y r—va VRIORY —RERA v k& L THERE
RYT— =V EBAELTRAF Y JLT vy VERIELET,

TV RBA b T ADRKR

SH D

Posture Plugin ((RAFx 7771 )

Posture Validation (7R 2 F v #iFE) . 2 —HF D~ v (RA M) O—fFHRREE L @2 R —ED T
F)Ea—bFEMHIELET,

Posture Validation (R AF ¥ HRFE) , 2—HF D~ v (KAL) O—RALIRRE L etk Rmd—#o T
M Ea— hEREELET,

RAF ¥ HGEICHER SND VAT EEY— RX—F OV —/N, RAF ¥ HEE— NF, NAC (281
BT TV r—a URIDRY —PERA & L THERE SEOREY — L— L AL CEAF v
JVT VX VERGELET,

RAF ¥ REECHH SN D v A aE 23— KX—F 4 OY— 3 RAF v RFEV— L, NAC (281
BT TV =g URIDRY —PERA & L THERE SEOREY — L— L ERA L CEAF v
JVT VX VERGELET,

RADIUS Attribute Component

Remote Authentication Dial-In User Service, % v NV —2 727t AD AAA O—tib & wlfEIZT 5, IRIA
<HRAERTWA 1 haTd,

Switchport Configuration Manager
Security Device Manager (E%= V7 ¢ T4 A w32—T %)

System Posture Token (VA7 L RAF ¥ b—27 ) 1 OFFEROT TV r—v 3y RAF ¥
F—2 U HEELTIRESNIZZ Y RRA Vb TS ZADOE—DORAF v GER R T, = RRA b
DRAF ¥ FEN D ONTZ BN R AT v AT — e ET,

1 OFERIEEOT TV r—vay RAFx =7 U EIUEL TRESNIZAA NOBE—DKRAF v
FERE T,
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Token: Infected

Token: Quarantine

Token: Transition

Token: Unknown

User Authentication
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