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ITURKRA U N TRARFEZF I TAT LV DOT T UANVAOIREEZIHERL, 77822 ar bao—/L K
U —%wmHLET,

3 NAC LA ¥ 2IP 2FERAT SRy +FT7—%
PC PC
O Ol
y— /| py—
= =

Cisco

'7—77\7'-—|*>3> I\ 2L YF Sec;ics
- /’ _
y/ NAD S 9 —N

PC (RADIUS)

Cisco Trust Agent
TRz THEET S
925472k
ok va s, RO MYy 7 THERESNET,
o RAFXMIEL NAC LA ¥ 2IP HZE 10—
e CiscoSecure ACS &7 hVU B a— MERT 12 3—

92735

I oL-8776-01
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o BEEHRY—N 13—

e FTT74/KACL 14—V

e NACHA~— 14—

o NAC VA V2IPHFEE RS v F AF w7 16—V

e NAC VA VR2IPHFEETLEETY 2T AL vTF 17—
o NAC LA ¥V 2IPHZED AAA X7 R — 17—

RRF wi#&EE & NAC L1 2 IP #&3F

NAC LA ¥ 2 1P BRiEX, K 3R T X512, FA—DAAL vF R— b ETEEDOKRA hORAF v BFEE
R—FLET,

BRA NP L TNDAAL v F F— b ETNAC LAV 2IP Rik&a A F—7 MZTH L&, AA »F X DHCP
A X — ¥ 7 F 7-1% Address Resolution Protocol (ARP) AX—VY' U 7 Z2HH L THEHE L TWAKR A M ZEE
LE¥d, DHCP AX—E L FIZ X o> CRBENTZRAF ¥ HEFT, ARP AX—E U 2 K> THBE IR
AT X BAEL VB ENE T, AL v FiE, ARP N7 v hOFZ(F%, £72IEDHCP AX—V > 7 A VT ¢
YT N OEROBIZAR AT ¥ iRGEE MG L E T,

ARP AX—¥ U7X, T 7 4V hOEFAA M A TT, A4 v FNBDHCP AX—E T NA T v
J 2 b OGFERCESVWTHEARA MERETES L5127 5I121E, DHCP AX—Y U T a2 A RX—TNMITD
PVENRH Y £,

AL vF R—FMIEVLETHNLTWET ZEAVLAN ETH AT I 97 ARP A VAT ¥ a v DIEBA
F—TNDOEPE, RAFT X RIEL ARP X7 v hRZAF I 7 ARP A VAT v a DTy 7ITHEAL
7L EICBBENET, 727 L, DHCP AX—VE T e XA F w7 ARP A VAT 2 g Vil E bioA 1—
TCENTWAES ., RAFYRREFNET DHCP AX—V L 7 SNAvF v 7 =y MY MERENT- & X1T
Bt S E T,

HERARA MI, AELEZ ARP X7 v FEEEL TRAF Y BRIEDAA R R EZRLET, KRR A Mok
HA Y NU—0 TR AEFIET D720, AL v F R—FTIHIP V—A T—REA F—TNWZTH L
NTXET,

Catalyst 7600 >V — X /L — & 35 L} Catalyst 6500 U — X A A v FiX, IP V—R H— K&V KR —HFL T
EFHA,

RAF v IENREEND &, A v FIZEAPoUDP By gy F—7 Mz MY ZE L TARZ DR
AF Y IRAEAT — X AZBH L, NAC KRV 3 —ZRET HI-OICROPEMEE 2R L £,

1. RAMMFSNY 2N (11 2=V IS Y R b 22) ITEENRTHWDEEE. A vy FIE2—FEED
NACRY > —ZKRAMIBEHLET,

2. EoU /XA /%A (11 = [BoU XA /RA | B#HW) A X —T /I EINTWDEE, AA v FIE Cisco
Secure ACS I[ZFEIA R A PR AZEIFE L, — 300 %%4§én7177tx AU —%KRAMIEHLE
Ty AA v FIE, TOFRPIFIGE R A MIBEET S Z & 28972012, FRIZ RADIUS AV X7 % 4§
ALET,

3. BoU RS RART 4 =Tz ENTVD VAL YFIFIARA M hello 237y FEEEL, AX FD
TUF A NARREERER L F9 (11A~~‘/ rEAPoUDP‘IZ//a v BB, Eﬁ?ﬁ:% TEEHORE L
THRRA IDOOIEEEZELARVEAS, A v FIIFRRA 22 54T L RITHEL, FEERR B
LB LFET, AA v FiL, Cisco Secure ACS IZFEERA FEREZEEL, V=MoL EEINTET
IR ARY —FFRAMIEHALET,
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5 1) X + (Exception Lists)

FIZLU A MZiX, v— DT a7 7 A NVER) U —BRENGENTVWET, ZOTAT T 474 701
T7AMI, IPT RLA, MACT RL A, E0E T8 A XA FIZHSWTT A ZAEFFCFFAT £ 721%
MEET B DIERALET, TATT AT 4 IaT77A0E, T7EAFEHT Y Ba— b2EET S
a—Av ARY —EEEMT O ET,

FFEDKRA RBHRAF XY IRAEZE NANATEDL LT AT PN A MZZNODRA FEfREL, = —
PEHRORY >—Z@HLET, EAPOUDP £y gy S—7 Ay FUMBMENS &, AL vFiTZ
DOFEAMEREPISY A DB LET, SR IBFISY X MIEENTWDIEHEE, A1 v FIEARR MK
EHEADNACRKRY > —%EMAT 5L LB, EAPOUDP ¥ v a v T —7 D7 54T MOWIEAT —X
2 % POSTURE ESTAB \ZH#Hi L £,

EoU /X1 /83X (EoU Bypass)

AA T, BoU /A S AEREA R LT CTA BB L TV eV R hORATF v FEEE @b & £,
EoU WA N2 ZA X—=TMZT DL, AL v FIEHRA My Z 7 NLTT U FUANVADREEZTERT S
bz, FAIDIPT KLA, MACT RLA, —E XX A7 EAPoUDPt v =z ID & TeER%E
Cisco Secure ACS (215§ L £, Cisco Secure ACS IX., 77 B AHIHOIEE F L. AA v FITRY —%1%
FBLET,

EoU /A /RANRA F—T IV THRA EBIERER A FOYEIL, A4 v F X Cisco Secure ACS [ZFEIE R A b
FEREZEEL, Y= "INOEEENEZT 782 R —%2KR A MCEHA L £,

EoU /NA RAINA X—T )V THRA NN CTA ZfH L T D48, A A » FIE Cisco Secure ACS (ZFEIE
A PNERZEFEL, Y= DB REENTET 78 A RY U—%2 KA MIEMALET,

EOPoUDP £y < 3>

EoU 37 7 # /L b TA X =T MZENTWNWET, BoU A RANT 4 B—T VDAL AA »F 1T EAPoUDP
Ny FEEELTRAF Y RFFEEBB LE T, RAFYRIEH, AL v FIET 740 T78ARY o—
ZARAMIBEALEST, A4 v FBEHEA MIEAPOUDP A vt —UZKEL, BA BT U F AN ADIR
ReZid &, AA v FILZ D EAPoUDP Jin%& % Cisco Secure ACS (ZHEE L £, F5E SN BB R %2 K 4
THHRRAIDDIGEEZZELRWES, A v FERA N2 T4 T ML RAIZHEL, HFERERA LR
RLET, ACSITZ LT vy v VIRAENTE T 25 &, Access-Accept A v E—T L EHIZRATF ¥ b—7 v
ERV—T M) Ea—bhaAAL v FITRLET, AA »FIL, EAPOUDP v 3 v 77— L EHEH LT
TR ARIREER L, RAF ¥ RNEBEEDT TAT L MOV A MEEBEERITO N, vy hT—2 T
JEAEESLRLET,

RAF ¥ BEEDOFERICHESE, R—MIUX2 2D F A TORY —%2 WA TE £,

o HFAMFRII— 1 FRALRY V=L, RAF ¥ RFEOFERRE INT=T 7 & AHIRE FEfi+ 5 ACL T
RSN E T,

e URLUZALZ haRUI—:URLUZA LT FRYT—iF, T_THHTTPHTITPS T 7 4 v 7 &1
BHh— NIV F A L7 FL, FEEERAIRRY —ICHET DO ERT v 77 L— REFEET
HBANZALEHRMELFET, ZORY —iF, WOBEZETHERINLET,

- EEY— %S T 25 URL

— MEARHTTP VXA V7 F&EAITHTEOIC, T RLAMEEY — LS DEA FNEDOTRTO
HTTP/HTTPS "7 v "X FF ¥ LTCAA v F V7 vy =TI HEA VY NTDHAL vTF ED
ACL

ARAR KR —DACL4., VE AL 27 FURL, URL U Z A L7 k ACL IZ. RADIUS 7 bV B = — MM A
TV FEMAL CEERSNET,
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I oLsre01 "



T
m

rybI—=9 7 vy¥ararvhka—L VI F7aAVI4FalL=2av HAF |

B NACTDULT

N
X 7747 NODHCP AX—E 7 = FUDBHIBREIND &, AA v FIXEAPoUDP £ v a v T—7/hn
57 T7AT O M) RHIRT A28, 77947 v FORGHIIThILEY A,

Cisco Secure ACS £ 7 by Ea— MERT

NAC LA ¥ 2 IP #iiE & A 2 — 7 /LICF % & . Cisco Secure ACS 1% RADIUS Z1# ] L T NAC AAA +— b X %
AL L E9, CiscoSecure ACS iF, =V RARA U b AT LADT U FUANA 7 LT i v /WICET D 5H
EAFL, T RRA L FDOT U FUALINZADIREEZBRIEL £,

Cisco Secure ACS |Z1%, RADIUS @ cisco-av-pair Vendor Specific Attribute (VSA; X2 Z —EHAHT hJ Ea— )
AL CTRD AV RT ZRETEET,

» CiscoSecure-Defined-ACL _ Cisco Secure ACS I Downloadable ACL % Zf8E L9, AA v FiL, KD
7 #—=< v b ® CiscoSecure-Defined-ACL AV X7 |Z X » T Downloadable ACL £ % Hu/& L £ 97,

#ACL#-IP-name-number
name 1L ACL 44 number 1%, 31783768 72 & D/X— g VK EF T,

Auth-Proxy "R A F v 22— KX, $8§7E S 1172 Downloadable ACL @ Access Control Entry (ACE) 23LARTIZ &
Jra—RINTWENEINETF oy LET, XU rr— RSN THRWES | Auth-Proxy RAF v
a— KNI ACE 24 U n— RFT5720I12 AAA ERkE L Hica—%4 & LT Downloadable ACL 4 % 1%
FLET, ZHCE D AL vF LICARIfF& ACL & LT Downloadable ACL 23ME S E T, 2D ACL
121k, Y—A 7 KL Rany ® ACE BN&E Eh, HBEICH /R deny A7 — M AV MIEERERA, K
AT v B4 IZ Z @ Downloadable ACL 734 v 4 —7 = A Ai@A SN b L, Y —A 7 KL AN any >
BARARDY—ZIPT FLAICEFEENET, ZOACEIL., =2 RRA 2 b T, 20 LTV D
AL v F AV HE =T 2 AZHEAENDET 74/ 8 ACL ORI MENET, FTT7 4 v 7R
CiscoSecure-Defined-ACL ACE \Z—%(3 % &, #UI72 NAC 7 7 ¥ a U BRETINET,

WIZA v B —T A A ACL OfilZ R LET,

access-1list 115 permit udp any any eq bootps (for bootps requests)
access-list 115 permit ip any 20.0.0.0 0.0.0.255 (NAC Ingress source N/W)
access-1list 115 permit ip any host 40.0.0.5 (Audit Server)

e url-redirect 33 & N url-redirect-acl —AA v F LD r—H/)L URL RV o—%HBELET, A4 vTFiL, &
O cisco-av-pair VSA Zf#H L £ 9,

— url-redirect = <HTTP % 7=/3 HTTPS URL>
— url-redirect-acl = A1 v F ACL & £ 7213F =

INHEDAVETIZEYD, AL v FIFEmy RBRA 2 N T8 A0350 HTTP B L Y/ F721% HTTPS 23k
ERITZBE L RO VT UANA Ty A NEF T a— RTEDLREDY XA LY b7 RLRIZY
FAT v bD Web 77 UV &gk LFE 3, Cisco Secure ACS @ url-redirect AV X7 21X, Web 7 7 7 n
UL L7 hENRD URL B EERET,

~

bz URL U # 4 L7 NZ&, HTTP £ 721X HTTPS (2 L CEAT T £, FRFICH GIcx LTEITT 5
ZEIETEERA,

url-redirect-acl AV X7 12iZ, VXA L7 s+ 5 HITP BLO / £72T HTTPS 77 4 v 7 2 BETD
ACL ODAFIEZIXFEEREENE T, A vFIE, ZTOACL ZEETHLERDLVET, VXA L
7 NACL @D permit T b UVIWC—HT A T 74w 73V XA VT FENET, TNHD AV T IE, &
A NDRAF ¥ PEETRVGEEICEEINDLIZERHY £7,
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RIZ url-re-direct-acl D% R L £,

ip access-list extended url-redirect-acl
permit tcp any <protected-server-vlan-networks>

CiscoIOS Y 7 F 7 = TITHR— R EHNTWD AV X7 OFELWEHRICOWTIZ AAA 7 T4 T v F3BET
H7 b 02T VU —=ADRFa2 AT —var25RBLTLEEN,

ACS for the Windows Server DfEFHIZ OV T, KD URL &M L T &0,
http://www.cisco.com/jp/product/hs/security/acs/acsw/

ACS Solution Engine DHF#IZOWTIL, D URL 2L T 7Z &0,
http://www.cisco.com/jp/product/hs/security/acs/acsse/

BEH—/\ (Audit Servers)

CTA I L TWARWT Y RRA U F T4 ZF, NADICE D2 F ¥ Lo PERICH LTI LT ooy Lk
BETEEFTA, ZOLIREKRA NI, ==z ML XFETRITIELESA X FEENET,

412, AV —NZ2EHT L IR AR 2R LET,

4 NAC F/314 RDEE

BEEANZIL
TURRAY R ’__,,/(15'1:71'3—% AExy)
T/\’fZ ,,_—”‘_/

/
|:|! )

7P 27« J’J RADIUS

NAD

LWL
IVRRAY DD
PS4 v 0%

RITRE
NAC 7—F7 7 F¥iX, =— V= ML A KRR MOBFEHRMREED EMO T2 DIILE S, KRR MO CTA
FHEAETFICE—V2 PV A FRRA MOEF 2 VT oG, M5, o e —7 A% v B FETT
X BERY— A\BHBAENE LTz, LER-TT 7R b= NF, TR TOIHEIEEAR A MTI@AFIFRR Y
AT HDO TR EEDOERIZESNWTEHRR MINZRX Yy NU—F T 7R R —2RETEET,
NAC 7—F%F 7 F 1t — R8—F f BIOER A D= X AEHETAZLICLY ., RA MDA /M

AEERRES B L F 9,

NAC 7—%7 7 F v TlL, BEEY—"NEEHF T, "APMLBETEXDIZLENHIREZRD ET, WA M,
RAF ¥ HIENRESNTZNAD Z U TRy N =2 ZT7 78 AT 5L, NADIIAA MIEATE7 7 &
A RYU —% AAA B—3 (Cisco Secure ACS) (ZER L FE T, AAA V— NF, AEREEY— N2 fEH L C
RAMDAF v o EBIECEET, BEEAS ¥ LERYITITOI, B TRT LET, AAA —NF, B
ERICARR MIEATIRAINBOT 7B A#HF X2 VT 0 AU —LBOREREOR—Y 7 XA ~—
(Session-Timeout) % NAD (2518 LE T, NAD L, BBV — "W OERE AT T L ETRESINZRET
AAA —NZKR—V T EITNET, AAA T — T, BEERBREZZETL2L20/-REE2LLICT 78 K
Vo—%WEL, ROEREZELIZEXICAR MIEHATAEY v —% NAD ICEELET,

140123
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F274JLk ACL
~

p: 3 77 4/v & ACL TiE, NAC LA ¥ 2 IP FRAEAMERETE % £ 912 EAPOUDP 7 7 o » 7 Z§F A4~ % B0
&)Di@qo

AA v F BR—FMINAC LA V2IP RAEEZRET DHE. T 74/ K R— K ACL H A4 vF R— MIRE
L.IP T 7 4 v 7 AT OHERDD 7,

AA v FIE. T 74V~ ACL BEE SN TWBEAIZ Cisco Secure ACS 726 F A MHOT 78 A RY o—
EZETDHE AA T F—MNIEHRLTVWDHRAMDPLD N T 7 4 v ZIZZORY) —2@HALET, X
A FNERANZEICHEAT HHRY > —% Cisco Secure ACS WHF v —RT5E, ZENT 74 v 701k
ZORY—ERESH, ~BLEVWNTI T4 v 73T 74N R - RESRET,

Cisco Secure ACS ARV v —~vF 7 rarb LT XA L7 bk URL ##5E T % Downloadable ACL % A
AV FITEE LTSS 2D ACLIZAA v F R— MIREFHDT 74/ b ACLIER L CHEA SN ET,
Downloadable ACL /X, #1257 7 #/V k ACL ot v %{E%éﬂiff F 7/ F R—F ACL BRRESNTWA
WA, Downloadable ACL 2 7' 7 I AT H5Z LIXTEERTA,

NAC 24 <% —

AL FIFRD I ODF A ~v—H% P FE—FLTWVET,

o (R XA ~— (Hold Timer) 14 X—

e TA KV ¥ A~— (ldle Timer) 14—

e THEEH A ~— (Retransmission Timer) 16 ~X—°

*  THMRFEH A ~— (Revalidation Timer) 16 ~X—

o AT —HRX JxY— XA ~<— (Status-Query Timer) 16 <—

Y4 47— (Hold Timer)

R Z A ~—I%. EAPoUDP & v ¥ = > OREFEDRA KB L 72 EH#&IZH LV EAPoUDP £ > & = U A3BiAR S
nopz e %[%JJ: LET, ZTDOXA~—IiL, Cisco Secure ACS 73 AA v F|Z Accept-Reject A v —T%%[F L
e ElCoMERHINET,

I A~—DT 7+ /L MEIZ180F 343) TT,

EAPoUDP v 3 Uid, RA PDORARAFYHIFEORW, By ay XA ~—DK%h, AA v F /Cisco Secure
ACS BIh A v —VEZFE LI REOHATHRIALTERNI ENH Y £, A1 v F ETIFRIE — 30
BHDA vy E—VEZEFE LRI TN EEIE, BEEHD2—V) DoS (—EARE) BEAAHITTWD
AREMEDN B Y ET,

74 KL 24 <— (ldle Timer)

TA RNV EA=—F, AL vTFB, RAFYRIEEHDEHEA NSO ARP N7 v hOZAF, 7T 1P 7
AA TR T T—=TNOZ NIOEFHIZE > THRA MR ELERH TH D Z L 2RI 5 E TRH%
THHRAHELES, 74 NV A ~—iF, BEHOFRZ MDY X F&2FA LT, RAF v BaEz ik Lz
RAREIPTRA A NT X T T—T VB LET,

TA RNV IAw—IF, AL T BARP X7 v hEZFE L&, FHEIPT A A R T o T T—T 1
DEHFINTZEECV vy bENET, 74 RV ZA—BRHTDE, AL v FILHE A kLD EAPoUDP
Yo arERTTLH0, RANOBIEI ITOILRL 20 £,
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IPTNRAANT XU T T—TNF, *y NI—JIZER LI LWVWER A N E BT 5720 HLET,
IPFANA R RNT X F—TNE, IPARPA VAT 5 & IPDHCP AX—V LY (A7 ay) %
WUTHRAPEBRHELET, IPARP A LA alid, IPT AR M T o T A R—TNICT D E
HERICA 2—T7 Mic SN ET,

T7 AN DT =T REE 30 BT, XA LT v ML, RO T r— TR e — T E R U
BTYT, T740 O —7HFEE30 BT 7o —7HRITRIZ3 EIROT, 74 KV EAL~—DF 7
IV M 90 BT,

AA v T, RAF Y RAEEFIA LA A M 2B 572012, BEORA MO U A MEFERRFLTOHET,
AL vFIXLARP Ny b aZfETHE, ZOVRNOEFREHFA~—LT A4 NV 2A4~—% Uty L
F9, VA NOEFRHEZ A ~—RKHTHL, A Y FILARP 7R —T7 %X E L THRA MBNELEFAELT
WEMNEI DR LET, FELTWDEHEA, FARRAL v FITEEEEEFE L, A v FIIEMDOER A K
DY ANEEHLET, RICAA v FIE, VA NOEFREZA~—T A KV A ~—%U&y FLET,
AA v FIE. BAINLIREEZ{E L7 L Cisco Secure ACS £ DB v g U EKTT D20, mA DR
R TN 20 7,

FLAAL Y TFIIIPTAA R FT X7 YR NEFEHLTAL v FICHR SN TN AR AR ORI & B
EITWET, AA v T L, RA MOHBHIZ ARP £721E DHCP AX—VE 7 &2HHLET, AL v TDIP T
NRAAXA NT R THEREIT. T 74NV R TCTF 4 E—TNMICENTWET . PTFAL R N T oF T T—T 0
EAR—T I LTIEBICRRA R END &, A v T IIROEREZEL P T AR VTR T F—
Ty MY EBEIMLUET,

* RAFDIPBELVOMACT L2
o A YTFBHRARERM LA v F =T = A A
o RA MBI ENIZ L T ACTIVE [CRESNIZHRA F 27— b

NAC LA ¥ 2IP RRFERA v H —T7 2 ATA F—T M SN TV EEEIE, PT AL A T vF s F—
Tz EY N BBMEND L RATF ¥ BRESHB S ET,

IPTNRAA T oF T T—=TM2E, AL v FNT—T bz b ZHIRT SR> kU2 ARP
Tu—T7EEETLHEEE. ARP Fu—T7 2 HEETHE TIC #ff%&%a“é%/%z% RECEET, A vFIiX
IPTNRARNT XU T T—TNDT 7))V NREEERT 256, T X3CTOT MU s LT 30 M‘ﬁfﬁm
TARP 7’E—7%%ELET, SA MR- I05ETD L, Tx rDAT— FNFEH S 4L, ACTIVE 2
MEFF S ET, IRBEZELRVEA, A4 v T &K THE 330 MR TARP 7V —7 24 ET& E
T, ARP 7’0 —7 DR DEEHR., A v FIZT—TANLIORA MO M) ZHIBRLET, &
Va VBN STV AEREE. AL v TFILZDRA D EAPOUDP By a VEK T LET,

IPTFNARA NT XU T RMERTHZ LK Y, DHCP EAHOHIRICEDL 59, mA MEX A LY —ITHH
THIERTEET, VIR F T LThH AV F =Tz AHESTONTNAIPTAA A R T v ¥
Y7z FYIRHIBR ST, = P YD AT— RS INACTIVE IZEFE SN ET, AA vFid, IP T34 A
co v FT—TN0x b HERIELEEAN, INACTIVE =2 F Y ZHIERT 5720 DHIRZ % T T
WET, T_XTO FU K, ZOFIBRIZERET S ETIP 734 X b? X T NI E T,
ZOHIBRIZEE L & X \—7‘““7/1/6 INACTIVE = s U 3% D856, AA > FIL INACTIVE = U ZHl
BRLTH LW MY EBMLET, 7—7 /1T INACTIVE = |k ) ﬁ)fﬁb‘ia/\li\ IPTNRAR NTvFyw
T T=TNOxy bV BITZFOEEFHEML TWEET, AR M INACTIVE IZ725 &, AA v FIEAA R
vy varvEKTLET,
e Catalyst 3750, 3560, 3550, 2970, 2960, 2955, 2950 33 L 1}* 2940 A A > F, I XL O Cisco EtherSwitch #—
ER EY 2 —/L T, INACTIVE = bV ZHIRT 2 72D OHIRIL 512 T3,
e Catalyst 4500 3 LT 6500 ' U — X A A »F 5L Catalyst 7600 ¥ U — X )L—X OIG4 . HlfRIZ 2048
<7,
AHE =T 2 A ADV I PETLIND E, AL v TFIXIDOA 2 F—T =24 AEESIF LR TWNET Y b
VIZARP 7R —T7%%EL, ARP 7 —TSE LBWEA hOx > MY RHIBRLET, F22A vF i
JEELTEARA RDAT— % ACTIVE ICEE L, RAF v FEA2BHB L ET,

I oL-8776-01
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BiX{E4 14 ¥— (Retransmission Timer)

FREE A A ~—I3, WAF Y BREFIS, AA v FREREFEET DN T4 7 > binb OISE Z kT
LML E S, 20— ZEIRELTE 2 EALBERBFFEMTON, BCRELTED LR
BRFRIME T 2 WREMED H D £,

HEEZXA~—DF 7 4V MEIZ3IBTT,

B4 14 ¥— (Revalidation Timer)
HREEZ A ~—1E. RAF ¥ BFAEPIZ EAPoUDP A v —2 &M LIZZ T4 7> Mo, NACR Y o —% T
AT AR EZHIE LET, 20X A =—ITHRMDORAF ¥ RIAEDTE THICBB S L, RA MBRERIESNLD
EVEy hENET, BRIEY A ~—DF 7 4/ M 36000 7 (10 KEE) <9,
FHHREEZ A ~— DL, eou timeout revalidation 7' 2 — LR TEa~ L REFEA LT, A v F £ A A v
FDOA L H—T oA ARETEET,

~

b 3 BRGEEA A ~—%. A v F O —hDNVICERET HZ &b, Cisco ACS Server H A 7 —RT52L T
xFET,

FHRREE Y A ~—OBEEIX. AAA TBEEIT D Cisco Secure ACS 75518 SN D Access-Accept A v E—T D
Session-Timeout RADIUS 7 b U ¥ = — k & Terminate-Action RADIUS 7 kU B2 — MIFESWTWES, A
A v FH Session-Timeout fE & ZFTH &, ZOEIZEY AL v FOBFMGESY A ~—OEITEHIZ R 5,

HHEEZ A ~—NE%hd 5 & AA v F L Termination-Action 2SS U TEMEL £ 9,
*  Termination-Action RADIUS 7 kU &' = — MEDS Default DA, £y a I TLET,
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logging 7' 2 —/NVEREa v REFEHLET,
FIE16 end FiME EXEC £ — RIZE Y £,
FIE17 show ip admission NACREELIZ XY NUV—27 T RIvyvary ¥y vyva M) 2RR
{[cache][configuration] [eapoudp]} LET,
F|IE 18 show ip device tracking {all | interface IPTNAR NTyFo 7 T—7NOxy NICETHERER R LET,
interface-id | ip ip-address | mac
mac-address}
¥IE 19 copy running-config startup-config AFvay) vV Ear74Xal—vary 7y A MVIRELET,
RFET XY RAF ¥ a— KB AAA F— b FXa VT4 T/ vo—va VERE LRV L ) ICRET
%1Z1%. no aaa authorization auth-proxy default 7 10— L Ea~ > FEMHLE T,
AL T FTFHFEDA v Z—T 2 A A LODTRXRTCONAC I FAT Y N TAA AT NI &7V TT5
1213, clear cou F#E EXEC 2~ FEHMLEST . P T A X NI vX oV T—T A )27 VT
AIZ1X, clear ip device tracking #5}E EXEC =~ > &AL £,
AA v F A B =T 2 A A EITNAC LAV 2IP MEFEZHET HH 2R L ET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip admission name nac eapoudp
Switch(config)# access-list 5 permit any any
Switch(config)# interface gigabitethernet 2/0/1
Network Admission Control 1) 1)—X 2.0
I oL-8776-01 .“



vavka—LvIb9z7ari«Falb—arhHM4F

™.
m
&
\"
w

rYET—=0 T

B NAC OEx

Switch(config-if)# ip access-group 5 in
Switch(config-if)# ip admission name nac
Switch(config-if)# exit

Switch(config)# aaa new-model
Switch(config aaa authentication eou default group radius
Switch(config ip device tracking

ip device tracking probe count 2
Switch(config
Switch(config
Switch(config

radius-server vsa send authentication

(
(
(
(c )
( ) #
( ) #
Switch(config) #
( )# radius-server host admin key radl23
( ) #
( ) #

eou logging
Switch(config)# end
Switch# show ip admission configuration

Authentication global cache time is 60 minutes Authentication global absolute time is 0
minutes Authentication global init state time is 2 minutes Authentication Proxy Watch-list
is disabled

Authentication Proxy Rule Configuration
Auth-proxy name nac
eapoudp list not specified auth-cache-time 60 minutes

Switch# show ip device tracking all
IP Device Tracking = Enabled

10.5.0.25 0060.b0f8.fbfb GigabitEthernetl/0/4 ACTIVE

EAPoUDP MDi&5E

EAPOUDP [Z. NAC LA ¥ 2IP Ry RBA LV R VAT AL RAF ¥ BFRELHBT H-DIEHT L7 e b

:’/I/«C\\TJ—O EAPoUDP X?_’_‘ ]\ ~ /\7)( 57% Hﬁkﬁ‘é j: /k@qg”ﬁ%%??biﬁ—

avwUFk B#
FIIg 1 configure terminal Ja—REE— RIZAY 7,
FIF2  eou allow {clientless | ip-station-id} EAPoUDP fHZ$57E L £ 7,

eou default

eou logging

eou max-retry number
eou port port-number
eou ratelimit number

eou timeout {aaa seconds | hold-period
seconds | retransmit seconds |
revalidation seconds | status-query
seconds}

eou revalidate

allow, default, logging. max-retry, port, rate-limit, revalidate 35 J T}
timeout 472 3 L OF—T— ROFELWFERIZOWVWTL, AEOa~v R
V77 L2087 v arz2ZRLUTIIEIN,

FIg3 interface interface-id AH—T oA AFREE— RIZAD T,

Network Admission Control ) 1)J—X 2.0
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avwvk

BrY

eou default
eou max-retry number

eou timeout {aaa seconds | hold-period
seconds | retransmit seconds |
revalidation seconds | status-query
seconds}

eou revalidate

BELIEA X —T A ADEAPOUDP 7 Y v t— 3 VA X —T7 LI L
THELET,

default, max-retry, revalidate, 352U\ timeout 47> 3 DX —YU— KD
FHELVEFRIZOWTIE, AEDa< R Y77 LU0 20k s va 28K
LTL7ZENY,

end

HrbE EXEC E— IR Y 9,

show eou {all | authentication {clientless |
eap | static} | interface interface-id | ip
ip-address | mac mac-address |
posturetoken name}

EAPoUDP ZEF/-id vy ar Fyvvia = M ICHETAHEREERL
iﬁ—o

copy running-config startup-config

(A7vay) bV ka7 4 X¥al—ay 7y A MVRELET,

57 41 h® EAPoUDP EIZFE T, eou 70— L E o~ RO no & L£4. EAPoUDP 7
VT — g E T 4 =T MIT AT, eou A v E—T oA AFREATL RO no JERAEFEHLET,

2AA wF A B —T = A AD EAPoUDP R EHIEDH 2R LET,

Switch# configure terminal

Enter configuration commands,

one per line. End with CNTL/Z.

Switch(config)# eou logging
Switch(config)# eou allow clientless
Switch(config)# eou timeout revalidation 2400

Switch(config)# interface gigabitEthernet 1/0/4

(
(
Switch(config)# eou revalidate
(
(

Switch(config-if)# eou timeout status-query 600

Switch(config-if)# end
Switch# show eou

Global EAPoUDP Configuration

EAPoOUDP Version = 1
EAPOUDP Port = 0x5566

Clientless Hosts = Enabled

IP Station ID = Disabled

Revalidation = Enabled
Revalidation Period

2400 Seconds

ReTransmit Period = 3 Seconds
StatusQuery Period = 300 Seconds

Hold Period = 180 Seconds
AAA Timeout = 60 Seconds

Max Retries = 3
EAP Rate Limit = 20

EAPOUDP Logging = Enabled

Interface Specific EAPoUDP Configurations

Interface GigabitEthernetl/0/4

StatusQuery Period =

600 Seconds

I oL-8776-01

Network Admission Control 1) !)—X 2.0 [ |



FYy bI—=9 FFIvararba—L VIO T7 AVIT4FalL—=Yav HAF |

B NAC OEx

747‘-“‘/7‘-47‘- 7’|:|774)l«&ﬂ<') O—DERTE

TAT 4T 4 TR T rANERY —EFET HITIE, ROFPIEEFEITLET,

=FIg 1
Fig 2

FIE3

FIE 4

FIES

FIE 6

FIg7
FIE 8
FIE9
FIE 10

I Network Admission Control 1J1)—X 2.0

avwok

B

configure terminal

7a—/VREE— RIZAD 7,

identity policy policy-name

TATVT AT 4 R —%EE L, TAT T 474 R)v—&
RIZAD 79,

TATVT 4T 4 RV —%HIBRT 512X, no identity-policy policy-name 7
n— VVEREa v FEEHLET,

EE—

access-group access-group

ATvar) TAT0T 474 RV —DFy hI—7 TI7E®AT LY
t%lb—}\éﬁggngijfo

identity profile eapoudp

TATYTAT A TaT7ANVERRL, TATT 474 70770
REET— FIZAY ET,

TATVT AT 4 T 77 A NEHIERT 5IZIE. no identity profile eapoudp
ra—SVREIATY R LET,

device {authorize | not-authorize}
{ip-address ip-address | mac-address
mac-address | type cisco ip phone}
[policy policy-name]

RELIZIP T AL 2AZFFA L, FRELLEARY =& 2073 ZIZHEM L
=7,

fRIE LIZIP 73 ZZFF [P, 73 A BIEE L7z AR Y v — 2 Hilkk
9 %121, no device {authorize | not-authorize} {ip-address ip-address |

mac-address mac-address | type cisco ip phone} [policy policy-name] A > % —
T A AREIT FEFHLET,

exit TATYT AT 4 707 7ANVEEET—REKT L, Zu0— LREET—
RIZED £9°,
end 44 EXEC E— RYET,

show identity [policy| profile]

&mtt747/7474ﬁiw/itu7m774w%§%bi¢o

show running-config

T b AR LET,

copy running-config startup-config

(FFvay) v Vrar7 o Xal—ary 77 A NVIHEFELET,

WIZ,IPT RLRIZHESWTHRARA MEHFATEH5T 07 7 A VEFREL, mA ML —h R o—% Bt

F B HEOHIERLUET,

Switch# configure terminal

Enter configuration commands,

one per line. End with CNTL/Z.

Switch(config)# identity policy policyl
Switch(config-identity-policy)# access-group groupl

Switch

(

Switch(config)# identity profile eapoudp
(config-identity-prof)# device authorize ip address 10.10.142.25 policy policyl
(

Switch(config-identity-prof)# exit

Switch(config)# end

Switch# show identity policy

Policy Name ACL

policyl

groupl

Redirect ACL Redirect URL

Switch# show identity profile
No identity profile of type default is configured.

No identity profile of type dotlx is configured.

oL-8776-01 |



| ®YybI7—=97F3v2a>avba—=LYIb+217a0T74Fab—2a v HAF

NACOHEE H

Service Type: eapoudp

Device / Address / Mask Allowed Policy

10.5.0.99 / 0.0.0.0 Authorized policyl

— &~ — ™ E
IPTNAR FSYFUTDERTE
~
b 3 TDOEATEEITTDHITIE, VA Y2IPKRiEZA X—T MITI2HERH Y ET,
NAC LA ¥ 2 1P BiFEiE, RAF Y RFEEZFHGET D T 7 4 v 7 OV Ty hOEFRIC Intercept ACL % i
LEHA (ZORN LAY IREL TR ET), ROV, IPTAAARA NTF oI T F—TNEFEHRL
TRy NT—Z 28T 2HLVWERA MEBHLET, IPT AL R NToX T F—TE IROA D =X
LEBLUTCHRA MEBRELET,
e IPARPA VAT gy
e IPDHCP AX—VY L/ (X7 a)
IPARP A VA7 v aid, IPTF A A M T vF o T4 R—TNMCTHLEEHBNICA R—T VIR £
F, ARP A VA7 g id, ARP X7y hEEMRLTHLWE R FOFEEEZHRE LE T, IPDHCP A X—
EU T, AR—T TR DE, DHCP WAA MIIP T RLRAZE Y YTz b & /I3 EHIC Lz 2108
LWR A M OTFEE - 3EIRZ i L x4,
~
b 3 HAFIv T ARPA VAR L a v BAF—TNVDEE, TRAA NT xR 7 T—TNEFALIZHL
WRA N OB ORRIZ/D DX, A I ARP N7y FOHTT,
IPT AR NT R T T—=TEBME =T NA AT, BRI ARP 7o —TIC L > THEREINET,
INLOTa—TIURE Lo Ty NI, TAA A T X7 T—T b HBRENET,
~
pr 3 T arTTae—TDAA LT RNBIORERT e —THEARETCEXET, 7u—7 L. NAD WK A &
A LI-BOKRA FOBINERENET,
IPTNAARNT XU TEHRETDHITIE, ROFIEEFETLET,
avwy kR B&Y
FIIE 1 configure terminal Ta— )V EE— RIZAY 97,
F|E2  ip device tracking (WR) IPTHRA A NT X TEAF—TNMILET,
ZAUTED, IPT RIvvar A Rx—7MIENTWDHHR— FT, ARP
N7y ROAX—E U TR BLUTCLAV2IPTNNA AT —= 7T TEDLH L
T ET,
FIE3 ip device tracking probe count (AT ay) IPTARALANT v ART A AT 0 —T %57 DKM
WAELEFELET, T 74/ MAIL3 T,
FIF4 ip device tracking probe interval (FFvay) ya—T7MREEELET, 774/ MEZ 30 B TT,
interval_number
Fg 5 exit TATUTAT A4 7T 7 ANNEREET—REKTL, 70— ULREE—
FIZERY £9,
FIg6 end HebE EXEC E— RICREY 97,
Network Admission Control 1) 1)—X 2.0
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=1 SV B&
FIF7  show ip device tracking [all] AL v F ETHRHEINZIPFARNDOI R NEFRRALET, ZNODKRA B
X, NAC LA ¥ 2IP RAF ¥ BREEDX SR & 72 ) 9
FIf8  show running-config MY EMERLET,
¥FIE9  copy running-config startup-config AFvay) vl Ear74Xal—vary 77y A MVIBREFELET,

WIZIP T NA A N T v TORBRETEOHERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking

Switch(config)# ip device tracking probe count 3
Switch(config)# ip device tracking probe interval 60
Switch(config)# end

Switch# show ip device tracking all

IP Device Tracking = Enabled

IP Address MAC Address Interface STATE

8.0.0.1 0060.b0f8.fbfb GigabitEthernetl/0/4 ACTIVE

NAC TiE, IPT A A T vF 7L bIZ, IPDHCP AX—E U V7 ETITIPARP A W AT g U Ei
ESDLHRD Y ET,

NAC @ IPDHCP A X—E VI DH/RE (AT a)

LAY 2IP BFEDBME /| TRA A TF—=0 T A=A AL LTDHCP 24 5354 1L.IP DHCP A X —F
VI DBENMLETT, DHCP AX—E L 7%, IP 7 R v Uing x— 7/v_éhfu\5x4/%f~
FOFEFR VLAN B LT —% VLAN {5 CA X —T M THHERH D 7,

IPDHCP A X —VE U 7 %2HET DX, ROFIEEZETLET,

=1 VN B#

FIE1  configure terminal 7 —VEREE— NICAD £797,

FIg2 ip dhcp snooping AA w»F TIPDHCP AX—t' L T oA 2—T7 M2 LET,

FIF3  ip dhcp snooping vlan vian id AA v FDFE VLAN TIPDHCP AX—t' U oA 2—T7 M LET,

FIE4 ip dhep snooping trust A B =T A4 ADDHCP AX—VE VI EHAT — b oA X —7 NI LE
R
DCHP A X — bV Z1EF AT — I, DHCP % — "R/ I TNDT v 7
Vo7 R—=hTAF—T VT BHHEND Y £9°,

Fg 5 exit TATUT AT A4 777 ANNEREET—REKTL, 78— ULREE—

FIZRED £

FIE6 end FiHE EXEC E— FIZRY £,

¥FIg7  show ip dhcp snooping [binding] BAEDDHCP AX—VE U IREERRNLET,
A7 = @ binding ¥—V— R&EHHT 25 &, DHCP A X— B2 7 T
EH7ZDHCP UV —AD U A & FERTEET,

FIf8  show running-config T MY EMERLET,

¥IE9  copy running-config startup-config AFvay) vV Ear74Xal—vary 7y A MVIBREFELET,

Network Admission Control ) 1)J—X 2.0
N oLarreot |
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WIZNAC TP IPDHCP A X — VB 7 DOI/EHEOHEZ R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 8

Switch(config)# end

Switch# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs:

1,10,1001

Insertion of option 82 is enabled

Option 82 on untrusted port is not allowed Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)

Switch# show ip dhcp snooping binding
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:60:B0:F8:FB:FB 8.0.0.1 79464 dhcp-snooping 8 GigabitEthernetl/0/4

Total number of bindings: 1

IPAPR A > A7 L a v OBREFEATZHAX. RONTNUIORHEERMGZMI-THERH D £,

o BHETHINENRDD (F72NAD TD ARP = U DIEREFFAIT D) 1P 7 /34 ADHEFFRT 50
72ARP 7 4 VX U A NWEIET D

e IPARP A U AV g UESREIC L D IPARP =2 b U OREEAFF A5 IPDHCP AX—E 7 A v
T4 T 2 NIMAL v FIZEENTND

o NACHEEA LV H—T A ANIPARP A VAT ¥ a VEHEENTWD, 7272 L. NAC HlEA v 7 —
T A AIEROK RO T, ZHUT—RICHENTIIH D A,

IPARP £ VAR 32 EARP J4L8 YR MDERE (AT 3y)

TDOFATTIE. XA FIVvI ARPA VAT L a v OREET = v 7 Oxt&e 725 IP 7 R L A5 EICEE
ETDHZEIWLED, VA Y2IPT A RET—= 7 TEHEHCLET,

IPARP A L A7 5L ARP 7 4 V% VA MNERETHITIE, WOFIEEZETLET,

avyk B
FIIE 1 configure terminal Ta— )V EE— RICAY 97,
FI§2  arp access-list static-arp-list IPN/W BELUOMAC 7 N ADEIEEZFF A3 5§09 IP ARP 7 ¢ /L% ACL %
NAD IZRRE L E T
¥FIg3 deny [ip [any | host sender-ip —H T HHMEIZEL SN TARP Xy bE Ray 7 LET,

[sender-ip-mask]]] [mac any]

FIE4  permits [ip [any | host sender-ip — I B EUETEL ST ARP Xy b EERE LT,

[sender-ip-mask]]] [mac any]

FIE5  exit TATUTAT A TuT 7 ANVRET—REKTL, 7o —ULET—
RIZRY 75,
F|E6  ip arp inspection vlanvian_id VLAN TIPARP A VAT v a vawAd 3x—T /M LET,

F|E7  ip arp inspection filter static-arp-list vlan | A A > F DFE(F VLAN TIPARP A VAT v a A4 3x—T /WM LET,

vian_id S COTFIE. 7 A R &S TF A ATIPDHCP AX—E2 7 oo | U 78
ERR S N7 W EICEITLE T,
Network Admission Control 1) 1I)—X 2.0
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Bl NAC OFE
=1 SV B#
FIE8 end FrHe EXEC E— FICRY £7,
FIE 9 show ip arp inspection [statistics] HAED ARP A VAT v a VREEZIIHHEBEREFRLET, A7V 3
[vlan vian_id] YD vlan F—TU— REMHEHAT DL FED VLAN OEFREZFR R TEET,
FIE 10 show running-config T M) EHERLET,
¥FIE 11 copy running-config startup-config AFvay) vV Ear74Xal—vary 77y A MVIBREFELET,

WIZIPARP A VA7 58 ARP 7 4 V% U R NOBREHFEOHZ R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# arp access-list arp-list
Switch(config-arp-nacl)# deny ip host 101.50.1.54 mac any
Switch(config-arp-nacl)# deny ip host 101.50.1.51 mac any
Switch(config-arp-nacl)# permit ip 101.50.1.0 0.0.0.255 mac any
Switch(config-arp-nacl)# exit

Switch(config)# ip arp inspection vlan 101

Switch(config)# ip arp inspection filter arp-acl vlan 101
Switch(config)# end

Switch# show ip arp inspection vlan 101

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match Static ACL
101 Enabled Active arp-acl No
Vlan ACL Logging DHCP Logging
101 Deny Deny

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
o s : o s

Vlan DHCP Permits ACL Permits Source MAC Failures
o s o 0

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
e o o 0

IPARP £ Y ARSS, 32 IPDHCP R X—EVHDEHTE (AT 3Y)

ZDXZAT TIE, ARP A VAT ¥ a VHSBEDRRGETF = v 7 ORBDO LA VY 2IP T, AT —= JT&E
HEHIZLET, T 74 FTliE, ARP 3% > MIDHCP AX—E 27 A UF ¢ v 75 L CIREE S
iﬁ—o

ZDHERT HFITTHIIE, £ ARP A L AT Vg UInA X —TMIZEND VLAN &[F U VLAN T
DHCP AX—VE v T %A X —T MITHLERH Y 7,

Network Admission Control ) 1)J—X 2.0
N oLarreot |
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IPARP A V' AXZ 3 & IPDHCP AX—VE U R FET HITIE, WOFNEEZETLET,
= B#
FIE1  configure terminal 7 —VEREE— NICAY 797,
FIE2 ip dhep snooping AA v FTIPDHCP AX—V v A X —T M LET,
FIg3  ip dhep snooping vlan vian id AA v FDFE VLAN TIPDHCP AX—V' U A F2—T M LET,
FIg4 ip dhcp snooping trust A HZ—T A ADDHCP AX—E U JEHAT — b2 A RX—TNIZLE
K
¥FIg5 ip arp inspection vlan vian id VLAN TIPARP A VAXRT v a & A 3x—T /I LET,
F DHCP AX—E U7X, IPARP £ VAT ¥ a UM X—T IS D
Z®D VLAN TA R—=T /T HRERH Y £7,
FIg6 ip arp inspection vlan trust AH =T A ADARP A VAT v a UNEFHAT— F e A F—T7 L
7
DHCP H— 3R SN TN\ T v 7Y 7 R— R TARP A VAT g
VEEEA X—TACT HDRERDH Y T, ZHUuE, =050 ARP b
7747 BRAEERITOTICEF AT 5700 T,
FIE7 ip arp inspection filter static-arp-list vian | A A~ T DFHE(E VAN TIPARP A V AXRT v a v a A Fx—T7 /I LET,
vian_id E OZOFIEE, FAPSRET AL ATDHCP AX—E L7 =0 | U AME
SN WIGEIZIATLET,
FIE8 end FiHE EXEC £— RIZR Y £,
FIE9  show ip arp inspection [statistics] BITED ARP A VAT ¥ a VEREEIIMEHERAR R LET, A7 =
[vlan vian_id] YO vlan ¥—U— F&ffT 5 & FFED VLAN OfFHz KR TE £7,
FIE 10 show running-config T M) EHERLET,
FIE 11  copy running-config startup-config (AFvay) = bl Ear74Xal—vay 77 A URTFELET,

~

x ZDORET

. EEY ARP 7 4V U A NOBREITIVLELH Y FH A,

b/ dhe

IPARP A A7 g & IPDHCP A X—E L 7 D%k

EHEDOH R LET,

Switch# configure terminal

Enter configuration commands,
ip dhcp snooping vlan 8

Switch(config)#
Switch(config)#
Switch(config)#
Switch# show ip

end

Source Mac Validation

Destination Mac Validation

IP Address Validation

Operation ACL Match

one per line. End with CNTL/Z.

ip arp inspection vlan 8

arp inspection vlan 8

: Disabled
: Disabled
: Disabled

Static ACL

Active

Vlan Configuration

s mnavlea  Ac

Vlan ACL Logging DHCP Logging
& Deny Deny

I oL-8776-01
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Switch# show ip arp inspection statistics vlan 8

Vlan Forwarded Dropped DHCP Drops ACL Drops

Vlan DHCP Permits ACL Permits Source MAC Failures

Vlan Dest MAC Failures 1IP Validation Failures Invalid Protocol Data

NAC AAA B> R —DEE (T ay)
N~

3 Z OFEREIL. Catalyst 6500 2 U — X A A » F 35 L O Catalyst 7600 /L — % DA THEMATE ET, 72720, 4.
XSS DSBS D FTREMED &V £ BBTOXSRIUZ SN TR F AL v F B LU —FDv ==
TNEZBLTIEI N,

NACAAA X 7 RY U—%FBETDHITIE, ROFIEZFEITLET,

=V B#

FIE1 configure terminal T a— )V EE— RIZAY 97,

FIg 2 ip admission name rule-name eapoudp NAC V— /L ZERL L. AAA B —A_"DMEFARfER Xk y Vg LICEAT
event timeout aaa policy identity BTATrTF 4T 4 R —%BE#EMITET,

identity _policy name
wopotier AA TN ZON—/ L EHIRYT HIZIX, no ip admission name rule-name

eapoudp event timeout aaa policy 7 2 — SR Ea v REFEHLET,

FIF3  access-list access-list-number {deny EEILT RLABLOTIA NV RA—REHFEHLT, 774/ h "— K ACL
|permit} source [source-wildcard) [log] AEFZLET,
access-list-number 1£, 1~ 99 F721% 1300 ~ 1999 & 10 L T,
deny F£721E permit Z AJ L, L —BELIGAICT 78 AZELRT D0,
AT o ERELET,
source I &, /N7y NEEET DRy NI =T FTTHRA FOREEIILT KA
T, MOLIIHEINET,
o Ry MIE 10#ERFLT32 ¥y hfE
e 0.0.0.0255.255.255.255 &> source 33 &L U source-wildcard DAEMKTE % 3R
T X% —TU— N any, source-wildcard D ANJJITAETT,
e source 0.0.0.0 £\ 9 source ¥ & U\ source-wildcard DA 2R3 F—
7 — K host
(A7 3 v) source-wildcard \Z &> T, AV KH— K B v k7 source (25
HEhET,
(FFvav) gz ANTHE, = FVIC—HT D7y MCBET LA
TAA—vatAiga AT Aye—URaryy — WK EENET,

FIF4 interface interface-id AUB—T oA AREET— RICAD 7,
FIE5  ip access-group {access-list-number | BELIEA L =T 2 A ZA~DT 7B RAEHIME L 7,
name} in

Network Admission Control ) 1)J—X 2.0
. oLaTTeor
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avUF B#
FI§6  ip admission name rule-name BE LT IPNAC V— V& A X —T oA RZ#EHLET,
FREDA v ¥ —7 = A AIHH STV S IPNAC LV— L & HIBRT %
no ip admission rule-name A ' % —7 = A4 ARE A~ FEHEH Li@‘
FIE7  exit 7a—/NVREE— NICRY £7
F|E8  aaanew-model AAA A X —T WIZLET,
F|IF9  aaa authentication eou default group EAPoUDP DFBAE S R EHE LET,
radius EAPoUDP OFEFEH A A HIERT 5 1Z1X. no aaa authentication eou default 7
n— VEREa~wy e ALET,
F|E 10 aaa authorization network default local |FF A iz o —D/VIZHRELE T, ZOFHFNEEIBRT 521X, no aaa
authorization network default local =~ > FZ{HEH L 9,
F|E11 ip device tracking IPTRARNT XU T T—TNEARX—TVIZLET,
IPTNAR NTG X T T—=TNET 4 =T 0T HIZIE, noip device
tracking 7' 2 — NV E v U NEMHLET,
FIE 12 ip device tracking [probe {count count| IPFAAL A FNT X T F—TINIRDNRT A— R B ELET,
interval interval}] e countcount — AA v FINARP 7 u—T7 #iEETHEEE 1 ~ 5 O
THRELET., 774/ MiIX3 TT,
e interval interval — AA TN ARP 70— 7 = H{iE(ETHETITINE %
19 2 B %% 30 ~ 300 OFEFHTHRE L £ 7, 7 7 4/ MEIZ 30 TT,
¥FIE 13 radius-server host {hostname | RADIUS =N X5 A — 2 BB E L ET,
f‘p—adc?ress} test use.rname username hostname | ip-address \=1%. U & — b RADIUS H— DR Z 4 £ 72 1% P 7
idle-time 1 key string
FL2AZELET,
key string IZi%, AA v F & RADIUS ¥—/3 T35 RADIUS 7 —F
& ORI THMT DR8GES L U S8 2 f8E L £ 3, #43. RADIUS #— L
THEAT IR FHERETINEDOH ST X A MLFFITT,
F 81X, X7 radius-server host 2~ ROHFHKLOEA L LTHELET,
FAT AN =T SN E T2, BONTI LUKRBEDA— 23 fHEH
SINFET, AR ZHEHT L5561, oL LTI/ Z®E
AT 2568520 T, #E5IHMFCTHEERNTIES Y, ZOH#IX
RADIUS 7—% v Tl SN DM S L — KT 2 0ERH Y 7,
test username (X, AAA YV — XN T 7T 4 TNEIDET AT HHX I —
2—YHOREIHERLET,
idle-time /XT7 A — XX, —OEFET A N T HHBOFEICHEHN L E
¥ RADIUS #—/NZ F T 7 o4 v 7 NEfE SHNRWEE . NADIZZ DT A
RV Z A BIZHAWT RADIUS H— N2 4 X — RADIUS /7w b &IE{E L
EJups
BHD RADIUS =il 45 L &id, Zoa~vr FaREANLET,
Network Admission Control !J 1)J—2X 2.0
I oL-8776-01 .“
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B NAC OB
avwyk B
FIE 14 radius-server attribute 8 AL y FIZIEIGE R A PP SN TND L XL, AL TN

FIE 15

FIE 16

FIg 17

FIE 18
FIE 19

g 20

Fig 21
FIg 22
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include-in-access-req

Access-Request F 7213 Accounting-Request /X% > b T Framed-IP-Address

RADIUS 7 h U = — I (Attribute[8]) & i5(5 95 L 7 IC&E L £

A A »FH Framed-IP-Address 7 b U B2 — FE2EELRWVWE D ICRET D
Lt

{Z1X. no radius-server attribute 8 include-in-access-req 7 @ —/SLEXE <

FafEHLET,

radius-server vsa send authentication

Ay NT—=0 TR —"PRRUZ—EFET M) B a— MEgdikl,
AT 22X ICHELET,

radius-server dead-criteria {tries | time}
value

(A7 a3 ) RADIUS — AL L T~—2 T 5720 HiHT 5,
1 DE LT OFEHEEFBEDELIZHEE LET,

eou logging

(A7 ay) EAPOUDP VAT A AR hORX U T4 X—T I LE
KR

EAPOUDP v AT L AR NORF L T 5T 4 =TT HIZIE, no eou
logging 7' 2 — LR E 2~ REFEHLET,

end

HrbE EXEC B— RICREY 9,

show ip admission
{[cache][configuration] [eapoudp]}

NACREEIZ Xy NV —27 T RIvvaryFyvyia o b E2FR
LET,

show ip device tracking {all | interface
interface-id | ip ip-address | mac
mac-address}

PFNRAL R NT X T T—T 00z hVIZETAIERE2IFRLUET,

show aaa servers

AA v F RICERESNTND AAA P —"DRAT—H A% FRLET,

copy running-config startup-config

AFvay) o v ear7 o Fal—rvay 77 A /VIHRFLET,

WIZAAA X T RY —D

WRITEOR 2R LUET,

Switch# configure terminal

Enter configuration commands,

one per line. End with CNTL/Z.

Switch(config)# ip admission name AAA DOWN eapoudp event timeout aaa policy identity

global policy

Switch(config) #
Switch(config) #
Switch (config) #
Switch(config) #

aaa new-model

aaa authorization network default local

aaa authentication eou default group radius
identity policy global policy

Switch(config-identity-policy)# ac

Switch(config)# ip access-list extended global acl

Switch(config-ext-nacl)# permit ip any any

Switch(config-ext-nacl)# exit

Switch(config)# radius-server host 40.0.0.4 test username administrator idle-time 1 key

cisco

Switch (config) #
Switch(config) #
Switch (config) #
Switch (config) #
(

(
(
(
(
Switch(config-identity-policy)# access-group global acl
(
(
(
(

radius-server dead-criteria tries 3
radius-server vsa send authentication
radius-server attribute 8 include-in-access-req
int fastEthernet 2/13

Switch(config-if)# ip admission AAA DOWN

Switch(config-if)# exit

Switch# show ip admission configuration
Authentication global cache time is 60 minutes Authentication global absolute time is 0
minutes Authentication global init state time is 2 minutes Authentication Proxy Watch-list

is disabled

OL-8776-01
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Authentication Proxy Rule Configuration
Auth-proxy name AAA DOWN

eapoudp list not specified auth-cache-time 60 minutes

Identity policy name global policy for AAA fail policy

Switch# show aaa servers

RADIUS: id 1, priority 1, host 40.0.0.4,
State: current UP, duration 5122s,
Dead: total time 79s, count 3
Authen: request 158, timeouts 14

Response: unexpected 1,
Transaction: success 144,
Author: request 0, timeouts 0
Response: unexpected 0
Transaction: success 0
Account: request 0, timeouts 0
Response: unexpected 0
Transaction: success 0,

Elapsed time since counters last cleared:

server error O,
failure 1

, server error O,
, failure 0

, server error O,
failure 0

auth-port 1645,

2h13m

incorrect 0,

incorrect 0,

incorrect 0,

acct-port 1646

previous duration 9s

NAC ffgoxT~ W

time 180ms

time Oms

time Oms

Switch#fshow aaa method-lists authentication authen queue=AAA ML_AUTHEN_LOGIN authen
queue=AAA ML AUTHEN_ENABLE authen queue=AAA ML_AUTHEN_ PPP authen queue=AAA ML_AUTHEN_ SGBP
authen queue=AAA ML_AUTHEN ARAP authen queue=AAA ML_AUTHEN_EAPOUDP
SERVER_GROUP radius authen

name=default valid=1 id=0 state=ALIVE
queue=AAA ML_AUTHEN_DOT1X
name=default valid=1 id=0 state=ALIVE

name=Permanent Enable None valid=1 id=0 ALIVE
name=Permanent Enable valid=1 id=0 ALIVE

name=Permanent None valid=1 id=0 ALIVE

name=Permanent Local valid=1 id=0 ALIVE

SERVER_GROUP radius permanent lists

ENABLE
NONE
LOCAL

ENABLE NONE

NAC TBHRD T
~

b 3 FIRAFA Y NAKD aw s FEPA— F LT E A,

NAC [ RAFRT DITT, ROWVT DK EXEC =2~ > FEEH L £,

%3 NAC & E R~ Ha7TUF

avwok

BiY

show dotlx [all | interface interface-id | statistics
interface interface-id|

IEEE 802.1x MiEHEM., AT —F 2, BIIA T —F 2 &FRLET,

show eou {all | authentication {clientless | eap |
static} | interface interface-id | ip ip-address | mac
mac-address | posturetoken name}

EAPoUDP R EE/-id v iary vy vz oo M ICHTAEREFRLE

T;—o

show ip admission {[cache] [configuration]
[eapoudp]}

NACREEZIIT FIvvar vy via o M) EFERFLET,

show ip device tracking {all | interface
interface-id | ip ip-address | mac mac-address}

PTFRAZ T Xo T TF—T Oy MVICHET AR FERLET,

I oL-8776-01
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Switch# show eou all

Address Interface AuthType Posture-Token Age (min)
10.5.0.25 GigabitEthernetl/0/4 EAP Healthy 0
Switch# show eou ip 10.5.0.25

Address 10.5.0.25

MAC Address 0060.b0f8.fbfb

Interface GigabitEthernetl/0/4

AuthType EAP

Audit Session ID 0000000000296E2E000000040A050019
PostureToken Healthy

Age (min) : 0

URL Redirect

URL Redirect ACL
ACL Name

User Name

http://10.5.0.43

s-acl
#ACSACL#-IP-Healthy-42dbddod
HOST-XP:dsbu

600 Seconds

600 Seconds

AUTHENTICATED

Revalidation Period
Status Query Period
Current State

tyal T—IJILDIUT

FYy bI—=9 FFIvararba—L VIO T7 AVIT4FalL—=Yav HAF |

EAPOUDP v a> T—=TILDY 7

WIZ, FILWEA M3l Enzstxob v hERLET,

00:45:15: %EOU-6-SESSION: IP=lO.5.0.25| HOST:DETECTED‘ Interface:GigabitEthernetl/0/4

00:45:15: %EOU-6-CTA: IP=10.5.0.25| CiscoTrustAgent=DETECTED

00:45:16: %EOU-6-POLICY: IP=10.5.0.25| TOKEN=Healthy

00:45:16: %$EOU-6-POLICY: IP=lO.5.0.25| URL:http://lO.5.0.43

00:45:16: %EOU-6-POLICY: IP=10.5.0.25| URL ACL=s-acl

00:45:16: %EOU-6-POLICY: IP=10.5.0.25| ACLNAME=#ACSACL#-IP-Healthy-42dbddod

00:45:16: %$EOU-6-POLICY: IP=10.5. O.25| HOSTNAME=CMELTER-XP:dsbu

00:45:16: %EOU-6-POSTURE: IP=10.5.0.25| HOST=AUTHORIZED| Interface=GigabitEthernetl/0/4

00:45:16: %EOU-6-AUTHTYPE: IP=10.5.0.25| AuthType=EAP

EAPOUDP v v a sy 7—TNDIF3A4 T b x 8 %27 U T3 520, clear eou 7 EXEC =~ K%

BEMLET, HIBRS NIz R VX, AL v FRRA FS ARP ATy M EZAFET D7,

ARA KD DHCP X

X—=E TN T 4T 2 M) EERT 2 ETERENETAL, ALY TFOIPTNNAA N T X T

FT—TNDx v &7 Y T3 DHITiE, clear ip device tracking #5#% EXEC =~ > F&HH L £,

k Admission Control 1) 1J)—X 2.0
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arYF U772 R

ARk YI7PLUR
~

pr3 TIEABRA L MEI, KBOZOEZ varvoa~vy Re R — L TOEEA,

2

ZDt 7 v a Tl CiscolOS DAz~ RUAD NAC LA ¥ 21IP 2~ RIZHOWTEA L £, Cisco
10S DA~ RIZOWTiX, RO URL S L T ZE 0,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_8/gt nac.htm

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcer/secur_r/sec_plg.htm

Network Admission Control 1) !)—X 2.0 [ |
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[l aaa authentication eou

aaa authentication eou

aaa authentication eou 7’ l:'*—/\/l/ HE:"\?/ KiZ. A4 v FIZ EAPoUDP (EoU #BiF AR ET D7D ff
HALET, RBEHFRNEHIBRT DI121E, Zoa<x> FOno FEREHHLET,

aaa authentication eou default group radius

no aaa authentication eou default

DU AD Zoawy RIZBKERIIF—T— FiEH 0 F8 A,
%A

FIHIMEE EAPoUDP #8iE TR & STV EH A,

AR F E—F IR RGE

12.2(18)SXF, Zoawy ROEA
12.2(25)SED,
12.2(25)SG
FHBEOERR EAPoUDP #FFEHF=Rix, ACL %#3% IP Ry FU—27 NAC V=L ZEFZELTBICAAL v FICRETEE
9, F72. aaa authorization auth -proxy default group radius 7 27— VREa~ Y FEFEHTH &, FBiEY
nF% L FRORETEET,
{HEAH EAPoUDP #iF S ROBREDH 2~ LET,
Switch(config)# aaa authentication eou default group radius
show running-config #5#£ EXEC =~ > REZANTH L, ZORELMHBETEET,
PaBaT>F avUF 59
aaa authorization EAPoUDP #BGEHF XA A R —7 M L TRELET,

auth-proxy default
identity profile eapoudp 74’ TUT AT 4 T Ty A NEER L, EAPOUDP 7'u 7 7 A ViR EE—
AV ET, Vo ¥y 7 AEREHIET D11, Cisco 10S Software
Conﬁguratlon > Cisco 10S Release 12.3 > New Feature Documentation > 12.3 T
New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control % 3%R L £,

ip admission name IPNAC V=V Z AR L, RELET,
eapoudp

Network Admission Control ) 1)J—X 2.0
. oLarreot |
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aaa authenticationeou |

avy kR L)

show ip admission NAC ¥ v v o =2 U FEIEINACREICHATAERERRALES, Vv
X 7 ANERE MR T 5121, Cisco I0S Software Configuration > Cisco 10S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control %%
WLET,

show running-config BUREELERTLET, V¥ v 7 AEREMZ T 5I121E, Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2 > File
Management Commands > Configuration File Management Commands % %R L

=7,

Network Admission Control 1) 1I)—X 2.0
I oLsre01 "
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Il aaa authorization auth-proxy default

aaa authorization auth-proxy default

FI+I FERE

T
H
|
T

avy

aAvy FEE

SERRFOE R R

sERH

aaa authorization auth-proxy default 7' = — NLERE 2~ Rit, BEET 0T RKAF v 2— F3 AAA Y —
NipbeFXa )74 TYVT—va v EBAT 520 LET, ZOWELZT «E—7 T 51T,
ZDav RO no BRELHLET,

aaa authorization auth-proxy default group radius

no aaa authorization auth-proxy default

awy R T4 ~)VTOIXFINNERRIILTUVET A, cache, server-group-name 33 & U tacaes+ ¥ — 7 —
RiZHR—F SN THEEA,

ZOa=wy RICHIEEZITXF—U—RIEHY T A,

FEET XY RATF ¥ a—Rid, AAAV—"0okXa V70 7Y vEa—vaZRELETA,

7 — LR E

))—2x B

12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,

12.2(25)SG

AL 7 1 % L OFBRES AT, ACL Z3E L, IP Xy hU—27 NAC L — V& EHR LIRICRELET, £/,
aaa authentication eou default group radius 7' 2 — VLR E 3~ NE&f 35 & EAPoUDP L b 38 E
TEET,

AAA V=D Xa YT 4 TV vx—va U ERETAHEZRLET,
Switch(config)# aaa authorization auth-proxy default group radius

show running-config f##£ EXEC =~ FEZ ANjT5 L, ZORELMHATEET,

[l Network Admission Control 1J1)—X 2.0
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BiEa<w UK

aaa authorization auth-proxy default i

avwy kR

EREA

aaa authentication eou

EAPoUDP #EGE a2 E L E T,

identity profile eapoudp

TATT AT 4 7077 ANEER L, EAPOUDP 7' 7 7 A ViR EE —
RICAD 9, oy 7 AE@RE#HERT 5I121F. Cisco 10S Software
Configuration > Cisco I0S Release 12.3 > New Feature Documentation > 12.3 T
New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control % %R L £,

ip admission name
eapoudp

IPNAC V—v&ERL L, BE L ET,

show ip admission

NACF¥ ¥ v = = b ERIENACHEICETHERERTLET, Vv
X 7 ANERE MR T 5121, Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control %%

RLUET,

show running-config

BERELR R LET, V¥ v 7 AEREMRT 51213, Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2 > File

Management Commands > Configuration File Management Commands % %R L

=7

I oL-8776-01
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Il clearip admission

clear ip admission

FIHIMEE

T
H
|
T

avy

{55 R

BEavUR

clear ip admission 57/ EXEC =2~ NiZ, AA v FDIP 7T RIvary = N7 U795

LET,

clear ip admission {{cache | watch-list} {* | ip-address}}

WA

cache IP7 RIvyarr N 2HIBLET,

watch-list IP7TRIvvar= b UxryFURALNx U N EZHIBRLET,
* TRTOFyviax b ZHIRLES,

ip-address BELEZIPT RLAOF ¥y v a = MY ZHIBRLET,

T 74V REREEH Y T A,

¥5HE EXEC

Juy—=x &1E

12.2(18)SXEF, Zoawy ROHA

12.2(25)SED,

12.2(25)SG

TRCOIPT RFIvvaryFyviaxzr b 277 3T50%2R-0UET,

Switch# clear ip admission *

show eou = 7213 show ip admission $7#% EXEC =~ FZANT D L, ZORTEEWRTEET,

avwvFk

EREA

ip admission name
eapoudp

IPNAC b—/VEAERC L, BRELET,

show eou

EAPOUDP #EF/-idtyvary Fryvia bl
7,

(R DA RN L

show ip admission

NAC ¥ ¥ v = = b ERIENACREICHTOIERARTLET, v
X 7 ANERE MR T HI21E. Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % j%&
WLET,

[l Network Admission Control 1J1)—X 2.0
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clear ip device tracking i

clear ip device tracking

clear ip device tracking £/ EXEC 2~ RiZ, AA v FDPT A A ST vF L7 T—TNE7VTT5
O LET,

clear ip device tracking {all | interface interface-id | ip ip-address | mac mac-address}

:/l;J@‘ybxa) all TRTODIPTNAA A FFoFo T o MY EAIBRLET,
B interface interface-id BELIEA LV E—T 2 A ADTXTOIPT AR T X T = Y &H|
I-Sé%[/iﬁ—o
ip ip-address BELEZIP T FLADTRTODIPTF AL A T ovF 7 2 b ZHIKRL
iﬁ—o
mac mac-address HBELEMACT RLVADTRTOIPTNANAA FF X7 = b #HIBR
LET,
T4 MERE T 74V NREFH Y EH A,
avY kK E—F F#HE EXEC
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG
FHREBOERS clear ip device tracking $i# EXEC 2~ REZFEHALTIP T A R T vF o7 = M ZHIRTH &, A
Ay FITHBRSNIZARA MCARP 7 —T7 %R E LET, HELTVHAEA MIARP e —7 & L, A
AYFIEIDRARNEPTNA R FFyFr 7 o FUITBMUETS,
{5 K IPTNRAR NG XU T T—=TNDOFTRXTOTY "N &2 VT T 565 R LET,
Switch# clear ip device tracking all
show ip device tracking 57 EXEC =2~ REZ AT DH L, ZOREEZHRTETET,
PaRaT > F I F B9
ip device tracking IPTNARARNTF T T—TNEARX—TVZL, PTAA R FT ¥
VT T=TNDNRT A= ERELET,
show ip device tracking IPTNHRAR NTvFr 7 T—70Oxy NICETIEHRERRLET,
Network Admission Control 1) !)—X 2.0
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Il debugeou

debug eou

debug eou FiHE EXEC 2~ > Ri%, EAPoUDP OF Ny V& A RX—T7 I T HTDIERLET, 73y 7 %
F4E—=TMIT BT, ZDavr RO no JEREHEHLET,

debug eou {all | eap | errors | events | obj-create | obj-destroy | obj-link | obj-unlink | packets | ratelimit |
sm}

no debug eou {all | eap | errors | events | obj-create | obj-destroy | obj-unlink | packets | ratelimit | sm}

YUFVIRD g J D EAPOUDP Tl & s L %7,
5t eap EAPOUDP /"7 > & FRRLET,
errors EAPOUDP /X7 > b =7 —ICBT 5 FMER T~ LET,
events EAPOUDP /X% > b A X MIBT 2 EHREFRLET,
obj-create 1B & 72 EAPoUDP 7 v ¥ 3 VIZBET AR EE R LET,
obj-destroy HE: 4172 EAPoUDP & v 3 a VBT A1 RA R TR LET,
obj-link Ny Vo T—TINIBME L7z EAPoUDP & v & a BT D 1EHAEERL
3
obj-unlink Ny T AP LEIBREN T EAPOUDP & v 3 g VBT AR & £oR
LET,
packets EAPoUDP "7 v MEBAER T LET,
ratelimit EAPoUDP R A F ¥ MaEfE AR < LET,
sm EAPoUDP A7 — h v OBATICET 2 fHME R R LET,

FI4 ) FRE FRy NI TF 4 —T N TT,

aTU R E—F  FHEEXEC
12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

FAHBEOEEA undebug eou =~ > R{X, nodebugeou =~ R&[ELTT,

Catalyst 3750 A A v F 3 L (N EtherSwitch —E 2 £ 22— /L TF Ny A F—TNICTHE AZ v T <
AZ=TDHT Ny TR XZ—=T VR ET, AZ T AUN=TT Ny T hA X =T VITDHITIL,
session switch-number ¥i#£ EXEC 2~ FEZFEH L TR Y v 7 v AZ— by v a Y ERIG L IRICAZ v
J AN —=Dav L RI74 L 7urF FTdebug I~ REANLET, £, A¥ YT v AX— AA v
F"C remote command stack-member-number LINE ¥t EXEC 2~ R&fHT 5 L. By v a V&R sET
WAV NR= 2L yFTT Ny T hA =T M TEET,

Network Admission Control ) 1)J—X 2.0
. oLarreot |
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debugeou i

RBa7>F aXUE B9
show debugging AF—TNVZENTWDT NNy TOXA TIZHETHEREFRRLET, v

Xy 7 AMEREMEFRT HITIL, Cisco I0S Release 12.2 Configuration Guides
and Command References > Cisco I0OS Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management > Troubleshooting and
Fault Management % 3R L ¥,

show eou EAPOUDP /' o — NV EEIdEy v ay vy vy ia = MV ICHET 51
WEFRLET,

Network Admission Control 1) 1I)—X 2.0
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Il debug ip admission

debug ip admission

debug ip admission F###E EXEC =1~ > R,

SURYYRAD
%A

FIHIMEE

avy

T
H
|
T

avy FEE

SERROE R

WWHERALES, TR0 727 4 8—7 M T2IE, Z0avr RO no BAEMALET,

debug ip admission {api | dos | eapoudp | function-trace | object-creation | object-deletion | timers}

no debug ip admission {api | dos | eapoudp | function-trace | object-creation | object-deletion | timers}

IP7 RIvvar ARV NDT R T oA X—TNITBHDH

api IP 7 KX w3 > Application Program Interface (API) A X h&F R L E T,
dos FREZ ¥ 2 DoS (V— b A 4EHE) Bl FHA R R L ET,
eapoudp EAPOUDP 7R A F ¥ Rk A X MIBAT AR EZR R LET,

function-trace

FRRET R AKEE B L— R A EREE TR LET,

object-creation

ER ESNTRIET m Xy 7 V27 MIBETAHERERTLET,

object-deletion

HIBRSNTRRRET m ¥ A7 V= 7 MBI O ERER T LET,

timers

RAETmF Y A = — ANV MCETLEREFRRLET,

FRy PNETF 4 =TT,

FeHE EXEC
)1y—=2 &1
12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

undebug ip admission =~ > K & no debug ip admission =~ > NiX[F U T9,

Catalyst 3750 A1 v F 3 L ¥ EtherSwitch —E 2 £V 22— L TF Ny A X —TNMTTHE REZ v T =
AP —=TDHRT Ny TPRA =T VIR ET, RF YT AUNR=TT RNy T EAFX—T VT HITIE,
session switch-number ¥} EXEC 2~ REHEHA L TAE v 7 v~ AZ— by g U EIBL IRICAZ v
I AUNR—=DaA<w RI7A4y 7rr 7 hTdebug 2~ REANLET, /o, AF v T v AF— A v
FC remote command stack-member-number LINE ¥t EXEC o~ R&EEHA+TH L. vy a v 20BEd
WA UN= AL v FTT Ny T A RX—T VI TEET,

[l Network Admission Control 1J1)—X 2.0
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debug ip admission i

PeEaT K 2w 55
show debugging AF—TNVZENTWDT NNy TOXA TIZHETHEREFRRLET, v

X 7 ZNE R & MR 121X, Cisco I0S Release 12.2 Configuration Guides
and Command References > Cisco I0OS Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management > Troubleshooting and

Fault Management % 3R L ¥,

show eou EAPoUDP 7/ o — VR EEZITEyrary vy v a o hUICEHTAE
WERRLET,
show ip admission NAC ¥ v v va T2 MU EIENACREICHATAERERRALETS, Vv

X 7 ANERE MR T 5121, Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control %%

RLUET,

Network Admission Control 1) 1I)—X 2.0
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Il  debug ip device tracking

debug ip device tracking

SURYYRAD
%A

FIHIMEE

T
H
|
T

avy

avy FEE

SERRFOE R

debug ip device tracking #7H EXEC =< RiX, A4 v F R— FTNAC DTNy &k A X2 —TWIT 57z
WIEALEY, TR0 &7 4 B—7MCT5HI2E, Zoa<ry Ron BXEdALET,

debug ip device tracking {all | events | obj-create | obj-destroy | redundancy}

no debug ip device tracking {all | events | obj-create | obj-destroy | redundancy}

all 3T EAPoUDP fif i & & w L £,

events EAPoUDP /X7 b A X MIBET DIEHRERTSLET,

obj-create YERL & 372 EAPOUDP & v ¥ g VIZEAT B E2FR L E7,

obj-destroy Bk & 47- EAPOUDP & v & a VBT A1 aA R R LET,

redundancy EAPOUDP Z v a VDAKX » RNA A= 33, =D SSO AT —H

AT HIEREERRLET,
F ZoF—U— R, Catalyst4500 2V — R ZA v F TOREHTE E7,

FRY JET 4 =T ATT,

Fe#E EXEC

)1y—=2 &1

12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,

12.2(25)SG

undebug ip device tracking =~ >~ N & no debug ip device tracking =~ > R{X[F U T9,

Catalyst 3750 A1 v F 3 L O EtherSwitch —E 2 £V 22— L TF Ny A X —TNMITHE REZ v T =
AP —=TDHRT Ny TPA X =T VIR ET, RF YT AUNR=TT RNy T hkA R —T VT HITIE,
session switch-number ¥iHE EXEC 2~ REHHA L TAE v 7 v~ AZ— by g U EIBL IRICAZ v
I RAUNR—=DaA<v RIAy 7rr 7 FTdebug 2~ REANLET, /o, AF v T v AF— A v
FC remote command stack-member-number LINE ¥t EXEC o~ R&EEHA+TH L. vy a v &5BEd
WA= ALy FTT Ny T oA R2—T I TEET,

Network Admission Control ) 1)J—X 2.0
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debug sw-ip-admission

debug sw-ip-admission ]

debug sw-ip-admission £5#% EXEC =~ Ri%, ARP 5L WXDHCP A T 4 v T AR (L AL v F
A D NAC LA Y 2P WLIRDT Ry T A F—T T DDA LES, T 72T 41— IC
FTHIZE, Zoavwr Fon BEXEHEAHLET,

debug sw-ip-admission [packet]

no debug sw-ip-admission [packet]

packet (A7 av)

NAC LA ¥ 2IP R A FOBBNZIERT 237 v hOT Ny T kA X —T)IC

LET,

ZDa=wy RICHIEEZITXF—V—REHY T A,

FI4 )L FRE FNRy ANET 4 =T ENTVET,
ATV KR E—F  F#EXEC
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG
FHREBOERA undebug sw-ip-admission =~ > Fd no debug sw-ip-admission =~ > K & [f U T,
Catalyst 3750 A A v F I L (N EtherSwitch —E 2 £ 2 — L TCF Ny ST A F—TNWIITHE RZ v T <
AB—=TOBRT Ny TPARX—=T NIV ES, ZAF 9T AUN=TT Ry T A X—=T VT DT,
session switch-number $##E EXEC av > REMFH L TAZ v 7 v 2 Z— bty va VARG L RICAZ v
J AN —Dav s RI74 Ly 7Frr 7 FTdebug I~ REANLET, £, A¥ YT v AX— AA v
< C remote command stack-member-number LINE ¥i#g EXEC 2v > REEHT L L, By v a v 2Higdd
(A UN= 2L v FTT Ny T F—=T I TEET,
PeEaT K avUF 151
show debugging ARX=TNVIZENTNDT Ny T OEA TIZEATHERER T LET, v
Xy 7 AMEREMEFRT HITIL, Cisco I0S Release 12.2 Configuration Guides
and Command References > Cisco I0S Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management > Troubleshooting and
Fault Management % 3%&{R L ¥,
show eou EAPoUDP 7 m— N\ ARREEIFE Yy v ay Frva = MV ICHETH1E
WERFLET,
Network Admission Control !J 1)J—2X 2.0
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Il  debug sw-ip-admission

avwvFk 5% BA

show ip admission NAC ¥ v v a =2 U EIENACREICET AEREZR R LET, Vv
X 7 ANER AR T 5121, Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % %

RLUET,

Network Admission Control 1) 1)—X 2.0
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description i

description

VBRI ARD
Bl

FI+I FRE

descrlptmn TATUT AT 4 RY v—3k E"E** Ka<wyRiE, 74707474 AU —OFHAE AT
OICEALEY, BiZ27 V792513, Zoavr Koo BRXEZEHRLET,

description line-of-description |line-of-description] |line-of-description] ...

no description /ine-of-description |line-of-description] [line-of-description] ...

line-of-description TATYyT AT 4 RY—0OHHAE AN LET,

IR E STV ERE A,

TATYT AT 4 R —BE

12.2(18)SXF, Zoavy ROBA
12.2(25)SED,
12.2(25)SG
FRROERER TATT 474 R —0FRE LT, HEITOXTHNE AN TEET,
A policy 100 & FEEINDT AT T 47 4 RY —OFRAE AT 20 ERLET,
Switch(config)# identity policy policyl00
Switch(config-identity-policy)# description Admin policy for the engineering group
show running-config f# EXEC a2~ RE& AT H L, ZORELMRTEET,
BEav R R P
description TATUT 4T 4 R v—D@RAEANLET, V¥ v 7 AEREHER
TATT /27*‘ A 51Z1%, Cisco 10S Software Configuration > Cisco IOS Release 12.3 > New
Ta7 7 ANVRE) Feature Documentation > 12.3 T New Features and System Messages > New
Features in Release 12.3(8)T > Network Admission Control % SR L £ 7,
show running-config BEREEER T LET, V¥ vy AEREHER ZiX. Cisco I0S
Configuration Fundamentals Command Reference, Release 12.2 > File
Management Commands > Configuration File Management Commands % &R L
i ﬁ—o
Network Admission Control !J 1)J—2X 2.0
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Il device

device

FI+I FERE

SERRFOE R

{55 R

device 74T VT 4T 4 707 7ANHKREET— K a~vr NI, T3 A& FECH E 7213 5ET 572012
FRLET, 774NV MREICRTIZIE, ZOa~vr Fono BREFEHLET,

device {authorize | not-authorize} {ip-address ip-address | mac-address mac-address | type cisco ip phone}
[policy policy-name]

no device {authorize | not-authorize} {ip-address ip-address | mac-address mac-address | type cisco ip
phone} [policy policy-name]

AP T S AERELET,
FFRILAeWT NS AR ELET,
TNRAAZADIPT RLAERELET,
TFTINAADMAC T RLAEEELET,

7 73A A% Cisco IP Phone (Z#5E L £ 7,
TNA ANCHEATARY —FRELET,

authorize

not-authorize

ip-address ip-address

mac-address mac-address

type cisco ip phone

policy policy-name

T A, FEICHAEIERSSNEEA,

TATUT AT 4 Ta7 7 AILERE

))—2x B

12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,

12.2(25)SG

device 7A T T 4T 4 707 7 ANVERE2~ Y REMHT HHIIC, identity profile {default | dot1x | eapoudp}
ITa—NVREAV REMALCTAT VT AT 4 TR 7 7 A NVEERT DLERDH Y E7,

MAC 7 K L & 1234.abed.5678 DT /3A A% v—J1/L 7R Y 3 — policyl Z i L CEHNZFFRI T 2412~ LET,

Switch(config)# identity profile eapoudp
Switch(config-identity-prof)# device authorize mac-address 1234.abcd.4578 policy policyl

show running-config 554 EXEC =~ REZANTHE, ZOREEHRTETET,

I Network Admission Control 1J1)—X 2.0
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BiEa<w UK

device i

avwy kR

EREA

access-group
(TATT 474 KY
)

TATvT 474 RV —%MHAT L7 78X IV—T2BELES, v
X 7 ANERE R T 5121, Cisco 10S Software Configuration > Cisco 10S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % i3

WLET,

identity profile eapoudp

TAT T AT 4 7077 ANEER L, EAPOUDP 7' 7 7 A ViR EE —
RICAD 9, oy 7 AE@E#HERT 51213, Cisco 10S Software
Configuration > Cisco I0S Release 12.3 > New Feature Documentation > 12.3 T
New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control %% L %9,

show running-config

BERRELX R R LET, ¥y 7 AEREMERT 2121E. Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2 >File

Management Commands > Configuration File Management Commands % &R L

=75

I oL-8776-01
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Il  eouinitialize

eou initialize

FI+I FERE

T
H
|
T

avy

SERRFOE R R

{55 R

eou initialize 554E EXEC =2~ NiX, EAPoUDP A7 — h v~ V& FEHTU By b TH7DIZHEHLET,

eou initialize {all | authentication {clientless | eap | static} | interface interface-id | ip ip-address |
mac mac-address | posturetoken name}

all T _XTPD EAPoUDP 7 7 A 7> b FHMRFEL 7,
authentication WKDOUNT DD EAPoUDP #RGEX A 7' % BfGEE L £9,

e clientless — —> RARA L s P AFALATCTA V7 MU =738 LTV
VAQA

o eap — iBAlEX A 7% EAP
o static — FAEHX A T RFRINIEHE STV D

WBELIEA v E—T x4 A D EAPOUDP 7 54 7 M FHHEELE T,

interface interface-id

ip ip-address FRELZIP T KL AD EAPOUDP 7 A 7 b HRHFEL £7,

mac mac-address FELZMACT RLADEAPoUDP 7 94 7 > M FMBEEL £,

HBELERAF Y h—2 %> EAPoUDP 7 54 7 N HHEELE3,

posturetoken name

T 7 HIVERERXHY EHA,

b EXEC
)1)—x B
12.2(18)SXEF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

eou initialize 7/ EXEC 2~ REAITDH L, MESNTWVD EAPOUDP £y v a iUy FEET,

T_RTDEAPOUDP 7 Vv —arD Uty NeBET 562~ LET,
Switch# eou initialize

show eou $## EXEC 2~ FEANTDH L, ZOREEMWRTEET,

[l Network Admission Control 1J1)—X 2.0
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eou initialize i

PlBaT > F SwUF B3
eou revalidate AL v FFEFIFEELA X —T 2 A A EO EAPOUDP 7V v =—3 3
(Zu—=SVBLT DEMALE A F—T M LET,
AV E—T A AERE)
eou revalidate EAPOUDP 7 Vv — 3 » OFMEE A FE TG L £,
(4# EXEC)
show eou EAPOUDP R EE72idEyvay ¥y v ia = M ICHTAIEREFRL
=3

Network Admission Control 1) !)—X 2.0 [ |
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Il eoumaxretry (FA—/SLEKTAM 2 E—T o4 XE/E)

eou max-retry (JO—NILEXVAS V2 —T 4 REE)

SURYYRAD
%A

eou max-retry 7 2 — NV ERB LN, V¥ —7 = f AFE 3~ NiX, EAPoUDP HGEDRITEIE % 5 &
TOHEDIHEALET, 774V FRECETIUEI, Z0a~vr FOno JEREEHLET,

eou max-retry number

no eou max-retry

AA v F N EAPOUDP 7 VT —3 3 OB ZRITT AR E 1 ~3 0fi
FHCHELET,

number

FI+I FERE

™.

|+|
|

T

avry

77 /v b OFERBFERATEEE 3 BT,

Ta—NIREBLOA VX —T = f AT

ERRFOE R

{55 R

BiEa<w K

)1)—x B

12.2(18)SXEF, Zoawy ROHA

12.2(25)SED,

12.2(25)SG

FBREEOFRITHEIEIL, eou max-retry number 70— NV EI~ L REFH L TRETEET, FHEDOA

B —7 = A AOFRRFERITEIEUL, eou max-retry number A % —7 = A AFZKE T~V REMFHA L THRETE
£7

AL F RO FRGEEAITEE Z 2 BICRET Dl 2R LET,
Switch(config)# eou max-retry 2

A H =T A AOFREEAITREEZ 1 BICRET S0 2R LET,

Switch(config-if)# eou max-retry 1

show eou 5 EXEC 2~ REZANTHE, ZORTELHRTETET,

avwvFk EiEA

show eou EAPoUDP R EF/-idE v a v Fvyvia = M ICETAHEREERL
iﬁ—o

[l Network Admission Control 1J1)—X 2.0
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eou ratelimit i

eou ratelimit

eou ratelimit 7' 7 — LR E 2~ 2 N, EAPoUDP RAF ¥ MIED R EITRAIEET A7 DIHERA L £
T, FTIHNRBREICETICE, 20oa~vr RO ne BERXEZEHALET,

eou ratelimit number

no eou ratelimit

;;9v71@ number AR RREET % 7 914 7 © FiA 0 ~ 200 Dbl CFaE L £,

FI4IMRE 7 b MEIZ20 7 54 7> kT,

ATV K E—F  e—RGE
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

HHRBOEERES eou rate-limit 0 =~> R&E AT 5L, L— MHlIREEEIZT B —T7 1270 7,

FIEFCHEET 527 94T 2 bEE 100 ICRELTVB L EIWCAAL v FIT 101 DT TAT > MR ERT D &
BEDIFA T b (7T7A47 2 M101) OFRAF v REEE, D27 F A 7 ) EAPoUDP & v v a &4
TIo2ECRAESNEYA,

T 7 )V FEREIZETIZIL, eou default F 7213 no eou ratelimit 7' 17— NLiREa~ L REfH L E T,

{3 Al BEER AR FATT D2 T4 7 o ME 40 ICRET 2127 LET,
Switch(config)# eou ratelimit 40
T HINWVRRED20 7 FA4T > MIETHIZRLET,
Switch(config-if)# eou default

show eou $## EXEC 2~ FEANTDH L, ZORTEEMWRTEET,

Network Admission Control 1) 1I)—X 2.0
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Il eou ratelimit

BiEa< KR

avwyk L)

eou default 7' —/N)VEAPOUDP RT A—2 &7 73 /V FREICY Y PLET, v
X 7 ANERE ST 5121, Cisco 10S Software Configuration > Cisco 10S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % i3
RLUET,

show eou EAPOUDP B EFiTE v ar Fyvia o NI ICHETABREZRL
7

Network Admission Control ) 1)J—X 2.0
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eou revalidate (FA—/1ILELXUVS2—Tz/AERE) N

eou revalidate (/ O—N\ILEELUVA 23— 24 AETFE)

eou revalidate 7 0 — NILEBREB IOV, v F —T = A4 AR Ea~ 2 N, EAPoUDP 7 V> T — 3 O
AR A X —T AT DDIEH LET,

eou revalidate

DUBYDAD oAy FIZHEELTF—VU—FEdH ¥ A,

FOANRRE T PRERHY A,

ARURE—F e EBREBLOA LA —T o A ARE

avy FEE

yy—=x B

12.2(18)SXF, Zoawy ROHA
12.2(25)SED,

12.2(25)SG

FREBEOERS AA v F O EAPoUDP 7V v =—3 3 O FIRGEIL, eou revalidate 7 2 — VR Ea~ > REHEHLTA
=TI TEET, £7-. eourevalidate { > X — 7 = f AREa~ REHEHTHIE . AV X —T A A
® EAPoUDP 7 Vvt — a V OFRIEE A X — 7 /M TE £,

BFREEY A ~—OfEiL. AAA BT 5 Cisco Secure ACS 7> 5 518 & 415 Access-Accept A v —T D
Session-Timeout RADIUS 7 kU B = — K (Attribute[27]) 33 & O¥ Termination-Action RADIUS 7 h U B = — b
(Attribute[29]) 12 ESWTUWE T, AA T A Session-Timeout L% Z T HL D &, TOMEICE Y . AA v FITH#&
EINTODFREES A ~— OEITEN /2 D £7,
FHREEX A ~—D KT 5 & . AA v F X Termination-Action 7 b U B2 — NOMEIZESWWTRD L 57T 7
D= y%%?ﬁ‘ l/iﬁ—o

e Termination-Action RADIUS 7 k U & = — MEZS Default DA A4 v F & v a » OFMRGEE AT

HF Ty va Ik T LET,

e AA vFIN Default LS ®D Termination-Action 7 FJ B a— MEZZITRD L, RAF Y OBEMIETH
EAPoUDP & v ¥ o UMkl SdL, BIEDOT 7B A RY v—n@fHEhEd,

e Termination-Action 7 ~ U ¥ = — K~ DfEA RADIUS D6, AA v FII7 74T M ZEHREHEL £,

o V= MBIFEEND /Yy M Termination-Action 7 bV B = — F0VE EHTWRWEE ., EAPoUDP
Tyl a I T L, AL v FIIRATF v BRiF 2 BHERB L X7,

& FHI EAPOUDP 7 YV ¥ T—3 3 v D/ a— VL BRI A e 26457~ LET,

Switch(config)# eou revalidate

Network Admission Control 1) 1I)—X 2.0
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Il eourevalidate (FA—/NILEETA U F—T =1 RF/E)

A H—TxA A TEAPOUDP 7 Vi ——3 3 VOB 2 BGT 20 %27 LET,

Switch(config)# interface gigabitethernet 1/0/1
Switch(config-if)# eou revalidate

show eou ### EXEC 2~ FEANTDH L, ZORTELEMWRTEET,

EgEa<w> K R

B

eou initialize

EAPOUDP 25—k =3 v ZFEH Ty FLET,

eou allow
(Fa—r"U@RERL LV
A B =T = A ARTE)

BN EAPOUDP A7 a » &FF LET, v ¥ v 7 AEHz iR

IX. Cisco I0S Software Configuration > Cisco IOS Release 12.3 > New Feature
Documentation > 12.3 T New Features and System Messages > New Features in
Release 12.3(8)T > Network Admission Control % %R L ¥ 3,

eou logging

EMWDPVX?A4N7F®D¥V7%4**7w’Li? P
AN R ZIX. Cisco I0S Software Configuration > Cisco IOS Release

12.3 > New Feature Documentation > 12.3 T New Features and System Messages >

New Features in Release 12.3(8)T > Network Admission Control % S8R L &9,

eou port

EAPoUDP ® UDP R— M &RE L ET, v ¥ v 7 AMEREMERT HI121E
Cisco I10S Software Configuration > Cisco 10S Release 12.3 > New Feature
Documentation > 12.3 T New Features and System Messages > New Features in

Release 12.3(8)T > Network Admission Control % %R L ¥ 7,

eou revalidate

('f#H€ EXEC)

EAPoUDP 7 Vo =—3 3 O 2 FEICRHB L9,

show eou

EAPoUDP ZEF ity vary Fxvia o M VICHTAEREERL
*7,

Network Admission Control ) 1)J—X 2.0
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eou revalidate (¥# EXEC) [l

eou revalidate (454 EXEC)

eou revalidate 554 EXEC =2~ > NlZ. EAPoUDP 7V > =—3 g v O F MGl 2 FE TR 2701 L
iﬁ—o

eou revalidate {all | authentication {clientless | eap | static} | interface interface-id | ip ip-address
| mac mac-address | posturetoken name}

:/I;JG' VIRD all +~TD EAPOUDP 7 71 7+ h & FMAEL 7,
Bt authentication WDUNT DD EAPoUDP JBGEH A 7' & FMaE L E 3,
o clientless — T RARA L F T RATFALATCTA Y 7 N7 = 7 ABEHI LTV
VA

e eap — iBilL¥ A 7 EAP
o static — AL A T RFRINIHES LTV D

interface interface-id BELIEA L H—T x4 A LD EAPOUDP 7 74 7 > & BHREEL £,

ip ip-address BEL7ZIP 7 RLAD EAPOUDP 7 74 7 > N & HRFEL 7,

mac mac-address FBELZMACT RLADEAPOUDP 7 947 > M FMEEL 7,
posturetoken name HBELERAF Yy h—27 o %F>EAPoUDP 7 54 7 M & EHHEEL £,

FOALRRE T PRERHY A,

avY kK E—F Kk EXEC
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

FRABOEEAR eou revalidate £/ EXEC =2~ Ri%, A4 v F LD EAPoUDP 7 Y v T—3 3 > O HRFEE FEICHMET
EEITEMALET,

5 FHI F_TD EAPoUDP 7 54 7> kN O Z AT 5612 7~ LET,
Switch# eou revalidate all
BEDA v H—T7 =2 ALEDEAPOUDP 7 7 A 7 b OFEMGEZ BItAT 2615 R LET,

Switch# eou revalidate interface gigabitethernet 1/0/2

show eou F#{ff EXEC 2~ REANTHE, ZOREEHRTETET,

Network Admission Control 1) 1I)—X 2.0
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Il courevalidate (%#& EXEC)
RiBa7> F avUF B9

eou initialize EAPoUDP 27—k = & FEHTY ¥y FLET,

eou revalidate AA v FERIIBELIA X —T = A A LD EAPOUDP 7Y v x—3 g

(Fm—rEB LT DEHIAEA F—T M LET,

AV E—T oA ARE)

show eou EAPOUDP R EE72idEyvay v via = M ICHTAIEREFRL

iﬁ—o
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eou timeout (FO—RLBEELBA2E2—Tz4XEBE) N

eou timeout (JO—N\ILEXUNM U2 —T 24 REERE)

eou timeout 7" 7 —/3)LF ”'Ei'oJZU\/( VH—T oA AFREa~ 2 RiZ, EAPoUDP # A ~—DRTEICHEH L E
T, TUFNMECETICE., 2oavry Ron BREFHLET,

eou timeout {aaa seconds | hold-period seconds | retransmit seconds | revalidation seconds | status-query
seconds}

no eou timeout {aaa | hold-period | retransmit | revalidation | status-query}

B EA aaa seconds AA v F B AAA B — 3~DR 7 NOFEEE CRHET2HIM (B) 21~

60 OFIFH CHE L E7,

hold-period seconds FREOFRATICRIL L =5 1C, AL v FNEK A N OFRIEE AT 5 & TR
T HHM (B) % 60 ~ 86400 OHEFATHRE L 7,

retransmit seconds AL FNT U F A NVRIREOEREFEGFTHEICI TA T EhHD
ISEE T DM () &1~ 60 OFBHCRELET,

revalidation seconds ARAF ¥ REEFIZ EAPoUDP A vt —V%EHA L2 747 2 MINAC KR Y
AT OHIM () & 5~ 86400 OFFH THELE T,

status-query seconds AIEMRRES T2 A4 7 ERBITELHFIEL, FAF ¥ BER I N TR
L OMRERGT D ETAL vy FHRFHET 2 (B) % 10 ~ 1800 O
PHCRELET,

FI4IFEE T 74 O AAAFFRIZ 60 B (173) T
T 7 4V N OREERIZ 180 B (343) TI,
T 7 v N OFEERREIX 3BT,
T 7 4V N OFREERRHE 600 43 (10 F§EfE]) T,
TN NDOAT—H A 72 —REEIZ 300 8 (547) TY,

ATV R E—F Ta—VREBIOA F—T = A ARGE
12.2(18)SXF, Zoawr ROEA
12.2(25)SED,
12.2(25)SG

FHRABEOEER AA v F DT 1 —s3L7%2 EAPOUDP ¥ 4 ~—I%, eoutimeout 7 = — LR Ea~v L REHEHALCRETEE
T, 72, BEDA X —7 = A AD EAPoUDP # A ~—I|%, eoutimeout { > ¥ —7 = A AREIA~ N%&
ANNLTRETEET,

Network Admission Control 1) 1I)—X 2.0
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Il eoutimeout (FA—/IRLELKTVAUE2—T 1 AKE)

sERH

BEav R

EAPoUDP # A ~—®

A FEAROFEE S A ~—% 45 FD

IET OBl RLET,

Switch(config)# eou timeout retransmit 45

A B =T 2 A4 ADFMBFEY A ~—% 800 FD

IRETOHlE R LET,

Switch(config-if)# eou timeout revalidation 800

show eou ¥4 EXEC =~ > R&ZANT 5 DERTE

TR TEET,

FELWERIZOWVWTIZ 14 X—=YDINAC KA ~— D7 a2 TLIEEN,

avwvFk

558

eou default

7’2 —/3)V EAPOUDP RT A =X & T 73 )V bREICY Y FLET, v
X 7 ANERE MR T HI21E. Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % j%&
WLET,

eou allow
(Fa—r"U@ERL LV
A B —T = A ARE)

BN EAPOUDP 4 7' a v &FFRI LET, Vo ¥ v 7 AEREMRT DI
IX. Cisco IOS Software Configuration > Cisco IOS Release 12.3 > New Feature
Documentation > 12.3 T New Features and System Messages > New Features in
Release 12.3(8)T > Network Admission Control % &R L =7,

eou logging

EMWDPVX?A4N7F®D¥VV%4**7W’Li? P
AN R ZIX. Cisco I0S Software Configuration > Cisco IOS Release

12.3 > New Feature Documentation > 12.3 T New Features and System Messages >

New Features in Release 12.3(8)T > Network Admission Control % &R Li";“

eou port EAPoUDP ® UDP 7R— hEHELET, Vo ¥ v 7 AEREWRT DI
Cisco I10S Software Configuration > Cisco 10S Release 12.3 > New Feature
Documentation > 12.3 T New Features and System Messages > New Features in
Release 12.3(8)T > Network Admission Control % %R L ¥ 7,

show eou EAPoUDP E£7cidt vy ay Fyvia = b VICHEHTLIEREZZRL

iﬁ—o
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identity policy [l

identity policy

VBRI ARD
E:

identity policy 7 2 —/NVREE— X, 747747 4 AV —%{E L. EAPoUDP R U ¥ —REE—
FIZAD DI LET, AU —2HlfRT 21213, Zoa~vr Fone BRXEERLET,

identity policy policy-name

no identity policy policy-name

policy-name EAPoUDP RV v —4 #fEE L ET,

FI74II FRE EAPoUDP RV v —IFfER SN TV ER A,

ARk E—F IEsUVRUE
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

FERBOBERR IP7 RLA, MACT RL A, £73F 0 2 Z A FIZHESNVTT A, 2% FEICRFE L& & 12, identity
policy policy-name 7’0 —/SN)VEREET— REMFH LT, 734 RAZHATHR) v—%ERTEET, FHLW
HFRIZOWVWTE, INACORE] OFED [TATUT 4T 4 7a77ALER) —DFE] #2RLTL
720,

{3 Fa I TAFLT 4T 4 B —%ER L, EAPOUDP KV v —EE— RICABHIZ 7 LET,
Switch(config)# identity policy policyll
show running-config ### EXEC =~ FEZ AN TH L, ZORELMHERETEET,

Network Admission Control 1) !)—X 2.0
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Il identity policy

BisEaTUR R

EREA

access-group
TATTA4T 4
RYv—)

TATVT 474 RV —%MEHTL27 78X INV—T2BELES, v
X 7 ANERE ST 5121, Cisco 10S Software Configuration > Cisco 10S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % i3

WLET,

identity profile eapoudp

TAT T AT 4 777 ANEER L, EAPOUDP 7' 7 7 A ViR EE —
RICAY £, v v 7 AE@REHERT 5I121E. Cisco 10S Software
Configuration > Cisco 10S Release 12.3 > New Feature Documentation > 12.3 T
New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control %33R L %9,

show running-config

BERRELZ R R LET, ¥ v 7 AEREMERT 2121E. Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2 >File

Management Commands > Configuration File Management Commands % &R L

=75

[l Network Admission Control 1J1)—X 2.0
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ip admission name eapoudp |l

ip admission name eapoudp

ip admission name eapoudp 7' 7 — NV E 2~ 2 RiE, IPNAC V— IV ZERT D720 H L ET, L—
ZHIRT AI2E,. Z0a<wr RO no BRAFH L ET,

VBRI ARD
E:

FI+I FRE

ip admission name rule-name eapoudp

no ip admission name rule-name eapoudp

rule-name

IPNAC V— VA EHRELET,

IP NAC /L —/VITHE SN TWER A,

12.2(18)SXF, Zoawr ROEA
12.2(25)SED,
12.2(25)SG
FHRABEOERRA IP NAC /L—/LiE, NAC O ks TR/ LET,
IPNAC V=V Ty Y AL v FOT 7R KR— MIEMHT 5 & XL, ip admission admission-name A > % —
T AREaTY FEFEHLET,
& AH rule 11 &5 4480 1P NAC V— VA VERLT 2 %= LE T,
Switch(config)# ip admission name rulell eapoudp
show ip admission 574 EXEC =2~ RZ AT H L, ZOHREZMERTEET,
PRI K SwUF B3
clear eou AL T, FRIIFEDA VX —T 2 A ADTXTDONACZ FA T~ TN
AA T I EZ VT LET, V¥ y 7 AEREMRT 21213, Cisco I0S
Software Configuration > Cisco IOS Release 12.3 > New Feature Documentation >
12.3 T New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control %33R L %9,
ip admission BEDA v H—T =2 A ACHEAT 5 NACL—LEBERLET, & v s R
admission-name B 58 & MR35 121E. Cisco I0S Software Configuration > Cisco I0S Release
(A F =T = A AHE) 12.3 > New Feature Documentation > 12.3 T New Features and System Messages >
New Features in Release 12.3(8)T > Network Admission Control % &R L £7°,
Network Admission Control !J 1)J—2X 2.0
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[ ] ip admission name eapoudp

avwy ki L)

show eou EAPoUDP 7' o — NAREEITE Yy vary Fvyvia = NICET D
WMERRLET,

show ip admission NAC ¥ v v v a =2 U EIENACREICHET AEREZR R LET, v

X 7 ANER MR T 5121, Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % j%&
WLET,

Network Admission Control ) 1)J—X 2.0
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ip admission name eapoudp bypass |

ip admission name eapoudp bypass

ip admission name eapoudp bypass 7 17— /NLEKE 2~ > KX, EAPoUDP (EoU) /A NAERER A R—T )L
WL, RETDEDIMEALES, V—AZHIERTDI2E, Zoa~vy Fone BREAHEHLET,

ip admission name rule-name eapoudp bypass {auth-cache-list cache-time [list {acl-name | acl-number}] |
list {access-list-name | access-list-number}}

no ip admission name rule-name eapoudp

SRV IAD rule-name IPNAC V— N4 EBELET,

auth-cache-list cache-time ~ FRAEF v v ¥ 2 T2 F U DBRT 5 E TORMZ 1 ~ 135791 43 OHFPH THE
LET, 7740 ME605 TT,

list {acl-name | acl-number} FRIET 1 X NWH T DEEHEE /213K ACL L /- ITF/EFEHELETS
auth-cache-time cache-time ¥ — 7V — RDORZIZANTHHE, TN HDF—
U— RiZA 7 v a T,
F oA T T a I, Catalyst 6500 2V — X XA F 5 L Catalyst 7600 >

V=X N—Z T AR— SN TWEREA,

FI4I FBRE EoU A RAET 4 B—T M ENTWET,

ATV KR E—F Jo—UbEE
12.2(18)SXF, Zoawy ROEA
12.2(25)SED,
12.2(25)SG

FHREEOERR EoU A NR%EA X—TMITDHE, AL v FIEHRA ML E 7 FLTT »FUANVADRELZERT S
bz, "AFDIPT FLA, MACT RL A, B—¥E A% A7, EAPoUDP v 3 ID 25T ER%
Cisco Secure Access Control ServerACS) (21518 L £9, Cisco Secure ACS I, 77 B RHIHOIREEZ T L, A
A vFITRY =X ELET,
B L7=/L—/Lid, ACL & BT, NAC CRREET DR A h&HlEHT 52 &N TEE9, EYED ACL 35k
EINTWARWEGAE, A4 v T ILNAC L— L ZHH L TNAC IR — MIEREINTHWDETXTOKRA bk
IMHDIP NT77 4y 7 BRATZELET,
auth-cache-time cache-time ¥— UV — RZEHT5E, Fv v o = MUMBRKZ L THEA bOFBIEN LB
LR DG ERECE ET,

list {acl-name | acl-number} % —7 — RZHEHT 5 &, NAC /L— /VICEHEA{TIT 5 ACL 4B L WNACL 5% f5
ETEET, IPHHEA ACLINORA LBt S D & RAOBERERIT NAC HEAEIC K-> TRITRAE &
NnNE,

Network Admission Control 1) 1I)—X 2.0
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[ ] ip admission name eapoudp bypass

sERH

BEavUR

EoU A A% A X —T /WL, FEEFEO ACL EE#EfTT2H 2R LET, AA vFid, ACL IZ—HT
By NEFFAT AR VI, NACEFEH L TACLIZ—ETAIP NI 7 4 v 7 DT o F AL ZDIREE

Switch(config)# ip admission name rulell eapoudp bypass list 101

EoU NA NRA%ZA X =T ML, F¥via o b) A~ —afiET 02 LET,
Switch(config)# ip admission name rulell eapoudp bypass auth-cache-time 30
EoU A RR%ET 4 B—T M BH %2R LET,

Switch(config)# ip admission name rulell eapoudp bypass

show ip admission §4# EXEC 2~ > REZ AT 5L, ZORELMHERTEET,

avwvFk EiEA
clear eou AA T iti%ﬁ@%y&~7:4X®#Nf®mm7§47yb?A
AAT MV EIZIVTLET, Yo ¥ v 7 AEREHER ZIX. Cisco IOS

Software Configuration > Cisco IOS Release 12.3 > New Feature Documentatlon >
12.3 T New Features and System Messages > New Features in Release 12.3(8)T >

Network Admission Control % &R L £,

show eou EAPoUDP 7/ 0 — N VERGEE Ty a sy ¥y v o = MV ICBET 51
WMERRLET,
show ip admission NAC ¥ ¥ vz = FUFEHIENACKREICHETAEREFRLET, v

X 7 ANERE MR T HI21E. Cisco I0S Software Configuration > Cisco I0S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % j%&
WLET,

Network Admission Control ) 1)J—X 2.0
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ip device tracking |}

ip device tracking

ip device tracking 7 2 — SLFREI L RIL, IPT A A M T o X U THERER A X —T T L, IP T /3A R
FIoX T T—=TNNRIRA—=F R ETHEOIMEHLET, ZOBREET +E—7 1L, 7744k
RECETIE., Z0a<r Fono BREFHLET,

ip device tracking [probe {count count | interval interval}]

no ip device tracking [probe {count | interval}]

YUFVIRD probe F7va) PFAAA RToFo T T—TADRT A—FaBmELET,
5t count count 2L FWIPTNAA A N T X7 T—=TAhbxr b ZHIBRT DRI,
T FUIZARP 7Y —T7 2 EET DA | ~ 5 OfHTHRELET,
interval interval AA v F3 ARP 7' — 7 B LG T 5 £ TICFRHET A R040% 30 ~ 300 O#IH
THRELET,

T4 FRE IPFNRARA DT o2, TAE—TMCENTVET,
AA v FINHxT Y MU A~D ARP 7 u— TR FREDT 7 /v MEIX 3 T,
AA »F IR ARP 71— 7 HEE E TSRS 20T 7 40 MER 30 BT,

AT R E—F R ULRE
12.2(18)SXF, Zoawy ROEA
12.2(25)SED,
12.2(25)SG

HRBOEERS IPTRARA NT X THEREE IP T NA A NT X2 T T—TNDFERIZOWVTIE, 14 X—T D INAC
FA~—] ZZRLTIZEN,

IPTARARA NI yF o T X—T T 20" LET,
Switch(config)# ip device tracking

AA v F D ARP F'u— TGRS E 4 ITRET DB 2R LET,
Switch(config)# ip device tracking probe count 4

show ip device tracking 574 EXEC =~ F& AT H L, ZORELHRTEET,

Network Admission Control 1) 1I)—X 2.0
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Il  ip device tracking

BiEavw K S P
AL TFDIPTNNAA N T X T T—TNO N &2 VT LET,
IPFRALANTR LT F—T Oy NVICETAEREF R LET,

clear ip device tracking

show ip device tracking

Network Admission Control ) 1)J—X 2.0
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mls rate-limit layer2 ip-admission ||

mils rate-limit layer2 ip-admission

)
=

FI4IFEE

™.

H
I

™.

avy

avy FEE

SERROE R R

{5 I

ZDa~ Rid, Catalyst 6500 A A »F, L Catalyst 7600 L— X (A D2~ K TF,

mls rate-limit layer2 ip ip-admission 7 2 — )L Ea~ 2 NiX, N"—FU =7 L—F UI v & T (CPUIZY
FAVIZ MED)IPT RIviary b4 Y2 77470 —MlRZATO 72OITHEMLEY, ZOkEE
EF A4 =T MIT BT, Zoawr RO no BREHEHLET,

mls rate-limit layer2 ip ip-admission pps [burst]

no mls rate-limit layer2 ip ip-admission

pps 1 4720 o L— MR X7 >~ M E % 10 ~ 1000000 D#EFH T E L E97,
burst (A7 vay) N—=ARNTHFAT LR N7 v M E 1~ 255 OFPEATHREL
iﬁ—o

ZOF—U— FRRESINRWEGE, N—X FOEIX 10 IZTRESNET,

L— MHIBRIZA R—T7 SN TWER A,

b EXEC

yy—= &1

12.2(18)SXF, Zoawy ROHA
12.2(25)SED,

12.2(25)SG

NAC L—h U v ZiE, 774N hTATZIZENTWDTID, YT VAL —ET 5T XTON7 v NI RP
IR ENET,

Ny b L= 2 1BHZY 100037 b N—Z2 F L— FZ2EK 10037 MIRET D002 LET,

Switch(config)# mls rate-limit layer2 ip-admission 1000 100

I oL-8776-01
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Il radius-server attribute 8

radius-server attribute 8

FIHIMEE

™.

H
|

™.

avy

avy FEE

SERROE R

sERH

BiEa<w KR

radius-server attribute 8 7' 2 — /LR EE — RiL, A A v F I Access-Request F 721 Accounting-Request 7~
7 b C Framed-IP-Address RADIUS 7 U E'=— b (Attribute[8]) #5420 X D ICRET D72 L
F9, AL v FNIORADIUS 7 h U B2 — |k (Attribute[8]) 22418 LAWK S IR ET B ICE, Zoa~<wy
RO no TERZEH L ET,

radius-server attribute 8 include-in-access-req

no radius-server attribute 8 include-in-access-req

oAz RZF—U— FEIF51EITH Y A,

A A » F X, RADIUS Access-Request F 7213 Accounting-Request /X4 > | T Framed-IP-Address RADIUS 7 kU
= — b (Attribute[8]) 25 L EH A,

Ean=—=

7 a— LR E

Juy—=x &1E

12.2(18)SXEF, Zha<wr ROEA
12.2(25)SED,

12.2(25)SG

AL FREIGERAN (NAC=—T = LA KAL) OFRAF ¥ EZRIET 5 & XX, radius-server
attribute 8 include-in-access-req 7 2 —/NLERE IV REFHATOIMLERH Y F5,

radius-server attribute 8 include-in-access-req 7 7 — NV E 2~ RE AT D L, A4 v~ FiE RADIUS
Access-Request & 7213 Accounting-Request /3% > | C Framed-IP-Address RADIUS 7 b U E'=— M & EF L E T,

A A F DS Access-Request F 7213 Accounting-Request /3% > T Framed-IP-Address RADIUS 7 h U B = — |
(Attribute[8]) ZEET D L O IR ET 2B AR LET,

Switch(config)# radius-server attribute 8 include-in-access-req

show eou $## EXEC 2~ FEANTDH L, ZORTELEMWRTEET,

avwyv R H L
show eou EAPoUDP R EF/-id vy a v Fyvvia = M ICHETAHEREERL
iﬁ—o
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redirect

redirect [Ii

redirect (X EET— NI, AL v TF NI T4 T b2V E ALY v3 5 URL ZFETH7-DIZHHLEJ,URL
USRS AIZIE, Zoa<wy RO ne BREEH L E T,

redirect url ur/ [match acl-name]

no redirect url ur/ [match]

Z o=~ Rid, Catalyst 3750, 3560, 2970, 2960 A A » F I L UF Cisco EtherSwitch #—E X £ 2 —/L T
IFFAR— I TVEEA,

url TIAT DU XA L7 Mo URL #EEL £,
BELIZACLIZ—HTD 774y 7% ZOURLIZVAALY vT5HL)

match acl-name

WZHEELET,
T4 MERE URL 5L UNACL H#E SN THEE A,
avv R E—F TATYT AT 4 RY V—f&E
12.2(18)SXF, Zoawy ROEA
12.2(25)SED,
12.2(25)SG
FHREBOEER VEALZ NURLZHETDEXE, 74T T 474 AU =W EAPOUDP 7 AT T 474 7077
ANVEBEM LN TV DMERDH Y 7,
{HE M policy 100 LS T AT T 47 4 AU —%{E L, EAPoUDP AR U v —f&EE— RIZABHBlZRLET,
Switch(config)# identity policy policyl00
Switch(config-identity-policy)# redirect tftp:172.20.10.30/nac_authen.tar match
authen policy
show running-config f##£ EXEC =~ FEZ AT L, ZORELHATEET,
Network Admission Control 1) 1)—X 2.0
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Il redirect

BEav R R P

identity profile eapoudp TATT 4T 4 a7 7 AN%EER L, EAPoUDP 7'1r 7 7 A LR EE—
RIZAD £9, ¥y 7 ANEREMHERT HIZIL. Cisco 10S Software
Configuration > Cisco IOS Release 12.3 > New Feature Documentation > 12.3 T
New Features and System Messages > New Features in Release 12.3(8)T >
Network Admission Control %33R L %9,

show running-config BERELZERTLET, V¥ v AEREMZET 5121, Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2 > File

Management Commands > Configuration File Management Commands % &R L

=7,

Network Admission Control ) 1)J—X 2.0
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showeou |l

show eou
show eou # EXEC ==~ RiE, EAPoUDP R EE/-ldt v ay Fv v va = b ICHET DA £
T oA LES,
show eou {all | authentication {clientless | eap | static} | interface interface-id | ip ip-address |
mac mac-address | posturetoken name} [ | {begin | exclude | include} expression]
;;9 VIRD all -+~ TD EAPoUDP 7 71 7+ MCBT oA &or LE T,
authentication ROWFID EAPOUDP SB3EX A T+ A E® % 57 L4
* clientless — = KA 2 F A7 LTCTA Y7 bY =T HBBEHL T
VA
e eap — iBiEH A 7% EAP
o static — FFEY A THRFHRICERESIN TN D
interface interface-id FBELIZA V¥ —7 =4 A LD EAPoUDP 1A £ R LET,
ip ip-address FEE L7 IP 7 KL A® EAPoUDP A £/R L 7,
mac mac-address F8E L2 MAC 7 F L A EAPoUDP 1 # Fr L £,
posturetoken name BELIEARAF ¥ h—2 D EAPOUDP E#HEZFE R LET,
| begin (73 ) expression & D—EIINHIEEDITER R LET,
| exclude (A7 ay) expression L D—HEEFERVTERTRLET,
| include (7> ay) f8E LT expression L O—HE=FIT2R A LET,
expression ZHARA P E LTHERT DI ORBLTT,
AT FE—F  FEEXEC
12.2(18)SXF, Zoawy ROHA
12.2(25)SED,
12.2(25)SG

SRROEER A= REEELRWEEIE, 7L RI A=< ) —RNERENET, R—bEHEETLHE, 20O
R— b OFEMIE BB ERENET,
FHUIKRICF L ANCFREBEINET, =& 2L, | exclude output & AJ1 95 & output % FTATIFFR RS
AWERAD, Ouput  ETATIIERRSNET,

SE A show eou FftE 2~ RMEDOHTTOFI 2R L ET,

Switch# show eou

Global EAPoOUDP Configuration
EAPOUDP Version =
EAPoOUDP Port = 0x5566
Clientless Hosts = Disabled

Network Admission Control 1) 1)—X 2.0
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Il showeou

IP Station ID = Disabled
Revalidation = Enabled
Revalidation Period = 36000 Seconds
ReTransmit Period = 3 Seconds
StatusQuery Period = 300 Seconds
Hold Period = 180 Seconds
AAA Timeout = 60 Seconds
Max Retries =3

EAP Rate Limit = 20

EAPOUDP Logging = Disabled

Interface Specific EAPoUDP Configurations

Interface GigabitEthernetl/0/1
No interface specific configuration

K41Z, RFRSINDT7 4=V FOBHERLET,

*4 show eou 7 1 —JL FDEHA

J14—ILE LT

EAPoUDP Version EAPoUDP 'u ha)LdDONR— g 2R RFTLET,

EAPoUDP Port EAPoUDP R — hE S E# KR L ET,

Clientless Hosts IIAT VM VABRARNDAT—HA (A F—TNVELEFT 4E—TN) %
FoRLET,

[P Station ID IP7 RLABAAA 25— a2 ID 7 4 — L RICEFATEN TV DN E 9 ink
FoRLET,
FIFARITIE, ZOT7 4 — 1V RFITFT A4 EB—T LTI,

Revalidation BRIEAT — X AR R LET,

BEavUR

Revalidation Period

RA DOFEMRFEREZFR L E T,

ReTransmit Period

EAPoUDP X7 v N OB EEHEREER RS LET,

StatusQuery Period BEESN/2AR A S EAPoUDP 27 —# 2 7 =) —[lEa2 £ R LET,
Hold Period AA v F IS NAC PRI DB T oM A2 TR LE T,

AAA Timeout AAA Z A LT 0 MBI ZF R LET,

Max Retries FAIEN TV HEEREEERTLET,

EAPoUDP Logging nX S AT —H AFRRLET,

1. AAA = Authentication, Authorization, and Accounting (BFE, F8F[, 7T T 4 v )

avvFk

EREA

eou default

71—V EAPOUDP RNT A —H %7 74V MREILY By P LET, v
X 7 ANERE ST 5 121X, Cisco 10S Software Configuration > Cisco 10S
Release 12.3 > New Feature Documentation > 12.3 T New Features and System
Messages > New Features in Release 12.3(8)T > Network Admission Control % i3
RLUET,

eou max-retry

(Fr—rNBIWT

AV E—T = ARE)

EAPoUDP FRFEOFATRIE 2 FaE L £,

eou ratelimit

[EIHFIZ 22979 % EAPoUDP R A F ¥ MERIE &S E L E T,

eou timeout

EAPoUDP 4% A ~—%fRE L ET,

I Network Admission Control 1J1)—X 2.0
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show ip access-lists interface ||

show ip access-lists interface
show ip access-lists 471 EXEC =2~ > Fi%, LPIP R A b R L —%FRT 570 H L ET,

show ip access-lists interface interface

interface RRTHA =T oA AEBELET,

avY kK E—F M EXEC

12.2(18)SXF, Zoawy ROEA
12.2(25)SED,
12.2(25)SG
S RAH show ip device tracking all 5+ EXEC 22~ > R oo 1ofl 2R L E T,

Switch# show ip access-lists GigabitEthernet3/4
IP Admission access control entires (Inbound)
permit ip host 102.50.1.54 any

Network Admission Control 1) 1)—X 2.0
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Il show ip device tracking

show ip device tracking

T
rH
|
T

avry

aAvy FEE

ERRFOE R

sERH

BiEa<w KR

show ip device tracking f## EXEC =2~ RiX, P T NA R T o X7 F—7 O b VIZET L 1EH
ERARTDHEDIHERLET,

show ip device tracking {all | interface interface-id | ip ip-address | mac mac-address} | | {begin |
exclude | include} expression]

all FTRTCOIPTNAA NG wF 7 7=V M) ERRLET,

interface interface-id BELIEA VAT 2 A ALEDIPT AL A T vX T T—T N
BRALET,

ip ip-address BELIEIP T FLADIPTNA A TR T F—T L 2 MY ERRL
£,

mac mac-address BELEMACT RLADIPTNNA A T wF 7 F—7 N 2 b EFR
LET,

| begin (X7 ar) expression & D—EINOIEDITERTFLET,

| exclude (A7 ay) expression & D—EEEHEERVTERRLET,

| include (A7 ay) FBED expression & D—HEELfTER R LET,

expression SHARA L N LTHEHT A2 DORBLTT,

b EXEC

Jy—=x B1IE

12.2(18)SXEF, ZPDawr ROEA

12.2(25)SED,

12.2(25)SG

FHIIRLFLANLFNEBENET, 728 2iX, | exclude output & AJ1 95 & output % ETATIFFE R X
WEEAD, Output Z#ETATIIR TR INE T,

show ip device tracking all }# EXEC =2~ > RnH OOl E R L E9,

Switch# show ip device tracking all

IP Address MAC Address Interface STATE
1.1.1.1 cf2a.220a.12f4 GigabitEthernetl/0/1 ACTIVE
1.2.1.1 df4a.1235.efla GigabitEthernetl/0/2 INACTIVE
avwy kR L]
ip device tracking IPTNARNT XU T T—TNEAFZ—TVIL, PT AR FT ¥

VI T =T NDNT A= EERELET,
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Ave—SEUARUFE W

Ayt—U L) N FE
ZokvZ g iE, RO ME Y 7 TSN TWE T,
o AP AvE—Y 81—V
e BOUAvE—Y 82—

AP A vyt—

ZZTIE NAC LAV 2IPRREFDHIE T2 F Y A v —IIZ oW T L £,

e Catalyst 6500 33 L4500 U — X XA v F L Catalyst 7600 > U — R )b—F X, Z 2 CHT 59T
DA yE—=V%PR—FLTNET,

* Catalyst 3750, 3560.,3550,2970.2960,2955,2950 #5 & 1} 2940 A A » F|L,AP-4-POLICY URL REDIRECT
& AP-6-POSTURE_POLICY A vt —VDHEZYR— KL TWNET,

I5— Ayt—Y AP-4-AUTH PROXY NOMEM: Sufficient memory was not available to
[chars] .

BB AT L ARURRTSREDEEEDOA R —3 g o E2FEITTEEE A, [chars] 1AL —
T arTY,

WRITBFHIay AEVEREZHETATZODIHMDO AT AT 7T 4 ET 4 BE2WO LET, LV
2 DOAE) VY —2REFEYVYTHZLHLTEET,

I5— Ay+t—Y AP-4-POLICY URL REDIRECT: Failed to locate match access control
list [chars] for host [inet].

BB XA v FiE. BRSO HTTP £721Z HITPS v 7 4 w27 %V E A L2 FURLICY # A L
7 NCEFERATLR, urlredirect 7 Y B 2— ME (AV) X7i%, UZ AL 27 FURL &, UFA
L7 595 HTTP B X OYHTTPS R 7 7 4 v 7 Z88ET 5 match-all 25 ACL TR ESNE T, 2D
ACL REREIN TR, FRFIXA VI b TD T 74 v 7 BBESNTWRWES, AA v T
ERA NP DEREY XA LT N LERA, [inet] I(FARAFDIP T FLATT,

WRIZ7IaY FSAMRERLTCNWDIAL v T S X —T 2 ALIZACL Z5%E L., WHLE
4, F£7-. url-redirect AV X7 2R Y XA L2 hURL & ACL THREINTWAHZ L 2R LE T,

I5— Ayt—Y AP-4-POSTURE EXCEED MAX INIT: Exceeded maximum limit [dec] on
entries in authentication proxy.

BB A ToXL RAF¥ ¥ v aND INIT AT — O N UENHIEEZBZ TWES, =
DRBUIL, RAF Y RFEDO 12D DOFBFET B X VN AA » FICHRE SN TWT, 24/%#éhx97
RUARBRDZHORA D LEREZFE L EEICHRAELET, T DoS K& BEMERH Y
4, RAF ¥ Fyrvia By b=y MUEBSRREE Y D2 THIE, ﬁbw%k//zi/
FURER SN E T, [dec] 1T, BIET XY Fv v a2 THEATINRTWDLZY M IETT,

RS EZT7Hay T/ ariISELERA RAF Y F¥via BT Oy UBRER
BE oD nE, FriLndry vy =2 b UIIERSNET,
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M EOUXytE—2o

I5— AytE—Y AP-6-POSTURE DOWNLOAD ACL: Send AAA request to download [chars]
named access control list.

BE A A o FNB KFED ACL ZHIGT 572012 AAA — NICERZ3%(E L% L7z, [chars] 1Z. ACL
£ FEIIFEETT,

WRSTBFTHay 77 ainEHY EHA,

I5— AyHE—Y AP-6-POSTURE POLICY: [chars] [chars] [chars] policy for host
[inet].

3B RFEOFRA MHIZH L TRHEDORY —BE S nizh, RSN E L, Y »—I,
ACL 721X VXA L7 h URL TF, &HID 2 DD [chars] 1Z, A A v F WKV ¥ —%& £ £ 72 134
TAHEDIATHOT 7 ar, 3500 [chars] X ACL £721% ) # 1 L~ k URL T,

WRSTBFTHSay 77 aiNEHY EEA,

I5— Avyt—Y AP-6-POSTURE START VALIDATION: IP=[inet] | Interface=[chars].
BB AA v TFRRA T XY RAF ¥ Fr v allh A O M EERL, RAF ¥ HGEE 7 7
T2 &R LE LTz, [inet] IXARA RDIP 7 KL A, [chars] lZAR A R L TWD AL vF £ v
H—T A ATY,

WRSTBFTHay 77 aiNnEHY EHA,

I5— AvytE—Y AP-6-POSTURE STATE CHANGE: IP=[inet] |STATE=[chars].

B BT EX Y RATYRIAEX v v V2 NOREDKRA MDORAF v RFEA T — bR EFE SN
L7z, [inet] IZARA RDIP 7 KL A, [chars] (XRAF v BFEAT — KT,

WRSTBFTHaYy 77 a3NEHY ERA,

EOU A vt—

>
&

Z ZTIE. NAC LA ¥ 2 1P #FFED EAPoUDP (EoU) A v & — I oW T L £1,

Catalyst 6500, 4500, 3750, 3560, 3550, 2970, 2960, 2955, 2950, 2940 A A » F, I LU Catalyst 7600 /L-—
ZiE, ZITHAT LT ARTOA v =V 2R —FLTHET,

I5— Avy+Ht—Y EOU-2-PROCESS ERR: Router could not create a EAPOUDP process.
BB AA v FILEAPOUDP v v 3 VAIETE EHEATL,
HRTEIF7Iay TAAM Az —FLET,

Network Admission Control ) 1)J—X 2.0
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EOU X v&—> W

I5— AvyHE—Y EOU-4-BAD PKT: IP=[inet]| Bad Packet=[chars].

BB L — X3, BEOKRZX MR EAPoUDP X% w M EZELE L7z, [inet] IZAZX K IP 7
KL A, [chars] IZ[EEDH 537 » MBI HEFH T,

WiRITBZF7HI3Y FAMDONAC LA V2P RELHRLET,

I5— Avy+t—Y EOU-4-MSG_ERR: Unknown message event received.
BB EAPOUDP MRE7 R EANRKMOD A v —2 A N2 FEZFELE L,

WRITDIFHYaY ZOAvE—URHERELLELGSIT, T/ 22V a—RKLET,

I5— Avyt—Y EOU-4-PROCESS STOP: PROCESS=[chars]| ACTION=[chars].

BB EDOT ok ANMEILLE Lz, &HIOD [chars] 372 A, 2 2O O [chars] (37 0& A L TE
T&N=T 7 v a1,

HRTD7Iay T A Ax)n—FLET,

IS5S— Awt— EOU-4-SOCKET: EAPoOUDP socket binding fails for PORT=[hex]. Check
if the interface has valid IP address.

BB XA v FII R—FEHAERRIP T FL AL R TEEEATLT, [hex] TR — F MAC 7
KL 2T1,

WRIBF7Iay AAvF R—PMIADRIP T FLAEZRELET,

I5— Avy+Ht—Y EOU-4-UNKN EVENT ERR: UNKNOWN Event for HOST=%i| Event=%d.
BB A A v FRED EAPoUDP £ N F&2ZELE LT,

HRTE7IVAY a2V NFELEF VAT A BTORREBVICA vy E—Y %2 — L, Output
Interpreter ZffH L T= 7 —%F4 L TAFR 2374 £ 9, Bug Toolkit Z#fEHT 5L, LA—FENTND
HRTAMEEZHECE £, TN THIRTE 24 1%, Cisco Technical Assistance Center (TAC) T
=R X =TT L AT TV =RV YR —MIarx s L, EFITIUE LR E R AT
<TEEw,

I5— Avy+Ht—Y EOU-4-UNKN PROCESS ERR: An unknown operational error occurred.
BB NE AT A =T — D7 EAPoUDP 7' i £ ANBE TE £ A,

#RyH7I3y TAMAEYu—FNLET,

Network Admission Control 1) 1I)—X 2.0
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EOU A vt&—o

I5— Awyt—> EOU-4-UNKN TIMER ERR: An unknown Timer operational error occurred.
BBl PR AT L =5 —D7-® EAPoUDP MiFE 7 n ¥ ANBII TE 8 A,

HRITD7Iay T A AV n—FLET,

I5— Ay+E—Y EOU-4-VALIDATION: Unable to initiate validation for HOST=[inet] |
INTERFACE=[chars] .

BB AA v FIFREDR A MIHT HRATF v gl s CE FEATLI,

WRIBZF7Iay 7272 arTiEbHY EEAN, BF 5L EAPOUDP IR — k S U F 4 v 7 DRI

DBFA T,
I5— Ayt—Y EOU-4-VERSION MISMATCH: HOST=[inet] | Version=[dec].

BBl HEORR MBIV RA v F D EAPOUDP N— g IZHMEMENH Y 8 A, [inet] (T4 X k IP
7 KL A [dec] IZ7R A k@ EAPoUDP /X—3 2 > T,

WRBITBF7IaY KT/ ADEAPoUDP N— a VAR LET,

I5— Avyt—Y EOU-5-RESPONSE FAILS: Received an EAP failure response from AAA
for host=[inet].

BBl A A vFIE. BRA DT U F UA N RRENRIAETE RN o722 & @M T 5 EAP KIS E &
AAA F— A" BZELE LI,

WRSTBFTHaY 77 a30EHY EEA,

I5— Ayt—Y EOU-6-AUTHSTATUS: [chars]|[inet].

$E FFEDORA NOFEFEAT — ¥ AN Success F 721F Failure T9, [chars] (T AT — & A [inet] IX
RAMDIP T RLATY,

WHRTBT7Iay Tr7vaiIbEHYERA,

I5— Avy¥—Y EOU-6-AUTHTYPE: IP=[inet]| AuthType=I[chars].
SRER HEEDR A N DFIEX A 7 [chars] T, [inet] 1ZA A D IP 7 FL AT,

WHRTBT7Iay T/ ai3INEHYER A,

Network Admission Control ) 1)J—X 2.0
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EOU X v&—> W

I5— AyE—Y EOU-6-CTA: IP=[inet]| CiscoTrustAgent=[chars].
BE HEDORA NTCTA S &N E L7, [inet] (A A D IP 7 KL A, [chars] I% CTA 4 T,

WRIBZF7IaY CTARBHENR»roBAIE. RAMICTAZA VA =L LET,

I5— Ay¥—Y EOU-6-IDENTITY MATCH: IP=[inet]| PROFILE=EAPOUDP|
POLICYNAME= [chars] .

A AA Y FIIREDARARE EAPOUDP T AT VT 47 4 IR 7 7 A VERBLE Lz, FED
R —NEAENTHWEEE, AL v FORAF v IIRIESNEE A, [inet] IZARA D IP 7 KL
A [chars] IR Y v —4 T,

WRI D73y FANORRAFXYWIEEIT O LERH DA%, EAPOUDP 7 A T T 4T 4 7
a7y ANLNERA MDY N EHIRLET,

I5— AyHE—Y EOU-6-POLICY: IP=[inet]| [chars]=[chars].

BB XA vFIE, FEORA MR LTEBT LT 7R R —% AAAV— "\ oZEFELEL
7=

WRSTBFTHay 77 a3NEHY EEA,

I5— AyHE—Y EOU-6-POSTURE: IP=[inet]| HOST=[chars]| Interface=[chars].

BB BHEORARDODRAFT X RIEAT —F ANEFEINE Lz, [inet] (TFAA NP 7 KL A, HA)
@ [chars] IZAHR A "4, 2 D8O [chars] 131 v % —7 = A AT,

WRSTBFTHay 77 aINEHY EEA,

I5— Ayt—Y EOU-6-SESSION: IP=[inet]| HOST=[chars]| Interface=[chars].

$EB FEOA L H—T oA R, KA MO MY BPMEREZIFHIBR S VE Lz, [inet] 1ZHF A b IP
7 R A, {0 [chars] i& DETECTED %£7-1% REMOVED 72 8 DT 7 3 a v 2 O8O [chars] 131 >
H—T A ATT,

RS BFHSaYy Tr/VariEIMELY A

I5— Ayt—Y EOU-6-SQ: IP=[inet]| STATUSQUERY| [chars].

HEBA FEDOHRAMDRT—F A 7 —OfERDKIE 72ILIE)TT, [inet] I(ZAA NPT RL A,
[chars] IZAT —X A 7 = U —D#E R (failure : 2204, invalid : 225, F 7213 no response : )& 72 L) T,

WRTBT7Iay T7vaiIbEHYERA,
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