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COBIT Control Objective
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COBIT Control Objective
DS1.5 Monitoring and Reporting of Service Level Achievement

Continuously monitor specified service level performance criteria. Reports are provided in a format meaningful to the stakeholders on
achievement of service levels. The monitoring statistics are analyzed and acted upon to identify negative and positive trends for
individual services as well as for services overall.
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COBIT Control Objective
DS2.4 Supplier Performance Monitoring

Establish a process to monitor service delivery to ensure the supplier is meeting current business requirements and is continuing
to adhere to the contract agreements and service level agreements, and that performance is competitive with alternative suppliers
and market conditions.
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COBIT Control Objective
DS5.3 Identity Management

All users internal, external and temporary and their activity on IT systems business application, system operation, development
and maintenance should be uniquely identifiable. User access rights to systems and data should be in line with defined and
documented business needs and job requirements. User access rights are requested by user management, approved by system
owner and implemented by the security-responsible person. User identities and access rights are maintained in a central
repository.

Cost-effective technical and procedural measures are deployed and kept current to establish user identification, implement
authentication and enforce access rights.
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COBIT Control Objective
DS5.4 User Account Management

Ensure that requesting, establishing, issuing, suspending, modifying and closing user accounts and related user privileges are
addressed by user account management. An approval procedure outlining the data or system owner granting the access privileges
should be included. These procedures should apply for all users, including administrators privileged users , internal and external
users, for normal and emergency cases. Rights and obligations relative to access to enterprise systems and information are
contractually arranged for all types of users. Perform regular management review of all accounts and related privileges.
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COBIT Control Objective
DS5.5 Security Testing, Surveillance and Monitoring

Ensure that IT security implementation is tested and monitored proactively. IT security should be reaccredited periodically to
ensure the approved security level is maintained. A logging and monitoring function enables the early detection of unusual or
abnormal activities that may need to be addressed. Access to the logging information is in line with business requirements in terms
of access rights and retention requirements.
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COBIT Control Objective
DS5.6 Security Incident Definition

Ensure that the characteristics of potential security incidents are clearly defined and communicated so security incidents can be
properly treated by the incident or problem management process. Characteristics include a description of what is considered a
security incident and its impact level. A limited number of impact levels are defined and for each the specific actions required and
the people who need to be notified are identified.
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COBIT Control Objective
DS5.7 Protection of Security Technology

Ensure that important security-related technology is made resistant to tampering and security documentation is not disclosed
unnecessarily, i.e., it keeps a low profile. However, do not make security of systems reliant on secrecy of security specifications.
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COBIT Control Objective
DS5.8 Cryptographic Key Management

Determine that policies and procedures are in place to organize the generation, change, revocation, destruction, distribution,
certification, storage, entry, use and archiving of cryptographic keys to ensure the protection of keys against modification and
unauthorized disclosure.
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COBIT Control Objective
DS5.9 Malicious Software Prevention, Detection and Correction

Ensure that preventive, detective and corrective measures are in place especially up-to-date security patches and virus control
across the organization to protect information systems and technology from malware viruses, worms, spyware, spam, internally
developed fraudulent software, etc. .
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COBIT Control Objective
DS5.10 Network Security

Ensure that security techniques and related management procedures e.g., firewalls, security appliances, network segmentation
and intrusion detection are used to authorize access and control information flows from and to networks.
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COBIT Control Objective
DS5.11 Exchange of Sensitive Data

Ensure sensitive transaction data are exchanged only over a trusted path or medium with controls to provide authenticity of
content, proof of submission, proof of receipt and non-repudiation of origin.
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COBIT Control Objective
DS9.1 Configuration Repository and Baseline

Establish a central repository to contain all relevant information on configuration items. This repository includes hardware,
application software, middleware, parameters, documentation, procedures and tools for operating, accessing and using the systems
and services. Relevant information to consider is naming, version numbers and licensing details. A baseline of configuration items
should be kept for every system and service as a checkpoint to which to return after changes.
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COBIT Control Objective
DS9.2 Identification and Maintenance of Configuration Items

Put procedures in place to:

« Identify configuration items and their attributes

* Record new, modified and deleted configuration items

« Identify and maintain the relationships among configuration items in the configuration repository

» Update existing configuration items into the configuration repository

* Prevent the inclusion of unauthorized software

These procedures should provide proper authorization and logging of all actions on the configuration repository and be properly
integrated with change management and problem management procedures.
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COBIT Control Objective
DS9.3 Configuration Integrity Review

Review and verify on a regular basis, using, where necessary, appropriate tools, the status of configuration items to confirm the
integrity of the current and historical configuration data and to compare against the actual situation. Review periodically against
the policy for software usage the existence of any personal or unlicensed software or any software instances in excess of current
license agreements. Errors and deviations should be reported, acted on and corrected.
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COBIT Control Objective
DS10.2 Problem Tracking and Resolution

The problem management system should provide for adequate audit trail facilities that allow tracking, analyzing and determining
the root cause of all reported problems considering:

» All associated configuration items

* Qutstanding problems and incidents

» Known and suspected errors

Identify and initiate sustainable solutions addressing the root cause, raising change requests via the established change
management process. Throughout the resolution process, problem management should obtain regular reports from change
management on progress in resolving problems and errors. Problem management should monitor the continuing impact of problems
and known errors on user services. In the event that this impact becomes severe, problem management should escalate the
problem, perhaps referring it to an appropriate board to increase the priority of the request for change RFC or to implement an
urgent change as appropriate. The progress of problem resolution should

be monitored against SLAs.
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COBIT Control Objective
DS11.6 Security Requirements for Data Management

Establish arrangements to identify and apply security requirements applicable to the receipt, processing, physical storage and
output of data and sensitive messages. This includes physical records, data transmissions and any data stored offsite.
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