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A i, Cisco IP Phone 7" — NI EEEEEE S 4172 IPv6 Xtk A I\@ﬁfﬁ%*ﬁ“\]‘ FLTWET,
Cisco IP Phone " — MIAA v F R— R TH Y, Catalyst L' A ¥ 2 XA v FIT I % [
HEEERICEIICEMEL ET,

IOV =a T )V TEAT 5 IPv6 BT VA FEET LN, ERROBEFHEIZMZ T, FA M
Py NI —IHEBROBEGFEO N T 7 vy a7y A, ATV, BIXOCPUFIHAREREIZY
W42z a2 £9, F72. Service Level Agreement (SLA; —E & L~ULEH)) 52K S
T TBLLZLERHELET,

IPv6 IZF1F % VLAN ICOW T DEEBHEIEL, IPv4 LRIEETT, T a7 VAX v 7R &
5ﬁA\W%&ﬂﬁ6@ﬁﬁ#ﬂb“ﬂN%Lﬁbi¢oFV*Uyﬁ%ﬁ%¢é%ﬁ\mw&
RV Z7ENTZIPv6 (Fa bandl) P T 747N VLANZEBLEST, 2O~==7
TR THEAETLTIE, 774 X— | VLAN DFEHIZOWTIIE R SN TE O, @ik
BHLEINTOVEREADR, 5HBOF v /%A IPv6 v = a2 T VIZITRH I NS TFETT,

(IP Phone |2 X % %%WAN&%7/%/&ént7~&WANf@mm®@%#\%ém#
A—=hrEINTHET,

I 5 T VLAN 2T A HERFIHIC OV T, [ZOMmoBEE R (p.64) IZREH SN T
Wb, YAADF Y U RARHRAN T T 4 AOEEESRL T EEN,

W—Fa 29

G¥)

Xy A Xy T —7 THEITTDHIGP OENIT, 7T v N7+ —LORE, IT AX v 7O
R, FARv Y, 2y hU—7 O Y, SEIFRBERICESEET, ZO~=a2T /LT
IZ. IGP for IPv4 | EIGRP T4 7%, OSPFv2 for IPv4 &L T& 4, F+ /73X ND IGP 1213,
OSPFv3 for IPv6 Z {5 H L £,

Z DO~ =2 T )VOVERFES T, Cisco IOS Tl EIGRP for IPv6 23# H ATAETJ°7%, Catalyst 7
Ty M7 — AT EEEEINTOWERAL, 5H%OT A MBI~ =27 /L CiX, EIGRP for
IPV6 35 & Y OSPFV3 for IPV6 Dl 5122 T, mﬁkﬁﬁ BT DR RIHA B S E 5 FET
T, WHIERIC OV L, RO URLIZHD CCO DY 7 EBHRLTLIZE0,
http://www.cisco.com/go/ipv6
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N —gniEs=EE

AR L7 E 918, A3 TR v D RARGHIET 2RI ORA N 7777 ¢ AOFEIEITE
ATWET, ARERIR VT ORA N 7T 77 ¢ Z2ZH - T, IPvd BELNIPv6 D IGP % F = —
=L TWET, BEMEEATF—TE U T s BEL, 3‘//\‘—“/‘3:/109315%*/ N —2 %
BT ALIICIGP 2T 2—=2 T T52 L, Xy NV REHIB T A REBILEFED 1 DI
TAVERDHY 97,

OSPFV3 IZB L THEETRXREOZBEFHEL LT, ZO~V=a T VOERRRTIZ, 7 & bxt
2D Cisco Catalyst 7' 7 » 7 #+— A2 IPsec for OSPFV3 [ 52%E X TV EH A, IPsec for OSPFv3
1Z. OSPFV3 A N—Hfi b NV—T 4 7 7 v 77 — FORBGE L Wb 2424 L3, IPsec for
OSPFV3 [Z DWW T DML, RO URL ML TS EE WY,
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcer/ipv6_c/sa_ospf3.htm#wp11609
00

N FRASE) T4

NA TRAZEYT 4 (HA) IZOWTIE, 1 FEAEDMIANZDO~== 7 /L TH O #HEMH
DEF, HA BT A BRI OHERFIRO L 1E, Y AaDBEFOF ¥ RAEHNA N 75
JF A ARERTA . L CERTCTEET, 2O~ T TCEHT A B HA 2B —F% 2 b
X, RO EBH TT,

o MEAL—TFT A4 I BLOT+T—F 427 KA — F RN RE SR ARLERESICIE
EIGRP for IPv4 # i L, T a7 VAL v 7 T 285451 iowmﬂmmm%ﬁﬁﬁé
& & BT, Cisco Express Forwarding (CEF; A2 =7 A S LA 74 U—F 4 7)) OWRE
T L TERTEET,

o ISATAP B L UOFEFRE b 2V E2#KimdT 5, MELVA V¥ 3 A1 vF —HMEL, HME2, X
z}wMuuckmfi mEﬁA%FWITKMiT\ﬁ%&bV*W(BNMPkiU$
BERE) 2 FEETH L NEE T, FEER 2 3 Cld, HMEL BEL O SBM ZEHicBIT 5
mﬁ%/zw@ RER L O R BARROR L ET,

s Ty —ARNKY T =R Uz ADNA TXAFZEVT 4 —DSM I TiX, 77X LAY
DREAPMILESTHRHDLAYITNRAL AN, T4 AR Ea—Yary LAY A vFT
T, ERDF ¥ X AFFTIX, Hot Standby Routing Protocol (HSRP) . Gateway Load
Balancing Protocol (GLBP). % 721X Virtual Router Redundancy Protocol (VRRP; {48 /L — & I,
E7a bhan) REOT77—A MRy TR bav LT, 77— MRy 70
ErEERIEL T ET,

GE) IO~ =27 )VOVERFERTIX, Cisco I0S IZ331F % IPv6 HIZ HSRP 3 L U GLBP 23 ATRE T
T3, Catalyst 7’7 v N7 4 —AIZ iif’;‘é SNTWVWERA,

XX NRNRA T Ty N TF—LTOT7 7 —RA MRy 7TIEET R F 2 /L ORANIHHLT 51
?479@?4%%9H;~yayx4y?®ﬁ%mﬁzf\%é@&@mﬁﬁ%ﬁ1ﬁéﬁﬁ
ZREST LMD £, IPve HOTRERSE (RFC 2461) 1%, Neighbor Unreachability Detection
(NUD) #3FE#ELE3, NUDIEL, RARDT 74V b =t xA U A NMAET HL—H
(RAR—=) DEFERETHLINE I DERA NPHAITEDLAI=ALTY, RAMNIn—F
N7 EON—200 B L—5 T KRR A XA b (RA) ##E U T, NUDfE (FzE
ATRERERE]) Z2ZAE L ET, 7 7 4/ b ORIEATRERRIT 30 2T,

ARARMINUD ZHEHLTC, IPV6 =% A s v T 74w 7 HOT T4~V 7F— 0o MREE
REETHHLMEIMEHBILET, YA ~—NEESH, TOXA~— (BlEAERBOM) 2
WMTTnE, FANRXN—ET 74V N F—b T A U R MNTRITHEFATEE/R/L—Z ~D IPv6
=X XY AN T T4 I OEEEBRBLET, T 74V FERETIE, A MI30BLUNIZT
TNV b F—rT x4 VANNDORDF— b= ZFHLET,

777 A LA YO VLAN TiX, (config-ify#ipv6 nd reachable-time 5000 =~ > K& fi [l L C, ZI
EERTREREI & 5000 S UFD (SH) ICHEET 5 Z L AR L T, ZoMERATLE, AA M
SHLUNTED L Z) T4AARN I Ea—Yary LAY AL v TV B2 LN TEET,
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BITDOT A MZ X5 &, Cisco Catalyst A A » FITHERET HARA T, #EREI NS F v /X HA
BREL & bIT, BHERTREREMIC S B AEHTIUZ. 1B ENNRDIPV6 NT 7 4 v 7 D7 = —)b
A= N—=1FEAERELETA, BIETRERIX. SANPROTF— T =AM IZBDE TOR
KM THD I LEENRNTLIEIN,

NUD (ZDWTHEET R E[MEE LT, Microsoft Windows XP 5 X 182003 D78 A b %, ISATAP A
YA =Tz ATNUD i LEHA, DFEV, PRV A F =T A X ETIPV6 DT 7+
WV T—= T oA BEERRICRSTHGE, MO N XV BIORT— T = A ~O h XV &
ENLT D ETIT, MYRFFHA20 0 Z &2 EH L ET, Microsoft Windows Vista 3 L T
Windows Server == — K44 [Longhorn] Ti¥, ISATAP A > % —7 = A ATNUD 2N THZ &
N T&EE9, A N THEE, netsh interface ipvé set interface interface Name or Index nud=enabled
A X—TNVICTEET,

NUD [EOFHHEK T, RmA RBEET DY 7 /[VLAN TOLITHILENH Y £9°, HSRP for [Pv6 £
721X GLBP for IPv6 R E D EEDO 7 7 — A "Ry ZUEMET halzYR— T 521 vFT
1, BIERTRERFM A2 T A 0BT H D T A,

bk, 72—V A—R—DRESBERIONT, OO THMLL I LE L, AA MR
A N—OERZHRNT 2EEITIEFITERETHY , ZO~=a 7 VL TIFFHE LIV ET A,
NUD OEIEIZ DWW TOFEMIZ, RO URL Z5 L T 7230y,
http://www.ietf.org/rfc/rfc2461.txt

K8IZ, 220DFT A ARV Ea—vay LAY AL vTFNLIPVORA %555, 7T7&8A LA
YDOT 2T NVAL Y RANERLET, TNH2O007 4 AN Ea—vay AL vF Tl
HSRP. GLBP, F 72X VRRPforIPv6 Il 57 7 —A MRy 7IEMHEIIMERA SN TOETA,
NUD A=A L EHESTDHILET, Z77—AMKRy T F— b U= ODEEERA SR RKEMNZ
HWCTE B L O E9,

8 TARM)Ea—Say LA VYO SHEEAD NUD EEXRET SRRk

Ea—vay
L
i LAy

-=== HSRP for IPv4
---- IPv6 AICEZE R RER R IAE S = RA

220108

1. MGDT 4 A M) Ea—vary LAY AL vy F T, BARDVLAN A »F—T = A Z|T
Bz AT RERER] 5000 S VR AR ELET,
interface Vlan2
description ACCESS-DATA-2
ipvé address 2001:DB8:CAFE:2::A111:1010/64
ipvé nd reachable-time 5000

B LWEIZRBERF] S RA 2 L TENEND A =T =4 AMBEEINET,
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N —gniEs=EE

QoS

2. RAMNIT A AR Ea—ay bAY ALy TFNHLRAZZGEL, a—h/L0 [EIEAHE
BF]) 28 LUVMEIZET LE9, IPv6 VAR — F9 5 Windows IR A FTlX, ko a<> K%
FATTDHEHM LU WRIEREREMZ R R TEET,

netsh interface ipv6é show interface [[interface=]<strings>]

DSM Tik, BEfFD IPv4 QoS R Y > —ZFHHICHLRE L, ¥ /XA Ry NU—7 TEEINDLH
LWIPVG FT7 7 4 v 72 EHHZ ENTEET, QoSA Y —iL7m bkl (IPvd 721X
IPv6) TlI7<, 77V r—va U KEBLO/ 23— RRFEIC R D Lo lcEET L Z &
ZHEE L E9, BEFED QoS RV o —T, BEDOT F V) r— a U ZHOWTEADSEH, RY v
7. BIORF2—A T EFEHLTWAEEIE., ZOT7 ) r—va mifoIPvd 8T 7 (v
JHIPV6 FF 7 4 v 7 HRICEIITRY o —TURT AV ENRH Y F9,

AotV T 7 427D QoS AU I —IZBLTiL, BiBkRBEFENH Y £9, ISATAP k%
NV ETFT 497D QoS iE, VAHIRERSH Y 7, ISATAP b R AEMHEHATZHE, IPv6 /N7 >
FOATISHEIZ AFT 7 4 v 7 DEEEFLIISEZIT OIS LTHREE N WL T 78R L
AYTITHZ LI TEEHA, HMEL BLUSBM & TlX, 727 A LA FIZIPv6 AR— bR
HOEFAL, P RVEIT I A LA YDERANE T LAY (HMEL) £721X SBM A1 v F
LOMTHAEINDIDOT, ANNDEEFEITTDLZENTEEEA,

kv 5T T 4w 7 DIERTRIEEIZ, IPV6 D QoS ARV r—ZFEIEGT A Z L TE 98,
COFECHEAEORMBENHY £, IPv6 N T T 4 v 7 BT T HETAT—F
HEFEITTERNWTED, R RVIPV6 N T 7 4 v 71E, R RV OSEEICERE L 2% TH T
HIERTEEFREAL ATIDEBLIO~—F2 703, PRV A U F—T A ATEHZL YA
VHE—=T x4 ATEITEINET), TSN, AL v TFICE o TEEESND IPv6 F 7

T4y 7%, MO EARY v—RFETEET, Ty T AN —A AL o FIEEH, R
T BIOFa— AT R —FEETHZLICED, IPV6 NT T 4 7 AU T X
7,

X 9 (2, HME1 T ISATAP {9 55 A IPv6 QoS R Y v — % C& DA A v hERLE
T, ZOXROT 2T VAKX v 7 UV 7iZid, 1Pvd & IPv6 O FIZHEH S5 QoS AU v —2dH
DEFTN, ZhHDRY ~‘/~ai~‘/;<:zo>ﬂw YRR QoS HELEHFIAIZHE > TWDH D THEIE L £,
VAADF ¥ L NA QoS IZET HEEHZ WL, [ZofoBEEE (p.64) 2SR T2
X,
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&9 QoS K1 & —D=EsE — HME1
F4RRY 75 H— FHER
TOER o3y AT o5 Law LAY
L1y LA L1y (DC) (DC)
. |Pv6/IPv4
717#?€V7
= I V___— E’ IPv6/IPv4
ATILRE YYD

H—/\

.‘

e /"i
........----i “I

7

Ry F_x
VAT tr8— g
Jowv4s Jovy g
N J

Y
IPv6 & & U IPv4 Xtis

1. HMEl Tt ~—F U V2 RONCEET DHFNEL, a7 b1 Y AL v TFOHIIA > & —
T ATT, BRL7ZEZL I, TVEARA LAVYDOHRA NN HaT LA ¥ E T, IPv6 /Y
Ty R RY U TEINET, IPv6 Ty MEaT LA YICETLHE T, FEHTSvMEE
Nz TRz22%) IRETIEHY FHA, DHE~—F 7DD QoS AU 2 —IiL, ISATAP
%/xw®kﬁm1ﬁ%#6 EIETERVWOT, HARTHIDTARY v —Z2@EH LET,

2. NI~ —F TSN IPve Xy b (ERR1 25 B, Ty T AN —L XA vF
(2212, 7705 —vary bA¥ AL vF) TRIAETE DX 12720, #HI72 QoS AV
v—ZANAICHEATE LT, ZhboRY =ik, BH (A, RU 7 (A,
BIOXa—ar 7 (Bh) BEENET,

[4 10 12, SBM T ISATAP & FEIFRE b AT 25BA12, IPv6 QoS R Y o — % T
HEL L NERLET,
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G¥)

10 QoS 1) —MRIE — SBM (ISATAP 8 & UFEIFHE > RIL)

27 7T F— TR
vav LAy LAY
LAy (DC) (DC)

IPv6/IPv4
TATILRE VY
H—/\

\J,
ju|
<
A\
220111

Y—ER JOvy

1. SBM AA v FMNISATAP A v X —T = A AMBLERETHIPV6 N v bEZIELET, 2D
Ny NMEFER TSN TEY . FEIRE MRV A X —T = A ADOHIMAITHEEE
JO~—=F 7 OR) —Z@EHTE £,

2. IPV6 Ty ERT TV F—va VA VYOFERBREN RV A F—T oA ANGHIS &
TYTAN =L AL v F (TI7VF—=vary LA YBLOT 78X LAY) CTEME. K
Vvl BXOFa—A 7 R —2EHATEES,

Z O~ = =2 T IVOVERLIF ST, Catalyst 6500 Supervisor 32/720 Tl&, IPv6 /37 v MIkF4 5 H
I cCoOa—VFHMNDO~wA 7 uT7a— KR Vo T EIZVFR— PN TWETA, ZOREEENY
R—=FEND LI/ T, ANMUITOREE~—F 72, a—VFHRATO~Y A 717
n—HARY 7%, RACAAL v F ECTHAGDEDLZENTEET, SBMaalTiL, 20
~=a2 7DV ) —RAEE T, IPVv6 X7y FOR Y U TIFADMTIT O LERSH Y, AJ1A >
B =Tz A RTFrFNVThoTIRY £ A, FEMIZOWTIZ, kD URL (28 5 PFC3 QoS N
Fa A bEZRLTIIEZIN,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/qos.htm

DSM £ 7 /LI DWW T, IPv4 ~D QoS 7R U 3 —DFEE|Z B4 Z HELEHFIEN IPve IC b/ S5
DT, ZZTIIRLERA, £72. HME2 IZBI1F 5 QoS DEEHFIEIIX 10 LR L=H, 22T
ITAME L £,

Modular QoS CLI (MQC) (2R3 2[RV . EARFEFEHIX, QoS @ Imatch] BEW lset] A7 —
A bB Tip) ¥—U—R&ZHIBRTHZ & T, IPv6 BL U IPvE %7K — T 572512 QoS
MYXNEL I, RSITRTHLWRESELHEHTE X,
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x5 HLOEREEE

IPv4 DA D QoS X IPv4/IPv6 QoS 183X
match ip dscp match dscp

match ip precedence match precedence
set ip dscp set dscp

set ip precedence set precedence

IPv6 & IPv4 Ol FIZHEH T2 Z &3 TE, CLIICEEZMZ D MED2 QoS HERENH W 4
(] : WRED, RU 7, BELOWRR),

KETNOREY 7 v a TR, BEOT 7V r—ra HO U 7 AEFK, %95 DSCP D
vy BT B L ¥ o — A T A HESE I & FE LV QoS BREIZ DWW TR L E
Hh, Fv /XA TO QoS Bh#HDHELEHIAIL, CCO DIEH>, Cisco Press DEFE [End-to-End QoS
Network Design] 127 L < Ll STV ET,

TAADF N A QoS BT B HELEFIA S K U Cisco Press DEFEIZOWTIL, [Z Do Bk
BEH (p.64) ZZHL T EEN,

tXal)T4q

(F)

BEFEDIPvE ¥ %A Xy NU—7 TR I DR BRERLKEDOL 1L, IPv6 I b TIED
I, RETV7E®RA, RS—T 47 —F 4V TR AL A [ T—A_ DoS,
man-in-the-middle BEE 72 1%, IPv4 L IPV6 D EBHLHIZHLEZ D D B3 EE DO H H I —#T1,

IPV6 (Z1E, IPVA T E 72 S TUEELRY, HDOWITIPvE LRI LT Z 580nHE Ly
I ODORIREMENZ L H D £T, IPv6 TlE, XA NRN—BLUVIL—F T RRZ A XA k&R,
Ny L= TITTAT = a R EORY P NFIENRENGENET, 20X 2HERSL
AREME A TR TEIRET DL, IPv6e DX = U T 4 ICBT 2T U CHEFICEME R FE v 712
20, BX2 V)T 4 ICHETAFELWVHERSEIHEIT, 2o~ T A THRYTEHEAEBLZ TOVET,
IPVv6 IZBIT DXV T 4 OBBAEKTEL CHILT L7201, YAaBIOERSRIZEBWT,
SEXFRBMVMLIITONTVET, ZOv==2T /LT, F¥ oA THRRTX BN ON
OMEEEMTAL L BIC, IPV6T 2TV AX v IBLION MRV T 7 4 v 7 OFEIZON
THARW 22 2R LET,

O T VTR IHNE, HEREE IS A R T4 TR, MENF ¥ 3 RIT IPV6
FEATHERIC, BAEOEXF 2T 4 R —2 AR TEA LT AHZLEZEHKNELT
l/\iba‘o

TRTOF Y U NRAETVIYTEFED, Xy NT—2 TS ZAOLRHEICET 25— et

X2 UT 40 A RTAF, RO LB TY,

o XX UNRRA AL vFOWYIRT RVA T =0 7280 C, ERFNEcTD 2L

- FXUNRARXY NT—=T TNRAL A 2BIRLI AL vF) OF Ry o7, A&

ICHHETAMLERNSH Y 3, —RMRHERFEE LTUX, AMfvyTFD64Ey b A F—
Tz AIDMN, TR_XCDTNAATTUHE LB LT vy d 750
ETRTHZETT, AL vTFOLELLL WA X —T A AID OHlIE, VLAN2 D
7 KL A 2001:db8:cafe:2::1/64 T, VLAN3 O 7 KL ZAH 2001:db8:cafe:3::1/64 ThH 5 &
FRBPETT (ZZTD1lE, AA v TFDA L EZ—T = ZAIDTT), ZHTIET FL
ANHHEICHER CTXDADT, FXY L RNAAL LT FTARNT I F ¥ T, AHBTAET R
Ly o PERBEICT IR N T LEWET, BloFEE LTIE, v /32R
DETNRAADA v EZ—T 2 AID %7 X LI LET, BIHO VLAN 2 8 L O VLAN
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3DOHITE 9 &, VLAN 2 [Z1% 2001:db8:cafe:2::a010:flal 72 &, VLAN 3 |Z1%
2001:db8:cafe:3::¢801:167a 72 EDT KL AZfFH L £4 (Z Z T Ta010:flal] %, A
A4 vFDVLAN2 DA X —T7 A A ID T9),

7 Ry TS ERRoBEFEEIT, EH E, HISOELIZFEVWET, xv b
T—2 FNRARAET Ry U TOEREEZRS T DI, A VX —T7=A AID
DITHEIMC LD X2V T 4 &, TUXLRT RLAZFEHLTT NA ADEAL
BHZITHORRN EDOM T, WYRNT U AERMOMLERH D 7,

Xy URR AL o F~DEFT 7 2D
- ETNITEIE, TRTOF Y /N A AL v FICHONWT, BEHANTDOAL vF T A

%f%uéﬁ“ét&w) RENHY £T, A vy FIZiIWnThe, FHBIOLV—T 1 7]
DNV—=T RNy A Z =T A ARRESNTWES, V=T RNy A F—=T xR
DIPVv6 7 R L AL, AR L7z XL 21, #EllEnST A v —7 = X IDEZFEH L
RNT RLyo v 7 77a—F 28 LChET, KOBICIE, > ¥ —7 =1 % D
1% [:A111:1010) ZfEH L CTWET,

interface Loopback0

ipvé address 2001:DB8:CAFE:6507::A111:1010/128

no ipvé redirects

IPV6 IR DRTEDAA v F DT 78 A% S HITHEICHIRT 51213, ACL 21 L.
N—T Ny ) LB =T 2 A A% THEHA L H—T x4 A (linevty) ~D7 7k
AEFHALES, FATLHY—A Xy NU—2F, =20 Z =TT XIPv6e T LT 4 7 A
25 TY, ACL OARITHLRMEZ Ff o, JAWEPHO R v b U —27 734 AZxHG T
XTI AA v TFOREDA o F—T 2 A R T 4 NE2 ) T EEMAT 518
PO, THAALA~OERT 7 v 22§ 2 B2 HEL LT, 2 =T I7A4 X T
T4 ARERETFTDHEIICACLEERLET, KOT L Z—T 54 X ¥4 | (B
L1 THALTWD IPv6 7' L7 ¢ 7 A%, 2001:db8:cafe::/48 T,

ipvé access-list MGMT-IN

remark Permit MGMT only to LoopbackO

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::A111:1010

deny ipvé6 any any log-input

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in

password 7 08334D400E1C17

ipvé access-class MGMT-IN in #Apply IPv6 ACL to restrict access
logging synchronous

login local

exec prompt timestamp

transport input ssh #Accept access to VTY via SSH

SNMP (ffiG %y FU—7EH T e han) OFTICETI X2 U7 0 B L, IPv4
CHEBETY, SNMP BB REA . SNMP X—Va VA BRINLEbE. 772§ &
FRRE / Kb D A EINT AN H D £,

:@v:;?»?ﬁ%?é%?yﬂx%?wfﬁ\WMW3me&m)%ﬁ%bf\
T =2t B —ITIFIET D Cisco NMS H—"DR—Y » Zifg 2 2t L CWhEd, 2o
Y=aT DX ¥ NA ALy FTHM LTS SNMPV3 REDHFTRD &Y TT,
snmp-server contact John Doe - ipvérocks@cisco.com

snmp-server group I1Pv6-ADMIN v3 auth write vldefault
snmp-server user jdoe IPv6-ADMIN v3 auth md5 ciscol234

HTTP (2L 57 7 B ADHIH — Z O~ = =2 7 )L OVERFE A Tld, Cisco Catalyst A A ~ F
IZ. IPV6 HTTP ACL IZ LD A A v F D7 7w Az ¥R —F L TWERA, 1Pv4
\ZHLE Tip http access-class] &9 ACL ZfEH LT\ 5 A A v FTlE, IPv6 (Zx} L TIA]

Campus Networks [Z35(75 IPv6 BAH A K
.E:i. OL-11818-01-J |



—grnegss W

UL~ LORENRG 2 HNRWDT, 202 LIFIEFICEETY, 2F 0., 6% IPv4
THITPHTTPS 2L BT 7 B A& IEENTWH T Ry hEITa2—0, IPv6 21
LTAAL v FIZT IV BEATEZDH LD LEERLET,
IPv6 77 47 RV T — T3 T7 4097 R 7FE, QSBLO/ £tk =V
TAELEEZ DN TEET, TV~ N R_R—R, Tl —VHvf /70—
R—=ZAT, "T7 7497 %R) 7 LRTNEREBRNGERHYEST, ZOv=a2T )V
TP THF ¥ /SR FF AT, IPve R 7 (FRlca—HHfI~Af 7 m7n— R
) BEETIOICHEL TWAEAIT. kOEBY T,
- DSM—1IPv6 FT7 7 4 v 7 Oa—HFHL~vA( /7 r 77— KU > 7%, Catalyst 6500 7
ARM)Ea—3aly bA VY AL v TDOANT 7 4 v Z7IZH LTEITSINET FEHEM),
- HMEl—1IPv6 FT7 7 4 v 7 Da—HHfi~A 7 r7u—RY 7%, Catalyst 6500
Fe BB R—=T TV =g LAY AL TF (X RATIE®RA LA VYDERA
rB) ODANT 7 4 v 71 L TEITENET, ZHTEBRNEWVW I DT TIEHY F
Yhoe AT LAY AL v FTANI~A 7070 — RIS TE2ITHIONEE LVOTT
N, ZOFETNAVTIE, PRI A H—T oA AUIANRY o T EEHTE 200
T, ZORDLVA Y TITHIXLERH D £,

- HME2—1IPV6 FT 7 4 v 7 Da—HYHfi~A 7 7o— iKY 7%, Catalyst 6500
FUAMNIEa—2ar LAV AL v FDODANT T 4 o 7 Ik LTEITENET A
1) .

- SBM—IPv6 b7 7 4 v Da—VH~Af7u7n—R) o7k, ZO~v=a2T )b
THHT 5 SBM OFI TIHEE LV T, SBM TiX, #—E2 7m vy 7 AL v Fd
Catalyst 6500 Td Y PFC3 #— R #5# L T\ E 5, PFC3 ##4# L 7= Catalyst 6500 1%,
a—HHENDOA~A 77— R 7P R—FLTWETA, BN TIIa—
PHAOIPv6 HJ~A 7 n7u— R 7Y R—rLTWERA, ZDOV=aT /b
@ SBM OFITIE, IPv6 NP —E R 7 v/ A4 vTF LD ISATAP & FEIERE b > /b
AV H—T 2 A ADME®@BLET, ASIRY U 71T ISATAP b XLl FEER
ERA ANV A H =T oA AZHWHATERNOT, Y—ERXA Ty I7NTRY T
EFEATT DD LGRS D X A,

IPv6 L—HHNi~A 7o 7o — R o 7 ORARNRFEFZRITRLET, ZOFITHE,
IPv6 N7 7 4 v 7~y TF L, YAAPRHERET D QoS AR U ¥ — R EITEEDUVNTHFE D DSCP
EERET D QoS KU =N, XU AR —b 2 v FITHRESNTNET, KITRT A
A v FORETIEH, 2—FHO 77— X—=2T (ZOHITIEIPV6 EFILT FLRITHS
W) RY T ITREfFENET, 78 —L5Mbps IRV o7&, ZO7a7r7 AL
ZEmT oL Fny7snEd,
mls gos
!
class-map match-all POLICE-MARK
match access-group name V6-POLICE-MARK
!
policy-map IPv6-ACCESS
class POLICE-MARK
police flow mask src-only 5000000 8000 conform-action transmit exceed-action drop
class class-default
set dscp default

!
ipv6é access-list V6-POLICE-MARK
permit ipvé any any
!
interface GigabitEthernet3/1
mls gos trust dscp
service-policy input IPv6-ACCESS
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N —gniEs=EE

~

GE) Zoflix, vAIDOF ¥ XA QoS IZHT AHERFIHIZE S L OTIE AL, = —HH
fii~A 27 7a—R) U TORENEDL IR LD THD0%EEALHNTRL TWABIZ
wEFH A,

~A7n7u—RY 7T LRI, RO URL 2L TS 7ZE0,
— http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/qos.htm

— Enterprise QoS SRND — http://www.cisco.com/go/srnd

~

GE) ZO~==aT VOERR S TIE, Catalyst 6500 Supervisor 32 33 X OV 720 (%, IPv6 = — W HL
fi~wAf7ma7u—RY) 7L IPV6 LT XY AN NV—T 4 TOWF%E, ~—F
TxT TARXR—TMIRET DI ENTEERA, A== A P I, "—FKy=7T
DRV T FTFIN—RT =T TOIPV6O YNV TFY AN N—T 47| 7T —
T4y T Y R—=FLTWETH, ZNOLEZFEFIZEIVR—-FLEEAL, A1 vFIT
ipv6 multicast-routing =~ > K3 TIZFRE SV TV DHIREET, IPv6 = — W HIfi~ A 7 1
7a— RV T ORI —%EHTHE, IPV6 Ty ERY T v =T A v F T
SNDHENVI Ay E—UREREINET, W, AL v FDOA 2 Z—T = A X IPv6
a—YH~vAf 7 7a—R) 7 ORY —%iEH L, ipv6 multicast-routing =~ >
REAR—=T M LIEGAEICH, RICAyE—URERREINET (Tsl),

wIZ, ZOEEAyE—VORlERLET,

006256: *Aug 31 08:23:22.426 mst:
%FM_EARL7-2-IPV6 PORT QOS MCAST FLOWMASK CONFLICT: IPv6 QoS Micro-flow
policing configuration on port GigabitEthernet3/1 conflicts for flowmask with [Pv6 multicast hardware
forwarding on SVI interface Vlan2, IPv6 traffic on the SVI interface may be switched in software

006257: *Aug 31 08:23:22.430 mst: %FM_EARL7-4-FEAT _QOS_FLOWMASK CONFLICT:
Features configured on interface Vlan2 conflict for flowmask with QoS configuration on switch port
GigabitEthernet3/1, traffic may be switched in software

o avbu— LT L—rRI Y (CoPP) — ZD~v==aT )V THHTLF v /R ET L
\ZB L CiX. CoPP | Catalyst 6500 Supervisor 32/720 (2D FHi% ¥ L 3, CoPP (X, DoS 72 ED
REE ~T 7 4 v 712 K % Multiswitch Feature Card (MSFC) Y V— A ~DOHEEE LB 1E4 5 =
LIZXY, MSFC #{R# L Ed, EERa L br— L TV =V /EFHNT 7 4 v 7 PEES
N E9, PFC3 % £# L 7= Catalyst 6500 |L, IPv6 N7 7 4 v 7 1ZxF9 % CoPP %R — kLT
WET, CoPP DRREITIE, SEIEARERMPERLET, BAEMRRY —i3r—A1
A THWTHDT, BAICET OHREFEEL 1 DICELDDL I LITITEEEA,

CoPP (2P 2 3¢, D URL 2B ML TS 7EE0Y,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swecg/dos.htm

s TIVEBARAVAVPNOLDARNTI 747Dl — YV —A T 7 4 v 72 L THRAIEND T
VI4 T AT A NE) T LET, ST EICIIT 4 A M) Ea— gy LAY A
4 vF (DSM) D VLAN A > & —7 = A4 ZADASPITHFEITLET2, HMEL £7-1% SBM T
mBAMPbV*w4V&—7l4z®AﬁMKﬁ%¢5:&%f%i?oy~zfv74

IZHSLSIPVe b T 7 4 v 7 OFIfENE., B AT —T7 0 T hb Ry NU— 7 R#ET
5@_ DACE S

VLAN THEED IPv6 7' L7 4 7 AT 27Fr 4 % AR ACL O 2RISR LET,
ipv6 access-list VLAN2-v6-INGRESS

remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64

permit icmp 2001:DB8:CAFE:2::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64

permit ipvé 2001:DB8:CAFE:2::/64 any

remark PERMIT ALL ICMPvé6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG

Campus Networks [Z35(75 IPv6 BAH A K
m. OL-11818-01-J |


http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/qos.htm
http://www.cisco.com/go/srnd
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/dos.htm

—grnegss W

deny ipvé any any log-input
|

interface Vlan2
ipvée traffic-filter VLAN2-v6-INGRESS in

S,
(3¥)  Cisco IOSIPv6 ACL (21X, IPv6 ITHEIRR D 7= DREFERAY 7R permit =2 h U NE N TN E
T, denyipv6anyany Z % ET D &, ZORFBRARITBEER = U N EEXINT T,
FH) T E L7 catch-alldeny A7 — M A han X ZHWTHEHT 56, K0O 25D
permit T2 U ZBINT 2 M H D RITHERE LTI IZEN,
permit icmp any any nd-na
permit icmp any any nd-ns

FL VLAN2-v6-INGRESS DO Tl iTBHER OMENEIZIN X T, VLAN2 TO U > 7 #ifE
\ZLBE T2 Z DA ICMPV6 — B XZKHET 572910, KV RAZR== Y (permit icmp
FE80::/16 any) ZA{F L TWET, 7y /3 _E /70y 7 FXETRVEFD ICMPv6
S A TIZOWTEMEMIZE L7z, RFC, A, BLOIPv6 EAZEENH Y £7, ICMPv6
Ry bDOTZ 4B IOV THBENTWS IETE ~D VU > 7 B LR Cisco Press D
BIZOWTIE, TZ20MmoBEER (p.64) 2L T EE0,

o Microsoft Teredo D %% 1E — Teredo IZ. Network Address Translation (NAT; X hU—27 T
KU AEH) 77— b7 = A DBABUNTFET DR A MM IPv6 R — 2 #H L £9°, Teredo
DEIEEZT, W< 200X YT 4 EOBBIZONTIX, +oICBFT 50 ERSH Y £
T, F v oA Ry T =728 5 Teredo ICRT 2t et 2 U7 A HEEFEENER S
L5 £ TlE. Microsoft Windows XP SP2 35 X O Vista Tl Tredo 27 4 E—7 MR E L TL
72830, I6RATFHEERE LT, Teredo IZEDAF ¥ /A Xy NU—THETDO F oD
WSt % BhIE3 572912, UDPR— k3544 27 0w 745 ACL A% E 45 Z L aMarLT<
30 (ZOREF, 7T7BAVAVYERIZEFOT v T AN — A, & ZIZERV—Z72
Efﬁ5:kﬁf%i¢%1hﬂoﬂ%75%ﬁﬁ\%@LRL%§%LT<ﬁéWO

— http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/teredo.mspx

— http://www.microsoft.com/technet/community/columns/cableguy/cg1005.mspx#EVF

IPv6 E% = U7 4 IZBT 2 Z0OMOERIL, [ZOMOBEEER (p.64) 2L TLIEE
AN

TILFX¥RX b

IPv6 7/1/%3%172 MI, ITRXTCOZH—T T4 X Xy NI—VREFFOEERS—ERATHY,
IPV6 BT BT FXY XA NOBEHICL > TR, ZO=a T NV CTHBATEET VIOV THEE
#é%%ﬁibé%A#%DiT IPv6 v~/ F F ¥ A FEFHEET NVITHOWTHE L TRH L RE
B HEEMEIX, ISATAP ETIXIPV6 v /L F X+ A RV R — F SNRWETY, ZIIes
FEY 7 b =T OHIFITIE A<, ISATAP oY 7 A B =X LDRETT (RFC4214),

IPv6 v /L F X v A NOEATEBETRIELEELRERO 1 DX, FA N/ T A—T0OklE%E T
7?2 1//( YNBSS Z & T, IPv6 (2331 % Multicast Listener Discovery (MLD) 14,
IPv4 (255 1F % Internet Group Management Protocol (IGMP; A > % —% v h 7/ —7E#H 7w k2
V) IS LET, EFELB~ALTF XY AN ZIIL—T7 A "=y FORIBENERN S ET,
MLD AX—E7iE, VLAY 2AAL v TFN<NLTFXFY AN T 7407 DEEE, VAT—D
BHHR— FNATICHIBET A - O OEETT, ZOBERRITNIE. 12D —_— (F-i13 L
= R—=DIN—T) P EdR T 9L FXFY AN VT T 49 IR, TI7ZERA LAY R
AVFDTRTCOR—=MNITTvT 40T ENDZECRVET, T78A LAY TIE, AL v
FRMLD XN— a2 1 BERN/ FHI A=V 3 021860875 MLD AX—E L 7 &2 R—FL
TWAZENEETYT (ZNET 78R LAY TTaT VAL v 7 2FTT 5O &
nET).
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G¥)

IO =2 T IVOVERRIE S TIE, MLDV2 D7 A b FEIEFINIEFICDHT LIz, MLDV2 (3 & £ &
F 72 Linux B X OVBSD EEETH AR — K 3 TH Y . Microsoft Windows Vista ThH ViR — kX T
WE T, PIM-SSM _X— A DHERL TiL, MLDv2 AEZETJ, MLDv2 & PIM-SSM OOFfIE, K~
72 IPV6 ¥ /LT ¢ A MERLIANT OB TG DR T, 72 MLDv2 AR — F L TWRUIR
A Mt oY EF, CiscolOS Tik, PIM-SSM T 9 %7212 MLDvl L' 7R— K% MLDv2 L'7Rh—
MZwy B 735, SSMYy BT ENIEREZRILL TWhET, FEMicO W TIE, kD
URL 2 L T2 &0,
http://www.cisco.com/en/US/partner/products/ps6350/products_configuration_guide chapter09186a00801
d6618.html#wp1290106

D=2 T VT, IPv6 vV F X v A MRHEOT 7Y r— 3 X, DSM B8 X O'HME2 €5
NWTORYR—FENET, EHLDOTTNVTH, ISATAP HEZHEA L TR HTY, 2
DG CEMEMZEE 2O~ LT X v A M7 7Y r—3 2 1L, Embedded-RP 35 L O
PIM-SSM 7' )L— 7" % 9~ %5 Windows Media Services 33 &2 U} VideoLAN Media Client (VLC) T
T, vIATFXy A NEETIL, T—HF B H— T I EA LA ¥ D Microsoft Windows Server 2003,
Longhorn, 35X UF Red Hat 4.0 % — /S TRl L TWET,

CCOBLVERDNSOND RF 2 A T, IPV6 v TFF v A MIOWTEEL L fiFin s T
WET, TOF=2T T, IPV6 VAT XY A b EA F—TNCTHawr R,
Embedded-RP EFE DB/ DN TO— AR Z R\ T, REICHT 2 EEFHITEHL T
FH A, FHHIZONTIE, RO URLIZHD T ATD IPv6 v /LT F v A MIBIT 5 Web X—U %
ZRL TSN,
http://www.cisco.com/en/US/products/ps6594/products_ios_protocol _group home.html

IPv6 DE Y — L L BRI R T TH Y . BRETICEWHMZE L £4, #Ek#EH X
NTEEEY —LDE L, IPVOICHLIGLET, ZDO~==2T7 /L TlH, F¥o /82 Xy b
T — 7 ORI OWTIE, A AREE Y —E 2 (Telnet. SSH. B X USNMP) (22T DI
ZELET, MBASNTVAETEX v /32 TFAHND IPV6 KHET /S 2133 T, SNMP %
R B —ERICED, IPv6 N L TEHTAZENTEET, ZO~=a T LVOMERRHET
X, A STV S Catalyst AA v FliE, IPv6 h T 2 AR — bk O SNMP Z £ 724K — K LT
FHA, 727200 IPv6 EA D MIB/ + 7 > 7/ TFHROEHIT, Catalyst 77 v F 74— LT IPv4 K
FUAR—NEDSNMP Z2EHTHZ LICLDFAR—FEINET,

FHIZBWTHELRHENNLELINAH 9 1 D05, 7 RLRAEHTI, IPv6 IZDOWTH]
B LAV T LT T, IPv6 7 R L AERE O A LGB . KB ) SE M 72 5 T
BMENHDLZ NN ET, ZHOR Y NU—7 TR, 2520 % L+ 5 R 16T L
ADENT, WTNDAOBEBETHE LT 20, DR ERBEIV b2—F T L R =275
VERHY ET, 7 RLUAEHOMEICOWTIE, ¥R THOHEREEL VY 22— 3 v 2R
L DOBENRHTONTWET, vAIld, ZOX D RIEEOKRATHIIAE L TWET,
BEES T, XY /R RA A, v F~DT RV R T LT 0 7 AOE NSO FED 1 21%, LA
TV 7 4R MeEERT L ETT, WHT V7 4 7 ABREZEH T2 L. AL v TF DT
n—/NL a7 4 FXal—vary T, 2T LU R —RAFEFH LTI VT 0 7 A% ER
TAHZENTEET, AV F—T oA ABTa2—HF T L R —RAFEHFEHL, 4 %—
T2 ADBEEDIPV6 L7 4 7 AEFRONRDY LT 52 R TExET, WHT L7 17 28
REOERBIZRITR L ET,

s WAT V747 ZDER
6k-agg-1(config) #ipvé general-prefix ESE-DC-1 2001:DB8:CAFE::/48

s AUF =T A ARMTHMT LT 1 7 A% [ESE-DC-1] L5 5 AHITRIE :
6k-agg-1(config-if)#ipv6 address ESE-DC-1 ::10:0:0:F1A1:6500/64
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R4 —3

—grnegss W

s WHT LT 4 7 ARA U F—T oA AZELLED B TOENTNE ) D EMHERD
6k-agg-1l#show ipvé interface vlan 10
VlanlO is up, line protocol is up
IPv6 is enabled, link-local address is FE80::211:BCFF:FEC0:C800
Description: VLAN-SERVERFARM-WEB
Global unicast address(es) :
2001 :DB8:CAFE:10: :F1A1:6500, subnet is 2001:DB8:CAFE:10::/64

~

G AT V77 2L, WHZ V7 4 7 2Dl WE#M LOEHIT L — Z BB OfF
B2 E2FITTEDLD, BEOMTRERINLEL SNIBAICHELBET,

WHT V7 ¢ 7 ZAREBEDZEIC DWW T, Cisco IOS IPv6 ¥ == 7 /)L ~_— (I Z DO E#EE
Bt [p.64]) ZSHL TLIEEN,

AT EESE Ry hU— BRI (DNS, DHCPv6, T34 ZAEH . =Y 7,
Py NU—=IEH, "INV a—T 4T BXOLVER—=1) T, IPv6e ity hU—27 5
NAAZADEREYR—PFLTWVET, FHEOV AT Ry NT—JERY Y 2—3 3 L2500 TD
FEMIX. RO URL 2R L TL7ZE0,

http://www.cisco.com/en/US/products/sw/netmgtsw/index.html

EUFoENTHA—TUR

IOV =a TV TAMNSROKHE ST v N 74— THIAFT—F U T s BILON
T =<V AFROGHEZ B EIZ L TCWERA, FY U/ NACBITFAIPV6 DT T =T
BATIL, A= RT3 —< AL T, 77 v b7 =B S TITRL, —&17%
EEFRATLELET,

HEIFFEOF Y R A Xy b= DY 7 AV, BLOCPU M HEZSRETIHTE L
TWARERHVET, TNHDOIH—D2THLT TILEHLTWALEDORH L8545, IPv6 72 ED
FLWTr 7 s av—, e, £7/2137 0 ba ez Bnds e, BELEBEEMIMEEAL, =
72U, IPV6 ZRBE LR, v XA Xy hU—=F7 Vo7 TONT 7 4 v ZRARNENT
HZDOITB LW ETIEIHY TR A, IPv6 DEAIZ L > T, ERIPVE DL ST 7Y r—3i g
VRN TUAR—=FDZ—FNRNIPv6 ZRHAT DL OIR0, IPvd T 7 4 v 7 OFFARNEA T
B —ZAMNIEFIZEZL RONFET, V=T 4 T OF-DITBERETHIHB RS 7 4 v 7 &
ISATAP £ 721X FEIERE F o A2 AT 258IL M b — =~y FIZX 5T, x|
U— 7 2EROFARNEM L E9,

DSMIZBITAATF—F T 4 XT3 —< AT E2EBEFHEITIRO LB T,

e N—T v RTIRVRFFH (TI/7B8ALAY) —Ar—FE VT ICHTLEREEFEFHED 1
ONE,TIEA =Ty RT7%R) £FT A A M) Ea—Yary bA¥ AL vFT2
OO NaANEEITTEIETT, =T vy R T BRELIEIT A AN Ea— a0
A¥ T, AA v FILIPv4 & IPv6 D HF DR A N—IFRZBHF L2272 S8 A, IPv4
T® Address Resolution Protocol (ARP; 7 KL AfEk~7 v kL) &L REEEIZ, IPV6 IZIExXRA
N XY v VaDMFELET, 22 THIZEEB LTI LR, IPvd D4, @
IPv47 RLAE MACT RLZDBIZ I X1 D~y B I RBLDITR L, m%@%D\T
A RNBERTHIEHEDOIPV6 7 RV A (72X, Vorna—h, a=—ru—L, Bk
EHED T a— L 7T RLR) & 2L vTFDRAN—F ¥ v aND 12D MACT L
A LDET, BEO~ I BNFETHHAERH LR TT, RIZ, T4 AR Ea2—v3
> LA ¥ ® Catalyst 6500 £ T, MAC 7 KL & [000d.6084.2c7a] DA MMIxtfid 5 ARP =
VEMIBIORAN—F a2z N OHIERLET,
TAAPIEa—vay LA VYORRMIHIET S ARP = R
Internet 10.120.2.200 2 000d.6084.2c7a ARPA Vlan2

IPv6 %A N F o sm T B
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2001:DB8:CAFE:2:2891:1C0C:F52A:9DF1 4 000d.6084.2c7a STALE V12
2001 :DB8:CAFE:2:7DE5:E2B0:D4DF: 97EC 16 000d.6084.2c7a STALE V12
FE80::7DE5:E2B0:D4DF:97EC 16 000d.6084.2c7a STALE V12

FAN—F X v varfldl, TOFRARNMNHETD3 20O FUNBRY A RINTWVE

T, WD T KL AL, ﬂ@éf%hf%é20@7m%Awmw7%VX@IO(ﬁ?

Tay) THO., Z7a—sLIPve 7 KLU AN IPVE 7T A NUHLEMSREIC L » TERR ST
TLEEKMLTVWET, 2FBDHOT KL AT, AF— L ARHBREICL->TED YT
N2 1207 a—)LIPv6 7 FL A (7Y ay) TF (ZdO7 KL AL DHCPv6 IZ

Ko THNICERELFEH VY TONILEALHVET), ZLTIFDOT FLAX, KA
MRERLZY > Z7a—h0 T RLA (WH) TF, RANCTEHTLT KL R XA 726
CC, 1 OOFRA MIKHETH= M UL, &K1 (Vo Za—bv 7 RLUR) hoIEE
WS DA R Y 7,

N—F v RT7TI78ZABLRT 4 A NI Ea—ary LAY THATHZT Iy F 74— DX
ANR—= T —TNVHEREEREFE L., 2NHDOT—TANEED R Y b U — 7 BERIZHERIZ R 5
RNEIICT B ENEFICEETT, = N EZRIICH A LT U NS00 X A

< — D, RAN—T RANZ AL XA RO L — MR, IPv6 ITHRER N — A DIEZ

ms#%®7&ﬁxu4%x4/?®% Ep LIZHONWT, HERFEEAERTET LD, &6
T A N EFEETDHTETT,

IPv6 = /L F F ¥ A bc_lau\7fo>%§ﬁ§§§35ﬁ>%>9 1250 FEI, AR LZL H1Z, IPv6 v /L F
XY R MEFHTAEASIT. LAY 2TIPVO LT XY AR 7L —ART_NTOR— MNIT
?y74/7éﬂ7‘£b\ot9 CTBRED, T/VEA LAY TMLD AX—E 7OV R— &
TR T 52 L NEETT,
TAAMNIEa—var LAY — EFEEDO ARP/ R A N— F v v 2OREICNZ T, DSM
DF 4 AR Ea—ay bA¥ AL vFIZONTIE, IRO2ODEEBEENHY £7°,
- IPVO V=T 4 BRI T+ —FT 4 7 F, N R =T TEITTIHLERNHY F9,
-zmmi/bjmm@%ﬂ—kﬁmTTiﬁﬁé EIFMAETT, TAARNIEa2—va
¥ LA FITEIT D IPv6 ACL OERFEHEMIL, QoS (TZ7 A LA ¥inbD AN
oy hOREE~—F D), X2 VT4 (TI7BAVAVYOANNT 7 40 v 71Tk
4% DoS, AX—tE 7, k;UTE77k2@mﬁ)k@UQﬁ&ﬁ%1)74@
MHAEDLRICED, AL vFDary ra—L FL— Ikt T ABWENS OIRETT,

a7 LAY — A= VT 4RI p—< RACETHEERFHEILI, T4 AM) Ea—
yayv4%&ﬂ%f¢

HMEL IZBIFTA AT —F ) T 4 &7 3 —< L AT AEEEHIIKDO LB Y T,

7&txv4%—ﬂMm%@%?é%Q\77txv4%mﬁbfx7—559%4kﬂ
T —< U ADEBFEEIIHICHY FH A, HMEl TIET7T 7B A2 LA YR IPv6 R — bk L
RONDOT, BT REFIEIZLAEHVETA, Vo7 b7 0978 (Pl v
TENTIPVE FT 7 4 v 7)) DX AREEMENH LD T, EFTXM—DRIEIZY v 77
HARTT, =L L=k 512, IPve ZEALTZFER, 22—V IPv4 OARTZE 72T 7
Vor—a AT IPve 2325851220, U7 RIHEN IPv4 6 IPv6 (28 5 AIREMEN
HET,

TAARNIEa—vay LAY —FBEFEIT 7R LAY EREBETT,

a7 LAY —HMEl 2T 25468, 27 LAY A v TF~ORENRTRINET,
HME1 TiZ, fEH O ISATAP b RZARaT LA ¥ A v F THRIFETHAREENH Y F
T, BEFOaT LAY AL v F T, RFFEMLELEEIND bRV EICRHIGTE DN E I )
. RN—=hF—=BXORanT7 v b F—LE L HITRETAXNERHY ET, T/
AVAXYDOERTD N3NV EaT LAY A, v TR ER—FTEXZEI HLRVEAI
X, DSM IZBATT 5. £721Z HMEI O YV IZ SBM ZfiH LT, DSM 237K — h Z#1d
FT, PR KIEB L OEBRICHEHOAS v F2EHTHZ EE2MFT LTI 8
ho AT VA VICET IR —F )T 4 RT3 —< V AOEELERIT, RO 3OT
7
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— ISATAP o RNV A U F—T =2 AQEHIZL D a3y ba—)L L —r~DFE
VLAN & ISATAP N> RO 1 k1 O~ v E O I BIEET HA8A13. 2 fE
WCRDEREMENH Y £, KA Ry hU—27 Tlid, 2O~y 7tk oT, X
RED N vE CPUNBB LR TNIER Y A, A X —T x4 A0 |
n—)L FL— T, CPU MLFE L £,

— ISATAP o X NBED T L7 4 7 ARRT D, —F T—TNVOFEHRIZL D2 b
o—)L S L— DR

- VU IRHE—F 4 AR Ea—Tary b4V (R T 7 497) DHDY v
JRIAROHEINE, 27 LAY SLT—Z B 2—DT7 7V F—2ay LA v~DY
TIZIPV6 (T aT VAR 7)) ZBNT5ZL12X2 ) o IZRAROEMBEZEZ bvE
j—o

HME2 IZBIFT DA —FS U T 4 &7 b —< L AT AZEHEEIKO LB T,
o TIUEBA LAY —EZEFHIZ. DSMDOT 7 A LAY EREETT,

e TAAMNIEa—Yar LAY —HME2 CTiX, 778 RA LA VITIWET 2T VAZ v 7 &ff
HL, arofrkts—42tr 22— 77107 —v gy LA Y TOKmRIIE, FTEEE b3
NEFEHLET, 778X LA PICEHT IR —F T 4 X T 4 —~v U ADEEFIH
X, DSM DT 4 A R Ea—ay LAY ERBKETT, FERE b2 VICET 25 EHE
X, HMEl a7 LA YOBEE LFEETT, 7272 L, PURANFETLIDOE, T4 A b
VbBa—var XT7L T—XBH—DXT TV F—var LAY AL vy TOMETT
T, RMICE>TIE, TAA RNV Ea— gy AL vFT L2209, Dpnw bz
o256 b0 ET, £, MELD MU RANFEETIHENHY £, WIFhicd
X, T % Catalyst 77~ R 7 4 —LMBIPv6 bR VT EAN— R =T THAR—F LT
WHUE, TED PRV RH-TH, N7 3=~ AEREIARATF—F VT 4 ORENET
HZ LI ERA,

© AT LAY —HME2 DA, a7 LA YIIIPVA T AROT, 27— )7 1 /o3
T A=< AL TRHETRE AT A,

SBMIZEBITF AR —FENF 4 L RT p—< L AT AZEFHEIIKOEEBY TT,

e TIUVEBALAY —SBMODOEAS. T7EA LAVILIPVA FITRDT, Ay —LFE 718
T A=< AZE L TRIZEBETRESETH Y A,

o TA4ANIEa2—valr bA4¥Y —SBMOEAE . T4 AN Ea—Tay LA VILIPv4 21T
ROT, A7 —VEHIINT7 3=~ ACEH L TEICEET R ATIH Y ¥ A,

o AT LAY —SBMOEE, a7 LAVIXIPVAEIT DT, Ar—LE3 T p—<w R
WL TRICEBETRE AT A,

e —t 27y —HMEl ®a7 LA FVICAONDIEEEHEHOL N, Y—E R Tav
ALy FICETTEY 9, ME—DHERIT, —E X 78y 7T ISATAP k3L & FH)
RE R RNDE ST EFICAA vF X7 TREGTH 2 LT, SBM OFEIL, AA vF 2
TN RNEIRORAE] S, P RABREZTZEARIE N — X Ty JICAL v F
ZBMLTRHETE A0, KB b R A_— AR N ARRIC 2 5 5T, A v
ORI L DA r—NVOYERIE, 27 LA ¥ (HMEl) TiZR#ECY, £HORy hv—7
Tuavr (FrRvA, F—EEBLUEZ—, WANRE) ZHGETH LS. a7 oL g
EINHDHNHTT,

TaATIWABYY ETIL —RE

Z 2T, DSM OFEEIZDOWTHA L E 3, EIX. VLAN, v —7T 47 HARE, FrED
DT EIATVWET, VLAN, MBS v X —T =2 A7 Y 2L OBRTITIPV6 KA TlxdH v £8
he DSM BT 5D VLAN O E L, IPv4 & IPv6 THIE TN, BREMT D720 G & bR
LTWET, REBNL, 2 200AA vF (@, AULAYROT | Fi3HAICERT 5
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T) AZOWT DI, FDET > ayTHATIEHS Bl v—FT 427, HAR YY) IZRB- T
WLET, FXY R Ry NV HOKEAL v FOBREERKONEIZX, Tk —FEY A M)
(p.66) ZHL TLIEE,

FvrarTaAT L avy NiE, T _XTRIXETRLET,

Y bT7—9 FROD

WIZ, T _XTHODSM REFOREAEL L TWAHKERLET, K111%, 20 DSM AT
HAR—FDOLAT T MERLTWWET,

= 11 DSM v kI—% +rROY — YER—
G4/2’—|—‘ G2/5 T8/2 T2/2
G4 G2/4 T8/1 T2/1
G1/0/26 ‘T‘ G3/2 G2/2 ’T‘ G3/3
G1/0/25

6k-dist-2 6k core -2

G3/1 G2/1 G3/2
6k-agg -2 6k -acc- 2

3750-acc-2

— B3 ’.-

T1/1 T1/1 G2/3 G2/3 T8/3 T8><

VLAN 3
==

7)1/7\9 vy

I IPv6/IPv4

VLAN 2
Ly £.0.2.2.8
3750-acc-1

6k-dist-1 6k-core-1 6k-agg-1 6k-acc-1

G1/0/26 G3/2 G2/2 G3/3

G1/0/25 G3/1 G2/1 G3/2
G4/2 G2/5 T8/2 Tol2 &
G4/1 G2/4 T8/1 T2/1 &

B 1212, ZODSMEREEDIPV6 7 FL v v/ 702 R LET, HERLTT5720IC
Xy NI =2 DA T LT 4 7 AN EEIRLTWET, ZO~==2 7 LTl T 5T XTOE
FTHATHEH LTS IPv6 /48 7' L7 ¢ 7 A%, [2001:db8:cafe::/48] T,
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B 12 DSM %y k—% rROS —IPV6E 7 KLy U4

IVA—T514 X&HD
IPvé 7LJ49R:

2001: :cafe:/4
:7003::b222:2020/64 ‘—l—‘ :7003::d444:4040/64 001:db3:cafe:/48

:7002::0222:2020/64 ‘ :7001::d444:4040/64
:7008: d444 4040/64 ‘T‘ :7008::f666:6060/64
:7007: d444 4040/64 :7006::1666:6060/64

6k-dist-2 6k core -2

6k- agg -2 6k-acc-2

3750-acc-2

VLAN 3 / g7

:3: 164

VLAN 2 E/ y—

12::/64 =i
P — I ——
3750-acc-1

VLAN 10
:10::/64
6k-dist-1 6k-core-1

6k-agg-1 6k-acc-1

:7006::01"733:3030/64 :7007::555:5050/64
:7005::¢333:3030/64 :7005::555:5050/64

:7001::a111:1010/64 H :7002::¢333:3030/64
:7000::a111:1010/64 :7000::¢333:3030/64

(1):7004:a111:1010/64 (3):7009::¢333:3030/64 (5 :6506::€555:5050/64
(2) :7004:0222:2020/64 (4):7009::0444:4040/64 () :6506::1666:6060/64

220113

WA L H—T 2 AIMAT, V=T N7 A H =T 2 A ABILORVLAN A VF—T = A
AIZHIPV6 7 RLARE D S THNTWET, R6IZ, AA T, S F =T A, BLOS
VE—T 2 A ZADIPV6 T KL AZRLET,

x6 AAYF. AVE—TA R, BLVIPv6 7 FLA

RALYF A3 —Tx4R IPv6é 7 FL X

3750-acc-1 VLAN2 2001:db8:cafe:2::cac1:3750/64

3750-acc-2 VLAN3 2001:db8:cafe:3::cac2:3750/64

6k-dist-1 Loopback0 2001:db8:cafe:6507::a111:1010/128
VLAN2 2001:db8:cafe:2::al111:1010/64
VLAN3 2001:db8:cafe:3::al111:1010/64

6k-dist-2 Loopback0 2001:db8:cafe:6507::b222:2020/128
VLAN2 2001:db8:cafe:2::b222:2020/64
VLAN3 2001:db8:cafe:3::b222:2020/64

6k-core-1 Loopback0 2001:db8:cafe:6507::¢333:3030/128

6k-core-2 Loopback0 2001:db8:cafe:6507::d444:4040/128

6k-agg-1 Loopback0 2001:db8:cafe:6507::e555:5050/128
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®6 ALYF. AVE—TIAR, BLUIPV6 7 FLR (#E)
AAYF A2B3—T 4R IPv6é 7 KL R
VLANI10 2001:db8:cafe:10::e555:5050/64
6k-agg-2 Loopback0 2001:db8:cafe:6507::f666:6060/128
VLANI10 2001:db8:cafe:10::f666:6060/64
6k-acc-1 VLANIO 2001:db8:cafe:10::dcal:6506/64
6k-acc-2 VLANI10 2001:db8:cafe:10::dca2:6506/64

I8 IVLAN DEEE

WELp2p V v 7 OFGEIL. IPvd OLE ST TT, ROBIE, 6k-dist-1 & 6k-core-1 DED Y
VI T A pp A H—T 2 ADRETT,

o Ok-dist-1:
ipv6é unicast-routing #Globally enable IPv6 unicast routing
ip cef distributed #Ensure IP CEF is enabled (req. for
#IPv6e CEF to run).
ipvée cef distributed #Globally enable IPvé6 CEF.
|
interface GigabitEthernet4/1
description to 6k-core-1
dampening
load-interval 30
carrier-delay msec 0
ipvé address 2001:DB8:CAFE:7000::A111:1010/64 #Assign IPvé address
no ipvé redirects #Disable IPv6 redirects
ipv6é nd suppress-ra #Disable RAs on this interface
ipvée cef #Enable IPv6 CEF for this intf.

e o6k-core-1:

ipv6é unicast-routing

ip cef distributed

ipvée cef distributed

!

interface GigabitEthernet2/4
description to 6k-dist-1
dampening

load-interval 30
carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7000::C333:3030/64
no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

WETIEH D FHAN, p2p V7 TIHERADEFEET 4 E—7 ML TELELWTLE I,
I ERESND p2p V7 Tl RAIIARETYT, £/, YT v b 74—Lbba—RK =Tz
NZE ST, ipvbeef A U F—T 2 A AT LIZA F—T M LR THLWIGAERH 5 AU
EELTLEEY, ZofITIE, A ¥ —7xA A ETIPv6 CEF ZFEIIA X—T/MZT D7z
OOZREKRELT, ZOoavwr REFEHLTWET, 2720, Hilvva— K A"—T a3 T,
IPV6 2=F ¥ A h V=T 4 T RT 0 —r Ul R—=T S, A o Z—T = A AL TIPv6
WA RX—=T N Thiud, BB Z ORBENFEITINET,

Catalyst 3750 35 £ TV 3560 A1 » F T, Ternary Content Addressable Memory (TCAM; Ternary
CAM) ZHIOHMIZEHTE 5 L 51T 572012, #Y)72 Switch Database Management (SDM)
TUT— N A X—TINZT HMENREH Y £, 3750-acc-1 35 L VY 3750-acc-2 TlE, sdm prefer
dual-ipv4-and-ipv6 default =~ > K% ffff] L C, [dual-ipv4-and-ipv6] SDM 7 > 7' L — RN &R E L
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TWEJ, sdm prefer 2~ > KEB# T 57 7 L— MIOWTOFEMIZ, RO URL 22 LT
<TEEy,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225see/scg/swsdm.htm#

TIBAVLVAYITIAAL v FZTEIZ1 2O VLAN 2 L CTWEJ, %75 VLAN 2DV TCIEEA
LEHA, ZHOED VLAN ZEHDOT 7B A LAY AL v FIZEEND L3R, T4 A b
YEa—vay LAY TRMIINLTHET, ROBIE, 3750-acc-1 3 L TN 6k-dist-1 @ VLAN2 %
ETT,

e 3750-acc-1:

vtp domain ese-dc
vtp mode transparent
! #VTP and STP configurations
! #shown for completeness, but not
! #specific to IPv6
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree portfast bpduguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 2 #VLAN2 - Data VLAN for 3750-acc-1
name ACCESS-DATA-2
!
interface GigabitEthernetl/0/25 #Physical intf. to 6k-dist-1
description TRUNK TO 6k-dist-1
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 2
switchport mode trunk
switchport nonegotiate
load-interval 30
|
interface Vlan2 #VLAN2 with IPv6 address used for mgmt.
ipv6 address 2001:DB8:CAFE:2::CACl1:3750/64
no ipvé redirects

e 6k-dist-1:

vtp domain ese-dc

vtp mode transparent

!

spanning-tree mode rapid-pvst

spanning-tree loopguard default

no spanning-tree optimize bpdu transmission

spanning-tree extend system-id

spanning-tree vlan 2-3 priority 24576 #6k-dist-1 is the STP root for

#VLAN2, 3

|

vlan internal allocation policy descending

vlan dotlg tag native

vlan access-log ratelimit 2000

!

vlan 2 #VLAN2 defined for 3750-acc-1
name ACCESS-DATA-2

!

vlan 3 #VLAN3 defined for 3750-acc-2
name ACCESS-DATA-3

!

interface GigabitEthernet3/1 #Physical intf. to 3750-acc-1
description to 3750-acc-1

switchport

switchport trunk encapsulation dotlg

Campus Networks [Z3517% IPv6 BAH A K
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switchport trunk allowed vlan 2
switchport mode trunk
switchport nonegotiate

no ip address

load-interval 30

spanning-tree guard root

!

interface Vlan2

description ACCESS-DATA-2
ipv6 address 2001:DB8:CAFE:2::A111:1010/64

no ipvé redirects

- >
— —

#VLAN2 intf is VLAN termination
#point for trunked VLAN from 3750-acc-1

#IPv6e address and prefix used for
#Stateless autoconfiguration for VLAN2

ST 2T MINVT B AZ v 7 AL TCOERAN, 77 EA LA ¥ O Catalyst

3750 B L3560 TlIAZ v 7 NELHERENE T, AA v F R¥ v 7 2T H5EA. IPv6 1T
IPv4d LIFIERERICY R — R ENET, AL v F AFX v 7 BERT D55 D IPv6 (DWW TOFERM

X, DO URL &M LT 7Z &0,

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225see/scg/swipv6.htm#wp1090623

IW—T 1 2T DEFE

BIR L7= X 912, DSM TD/L—F ¢ > 7%, EIGRP for IPv4 3 J Y OSPFv3 for IPv6 Z {7 L Ti&
ELET, OSPFV3 OFRTEIL, VA aNHEET 5% ¥ L R AKFHIATBEZR R Y it > TV E T,
OSPFv2 i I ATRE 72 HERE C. OSPFV3 IZHEA T O LD H Y £, TiICE#Ha o =V = R &
FEFA HRY L T AMEEE T3, 6k-dist-1 38 L 8 6k-core-1 A A »F TP OSPFv3 DR EZ T LET,

e 6k-dist-1:

interface Loopback0

ip address 10.122.10.9 255.255.255.255

ipv6é address 2001:DB8:CAFE:6507::A111:1010/128
ipvé ospf 1 area O

!

interface TenGigabitEthernetl/1

description to 6k-dist-2

ipv6 address 2001:DB8:CAFE:7004::A111:1010/64
ipvée cef
ipvé ospf
ipvé ospf

network point-to-point
hello-interval 1

#Address used for RID on OSPFv3

#Part of area 0

#Defining network type as p2p
#Lower hello/dead intervals as a fail-safe

#for lower convergence times. p2p links do
#not use hello/dead as the primary
#detector of link/node failures.

dead-interval 3
1 area 2

ipve
ipve
!
interface GigabitEthernet4/1

description to 6k-core-1

ipv6 address 2001:DB8:CAFE:7000::A111:1010/64
ipvée cef
ipvé ospf
ipvé ospf
ospf
ospf

ospf
ospf

network point-to-point
hello-interval 1
dead-interval 3

1 area 0

ipve
ipve
!
interface GigabitEthernet4/2

description to 6k-core-2

ipv6é address 2001:DB8:CAFE:7001::A111:1010/64
ipvée cef

ospf network point-to-point

ospf hello-interval 1

ospf dead-interval 3

ipveée
ipvée
ipve

r Campus Networks [Z35(75 IPv6 BAH A K
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ipve
|

Fazrzravy ®FL—= A

ospf 1 area 0

interface Vlan2
description ACCESS-DATA-2

ipve

ipve
ipve

ipve
ipve

!

address 2001:DB8:CAFE:2::1/64 anycast #0One way to provide gateway
#redundancy for the mgmt interface
#on the 3750-dist-1. This anycast
#address is used on both
#distribution layer switches
address 2001:DB8:CAFE:2::A111:1010/64

nd reachable-time 5000 #Lower the NUD-reachable time to provide
#basic first-hop redundancy for the hosts
#in VLAN2. This command is used on both
#distribution layer switches' VLAN
#interfaces.

cef

ospf 1 area 2 #Per the campus best practices - Access
#VLAN is not in area O

ipvé router ospf 1

router-id 10.122.10.9 #RID using Loopback0
log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 10 #Summarize the /64 prefix for

#VLAN2/3 into area 0

area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Vlan2 #Do not establish adjacency over

#VLAN2/3 with 6k-dist-2

passive-interface Vlan3
passive-interface Loopback0
timers spf 1 5 #Lower the SPF throttling timer for

#convergence time improvement. In campus
#inetworks these values have been tested as
#low as 1 and 1 without issue. Adjusting
#these values should be well understood
#and consistent #between all switches in
#the campus

6k-core-1:

interface Loopback0
ip address 10.122.10.3 255.255.255.255

ipvé
ipve
|

address 2001:DB8:CAFE:6507::C333:3030/128
ospf 1 area 0

interface GigabitEthernet2/1
description to 6k-agg-1

ipve

ipvé

ipve

ipve

ipve

ipve
|

address 2001:DB8:CAFE:7005::C333:3030/64
cef

ospf network point-to-point

ospf hello-interval 1

ospf dead-interval 3

ospf 1 area 0

interface GigabitEthernet2/4
description to 6k-dist-1

ipve

ipvé

ipve

ipve

ipve

ipve
|

address 2001:DB8:CAFE:7000::C333:3030/64
cef

ospf network point-to-point

ospf hello-interval 1

ospf dead-interval 3

ospf 1 area 0

ipvé router ospf 1

| oL-11818-01-J
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router-id 10.122.10.3
log-adjacency-changes

auto-cost reference-bandwidth 10000
passive-interface LoopbackO

timers spf 1 5

EFEDIGP X A ~— 52 BETHEEOHEBIIOWTHML TB ZENEETT, Fr /%4

Fy hU—=JF, TEHRTHLS 2o N"—TUFT 5 L5125 quﬁ“ébEﬁ)EbDi‘é‘ Fo, Fyr v
RAFy NT—=21F, 790 FFHITWAN BE LT, LV EEICF2—=2 L7 IGP #
A ~—TEWETEET, ZONL—TF ¢ THEWIT, /x:mév/ﬂz CRHT AR IR I
SNWTWET, EEORy NT—7IZE AT DHHIIZ %:7/%@:/7%2%k A ~—1l
®%ﬁmow1ﬁﬁbfﬁ<ﬁgﬁbbi¢oyx:@%%/ﬂxﬂu T AR T

T4 A RFaAy MZOWTIE, [ZOMoOREEE] (p.64) 2BBLTLIEEN,

N FTRLSEY) T4 DEHTFE

DSM (21T D HAXETOERILX, FAA v TF (T4 AN Ea—vary, a7, BLOT—4%&
NT A 7?)?—V9/V4?L%%)%20¢0%@éﬁ6 L L. IPv4 B IOV IPV6 /L—

?4/7&&%?1 =SV LB AL T NITHD kff ZDETIVRLE
RBAIE. VN v — . FaT A= N P RIEA LUET LB A DB STk
BT HMENH Y F7, Non-Stop Forwardmg (NSF) . Stateful Switchover (SSO) e, —Eo
HA BERETIE, Catalyst 77 > b 7+ —AIZEIT L IPv6 Y AR— F SN THRWGEENRH Y £7,
Bt D7Z v b7 4 —2 LY 7 b7 =7 T, NSF/SSO & IPv6 ZHFH TE 2 E ) E R L
TLIEEN,

QoS MEXRE

DSM (28T % QoS DFTEIL, IPv4d DIGALFERETYT, N¥E., v~—F 7, Fa—A 27, BX
UTJ//7®tb®f)/~m\ﬁx&v—#~6x®ﬁﬁmiofk%<£&0i¢o
XAV ITDEIATBLIOYR—FENEAF2—Hb, YS9y NI+ —A, FE594 00—
RiZE - TR Y F9, 6k-dist-1 TOERNRFREEZRLETN, ZNEHL ETSEHTT,
BRI 570, —HDOA v —T A4 ABEKLTWET,

o Ok-dist-1

mls gos

!

interface TenGigabitEthernetl/1
description to 6k-dist-2

wrr-queue bandwidth 5 25 70

wrr-queue queue-limit 5 25 40
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue cos-map 1 1 1

wWrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
wWrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
mls gos trust dscp
|

interface GigabitEthernet3/1
description to 3750-acc-1
wrr-queue bandwidth 5 25 70

Campus Networks [Z35(75 IPv6 BAH A K
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wrr-queue queue-limit 5 25 40

wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue cos-map 1 1

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100
50 60 70 80 S0 100 100 100
100 100 100 100 100 100 100 100
100 100 100 100 100 100 100 100
60 70 80 90 100 100 100 100

wrr-queue cos-map
wrr-queue cos-map
Wrr-queue cos-map
wrr-queue cos-map
wrr-queue cos-map
Wrr-queue cos-map
mls gos trust dscp
!

interface GigabitEthernet4/1
description to 6k-core-1

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue cos-map 1 1 1

w w wwwnN
a s w N
oW N o R

40 80
70 80
80 100
80 100

N BN B

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp

TILFX¥ X FDERTE

DSM Tif, IPv6 ¥ /VFF ¥ 2 hNERIIYFR—FEINFET, IPv6 /LT F ¥ X h&FHIZ D~
= 7V CIEHH L EH AN, 3750-acc-1, 6k-dist-1, 6k-core-1, 35 X TN 6k-agg-1 (RP & L CHj
E) AL v FTOIPV6 vV F X ¥ A MRKEEZRLET, ITEALEOREFI/NE /2 DTT A,
ELED —BWEZHIRETZ72DIC, T78A LAYNLT 7V A=Y ary LAY ETORLTWD

i‘a‘o
* 3750-acc-1
ipve mld snooping #Globally enable MLD snooping (see note below)
o Ok-dist-1
ipv6é multicast-routing #Globally enable IPv6 multicast routing
e O6k-core-1

ipv6é multicast-routing

o Ok-agg-1

ipv6é multicast-routing

|

ipv6é pim rp-address 2001:DB8:CAFE:10::e555:5050 ERP #Embedded-RP is being used
#which requires the local
#definition of the RP.
#This command line states
#that this switch (v6 address
#on VLAN10) is the RP for any
#group permitted in the ACL
#ERP

Campus Networks [Z3517% IPv6 BAH A K
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ipvé access-list ERP #ACL to permit Embedded-RP group range
#FF7E:140:2001:DB8:CAFE:10::/96
permit ipvé any FF7E:140:2001:DB8:CAFE:10::/96 log-input

BN R4~ X = L%, PIM-SSM ¥ 7-/Z Embedded-RP % [+ %54, IPv6 v /L FF ¥ A |k
A X—TNWZT D200 CLLATNFIARETH D &9 8 T9, PIM-SSM O L% Hi T 584,
lipv6 multicast-routing | % 7" 12—/ N)L|ZA R — 7°/M'l:‘§”%’> 72T TRTO IPV6 XA X —

7 A ATHBEIIZ PIM 231 X2—7 /U270 £, 1L, IPv4 = /L FF % X FOBEMEE DR
X pFESR T,

FREOFITIX, LAY 2 AA vF (3750-acc-1) (ZILIPVv6 ¥ /L F F ¥ X ks DOFRFKEE /1 23 BT,
YNFXRYANET VT 4TI AL LTWAR—=MNIOHR, SATFXXY AN NTFT7 497 %
BET 572D T, ZIUIMLD AX—E U T A2 A RX—T/WCTHZ LIZL o TERINET,
3750-acc-1 AA v F TMLD AX—VE > 7 %A F—T /WZEE L, 6k-dist-1 (I L 6k-dist-2) T
IPv6 ¥V TF X ¥ A N —TF 4 U T A F—T IEET HZ LI2L Y, 3750-ace-1 (X, WD
TAAMNI Ea—Yary bAY A v T &, v—hlERINv VTR A b Lb—FE L
TR TEDL LI £,
3750-acc-1#sh ipvé6é mld snooping mrouter
Vlan ports

2 Gil1/0/25(dynamic), Gil/0/26 (dynamic)

TIRAVAY AL T TIN—TBT 7T 4 7GE, TDOITN—TIZHATHEREFERT

TET

3750-acc-1l#show ipv6 mld snooping address

Vlan Group Type Version Port List

2 FF35::1111 mld v2 Gil/0/25, Gil/0/26

6k-dist-1 Tix, PIM, ¥/ FFx R h b— h  RPF, BLOI NV—TICHTH1F#H %, IPvd D
ALFEILEIICFRTEET, PIM-SSM (FE35: 111D 2 L TWA T 7T 47 Zv—FDH
RO ERBY T, ZDAKY—AIL 6k-core-1 A1 v F b EE L, VLAN2 (3750-ace-1) 1 >~
H—T 2 A AMBIEINET,
6k-dist-1#show ipv6é mroute #"show ipvé pim topology" can also be used
Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(2001:DB8:CAFE:11:2E0:81FF:FE2C:9332, FF35::1111), 19:58:58/never, flags: sTI
Incoming interface: GigabitEthernet4/1
RPF nbr: FE80::215:C7FF:FE24:7440
Immediate Outgoing interface list:
Vlan2, Forward, 19:58:58/never

W—TY K F7OERXDETE

N—T v R T2 AEFEEHT L6, v o RZHEIIKT 2 ERETIL, 778X LA
YBLOT A AN Ea—Yay b, VPOREIZHEAINET, EROFHTIEIT 7R LA
YRULA V27O R—R FTHY, HADLA T3 arF—F 2 MEIT A A M) B a—
vary LAVICHFEL TWEDIZR L, V=T v R T 7 v ARFEHEHATDE, T78Z2 LA
YRNL—FT 4 T EEITLET, L—TFT v R T 7 BARHOFE &R EIZOWNWTIE, 2O~v==
TATIEIHALEYA, 2720, 72— A — 33— /\7%~?/X7§)F‘JL@“6M L. A= T
VY—NRTIF 47 arB—R o FTIERWE W BEHEAEENS, ZOREHILL DI AHF
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Fazrzravy ®FL—= A

—ZE S THAYWTT, V—T v K 77 RAE: éliﬁ“éﬁX&?—fJ%@“ NI e
VA, EAEOREEEEB LT, 2O 7T, ZOREHIBIT D IPve DFEEIZHONT
HBALET,

DSM % /V—7 v R 7 7 2 AFHZ T A ImRIE, FEFICHETT, WERT7 7y —A Ay 7 7'a
F I A~OEKGERIR Y EINDZEH, TZERA LA VYOERKELED 1 5T, EAMIC, 7
THEA VLAY AL v TFIEIPVONV—T 4 TEFNNIL, bTF2 7 Vo7 EBA—T v KU 7IZ
FELET, ZLTCT A A NI Ea—Yary A4 vFid, T7BZA LATYDEDIT T 7L
VLAN ZHIBR L E 9,

1312, =T v RT727%AarviR—3xrbaegte, BFHE%EODSM bR P2 RLET,
FUAPIEa—2ary bAYDT vy T AR —ATIIMBEERE LARNO T, ZORIITEE X
NETI7E8ALLAVYETFT A AN Ea—Yay LA YETERLET,

B 13 DSM rROD — L—F v K 7o REE

:700d::cac2: 3750/64"'" :700d::b222:2020/64
:700b::cac2:3750/64 :700c::b222:2020/64

6k-dist-2
3750-acc-2
VLAN 3 / = E
siiot )tk 3
:3::cac2:3750/64 & T |
:2::cac1:3750/64 ¢
oA lg =]
:2: /64 — |
3750 -acc-1
6k-dist-1

T
:700c::cac1:3750/64 :700b::a111:1010/64
:700a::cac1:3750/64 :700a::a111:1010/64

220114

B3TIE,. 778A VLA YET A ARV Ea—ary LAYOEOY 708, TR 7 &
Nz A Y2V 07 TiER, =Ty R U 7IZKRoTWET, ZOHLWI 7121 IPv6

TRy T EN—T 4 ITRERESINTEY, VLANHNOFA ME, 77&8A XA vTFD

VLAN A v Z—T =2 ZADIPv6 T KL 2% FT7 4L s F—F+ Tz L THEHLEST, kO
FEFNL. 3750-acc-1 35 LN 6k-dist-1 A4 v FICEHHT AR ELZ R L TWET,

e 3750-acc-1

ipvé unicast-routing #Globally enable IPv6 unicast routing
|
interface GigabitEthernetl1/0/25

description To 6k-dist-1

load-interval 30

carrier-delay msec 0

srr-queue bandwidth share 1 70 25 5

srr-queue bandwidth shape 3 0 0 0

priority-queue out

ipvé address 2001:DB8:CAFE:700A::CAC1:3750/64 #Link is now a routed link

ipv6é nd suppress-ra

ipvée ospf network point-to-point #OSPFv3 1is configured in order to
#establish a peer relationship with
#6k-dist-1

ipvée ospf hello-interval 1
ipvé ospf dead-interval 3

| oL-11818-01-J
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ipvé ospf 1 area 2
no ipvé redirects
mls gos trust dscp
!

interface Vlan2
load-interval 30

#Link is in area 2

ipvé address 2001:DB8:CAFE:2::CAC1l:3750/64 #VLAN2 on this switch becomes the

ipvée ospf 1 area 2

no ipvé redirects

|

ipvé router ospf 1
router-id 10.120.2.1
log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 stub no-summary

passive-interface Vlan
timers spf 1 5

o Ok-dist-1

2

interface GigabitEthernet3/1
description to 3750-acc-1

dampening
load-interval 30
carrier-delay msec 0

#first layer 3 point for the hosts
#in VLAN2 - the link-local address
#on VLAN 2 will be the default
#gateway for the hosts

#VLAN2 is in area 2

#Per the Routed Access Design guide - the
#area (area 2) for the access layer
#prefix is a totally stubby area

ipvé address 2001:DB8:CAFE:700A::A111:1010/64 #Link is now a routed link

no ipvé redirects
ipvé nd suppress-ra
ipvée cef

ipvé ospf network point-to-point
ipvée ospf hello-interval 1
ipvé ospf dead-interval 3

ipvé ospf 1 area 2

wrr-queue bandwidth 5 25 70

wrr-queue queue-limit
wrr-queue random-detec
wrr-queue random-detec
wrr-queue random-detec
wrr-queue random-detec
wrr-queue random-detec
wrr-queue random-detec
wrr-queue cos-map 1 1
Wrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map

mls gos trust dscp
!

w w wwwnN
ua s w N

ipvé router ospf 1
router-id 10.122.10.9
log-adjacency-changes

5
t
t
t
t
t
t

<o W N o R

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

auto-cost reference-bandwidth 10000

area 2 stub no-summary

#Link is in area 2

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100
50 60 70 80 S0 100 100 100
100 100 100 100 100 100 100 100
100 100 100 100 100 100 100 100
60 70 80 90 100 100 100 100

#Per the Routed Access Design guide - the
#area (area 2) for the access layer
#prefix is a totally stubby area

area 2 range 2001:DB8:CAFE:2::/64 cost 10 #Send a summary into area 0 for

r Campus Networks [Z35(75 IPv6 BAH A K
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#prefix "2" in area 2
area 2 range 2001:DB8:CAFE:3::/64 cost 10
area 2 range 2001:DB8:CAFE:7004::/64 cost 10
area 2 range 2001:DB8:CAFE:700A::/64 cost 10
area 2 range 2001:DB8:CAFE:700B::/64 cost 10
passive-interface Loopback0
timers spf 1 5

3750-acc-1 @ [show ipv6 route| tH71i%, 2 2DFT 4 A MU Ea—v gy LAY AL v TFnLEE
T5T 74NV ML= ERLTOWET (ZOTFT 74V NI, AV F—Fy by URaT LA
YICHH T 2T v T A M) =L AL v FIZL o TA V=7 FENET),
3750-acc-1l#show ipvé route
IPv6 Routing Table - 13 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary

O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2

ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

oI ::/0 [110/11]
via FE80::213:5FFF:FE1F:F840, GigabitEthernetl/0/26 #6k-dist-2
via FE80::215:C7FF:FE25:9580, GigabitEthernetl/0/25 #6k-dist-1
C 2001:DB8:CAFE:2::/64 [0/0]
via ::, Vlan2
L 2001:DB8:CAFE:2::CAC1:3750/128 [0/0]
via ::, Vlan2

ZOHNIE, HLETHBCHS A,

DSM T/v—7 v R 77 ¥ ARG 2 M4 256, 9 1 DEET L5 RUE, IPve /L F F ¥ A b

®%ET¢O7&txv%%X4/%@w—74/7%£ﬁﬁé@f Ty bU—7 OO
GTHEHASNTVWAOHA R PIMEZ AL v TFRYR— T HXIICRETHLERS Y 7, Al

D 6k-dist-1 D~ /LFF ¥ X Mg Tl LA PIM-SSM % 721% PIM-SM & Embedded-RP O

HBEDENMEATEES, EOTI7BRA LAY TT Y F 74 —LNIPV6 /L TFF v A b L—

T AT Y R—TDH0, EOT—RNX—Va r ThOINEWERTDHIENERTT,

VAADN—T v BT 7 RARIHIOWTOFEMIL, KO URL AL T IZEW,

» [ Campus SRNDs—Routed Access and High Availability)] —

http://www.cisco.com/en/US/netsol/ns656/networking_solutions_design_guidances_list.html#anchor2

» [Routed Access Q&AJ —
http://www.cisco.com/en/US/netsol/ns340/ns394/ns147/ns17/netqa0900accd8045965a.html

s [Routing in the Wiring Closet]| white paper —
http://www.cisco.com/en/US/netsol/ns340/ns394/ns147/ns17/networking_solutions_white paper0900a
ecd804c6e73.shtml

NATYy K ETIL—H110DEE

HMEl O F % L /%2 %y U — 2713, KRS IPvd DR TT, F¥ 232 Xy hT—27 D IPv6
AL, a7 LAY THREYVET, 22T, a7 LA VTOREDIENIT, RA DOIEARAZ
ISATAP R EH R LET, AR L= L 912, HMEl Tl 7 LAY ST —H B XA—FTF =
TNAK 7 EBERLET, ZHHORTILDSM TOHRE LR L7200 T, HMEL £5 /VIZHEA
TIEH Y FHA, DSM DOEEE Y v a VLK. 22 THEADEMEIZ OV T 7238 E
FlarmLET, FEEEEICONTIE Mfiek —5%EY A~ (p.66) ZZHL T EIN,

| oL-11818-01-J
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W A\ (JUyFEFIL—Hl10EE

2y bI—4 rAROY

HMEl hARa POMHESD 1 DX, T4 A M) Ea—T 3 LA P T Catalyst 6500 Tid7e <
Catalyst 3750 A1 v FOXT EZHEH L TNWLHETT, ZIUIT AN THROHERNZ DL H 1T/
TWEnRBHIZBET, MPMERH LD TH, ZADHREFEHEE WO DT THLH Y FHA,
14|IZHMEl D%y hU—7 bRV ZRLET,

= 14 HME1 Qxy F7—% +ROD

= 754 <) ISATAP > ®RJL

"UER L H A ISATAP R

3750-dist-2  6k-core-2
A = | l_) L—TF 18y % 3-10.122.10.103

I y ___—
VLAN 3 | o > L—TF 18w % 2-10.122.10.102
10.120.3.0/24 @——' ul

vianz [, AL ' > L—718v% 3-10.122.10.103
10.120.2.0124 > Sammmmny’ B |_> L—TF 18y % 2-10.122.10.102
3750-acc-1 Bl

3750-dist-1 6k-core-1

@ 2001:db8:cafe::c333:3030/64 - P2P Link @ 2001:db8:cafe:2::/64 - Prefix for Tunnel2
(2) 2001:db8:cafe::d444:4040/64 - P2P Link (4)2001:db8:cafe:3:/64 - Prefix for Tunnel3

220115

ORI, TI7BA VLAY TOIPVET KL w7 (KA RN ISATAP b VRV OHENT
), a7 LAY TOIPVEAT Ry 7 (RA RPN ISATAP Of&daAR A > M & LT .
BERa7 vA4v¥Tp2p U7 LISATAP bRV L7 4 7 ZAOWMFITHH 415 IPv6 7 R
Ly v ZaPLELTHWET, ZORTETIE, WiFoaT A4 v FRITHRUIPVE T KL A%
EEHETAHINRICRESINTN—T N7 A F—T =2 A Z&MHA LT, ISATAP 7 7 £ AD /A
TRATGEVT 4 BERLTNWDIENRDNYET, T7EBA LA VYDOKISATAP R A ST L
T4 AD—EWEREOT=DIL, TITAIBIONNY I T v 7O SO ISATAP k> 3 IVIZIHE
LAV 747 A&MHLTWET,

IR TE

WEOaT LAY AL v FOREERLET, ZTRNHOREICIL, T4 AN Ea—var b
A¥&ar 1/4”V1EIJ0>/(/§? 7:4’1717‘7%.5&2}%?“&7 FAUARNIEa—Ygy LA
YET I BA LAYITBITS IPv4 S OFEIL. BEFEOF ¥ VR ARGICET A N 757
T A RIS NTEBY, ZZTIEHBALEE A, IPv4 ORTCHEEZELHRTEEEIT e —&E
UA K] (p.66) #ZML T EEW,

* O6k-core-1

interface GigabitEthernetl/1
description to 3750-dist-1

dampening

ip address 10.122.0.41 255.255.255.252
no ip redirects

no ip proxy-arp

Campus Networks [Z35(75 IPv6 BAH A K
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ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernetl/2
description to 3750-dist-2
dampening

ip address 10.122.0.45 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
interface GigabitEthernet2/3
description to 6k-core-2
dampening

ip address 10.122.0.21 255.255.255.252
ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE::c333:3030/64
ipvé ospf network point-to-point
ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

mls gos trust dscp

6k-core-2

interface GigabitEthernetl/1
description to 3750-dist-1

dampening

ip address 10.122.0.49 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernetl/2
description to 3750-dist-2

dampening

ip address 10.122.0.53 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
interface GigabitEthernet2/3
description to ék-core-1

dampening

ip address 10.122.0.22 255.255.255.252
ip hello-interval eigrp 10 1

NIV EEFL—pl1oxE B

#p2p link between core switches

| oL-11818-01-J
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ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE::d444:4040/64
ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

mls gos trust dscp

U RILDERTE

(F)

k> R b LUV TO ISATAP % EITHLEY 7 0 o W T3, ISATAP k2 RV D NA T _A
FEU T o FHFHCBEET AL, DA EMEND LilER A, A N TO ISATAP D IR 72 E
EVL, IPV6 A F— TN THZ & L, ISATAP L — 24 E7-1XIPv4 7 RLRAZRETHZ & T
9, 7 74/ FTliX, Microsoft Windows XP 33 X O Vista |%, [isatap.domain.com| ¢ DNS 7 —

V—%317 L ¥ T ([domain.com| [Zr—H/L KA A 4), lisatap] (ZxHis3 2% DNS TA] L

I— FRRRESNTWEIEE, FA MIZDOT FLA~D ISATAP k> X/VOMet % BAtE L £

T, TDOT 7 AV MREIX, ISATAP V—% | F7213Z D)V —Z ~O /XA DEE T 57200
X0, MERKEELET, ZO~=aT7 VL THMAT T XTOREICIE, IPv6 F—ER|ZTX
570 Bl 2 bR M A SR T AR N B E N TV E T,

HMEI B5: TIX ISATAP DA T XA TV T 4 ZFERTHZ ENAAIRTT, W DONDHR
TISATAP V— ¥ O TLEMAIBMTCEXFE T, ZO~v=a 7V THIPTAFATIE,. 25027 L
AY AA v TFEMHEHA LT, ISATAP > RADIEFITEGHER T = — LA —_—Z L L EF, —
BAAE T 280 UL, DNSIZKAFE L E 3, DNS HFRUTHHICEETE £, 272
IPv6 ¥ ¥ L /RAKF NG RLD EHlHIN S, 72— A — "= TR bIKETT,

(RA FOBUENSD) PRV TFAT 4 X —Va W0 arT A, v FTRECTLZ L
LU IPVABXWIPVO L —TFT 4 VT Dl T ZIELLSRETH T ENEETT,

O~ = 2T )VOVERREF A TIE, O tunnel source 22 RIZX LT 1 DDNL—T Ry 7 %ff
H9 5% Catalyst 6500 1L, bRV NF 7 4w 7 %Y 7 Ny =7 TUBLET, 20O LI GE,
VAT A — B X v —UREITSNET, HMEL BEEFTIL. 2 ORI L B 3R
HYFERTA, HEroxAnNay ha—LE 27 —)LEHBINZFNENER O N—T 8y 7 Z 4 H
THMNHTT,

I<EPNAEMD 1212, [F4 AR Ea—Yay LAY (IPv4) 725 1 50D ISATAP L—#

F T, WEMRBPIN—T 4 VT EMHTED, TNEHMLELOr— R N 7Ol &

FTREN? EWIORENRHY T, ROBEFENSYTUIE £,

o ISATAP h U RNADREET—RK RXT v T R— M5~k 2 b OS IZ Microsoft
Windows Vista T&H ¥ ., ZIVUTITREDMLIETT,

© DAY —OBFANFHLFEMRT A NORER, ISATAP L—Z 2% % ISATAP 78 A kD
=R RZ T, 1 EEAEA Y IRV ERNHALTWET, TAMILD
&L ISATAP F U RIVIZILERIPVE TV 7 4 7 AT 284, A MINL O — R A
T T, T 4 VBRI Z S I SR T N L TCWET, ZORER T
I, a7 LAY AL T, ZOFRFGFOTXTDOISATAP b RVOAREZMLBETE 5 XD
W TWET, 774~V Day LAY A v FICEENRBETDLE, O XY RTR
TO R FNVERERLSBIES I ENTEET, ZOFFHIR— R AT U TR L
Th, N7 x—~<r A, Al FRIEIT ATV T 4 DLESNARWIEND A, ISATAP
DT T 47 70—DrT TNy a—T 4V ITNREBIZEHLLL D7D, A —F |2 X
HEPEENEMEIC /2D 9, ISATAP IR Em ik it # LET X, N T 70 v 7 B
ERNT TNV a—T 4 TOAEPE S, VX = v—TFT 4 7 OREL BRI E
7,
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a7 LAY A v FITEENE LEESIZISATAP F R D X—0 = o AR 24 <

BEOIZE, MO a7 AL v FICTNETEE LMoL 7 FLRAREMET L 2 ERNEETT,

ZFI9 L. AR MISLELRDOIZ 1 DO ISATAP V—% 7 RLUAEIILEIF T THY . DNS T

T R U NEARE T, 2o A RICHALET,

1. MAFOaAT7 bA¥ A vFIZ, AUA—F Ny 7 7R (] :10.122.10.102) Z#ELE
T =T NI [ H—T 2 A RIEELTIREEZED, bR RE T,

2. WMEOaAT LAY AL T N—T NNy T &Y —ALLTHEHTD 1 DO ISATAP k%
NEFTELET (B : Loopback2 — 10.122.10.102), ISATAP IPv6 7' L 7 ¢ 7 Al J5 D A
AT TRILRDT, FAMIELELDOAL v FTHREELTH, LT VT 47 AEERIZ
EALET,

3. WEDOaT LAY AL vFN, IPVAIGP 2N L CIL—T RNy T RLART KA A X
LHEIHRELET, TFA~V AL vF (6k-core-1) 1L, V—T o7 T RLADT 7+
JIWEDIGP A MY w7 &#FEHLET, O XU XA vF (6k-core-2) 1. ZDAA vFD
N—T R T RUADEBREZLLS T D720, IGP A b U » 2 (EIGRP O delay ) %
EHELUET, @R LICARVETH, RUS V747 25T M F AR TOr— R A
FUV U TIEBELLRNED, PURIRIRERIR 7 e — 2T Z L2 HEE L E
7

4, WHDOaT LAY AA v TN, IPv6IGP % L CISATAPIPV6 'L 7 4 7 A% T RARZ A X
THEOIEKELET, 7T7A4~Y XA vF (6k-core-1) 1%, ISATAP K> R/LD IPv6 7' L
TAT AT 74NV EIDIGP A M) w7 &2 LET, B XU A4 v F (6k-core-2)
L. TOAAL T DISATAP 7'V 7 4 7 ADEFTEZIKL T 572912, IGP A RY v 7
(OSPFv3 @ costfll) #AEH L ET, ZORTEIMEETT, ZO~v=aT /L TIL, IPv4 (A
T v 73 EBMR) L IPv6 O TICHRERAIR T o —NEE LW & ERHT A0 L
TWET,

5. ARA NI, FEICERZINIZISATAP L—Z DT RL A E7-1345F7 (DNS [A] La—Fk¢&
WEIEZR A H D) #FELET,

ISATAP kb HA, BEON—TFT 4 VT OREZDNIRLT T L0, Zhbix —fiL
TrRLET,

RS ZRDO7Z0IC, VLAN2 O b U RVREDHZ M L £, VLAN3 O b XLk, 7K
Ly v T EBROCRELTY,

DS ODAT v T HEBAARHNR LR TIE, kDOEEBY T,
e 6k-core-1

interface Loopback2

description Tunnel source for ISATAP-VLAN2

ip address 10.122.10.102 255.255.255.255 #Address that will be used as the
#ISATAP tunnel2 source

!

interface Tunnel2

description ISATAP VLAN2

no ip address

no ip redirects

ipvé address 2001:DB8:CAFE:2::/64 eui-64 #Tunnel prefix used for ISATAP
#hosts connecting to this tunnel.
#Interface-ID address for this
#switch will be generated using
#EUI-64

no ipvé nd suppress-ra #Tunnels interfaces disable the
#sending of RA's. This command
#re-enables RA's on this

#interface.
ipvée cef
ipvé ospf 1 area 2 #Just like the VLAN in the DSM,
#this interface is not part of
#area 0O
tunnel source Loopback2 #Tunnel2 uses loopback2 as the

| oL-11818-01-J
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tunnel mode ipvéip isatap

!

router eigrp 10
passive-interface Loopback0
passive-interface Loopbackl
passive-interface Loopback2
passive-interface Loopback3
network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.9

|

ipvé router ospf 1

router-id 10.122.10.9
log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 10

area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Loopback0
passive-interface Loopback2
passive-interface Loopback3
passive-interface Tunnel2
passive-interface Tunnel3

timers spf 1 5

e 6k-core-2

interface Loopback2

description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
delay 1000

!

interface Tunnel2

description ISATAP VLAN2

no ip address

no ip redirects

ipv6 address 2001:DB8:CAFE:2::/64 eui-64
no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback?2
tunnel mode ipvéip isatap

|
router eigrp 10
passive-interface Loopback0
passive-interface Loopbackl
passive-interface Loopback2
passive-interface Loopback3
network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.10
|
ipvé router ospf 1

router-id 10.122.10.10
log-adjacency-changes
auto-cost reference-bandwidth 10000

#source
#Define the tunnel as ISATAP

#Covers Loopback2 interface and ensures
#that the 10.122.10.102 address is
#advertised to the rest of the network

#Advertise a summary for the prefix on
#Tunnel2 - just like a VLAN prefix
#would be sent in the DSM

#Delay adjusted for EIGRP (IPv4)

#in order to adjust preference

#for the 10.122.10.102 host

#route. This ensures that

#6k-core-2 is SECONDARY to 6k-core-1

r Campus Networks [Z35(75 IPv6 BAH A K
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area 2 range 2001:DB8:CAFE:2::/64 cost 20 #Cost for prefix adjusted so that
#the route from 6k-core-2 is not
#preferred or equal to 6k-core-1
#Not required.

area 2 range 2001:DB8:CAFE:3::/64 cost 20

passive-interface Loopback0

passive-interface Loopback2

passive-interface Loopback3

passive-interface Tunnel2
passive-interface Tunnel3
timers spf 1 5

< 15 | \742%)t1 ar bAY AL vFNELISATAP bRV A 2 —T x4 A (2
T AL v TFDN—T Ry 7)) ~DIPv4 )V—T 4 T %hx L ET, 6k-core-1 D Loopback2 X, 7
ANDTFTA< Y ISATAP L—4 7T KL AL LTHRESINTWET, A IPv4 IGP % E TR L
7= X 912, 6k-core-2 DA A b Jb— ML 10.122.10.102 IZHE S, BENRKEWE=DELEINE
A, ISATAP /L'—# (10.122.10.102) @ VLAN2 DR A B3y BREETEE. T4 A b
YEa—3 gy A4 vFT10.122.10102 DL 7T v TNFETEN, FOT FLADRT A B
A+ > 71X 6k-core-1 T,

15 HME1 — &% &h % 6k-core-1 ~DJL—

3750 dist 2 6k -core- 2

| JL—TF1\w % 2-10.122.10.102
tho5 1) ISATAP R RIL

3750 -acc- 2

Y—X&ELTHEA
VLAN 2 —
1012020/24@%7—- L—TF Ry 2-10.122.10.102
3750-acc-1 T54<1) ISATAP k&L
3750- dlst 1 6k -core-1 V—RELTEA
10.122.10.102 =5 L T e
BEENDIL—F S

FAUAMNIEa—ay LAY AL v FONL—T 47 T—7110.122.10.102 1. KD LBV
<7,

+ 3750-dist-1 (b— I DHR)

3750-dist-1#show ip route | b 10.122.10.102/32

D 10.122.10.102/32

[90/130816] via 10.122.0.41, 00:09:23, GigabitEthernetl/0/27 #3750-dist-1
#has only one
#route for
#10.122.10.102
#which is via
#10.122.0.41
#6k-core-1)

e 3750-dist-2

3750-dist-1#show ip route | b 10.122.10.102/32

D 10.122.10.102/32

[90/130816] via 10.122.0.45, 00:10:03, GigabitEthernetl/0/27 #3750-dist-2
#has only one
#route for
#10.122.10.102

| oL-11818-01-J
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#which is via
#10.122.0.45
#6k-core-1)

16 1%, 6k-core-1 |[ZFEFENIEA L7272, loopback2 (10.122.10.102) ~D/b— hMBEHTE 2
ot BEE R LTWET, 6k-core-1 /L— MRS D & 10.122.10.102 ~DF LI b— K
MMERA S, 237 v M 6k-core-2 ICHRIESNLE T,

16 HME1 — 6k-core-1 H\#[&E L =15 & IC@EE S h D 6k-core-2 ADJL— k
3750-dist-2  6k-core-2
€7 > D =Ty 2-10.122.10.102
£HUH 1 ISATAP kR
Y—RELTHER
A ¢
VLAN 2 V. —— N M 7
10.120.2.0/24 .*I |_) L—TiSe s 0 10,102.10,100
3750-acc-1 Ld AT USATAT Ty

7 NG U wIxXm

3750-dist-1 6k-core-1

ey 10.122.10.102 (3 LT
BESNDIL—

220117

FA4ARIEa— gy LAY AL vF T, 10.122.10.102 16T 5 BHBEONL—FT 4 7
TNz )L, RO EBY TT,
o 3750-dist-1 (L— M AIDHEFY)

3750-dist-1#show ip route | b 10.122.10.102/32

D 10.122.10.102/32
[90/258816] via 10.122.0.49, 00:00:08, GigabitEthernetl/0/28

o 3750-dist-2

3750-dist-1#show ip route | b 10.122.10.102/32
D 10.122.10.102/32
[90/258816] via 10.122.0.53, 00:00:08, GigabitEthernet1/0/28

HME1 BREETHA A FD ISATAP lE 2 A X — 7 MICT HIZiE. RO 2 OO FENH Y £,
o ISATAPIPV4 /L —% 7 KL A &ZFEITER
+ ISATAPIPv4DNS 4 % F#ITEFHE (DNS L a— R = b U N HE)

ISATAP IPv4 b —% 7 R LA FROMEHITEHETIEH D THEANR, ME0OR7 U7 NEZiEER
A NEBY — VR E | A= AL 720 £97, Bk L7z & 912, Windows Scripting
Host. Microsoft SMS Server 72 EKFED Y — /LA EH LT, v /A VB, FREEEDOHA I T
WWBWTAHRRA M ETa—la~vwy REEITTEET,

VLAN2 N @ Microsoft Windows XP = 72 1% Windows Vista 78 2 k Tlid, ISATAP 2314 X — 7 /LT
JES4L, IPVAISATAP V—4% 7 RUANRERINET (KA N TIEIPv6 B TIZA X—T LT
), Bk L7= X 912, HMEL %5 Tl VLAN/ 7% v FINOFE R S 23R E D ISATAP v—4 7
RLRiZwy B 7 E&RET, ROFITIEH, AR MIVLAN2 IZFEELET, Jiu
10.120.2.0/24 %7 %~ MIFEIET 5O T 10.122.10.102 & ISATAP /L —Z 245 L 5 ITRE S
NTnET (ZZT l102) @ 2] &, VLAN £33V 7 x>y F242FLFT), VLAN3 £/
10.120.3.0/24 THREEETY (Z DFEIL ISATAP /b— ¥ (% 10.122.10.103) ,

C:\>netsh interface ipvé isatap set router 10.122.10.102 enabled
Ok.
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ZOT RULARZFANONTNE I DIE, ROa~ Yy RTHERTE T,

C:\>netsh interface ipvé isatap show router

Router Name : 10.122.10.102
Use Relay : enabled
Resolution Interval : default

RANMITTIA~VDaT LAY AL vF (6k-core-1) ~0D ISATAP ki 2 1E I\ ZHEST L. A%
27V 7 47 A (2001:db8:cafe:2:0:5efe:10.120.2.101) #Z{ELF* L7-, ISATAP L. F~A +D
IPv4 7 KL A%, 64E Y b A H—T 2 AIDDAMD 32 Ey by E LTHEMAL, EiD
32 B h%& [0000:5efe] C ("7 4227 LET, IPvd 7 FL-A (10.1202.101) 28 k> R/
ARANMUITR L V=2 LTHEHE, 27 LAY A4~ F O loopback2 (10.122.10.102)
MWARARD N RV TAT 43— 3y (BICEFH LI ISATAP L—F 7 KL R) & LA
EhEd,

coxNTETEOHBI N R T BRUA F—T 2 A AFRO LB TT,

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . : 2001:db8:cafe:2:0:5efe:10.120.2.101
IP Address. . . . . . . . . . . . : fe80::5efe:10.120.2.101%2
Default Gateway . . . . . . . . . : fe80::5efe:10.122.10.102%2

ISATAP IPv4 L — 2 2 2T 5 AN H L H Y FEAN, ZOHEIEDNS = b U RSLET
T ZOEEL, MONPDOAZ YT NERIIARA NEEY — RN e, 27— 3L < 720
F9, Ak L7z X 912, Windows Scripting Host, Microsoft SMS Server 72 K& FED Y — /L Z2{# ] L
T, BT A UK, FTEFMEDFA IV TIZEBNWTARA N ETCr—la~vy REETTEE
R

ZOBITIX, ISATAPIPv4 7 KL 2DV |2 ISATAP L— % D4R & L TV E 7§, ISATAP
DRI DT 7 40 b D DNS 441, Tisatap) [ KA A > H 7 4 v 7 ARfFWN=b D TT,
7ol 21X, ZORA NN RAA Y Tcisco.com) ([CFTET DA, A MM lisatap.cisco.com] @
Rk 2R A ET, 2—FIT FLRABRREER T L5 LFELCLOIC, COAFTEELET LI L
MTEET,

C:\>netsh interface ipvé isatap set router vlan2-isatap enabled

Ok.

C:\>netsh interface ipvé isatap show router

Router Name : vlan2-isatap
Use Relay : enabled
Resolution Interval : default

DNS — Tk, ZD~==2 7 /MIRT 250D VLAN (ST HRDOT > MU RH Y £77,
 vlan2-isatap — & A & (A) 10.122.10.102
 vlan3-isatap — A~ Ak (A) 10.122.10.103

HME1 ® QoS R U > —i, BEFEDIPv4 R > — L —H L TWALERNHY £9, AR L7=L )
\Z. HME1 E7 /L ClE, IPv6 /N7y O E~—F 0 7 2 AT T 25T ET 2R H 0 &
T, IPv6 X7y ME, T7EBA LA VPDRA NS aT LA ¥ETODISATAP b v RA2K%E
WL CHTBMEEN, IPV6 QoS R Y v —IF h v RO/ M EBFECTE £/ A, IPV6 X
Ty MR =l TEDIRADRA > ME, a7 v A ¥ AL v TOHENA LV H—T =4
ATY, WITRTRREILEMARIEBE T, P AadF v /3R QoS 1T A HELEFIH|IZ K-S
HLOTEHVERTA, ZORI—TX, V7 I7ASYTEFEHLTERITIDOIPV6 T 78R U R K
ERELET,
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®7 IPv6 QoS — Y5 RX vy, B&M ACL, 8Kk U DSCP &l
FI)r—ay FOER TIL—T4 DSCP % 5EfE
FTP BULK-APPS AF11

Telnet TRANSACTIONAL-APPS AF21

SSH TRANSACTIONAL-APPS AF21

Z DAh, N/A 0 (F74+/L1)

RV —1IHIA v E—T 2 A A (T I7BAVLAYDT v AR —L) THAESNET, Tv
TARY—A AL v TFIFEINOLDODSCP REMEEEHTHZENTE, BEIZSLTHFa—A
TERV T EBALET ((FaT7VAs v s 50— 328 [p33] 25H),

6k-core-1

mls gos

!

class-map match-all CAMPUS-BULK-DATA
match access-group name BULK-APPS

class-map match-all CAMPUS-TRANSACTIONAL-DATA
match access-group name TRANSACTIONAL-APPS

!
policy-map IPv6-ISATAP-MARK
class CAMPUS-BULK-DATA
set dscp afll
class CAMPUS-TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default
|
ipv6é access-1list BULK-APPS
permit tcp any any eq ftp
permit tcp any any eq ftp-data
!
ipv6é access-list TRANSACTIONAL-APPS
permit tcp any any eq telnet
permit tcp any any eq 22
!
interface GigabitEthernet2/1
description to 6k-agg-1
mls gos trust dscp
service-policy output IPv6-ISATAP-MARK
!
interface GigabitEthernet2/2
description to 6k-agg-2
mls gos trust dscp
service-policy output IPv6-ISATAP-MARK
|
interface GigabitEthernet2/3
description to 6k-core-1
mls gos trust dscp
service-policy output IPv6-ISATAP-MARK

r Campus Networks [Z35(75 IPv6 BAH A K
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AVISRAMIOFY X)) T 1 DETE

(7 Ry 7] (p18) THMHALIZEX 2V 743 EICMA T, 727 &8A LA ¥ TISATAP k
YIXWVIZEET D IPve 7 7 B Al A S HIZHE{ET A EMTEE T, T/ ERX LAY TIE, K
ANKR—=b ERFT VT 3T R—FCTT 7R VA M2#EATEET, HFFHA B
A—RMZACLZZETHEDL, 77 V7 TACL ZEHT L FNHHE T,
HBIHTEXLT778A VA MDD 1DF, TV ERA AL vF EDKRA NS, D VLAN @ ISATAP
N—H T RUAETO R RV EFFRT 25 ACL TF, =& 21, kD ACL 1%, 56%EH
10.122.10.102 (RIZF%E L7= ISATAP L —% 7 KL RA) THDHEHAIZDI, ISATAP k> R %
(v b2 41 T) FAILET, ABRLZLHIC, 2D ACL I, FFEDKRA N R— N TATJHE
(ip access-group 100 in) ([ZEH T2 b, Ty 7TV NI EREFLV—T v RAFE—F (ip
access-group 100 out) (52 b TEET,

access-1list 100 remark Permit approved IPvé6-Tunnels

access-list 100 permit 41 any host 10.122.10.102

access-1list 100 deny 41 any any log-input
access-1list 100 permit ip any any

H—EX JOvy ETIL —FE

SBM (28T 5 ISATAP ®#E AL, HMEI DA LIFIEFRETT, EHLHDETATH, A vF
DILEXTEFEH LT, 7782 LA YDOFRAMDLEET S ISATAP h o RLD 7 +—/L K k
LT v Nkt UE 4, SBM & HMEI OME—di&EW L, SBM O34, #ike (ISATAP., ##
EINTZ bR, FTET 2T VAL v T) BT DHZDICH LWAL v TFOEAEZHHAT
T2 DI L, HMEl TIZBEFEDO a7 LA Y AA v F KR+ 5 8T,

T, bR Tavl AL v FDOA L H—T x4 A (MEB LX) REDIE), 5B
L2EMTAHEIED, T—HAB LA —DOT TV F = a3 LAY PRIV A E—T 2 ADERE
ZoRLET, 287 IPvda X v b U —2713, HMEl OFETIH L= D & [E T T,

Flo. ZOFHITEH ISATAP V—4 7 RV AZFHHHT 2 LE N H ST, SBM TOHR A MRE
H HMEL OB4 LR U T, HMEl OFREE 7 v a v RIS, V»—F Ry 7 Fo R, b—
T4 T BEONA TRATEVT A OREETNTORLET,

2y b7—9 rAROY

HabnhRd<T572010, 2O RRaTE 225084 (ISATAP A nm Y& FEERE b orx
ND RERBrY) IZHEILTHET,

X 17 iX. SBM @O ISATAP h AR VERLTWET, TD MR, 7712 LA ¥ TO IPv4
T Rl (RA R ISATAP b XVOMENLIZHEH) . P —E R 7oy 7 TOIPvE 7T K
Ly (RA R ISATAP b U R AOFEUEHRA > hELTHA), B —EX Ty’
Tp2p U7 LISATAP o %)V T LT 4 7 ADWFITHHAENDIPv6 7 Ry v Z ik
LCWET, ZORETIE, MHFDSBM AL v TFHTHRLIPvA 7 KL AZIFETHL—T Ny
I A H =Tz A ZAEHHLT, ISATAP 7 R_XA Z VT 4 ML TNDZ Enbh £,
TIEALVAYDEISATAP RA N TH L7 4 7 AD—EMWE RO, 774~V BLW
Ny 7T FOMWSGFDISATAP F o X VIZFR LTV 7 4 7 Z%&H L TOET,
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] 17 SBM (28175 ISATAP Xy kT —5 @ bARO D

54 <) ISATAP k> R)L

Rt B VA ISATAP R RIL

3750-dist-2  6k-core-2
3750-acc-2 F—=
I y - — ] E’

VLAN 3
10.120.3.0/24 %}f—-’ ) .4'

e\

_l 6k-core-1
vianz (I ..............______.. Ex
.

‘\

10.120.2.024 =7

3750-acc-1
3750-dist-1

J—T\y ¥4 3-10.122.10.103
thUH Y ISATAP o)L Y—R
ELTHER

JL—FNw 4 2-10.122.10.102L
FS54< ) ISATAP ho )L Y—RELTHER

=713y % 3-10.122.10.103 )l/—7°/§:~y’7 2-10.122.10.102
TS4< ) ISATAP o)L V—RELTHERA AU ISATAP R F)L Y—RXELTHER

@ 2001:db8:cafe:6505::a111:1010/64 - P2P Link @ 2001:db8:cafe:2::/64 - Prefix for Tunnel2
@ 2001:db8:cafe:6505::b222:2020/64 - P2P Link @ 2001:db8:cafe:3::/64 - Prefix for Tunnel3

220118

X 181X, SBM OFEFRE b2/ bR a2 RLTWET, 2O MR KT, —ERX 7
Oyl AL vFON—T RNy 7 TRLA GREINZ M AAD M V—R L LTHA)
L. FEREN L RNANDA U HE—T oA ATHHATAHIPV6 7 KLy VU IR ENTWVET,
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18 SBM [ZHITAFEIRE LV RILD ARAD

— F AR FDFERE
koL

IPv6/IPv4
FTaATILREYY
H—\

JL—FNv % 0-10.122.10.10
FoRLODY—RELTHER

IL—TF1y %5 1-10.122.10.19
o1 DY—RELTHER

JL—TFNw 4 0-10.122.10.9 7av7 JIL—T8v %9 1-10.122.10.20
foRILODY—RELTHERE foRIL1DY—RELTHERA

@ 2001:db8:cafe:6505::a111:1010/64 - P2P Link

(2) 2001:db8:cafe:6505::b222:2020/64 - P2P Link
2001:db8:cafe:6502::a111:1010/64 #6k-sb-1 2001:db8:cafe:6504::0222:2020/64 #6k-sb-2
2001:db8:cafe:6502::d444:4040/64 #6k-agg-2 2001:db8:cafe:6504::d444:4040/64 #6k-agg-2

2001:db8:cafe:6501::a111:1010/64 #6k-sb-1 @ 2001:db8:cafe:6503::0222:2020/64 #6k-sb-2
2001:db8:cafe:6501::c333:3030/64 #6k-agg-1 2001:db8:cafe:6503::c333:3030/64 #6k-agg-1

220119

I —

IR TE
WOV —ERA Ty AL v FOREEZ, 27 LA YOS X =T x4 AL EOTORLE
9, ERE A AR YOIPVE S OREIX, —ERA TR Y7 AL v FIZONWTOARLET, &
LS D IPvA BREIT VTS, F v U SARGHIEAT DEFONA N 7T 77 4 ZZHESNWT
BO, ZZTIHHRALERA, IPVADOE Y b T v 72 E0LRESRIT e —REY 2 b
(p.66) ZZML T EEW,
¢ 6k-sb-1

interface GigabitEthernet4/1

description to ék-core-1

dampening

ip address 10.122.0.78 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

Campus Networks [Z3517% IPv6 BAH A K
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load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernet4/2
description to ék-core-2

dampening

ip address 10.122.0.86 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
interface TenGigabitEthernetl/1
description to 6k-sb-2

dampening

ip address 10.122.0.93 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:6505::A111:1010/64 #p2p link between SBM

#switches

no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

mls gos trust dscp

e 6k-sb-2

interface GigabitEthernet4/1
description to ék-core-1

dampening

ip address 10.122.0.82 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
interface GigabitEthernet4/2
description to 6k-core-2

dampening

ip address 10.122.0.90 255.255.255.252
no ip redirects

no ip proxy-arp
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ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

|
interface TenGigabitEthernetl/1

description to 6k-sb-1

dampening

ip address 10.122.0.94 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:6505::B222:2020/64 #p2p link between SBM

#switches

no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

mls gos trust dscp

o RILDETE

ISATAP ® h > XV B LWL —TF 4 V7R EIX, HMEl OG5 L EF-o7<RLTT, WRICEKTE
RLETH, IOEZ 2 a TR LUEBEROBEDIELEZRIT 572912, ISATAP b2V 78
FON—F 4 U TIZOWVWTOFHAITEAK LET HMEl OFIOFHFAEZSRL T EEWN),
FEERE L RVOREE, —ERXA Ty s AL v FIZONTDOERLET, T—F &
Z—T 7V — a3 AL vF (6k-agg-1/6k-agg-2) 2175 M RAREX, HexDT RLA
PHRNTYH—E R Try s LREETT,

¢ 6k-sb-1

interface LoopbackO

description Tunnel source for 6k-agg-1

ip address 10.122.10.9 255.255.255.255

!

interface Loopbackl

description Tunnel source for 6k-agg-2

ip address 10.122.10.19 255.255.255.255

!

interface Loopback2

description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255

|

interface Loopback3

description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255

!
interface Tunnel0

description tunnel to 6k-agg-1

| oL-11818-01-J
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no ip address

ipv6 address 2001:DB8:CAFE:6501::A111:1010/64
no ipvé redirects

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

tunnel source Loopback0

tunnel destination 10.122.10.1 #10.122.10.1 is loopback0 on 6k-agg-1
tunnel mode ipvéip

!

interface Tunnell

description tunnel to 6k-agg-2

no ip address

ipvé address 2001:DB8:CAFE:6502::A111:1010/64
no ipvé redirects

ipvé nd reachable-time 5000

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

tunnel source Loopbackl

tunnel destination 10.122.10.2 #10.122.10.2 is loopback0 on 6k-agg-2
tunnel mode ipvéip

!

interface Tunnel2

description ISATAP VLAN2

no ip address

no ip redirects

ipv6é address 2001:DB8:CAFE:2::/64 eui-64
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback2

tunnel mode ipvéip isatap

!
interface Tunnel3

description ISATAP VLAN3

no ip address

no ip redirects

ipv6é address 2001:DB8:CAFE:3::/64 eui-64
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback3

tunnel mode ipvéip isatap

!
ipvé router ospf 1

router-id 10.122.10.9
log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 10
area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Loopback0
passive-interface Loopbackl
passive-interface Loopback2
passive-interface Loopback3
passive-interface Tunnel2
passive-interface Tunnel3

timers spf 1 5
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interface Loopback0

description Tunnel source for 6k-agg-1
ip address 10.122.10.10 255.255.255.255
!

interface Loopbackl

description Tunnel source for 6k-agg-2
ip address 10.122.10.20 255.255.255.255
!

interface Loopback2

description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
delay 1000

!

interface Loopback3

description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255
delay 1000

|

interface Tunnel0

description tunnel to 6k-agg-1

no ip address

load-interval 30

ipvé address 2001:DB8:CAFE:6503::B222:2020/64
no ipvé redirects

ipvée cef

ipvé ospf network point-to-point

ipvée ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf priority 255

ipvée ospf 1 area 0

tunnel source Loopback0

tunnel destination 10.122.10.11

tunnel mode ipvéip

!

interface Tunnell

description tunnel to 6k-agg-2

no ip address

load-interval 30

ipv6 address 2001:DB8:CAFE:6504::B222:2020/64
no ipvé redirects

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

tunnel source Loopbackl

tunnel destination 10.122.10.12

tunnel mode ipvéip

!

interface Tunnel2

description ISATAP VLAN2

no ip address

ip access-group 100 in

no ip redirects

load-interval 30

ipvé address 2001:DB8:CAFE:2::/64 eui-64
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvée ospf 1 area 2

tunnel source Loopback2

#—FZ JOovs XL —x% A
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QoS MDERE

tunnel mode ipvéip isatap

|
interface Tunnel3

description ISATAP VLAN3

no ip address

no ip redirects

load-interval 30

ipv6é address 2001:DB8:CAFE:3::/64 eui-64
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback3

tunnel mode ipvéip isatap

!

ipvé router ospf 1

router-id 10.122.10.10
log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 20
area 2 range 2001:DB8:CAFE:3::/64 cost 20
passive-interface LoopbackO
passive-interface Loopbackl
passive-interface Loopback2
passive-interface Loopback3
passive-interface Tunnel2
passive-interface Tunnel3l

timers spf 1 5

SBM L, [T a7 VA% vy 7 70— %4 (p33) BEIY® TEL0H) (p.63) IZREHEH I LT
% QoS HE L AN &SN E 9, HMEl O — A TR LT EBIN SME— DA ST, mlEL
V=X T OR)—FEMATHA X —T oA ZAZETHHOTT, SBM TiX, 6k-agg-1 B X
W 6k-agg-2 ~DFEHE b o RAOH I TH—E A RY o—%#HLET,

6k-sb-1 ZHNZT 5 &, —E R RV 2 —|% Tunnel0 3 & O Tunnell (2@ H L E T,

interface TunnelO

description tunnel to 6k-agg-1
service-policy output IPv6-ISATAP-MARK
|

interface Tunnell

description tunnel to 6k-agg-2
service-policy output IPv6-ISATAP-MARK

AVISRAMIOFY X)) T4 DETE

SBMIZiX, [T a7 2%y £7 0 —F4) p33) BIO A T7F7AF77F v £F=2 Y
T4 DORKE] (p.55) ICHEHEINTNDEF 2V T A OFBEFHERENETOEEHMAINET,
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['Deploying IPv6 Networks] Ciprian P. Popoviciu, Eric Levy-Abegnoli, Patrick Grossetete &

(ISBN-10:1-58705-210-5, ISBN-13:978-1-58705-210-1) —
http://www.ciscopress.com/bookstore/product.asp?isbn=1587052105&rl=1

Cisco IPv6 CCO 7 — L ~3— — http://www.cisco.com/ipv6
[ Cisco Solution Reference Network Design (SRND) Guides] — http://www.cisco.com/go/srnd

[ Cisco Solution Reference Network Design (SRND) Campus Guides] —
http://www.cisco.com/en/US/netsol/ns656/networking_solutions_design guidances_list.html#anc
hor2

[ Enterprise QoS SRNDJ] —
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns432/c649/ccmigration_09186a008049b
062.pdf

[ Cisco I0S IPv6 Configuration Guide, Release 12.4] —
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hipv6 _c/index.htm

[ Catalyst 6500 Series Cisco 10S Software Configuration Guide, 12.25X)] —
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/index.htm

[ Catalyst 3750 Switch Sofiware Configuration Guide, 12.2(25)SEE] —
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225see/scg/index.htm

[ Cisco Network Virtualizationl] —
http://www.cisco.com/en/US/netsol/ns658/networking_solutions_package.html

[ Cisco I0S IPv6 Traffic Filter Configurations) —
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cger/ipv6_c/v6_tffw.htm

['Securing Cisco Routers Online Training and Documentation) —
http://www.cisco.com/web/about/security/security services/ciag/workforce development/securing

_cisco_routers.html

*  Microsoft @ IPv6 V) 7

Microsoft IPv6 75— .. —
http://www.microsoft.com/technet/itsolutions/network/ipv6/default.mspx

Microsoft— [ Cisco ISATAP White Paper] —
http://www.microsoft.com/downloads/details.aspx?Familyld=B8FS0E07-17BF-4B5C-A1F9-5A09
E2AF698B&displaylang=en

Microsoft TechNet— [ Teredo Overview] —
http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/teredo.mspx

o IPv6 IZEHT2¥ERDY 7

National Security Agency— [Security for IPv6 on Cisco Routers)] —
http://www.nsa.gov/notices/notic00004.cfm?Address=/snac/routers/133-002R-06.pdf

IETFIPv6 XL —v g VAR U—F 0 F J)—F —
http://www.ietf.org/html.charters/v6ops-charter.html

g06 IPv6 " — % )L —IPv6 F L v ¥ & > ¥ — — http://wiki.go6.net/index.php?title=Main_Page
O6NET— KB 72 [EFEHY IPv6 /N1 &2 > h x> N U —2 — http://www.6net.org/

IETF IPv6 U —3 7 7 )L —= — http://www.ietf.org/html.charters/ipv6-charter.html

IETF IPv6 AL —3 g v XA U—F 0 F J)—7F —
http://www.ietf.org/html.charters/v6ops-charter.html

[ Internet Protocol, Version 6 (IPv6) Specificationl] — http://www.ietf.org/rfc/rfc2460.txt
[ Neighbor Discovery for IPv6] — http://www.ietf.org/rfc/rfc2461.txt
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http://www.cisco.com/en/US/netsol/ns656/networking_solutions_design_guidances_list.html#anchor2
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns432/c649/ccmigration_09186a008049b062.pdf
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hipv6_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225see/scg/index.htm
http://www.cisco.com/en/US/netsol/ns658/networking_solutions_package.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/ipv6_c/v6_tffw.htm
http://www.cisco.com/web/about/security/security_services/ciag/workforce_development/securing_cisco_routers.html
http://www.microsoft.com/technet/itsolutions/network/ipv6/default.mspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=B8F50E07-17BF-4B5C-A1F9-5A09E2AF698B&displaylang=en
http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/teredo.mspx
http://www.nsa.gov/notices/notic00004.cfm?Address=/snac/routers/I33-002R-06.pdf
http://www.ietf.org/html.charters/v6ops-charter.html
http://wiki.go6.net/index.php?title=Main_Page
http://www.6net.org/
http://www.ietf.org/html.charters/ipv6-charter.html
http://www.ietf.org/html.charters/v6ops-charter.html
http://www.ietf.org/rfc/rfc2460.txt
http://www.ietf.org/rfc/rfc2461.txt
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— [1Pv6 Stateless Address Autoconfigurationl] — http://www.ietf.org/rfc/rfc2462.txt
— [ Transmission of IPv6 Packets over Ethernet Networks] — http://www.ietf.org/rfc/rfc2464.txt
— [ Transition Mechanisms for IPv6 Hosts and Routersl] — http://www.ietf.org/rfc/rfc2893 txt

— [ Privacy Extensions for Stateless Address Autoconfiguration in IPv6J —
http://www.ietf.org/rfc/rfc3041.txt

— [ Intra-Site Automatic Tunnel Addressing Protocol (ISATAP)J] —
http://www.ietf.org/rfc/rfc4214.txt

- [1Pv6 Addressing Architecture] — http://www ietf.org/rfc/rfc4291 txt

— [ Internet Control Message Protocol (ICMPv6) for Internet Protocol Version 6 (IPv6) Specification]
— http://www.ietf.org/rfc/rfc4443.txt

- North American IPv6 Task Force— [IPv6 Security Technology Paper)] —
http://www.ipv6forum.org/dl/white/NAV6TF_Security Report.pdf

8 — BEY R b

IITE, IOV TAATEHAEINTWA 3 oDOET L (DSM, HMEL, B L SBM) OHE
DRERLET, —HOAA vFREIX, ZO==2T L THHAINTWVWAETXTOEF /LI
WTHHH, 1RILIVELEEA,

BRI 2RO, ALV VA —T 2 ARy v MUV ENTZA v H—T = A A
X, BRETITE L CVET,

TaATFIARE YYD ETIL (DSM)

3750-acc-1

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

!

hostname 3750-acc-1

!

logging count

logging buffered 8192 debugging

logging rate-limit 5

no logging console

enable secret 5 $1SRPWWSKROgkUlkWOa7PdlsvvhgB.

!

username cisco privilege 15 secret 5 $1SKNSF$3XavijOuoVCg68RASXTYD1
no aaa new-model

clock timezone mst -7

switch 1 provision ws-c3750g-24ts

vtp domain ese-dc

vtp mode transparent

udld enable

udld message time 7

ip subnet-zero
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no ip source-route

ip icmp rate-limit unreachable 2000

ip telnet source-interface Vlan2

no ip domain-lookup

ip domain-name cisco.com

ip dhcp smart-relay

!

ip dhcp snooping vlan 2

ip dhcp snooping database flash:dhcp.txt
ip dhcp snooping database timeout 10

ip dhcp snooping

ip ftp source-interface Vlan2

ip ftp username cisco

ip ftp password 7 120B0419150E1E

ip tftp source-interface Vlan2

ip ssh time-out 60

ip ssh authentication-retries 2

ip ssh source-interface Vlan2

ip ssh version 2

ip arp inspection vlan 2

ip arp inspection validate src-mac

ip arp inspection log-buffer entries 100
ip arp inspection log-buffer logs 20 interval 120
login block-for 30 attempts 3 within 200
login delay 2

ipvé mld snooping

!

mls gos map policed-dscp 0 10 18 24 25 34 to 8
mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue output cos-map queue 1 threshold 3 5

mls gos srr-queue output cos-map queue 2 threshold 1 2 4

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 46

mls gos srr-queue output dscp-map queue 2 threshold 1 16 18 20 22 25 32 34 36
mls gos srr-queue output dscp-map queue 2 threshold 1 38

mls gos srr-queue output dscp-map queue 2 threshold 2 24 26
mls gos srr-queue output dscp-map queue 2 threshold 3 48 56
mls gos srr-queue output dscp-map queue 3 threshold 3 0

mls gos srr-queue output dscp-map queue 4 threshold 1 8

mls gos srr-queue output dscp-map queue 4 threshold 3 10 12 14

mls gos queue-set output 1 threshold 2 70 80 100 100
mls gos queue-set output 1 threshold 4 40 100 100 100
mls gos
!
crypto pki trustpoint TP-self-signed-3669881984
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3669881984
revocation-check none
rsakeypair TP-self-signed-3669881984
!
!
crypto ca certificate chain TP-self-signed-3669881984
certificate self-signed 01
30820299 30820202 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
57312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33363639 38383139 38343124 30220609 2A864886 F70D0109
02161533 3735302D 65646765 2D312E63 6973636F 2E636F6D 301E170D 39333033
30313030 30313533 5A170D32 30303130 31303030 3030305A 3057312F 302D0603
55040313 26494F53 2D53656C 662D5369 676E6564 2D436572 74696669 63617465
2D333636 39383831 39383431 24302206 092A8648 86F70D01 09021615 33373530
2D656467 652D312E 63697363 6F2E636F 6D30819F 300D0609 2A864886 F70D0101
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01050003 818D0030 81890281 8100BF7D
2D6D1DC9 04758DB8 7B3AD4C9 9F36A3Bl1
A95E6364 CCBCF7F9 F4750437 ABS8COOBF
DC38A870 DEC5D4DA 765AD7A4 274B7649
E3E019BD 5E6801EC 9E15F980 C13D0203
FF040530 030101FF 30200603 551D1104
2E636973 636F2E63 6F6D301F 0603551D
32A7C8D5 4DAFBO9AA F11A0030 1D060355
A7C8D54D AFBOAAF1 1A00300D 06092A86
CO9DEB7F EOS5FC2A3 482558FA 33C292AE
85E954ED 7FC58F90 23A38132 24216CDB
07834C2D D82CAl63 8E638214 5B5C277D
39AD9BF8 CDBBA241 ES5E2C666 S5CAE912E
quit

!

!

errdisable recovery cause link-flap

errdisable recovery interval 60

no file verify auto

|

spanning-tree mode rapid-pvst

spanning-tree loopguard default

E793E21B
54983BEC
EFD54E88
36D876CA
010001A3
19301782
23041830
1D0EO416
4886F70D
7TE4543E3
C978B3DD
SE7DD52E
40DC2150

spanning-tree portfast bpduguard default
no spanning-tree optimize bpdu transmission

spanning-tree extend system-id
!

vlan internal allocation policy ascending

!
vlan 2
name ACCESS-DATA-2

!
class-map match-all DVLAN-PC-VIDEO

match access-group name DVLAN-PC-VIDEO
class-map match-all DVLAN-Transactional-Data

match access-group name DVLAN-Transactional-Data
class-map match-all DVLAN-Mission-Critical-Data

match access-group name DVLAN-Mission-Critical-Data

class-map match-all DVLAN-Bulk-Data

match access-group name DVLAN-Bulk-Data

!
!
policy-map DATA
class DVLAN-PC-VIDEO
set dscp af4l

police 48000 8000 exceed-action policed-dscp-transmit

class DVLAN-Mission-Critical-Data
set dscp 25

6CLF75C2
10FEA2D4
6F650A5C
E28CF66C
75307330
15333735
168014E0
0414E018
01010405
5BD6F32F
9BCBC48E
56172675
A1CE39B4

16AAFFOF
151D2783
9563A309
77335F90
0F060355
302D6564
18682CE1l
682CE1D6
00038181
1D671B97
519D01BF
BD563769
D8101D33

police 5000000 8000 exceed-action policed-dscp-transmit

class DVLAN-Transactional-Data
set dscp af2l

police 5000000 8000 exceed-action policed-dscp-transmit

class DVLAN-Bulk-Data
set dscp afll

police 5000000 8000 exceed-action policed-dscp-transmit

!

!

!

interface NulloO

no ip unreachables

!

interface GigabitEthernetl/0/5
description to PC-DATA-ONLY
switchport access vlan 2
switchport mode access

C110D038
5765C58A
247C6070
949DF258
1D130101
67652D31
D6A3EF2C
A3EF2C32
00755909
BC45B73B
F4CEBB82
590E4DC6
A8
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switchport port-security maximum 3
switchport port-security
switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection limit rate 100
service-policy input DATA
load-interval 30
srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 O
priority-queue out
spanning-tree portfast
spanning-tree bpduguard enable
ip verify source
ip dhcp snooping limit rate 100
!
interface GigabitEthernetl1l/0/25
description TRUNK TO 6k-dist-1
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 2
switchport mode trunk
switchport nonegotiate
switchport port-security aging time 10
ip arp inspection trust
load-interval 30
srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 O
priority-queue out
no cdp enable
ip dhcp snooping limit rate 10
ip dhcp snooping trust
!
interface GigabitEthernetl1l/0/26
description TRUNK TO 6k-dist-2
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 2
switchport mode trunk
switchport nonegotiate
switchport port-security aging time 10
ip arp inspection trust
load-interval 30
srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 O
priority-queue out
no cdp enable
ip dhcp snooping limit rate 10
ip dhcp snooping trust
!
interface Vlan2
ip address 10.120.2.4 255.255.255.0
no ip redirects
no ip unreachables
no ip proxy-arp
no ip route-cache
no ip mroute-cache
ipv6 address 2001:DB8:CAFE:2::CACl1:3750/64
no ipvé redirects
!
ip default-gateway 10.120.2.1
ip classless
no ip http server
no ip http secure-server
!

!
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ip access-list
permit tcp any
permit tcp any

ip access-list extended DVLAN-Mission-Critical-Data

permit tcp any
permit tcp any
permit tcp any
ip access-list
permit udp any
ip access-list
permit tcp any
ip access-1list
permit tcp 10.
permit tcp 10.
permit tcp 10.
deny ip any
|

logging source-
logging 10.121.
no cdp run

ipv6é route ::/0
!

snmp-server contact John Doe - ipvérocks@cisco.com
snmp-server group IPv6-ADMIN v3 auth write vldefault

!

ipvé access-lis

extended DVLAN-Bulk-Data
any eq 143
any eq 220

any range 3200 3203

any eq 3600

any range 2000 2002

extended DVLAN-PC-VIDEO

any range 16384 32767

extended DVLAN-Transactional-Data
any eq 1352

extended MGMT-IN-v4

120.0.0 0.0.255.255 any log-input
121.0.0 0.0.255.255 any log-input
122.0.0 0.0.255.255 any log-input
any log-input

interface Vlan2
11.9

2001:DB8:CAFE:2::1

t MGMT-IN

remark Permit MGMT only to VLAN2

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:2::CAC1l:3750 log-input

deny ipvé any
!
control-plane
!

A

banner login “C

Unauthorized access to this device and/or network is prohibited.

A

C

!

line con 0
session-timeou
password 7 061
logging synchr
login local
transport outp
line vty 0 4
session-timeou
password 7 061
ipvé access-cl
logging synchr
login local

any log-input

t 3
40E2F4B4B1B
onous

ut telnet ssh

t 3
40E2F4B4B1B
ass MGMT-IN in
onous

exec prompt timestamp

transport inpu
line vty 5 15

session-timeou
password 7 010
ipvé access-cl
logging synchr
login local

t telnet ssh

t 3
1070A5CO0E14
ass MGMT-IN in
onous

exec prompt timestamp

transport inpu

end

t telnet ssh

r Campus Networks [Z35(75 IPv6 BAH A K

OL-11818-01-J |



g —geyzxr N

3750-acc-2

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

!

hostname 3750-acc-2

!

logging count

logging buffered 8192 debugging

logging rate-limit 5

no logging console

enable secret 5 $1$2Nvb$4.Zz3eHzz2KgCFzcl2pLh.

!

username cisco privilege 15 secret 5 $1$/S8z$0ek0VBA.QWuKR8R6UL.Ly0
no aaa new-model

clock timezone mst -7

switch 1 provision ws-c3750g-24ts

vtp domain ese-dc

vtp mode transparent

udld enable

udld message time 7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000

ip telnet source-interface Vlan3

no ip domain-lookup

ip domain-name cisco.com

ip dhcp smart-relay

|

ip dhcp snooping vlan 3

ip dhcp snooping database flash:dhcp.txt
ip dhcp snooping database timeout 10

ip dhcp snooping

ip ftp source-interface Vlan3

ip ftp username cisco

ip ftp password 7 111B180B101719

ip tftp source-interface Vlan3

ip ssh time-out 60

ip ssh authentication-retries 2

ip ssh source-interface Vlan3

ip ssh version 2

ip arp inspection vlan 3

ip arp inspection validate src-mac

ip arp inspection log-buffer entries 100
ip arp inspection log-buffer logs 20 interval 120
login block-for 30 attempts 3 within 200
login delay 2

ipvé mld snooping

!

mls gos map policed-dscp 0 10 18 24 25 34 to 8
mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue output cos-map queue 1 threshold 3 5
mls gos srr-queue output cos-map queue 2 threshold 1 2 4
mls gos srr-queue output cos-map queue 2 threshold 2 3
mls gos srr-queue output cos-map queue 2 threshold 3 6 7

Campus Networks [Z3517% IPv6 BAH A K
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mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

mls
|

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set

output
output
output
output
output
output
output
output
output
output
output
output

cos-map queue 3 threshold 3
cos-map queue 4 threshold 3

dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

queue
queue
queue
queue
queue
queue
queue
queue

1
2
2
2
2
3
4

4

1 threshold 2 70
1 threshold 4 40

errdisable recovery cause link-flap
errdisable recovery interval 60
no file verify auto

!

spanning-tree mode rapid-pvst
spanning-tree loopguard default

spanning-tree portfast bpduguard default

threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
80 100 100
100 100 100

W R W wNDRE R W

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

!

vlan internal allocation policy ascending

vlan dotlg tag native

!

vlan 3
name ACCESS-DATA-3

!

class-map match-all DVLAN-PC-VIDEO
match access-group name DVLAN-PC-VIDEO

class-map match-all DVLAN-Transactional-Data
match access-group name DVLAN-Transactional-Data
class-map match-all DVLAN-Mission-Critical-Data

match access-group name DVLAN-Mission-Critical-Data

class-map match-all DVLAN-Bulk-Data

match access-group name DVLAN-Bulk-Data

!

!

policy-map DATA
class DVLAN-PC-VIDEO

set dscp af41l
police 48000 8000 exceed-action policed-dscp-transmit

class DVLAN-Mission-Critical-Data

set dscp 25
police 5000000 8000 exceed-action policed-dscp-transmit

class DVLAN-Transactional-Data

set dscp af2l
police 5000000 8000 exceed-action policed-dscp-transmit

class DVLAN-Bulk-Data

!

set dscp afll
police 5000000 8000 exceed-action policed-dscp-transmit

interface NulloO
no ip unreachables

!

interface GigabitEthernetl/0/5
description to PC-DATA-ONLY

switchport
switchport
switchport
switchport
switchport

access vlan 3
mode access
port-security maximum 3
port-security
port-security aging time 2

46
16
38
24
48

10

18

26
56

12

20 22 25 32 34 36

14
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switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection limit rate 100
service-policy input DATA
load-interval 30

srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 O
priority-queue out

spanning-tree portfast

spanning-tree bpduguard enable

ip verify source

ip dhcp snooping limit rate 100

!
interface GigabitEthernetl1l/0/25
description TRUNK TO 6k-dist-1
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 3
switchport mode trunk

switchport nonegotiate

switchport port-security aging time 10
ip arp inspection trust

load-interval 30

srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 O
priority-queue out

no cdp enable

spanning-tree guard loop

ip dhcp snooping limit rate 10

ip dhcp snooping trust

!

interface GigabitEthernetl/0/26
description TRUNK TO 6k-dist-2
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 3
switchport mode trunk

switchport nonegotiate

switchport port-security aging time 10
ip arp inspection trust

load-interval 30

srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 0
priority-queue out

no cdp enable

spanning-tree guard loop

ip dhcp snooping limit rate 10

ip dhcp snooping trust

!

interface Vlan3

ip address 10.120.3.4 255.255.255.0
no ip redirects

no ip unreachables

no ip proxy-arp

no ip route-cache

no ip mroute-cache

ipvé address 2001:DB8:CAFE:3::CAC2:3750/64
no ipvé redirects

!

ip default-gateway 10.120.3.1

ip classless

no ip http server

no ip http secure-server

!

ip access-list extended DVLAN-Bulk-Data
permit tcp any any eq 143

g —geyzxr N
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permit tcp any any eq 220

ip access-list extended DVLAN-Mission-Critical-Data

permit tcp any any range 3200 3203
permit tcp any any eq 3600

permit tcp any
ip access-list
permit udp any
ip access-list
permit tcp any
ip access-list
permit tcp 10.
permit tcp 10.
permit tcp 10.
deny ip any
!

logging source-
logging 10.121.
no cdp run

ipvé route ::/0
|

snmp-server contact John Doe - ipvérocks@cisco.com
snmp-server group I1Pv6-ADMIN v3 auth write vldefault

ipvé access-lis

any range 2000 2002

extended DVLAN-PC-VIDEO

any range 16384 32767

extended DVLAN-Transactional-Data
any eq 1352

extended MGMT-IN-v4

120.0.0 0.0.255.255 any log-input
121.0.0 0.0.255.255 any log-input
122.0.0 0.0.255.255 any log-input
any log-input

interface Vlan3
11.9

2001:DB8:CAFE:3::1

t MGMT-IN

remark Permit MGMT only to VLAN2

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:3::CAC2:3750 log-input

deny ipvé any
!

control-plane
!

banner login *C

Unauthorized access to this device and/or network is prohibited.

A

C

!

line con 0
session-timeou
password 7 001

any log-input

t 3
61208035E19

logging synchronous

login local

transport output telnet ssh

line vty 0 4
session-timeou
password 7 051
ipvé access-cl

t 3
9070126495C
ass MGMT-IN in

logging synchronous

login local

exec prompt timestamp

transport inpu
line vty 5 15
session-timeou

t telnet ssh

t 3

password 7 071D2042490COB

ipvé access-cl

ass MGMT-IN in

logging synchronous

login local

exec prompt timestamp

transport inpu

end

6k-dist-1

t telnet ssh

upgrade fpd auto
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version 12.2

no

service pad

service tcp-keepalives-in
service tcp-keepalives-out

service
service

service password-encryption
service sequence-numbers
service counters max age 5

!

hos
!

tname 6k-dist-1

timestamps debug datetime msec localtime show-timezone
timestamps log datetime msec localtime show-timezone

g —geyzxr N

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging
logging rate-limit 5

no

ena
!

username cisco privilege 15 secret 5 $1$VwbR$aXCTEAusOPhpmcfg7nOn0l

no
clo
ip
no
ip
!

|

!
ip
ip
ip
ip
no
ip
ip
ip
ip
ip
no
ip

logging console
ble secret 5 $13$EZB7$nbgNvHIQH4go3zpGsZogé/

aaa new-model

ck timezone mst -7

subnet-zero

ip source-route

icmp rate-limit unreachable 2000

ftp source-interface Loopback0
ftp username cisco

ftp password 7 121A0C041104
tftp source-interface Loopback0
ip bootp server

telnet source-interface Loopback0
ssh time-out 30

ssh authentication-retries 2
ssh source-interface LoopbackO
ssh version 2

ip domain-lookup

domain-name cisco.com

ipvé unicast-routing

ipv

6 mfib hardware-switching replication-mode ingress

ipvé multicast-routing

udl

udl

vtp
vtp
mls
mls

d enable
d message time 7

domain ese-dc

mode transparent

ip cef load-sharing full

ip multicast flow-stat-timer 9

no mls flow ip

no mls flow ipvé

mls
mls

gos
rate-limit unicast ip icmp unreachable acl-drop 0

no mls acl tcam share-global

mls
!

key

cef error action freeze

chain eigrp

key 100

k
!

ey-string 7 1111

redundancy

mo
ma

de sso
in-cpu
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auto
|

-sync running-config

spanning-tree mode rapid-pvst

spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

spanning-tree vlan 2-3 priority 24576
environment temperature-controlled
system flowcontrol bus auto
diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag_ commands

!

vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000

!

vlan 2

name ACCESS-DATA-2

!

vlan 3

name ACCESS-DATA-3

!

interf

ip address 10.122.10.9 255.255.255.255

ace Loopback0

no ip redirects
no ip unreachables

no ip proxy-arp
ipvé address 2001:DB8:CAFE:6507::A111:1010/128
no ipvé redirects

ipvé
!

ospf 1 area 0

interface Nullo
no ip unreachables

!

interface TenGigabitEthernetl/1
description to 6k-dist-2
dampening

ip address 10.122.0.93 255.255.255.252

no ip redirects
no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp

load-

interval 30

carrier-delay msec 0
ipv6 address 2001:DB8:CAFE:7004::A111:1010/64
no ipvé redirects

ipveée
ipvé
ipve
ipveée
ipvé
ipve

nd suppress-ra

cef

ospf network point-to-point
ospf hello-interval 1

ospf dead-interval 3

ospf 1 area 2

wrr-queue bandwidth 5 25 70
wrr-queue queue-limit 5 25 40

wrr-queue random-detect min-threshold

wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold

wrr-queue random-detect max-threshold

wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold

wrr-queue cos-map 1 1 1

W N R WD R

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100
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wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

mls gos tr
|

cos-map 2 1 O
cos-map 3 1 4
cos-map 3 2 2
cos-map 3 3 3
cos-map 3 4 6
cos-map 3 5 7

ust dscp

interface GigabitEthernet3/1
description to 3750-acc-1

switchport
switchport
switchport
switchport
switchport
no ip addr
load-inter
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

trunk encapsulation dotlg
trunk allowed vlan 2

mode trunk
nonegotiate
ess
val 30

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
cos-map 1 1

1

cos-map 2 1 O
cos-map 3 1 4
cos-map 3 2 2
cos-map 3 3 3
cos-map 3 4 6
357

cos-map

mls gos trust dscp

no cdp ena

spanning-tree guard root

!

ble

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/2
description to 3750-acc-2

switchport
switchport
switchport
switchport
switchport
no ip addr

trunk encapsulation dotlg
trunk allowed vlan 3

mode trunk
nonegotiate
ess

load-interval 30
bandwidth 5 25 70

wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

cos-map 1 1 1
cos-map 2 1 0
cos-map 3 1 4
cos-map 3 2 2
cos-map 3 3 3
cos-map 3 4 6
cos-map 3 5 7

mls gos trust dscp
no cdp enable

spanning-tree guard

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

root

W N R WwWN R

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90
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interface GigabitEthernet4/1
description to 6k-core-1

dampening

ip address 10.122.0.78 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5

load-interval 30

carrier-delay msec 0
ipv6é address 2001:DB8:CAFE:7000::A111:1010/64
no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

ipvé ospf
ipvé ospf
ipvée ospf
ipvé ospf
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

network point-to-point
hello-interval 1
dead-interval 3

1l area O

bandwidth 30 70

queue-limit 40 30
random-detect min-threshold 1
random-detect min-threshold 2
random-detect max-threshold 1
random-detect max-threshold 2
cos-map 1 1 1

cos-map 1 2
cos-map 2 1
cos-map 2 2

o N o
w
IS

mls gos trust dscp

!

interface GigabitEthernet4/2
description to 6k-core-2

dampening

ip address 10.122.0.86 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5

load-interval 30

carrier-delay msec 0
ipv6 address 2001:DB8:CAFE:7001::A111:1010/64
no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

ipvé ospf
ipvé ospf
ipvé ospf
ipvé ospf
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

network point-to-point
hello-interval 1
dead-interval 3

1 area O

bandwidth 30 70

queue-limit 40 30
random-detect min-threshold 1
random-detect min-threshold 2
random-detect max-threshold 1
random-detect max-threshold 2
cos-map 1 1 1

cos-map 1 2 0
cos-map 2 1 2 3 4
cos-map 2 2 6 7

40
70
80
80

40
70
80
80

80
80
100
100

80
80
100
100
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mls gos trust dscp

|
interface Vlan2

description ACCESS-DATA-2

ip address 10.120.2.2 255.255.255.0

ip helper-address 10.121.10.7

no ip redirects

no ip unreachables

no ip proxy-arp

ipvé address 2001:DB8:CAFE:2::1/64 anycast
ipv6é address 2001:DB8:CAFE:2::A111:1010/64
ipvé traffic-filter VLAN2-v6-INGRESS in
no ipvé redirects

ipvé nd reachable-time 5000

ipvé cef

ipvée ospf 1 area 2

arp timeout 200

standby 1 ip 10.120.2.1

standby 1 timers msec 250 msec 800
standby 1 priority 110

standby 1 preempt delay minimum 180
standby 1 authentication ese

|

interface Vvlan3

description ACCESS-DATA-3

ip address 10.120.3.2 255.255.255.0

ip helper-address 10.121.10.7

no ip redirects

no ip unreachables

no ip proxy-arp

ipvé address 2001:DB8:CAFE:3::1/64 anycast
ipv6 address 2001:DB8:CAFE:3::A111:1010/64
ipvé traffic-filter VLAN3-v6-INGRESS in
no ipvé redirects

ipvé nd reachable-time 5000

ipvée cef

ipvé ospf 1 area 2

arp timeout 200

standby 1 ip 10.120.3.1

standby 1 timers msec 250 msec 800
standby 1 priority 110

standby 1 preempt delay minimum 180
standby 1 authentication ese

!
router eigrp 10
passive-interface Vlan2
passive-interface Vlan3
passive-interface Loopback0
network 10.0.0.0
no auto-summary
eigrp router-id 10.122.10.9
!
ip classless
!
no ip http server
!
ip access-list extended MGMT-IN-v4
remark Permit v4MGMT only to LoO
permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input
!

logging source-interface Loopback0
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logging 10.121.11.9
ipvé router ospf 1
router-id 10.122.10.9
log-adjacency-changes
auto-cost reference-bandwidth 10000
area 2 range 2001:DB8:CAFE:2::/64 cost 10
area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Vlan2
passive-interface Vlan3
passive-interface Loopback0
timers spf 1 5
!
snmp-server contact John Doe - ipvérocks@cisco.com
snmp-server group IPv6-ADMIN v3 auth write vldefault
!
ipvé access-list MGMT-IN
remark Permit MGMT only to LoopbackO
permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::A111:1010 log-input
deny ipvé any any log-input
|
ipvé access-list VLAN2-v6-INGRESS
remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any
remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX CAFE:2::64
permit ipvé 2001:DB8:CAFE:2::/64 any
remark PERMIT ALL ICMPvé PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any
remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
!
ipv6 access-list VLAN3-v6-INGRESS
remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any
remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any
remark PERMIT ALL ICMPv6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any
remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
!
control-plane
!
dial-peer cor custom
!
banner login *C
Unauthorized access to this device and/or network is prohibited!
e
!
line con 0
session-timeout 3
password 7 06140E2F4B4B1B
logging synchronous
login local
transport output none
line vty 0 4
session-timeout 3
access-class MGMT-IN-v4 in
password 7 08334D400E1C17
ipvé access-class MGMT-IN in
logging synchronous
login local
exec prompt timestamp
transport input telnet ssh
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no

end

6k-dist-2

cns aaa enable

upgrade fpd auto
version 12.2

no

service pad

service tcp-keepalives-in
service tcp-keepalives-out

service
service

service password-encryption
service internal

service sequence-numbers
service counters max age 5

!
hos
!

tname 6k-dist-2

timestamps debug datetime msec localtime show-timezone
timestamps log datetime msec localtime show-timezone

g —geyzxr N

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging
logging rate-limit 5

no

ena
!

username cisco privilege 15 secret 5 $1$SUYVSShOXyooFT..fL/4tyOnAN1

no
clo
ip
no
ip
!
ip
ip
ip
ip
no
ip
ip
ip
ip
ip
no
ip

logging console
ble secret 5 $1S0UKBSYN.zu/IQt0ivlkgLsdxtYO0

aaa new-model

ck timezone mst -7

subnet-zero

ip source-route

icmp rate-limit unreachable 2000

ftp source-interface Loopback0
ftp username cisco

ftp password 7 01100F175804
tftp source-interface Loopback0
ip bootp server

telnet source-interface Loopback0
ssh time-out 30

ssh authentication-retries 2
ssh source-interface Loopback0
ssh version 2

ip domain-lookup

domain-name cisco.com

ipvé unicast-routing
ipvée mfib hardware-switching replication-mode ingress

ipv
udl

udl

vtp
vtp
mls
mls

6 multicast-routing
d enable

d message time 7

domain ese-dc

mode transparent

ip cef load-sharing full

ip multicast flow-stat-timer 9

no mls flow ip
no mls flow ipvé

mls
mls

gos
rate-limit unicast ip icmp unreachable acl-drop 0

no mls acl tcam share-global

mls
!

cef error action freeze
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key chain eigrp

key 100

key-string 7 1111

!

redundancy

mode sso

main-cpu

auto-sync running-config

!

spanning-tree mode rapid-pvst
spanning-tree loopguard default

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
spanning-tree vlan 2-3 priority 28672
environment temperature-controlled

system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands
!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000

|
vlan 2

name ACCESS-DATA-2

!
vlan 3

name ACCESS-DATA-3

!

1

interface Loopback0

ip address 10.122.10.10 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

ipv6 address 2001:DB8:CAFE:6507::B222:2020/128
no ipvé redirects

ipvé ospf 1 area O

!

interface NulloO

no ip unreachables

!

interface TenGigabitEthernetl/1
description to 6k-dist-1

dampening

ip address 10.122.0.94 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7004::B222:2020/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 2

wrr-queue bandwidth 5 25 70

Campus Networks [Z35(75 IPv6 BAH A K
m. OL-11818-01-J |



wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

mls gos tr
!

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

cos-map 1 1 1
cos-map 2 1 0
cos-map 3 1 4
cos-map 3 2 2
cos-map 3 3 3
cos-map 3 4 6
cos-map 3 5 7
ust dscp

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/1
description to 3750-acc-1

switchport
switchport
switchport
switchport
switchport
no ip addr
load-inter
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
mls gos tr

no cdp ena
!

trunk encapsulation dotlg
trunk allowed vlan 2

mode trunk
nonegotiate
ess
val 30

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
cos-map 1 1

1
cos-map 2 1 O
cos-map 3 1 4
cos-map 3 2 2
cos-map 3 3 3
cos-map 3 4 6
cos-map 3 5 7

ust dscp
ble

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/2
description to 3750-acc-1

switchport
switchport
switchport
switchport
switchport

trunk encapsulation dotlg
trunk allowed vlan 3

mode trunk
nonegotiate

no ip address
load-interval 30
bandwidth 5 25 70

wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect
cos-map 1 1 1
cos-map 2 1 O
cos-map 3 1 4
cos-map 3 2 2

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

W N R WN R

W N R WD R

W N R WD R

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90
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wrr-queue cos-map 3 3 3
wrr-queue cos-map 3 4 6

wrr-queue cos-map 3 5 7
mls gos trust dscp
no cdp enable

!

interface GigabitEthernet4/1
description to 6k-core-1
dampening
ip address 10.122.0.82 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5

load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7002::B222:2020/64
no ipvé redirects

nd suppress-ra

ipve
ipve
ipvé
ipve
ipveée
ipvé

cef

ospf
ospf
ospf
ospf

wrr-queue

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue
mls gos trust dscp

!

network point-to-point
hello-interval 1

dead-interval 3

1l area O

bandwidth 30 70

queue-limit 40 30

random-detect min-threshold 1 40 80
random-detect min-threshold 2 70 80
random-detect max-threshold 1 80 100
random-detect max-threshold 2 80 100
cos-map 1 1 1

cos-map 1 2 O
cos-map 2 1 2 3 4
cos-map 2 2 6 7

interface GigabitEthernet4/2
description to 6k-core-2
dampening
ip address 10.122.0.90 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5

load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7003::B222:2020/64
no ipvé redirects

nd suppress-ra

ipve
ipveée
ipvé
ipve
ipveée
ipvé

cef

ospf
ospf
ospf
ospf

wrr-queue

wrr-queue
wrr-queue

wrr-queue

network point-to-point
hello-interval 1

dead-interval 3

1 area O

bandwidth 30 70

queue-limit 40 30

random-detect min-threshold 1 40 80
random-detect min-threshold 2 70 80
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wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp

|

interface Vlan2

description ACCESS-DATA-2

ip address 10.120.2.3 255.255.255.0

ip helper-address 10.121.10.7

no ip redirects

no ip unreachables

no ip proxy-arp

ipvé address 2001:DB8:CAFE:2::1/64 anycast
ipv6é address 2001:DB8:CAFE:2::B222:2020/64
ipvé traffic-filter VLAN2-v6-INGRESS in
no ipvé redirects

ipvée nd reachable-time 5000

ipvée cef

ipvé ospf 1 area 2

arp timeout 200

standby 1 ip 10.120.2.1

standby 1 timers msec 250 msec 800
standby 1 priority 105

standby 1 preempt delay minimum 180
standby 1 authentication ese

!
interface Vvlan3
description ACCESS-DATA-3
ip address 10.120.3.3 255.255.255.0
ip helper-address 10.121.10.7
no ip redirects
no ip unreachables
no ip proxy-arp
ipvé address 2001:DB8:CAFE:3::1/64 anycast
ipv6 address 2001:DB8:CAFE:3::B222:2020/64
ipvé traffic-filter VLAN3-v6-INGRESS in
no ipvé redirects
ipvé nd reachable-time 5000
ipvée cef
ipvé ospf 1 area 2
arp timeout 200
standby 1 ip 10.120.3.1
standby 1 timers msec 250 msec 800
standby 1 priority 105
standby 1 preempt delay minimum 180
1

standby
!

authentication ese

router eigrp 10

passive-interface Vlan2
passive-interface Vlan3
passive-interface Loopback0
network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.10

!

ip classless

!
no ip http server

!

ip access-list extended MGMT-IN-v4
remark Permit v4MGMT only to LoO
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permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input
|
logging source-interface LoopbackO
logging 10.121.11.9
ipvé router ospf 1
router-id 10.122.10.10
log-adjacency-changes
auto-cost reference-bandwidth 10000
area 2 range 2001:DB8:CAFE:2::/64 cost 10
area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Vlan2
passive-interface Vlan3
passive-interface Loopback0
timers spf 1 5
!
!
snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - ipvérocks@cisco.com
!
!
ipvé access-list MGMT-IN
remark Permit MGMT only to Loopback0
permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::B222:2020 log-input
deny ipvé any any log-input
!
ipvé access-list VLAN2-v6-INGRESS
remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any
remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64
permit ipvé 2001:DB8:CAFE:2::/64 any
remark PERMIT ALL ICMPvé6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any
remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
!
ipvé access-list VLAN3-v6-INGRESS
remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any
remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any
remark PERMIT ALL ICMPv6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any
remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
!
control-plane
!
dial-peer cor custom
!

banner login *C

Unauthorized access to this device and network is prohibited.

A

C

!

line con 0

session-timeout 3
password 7 1317161C0C0916
logging synchronous

login local

transport output none
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line vty 0 4
session-timeout 3
access-class MGMT-IN-v4 in
password 7 071D2042490COB
ipvé access-class MGMT-IN in
logging synchronous
login local
exec prompt timestamp
transport input telnet ssh
!

no cns aaa enable

end

6k-core-1

upgrade fpd auto

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service internal

service sequence-numbers

service counters max age 5

|

hostname 6k-core-1

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging

logging rate-limit 5

no logging console

enable secret 5 $1ShHvm$S1nOYNSdACb71zgHMmFz9Bi0

!

username cisco privilege 15 password 7 120B0419150E1lE
no aaa new-model

clock timezone mst -7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000

|

ip ftp source-interface Loopback0

ip ftp username cisco

ip ftp password 7 071D2042490C0B

ip tftp source-interface Loopback0

no ip bootp server

ip telnet source-interface Loopback0

ip ssh time-out 30

ip ssh authentication-retries 2

ip ssh source-interface Loopback0

ip ssh version 2

no ip domain-lookup

ip domain-name cisco.com

ipvé unicast-routing

ipvé mfib hardware-switching replication-mode ingress
ipvé multicast-routing

udld enable

udld message time 7

vtp domain ese-dc
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vtp mode transparent
mls ip multicast flow-stat-timer 9

no mls flow ip

no mls flow ipvé
mls gos
mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global
mls cef error action freeze

!

key chain eigrp

key 100

key-string 7 1111

!

redundancy

mode sso

main-cpu

auto-sync running-config

!

spanning-tree mode rapid-pvst

spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

environment temperature-controlled

system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag_ commands
!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000

!

interface LoopbackO

ip address 10.122.10.3 255.255.255.255

no ip redirects

no ip unreachables

no ip proxy-arp

ipvé address 2001:DB8:CAFE:6507::C333:3030/128
no ipvé redirects

ipvé ospf 1 area 0

!

interface Nullo

no ip unreachables

!

interface GigabitEthernet2/1

description to 6k-agg-1

dampening

ip address 10.122.0.26 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6é address 2001:DB8:CAFE:7005::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvé cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O
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wrr-queue

bandwidth 30 70

wrr-queue queue-limit 30 70
wrr-queue threshold 1 40 100
wrr-queue cos-map 1 1 1
wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5

mls gos trust dscp

!
interface GigabitEthernet2/2
description to 6k-agg-2

dampening

ip address 10.122.0.34 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6é address 2001:DB8:CAFE:7006::C333:3030/64
no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

wrr-queue

bandwidth 30 70

wrr-queue queue-limit 30 70
wrr-queue threshold 1 40 100
wrr-queue cos-map 1 1 1
wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5
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mls gos trust dscp

!
interface GigabitEthernet2/3
description to 6k-core-2

dampening

ip address 10.122.0.21 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7009::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue

bandwidth 30 70
queue-limit 30 70
threshold 1 40 100
cos-map 1 1 1
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wrr-queue cos-map 1 2 0

wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5

mls gos trust dscp

|
interface GigabitEthernet2/4
description to 6k-dist-1

dampening

ip address 10.122.0.77 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7000::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point
ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

wrr-queue bandwidth 30 70

wrr-queue queue-limit 30 70
wrr-queue threshold 1 40 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0

wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5

mls gos trust dscp

!

interface GigabitEthernet2/5
description to 6k-dist-2

dampening

ip address 10.122.0.81 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7002::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point
ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

wrr-queue bandwidth 30 70

wrr-queue queue-limit 30 70
wrr-queue threshold 1 40 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0

wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5

mls gos trust dscp
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!
router eigrp 10

passive-interface Loopback0

network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.3

!

ip classless

!
no ip http server

ip http path bootflash:

!

ip access-list extended MGMT-IN-v4

remark Permit v4MGMT only to LoO

permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input

!

logging source-interface Loopback0

logging 10.121.11.9

ipvé router ospf 1

router-id 10.122.10.3

log-adjacency-changes

auto-cost reference-bandwidth 10000
passive-interface Loopback0

timers spf 1 5

!

snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - IPv6 ipvérocks@cisco.com
!

ipvé access-list MGMT-IN

remark Permit MGMT only to LoopbackO

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::C333:3030 log-input
deny ipvé any any log-input

!

control-plane

!

dial-peer cor custom

!

banner login *C
Unauthorized access to this device and/or network is prohibited.
“c

!

line con 0

session-timeout 3

exec-timeout 0 0

password 7 095E4F071E0005

logging synchronous

login local

transport output telnet ssh

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in
exec-timeout 30 0

password 7 03165A05010A33

ipvé access-class MGMT-IN in
logging synchronous

login local

exec prompt timestamp

transport input telnet ssh

!
no cns aaa enable

end
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6k-core-2

upgrade fpd auto

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service internal

service sequence-numbers

service counters max age 5

|

hostname 6k-core-2

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging

logging rate-limit 5

no logging console

enable secret 5 $1SW031$30HUMVEYHXW7fwdMWEBQO1l

!

username cisco privilege 15 secret 5 $1$vVK6S$S20GixA11DE.ufYBgWUrru/
no aaa new-model

clock timezone mst -7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000

!

ip ftp source-interface Loopback0

ip ftp username cisco

ip ftp password 7 111B180B101719

ip tftp source-interface LoopbackO

no ip bootp server

ip telnet source-interface Loopback0

ip ssh time-out 30

ip ssh authentication-retries 2

ip ssh source-interface Loopback0

ip ssh version 2

no ip domain-lookup

ip domain-name cisco.com

ipvé unicast-routing

ipvé mfib hardware-switching replication-mode ingress
ipvé multicast-routing

udld enable

udld message time 7

vtp domain ese-dc
vtp mode transparent
mls ip multicast flow-stat-timer 9
no mls flow ip
no mls flow ipvé
mls gos
mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global
mls cef error action freeze
!
key chain eigrp
key 100
key-string 7 1111
!
redundancy
mode sso
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main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
environment temperature-controlled
system flowcontrol bus auto
diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands
!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000
!
interface Loopback0
ip address 10.122.10.4 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
ipvé address 2001:DB8:CAFE:6507::D444:4040/64
no ipvé redirects
ipvé ospf 1 area 0
!
interface Nullo
no ip unreachables
!
interface GigabitEthernet2/1
description to 6k-agg-1
dampening
ip address 10.122.0.30 255.255.255.252
no ip redirects
no ip unreachables
no ip proxy-arp
ip hello-interval eigrp 10 1
ip hold-time eigrp 10 3
ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30
carrier-delay msec 0
ipv6 address 2001:DB8:CAFE:7007::D444:4040/64
no ipvé redirects
ipvé nd suppress-ra
ipvée cef
ipvé ospf network point-to-point
ipvé ospf hello-interval 1
ipvé ospf dead-interval 3
ipvé ospf 1 area O
wrr-queue bandwidth 30 70
wrr-queue queue-limit 40 30
wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp

!

interface GigabitEthernet2/2
description to 6k-agg-2
dampening
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ip address 10.122.0.38 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30
carrier-delay msec 0
ipv6é address 2001:DB8:CAFE:7008::D444:4040/64
no ipvé redirects
nd suppress-ra

ipve
ipve
ipvé
ipve
ipve
ipvé

cef

ospf
ospf
ospf
ospf

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue
mls gos trust dscp

!

network point-to-point
hello-interval 1
dead-interval 3

1 area O

bandwidth 30 70

queue-limit 40 30
random-detect min-threshold 1
random-detect min-threshold 2
random-detect max-threshold 1
random-detect max-threshold 2
cos-map 1 1 1

cos-map 1 2 0
cos-map 2 1 2 3 4
cos-map 2 2 6 7

interface GigabitEthernet2/3
description to 6k-core-1
dampening
ip address 10.122.0.22 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

load-interval 30
carrier-delay msec 0
ipv6 address 2001:DB8:CAFE:7009::D444:4040/64
no ipvé redirects
nd suppress-ra

ipve
ipveée
ipvé
ipve
ipveée
ipvé

cef

ospf
ospf
ospf
ospf

wrr-queue

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue
mls gos trust dscp

!

network point-to-point
hello-interval 1
dead-interval 3

1 area O

bandwidth 30 70

queue-limit 40 30
random-detect min-threshold 1
random-detect min-threshold 2
random-detect max-threshold 1
random-detect max-threshold 2
cos-map 1 1 1

cos-map 1 2
cos-map 2 1
cos-map 2 2

o N
<N W
IS

interface GigabitEthernet2/4

40
70
80
80

40
70
80
80

80
80
100
100

80
80
100
100
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description to 6k-dist-1

dampening

ip address 10.122.0.85 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7001::D444:4040/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-qgueue cos-map 2 2 6 7

mls gos trust dscp

!
interface GigabitEthernet2/5

description to 6k-dist-2

dampening

ip address 10.122.0.89 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7003::D444:4040/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp
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!
|

router eigrp 10

passive-interface LoopbackO

network 10.0.0

.0

no auto-summary
eigrp router-id 10.122.10.4

|
ip classless
!
no ip http serv
!
ip access-list
remark Permit
permit tcp 10.
permit tcp 10.
permit tcp 10.
deny ip any
!

er

extended MGMT-IN-v4
Vv4MGMT only to LoO

120
121
122
any

.0.0 0.0.255.255 any log-input
.0.0 0.0.255.255 any log-input
.0.0 0.0.255.255 any log-input
log-input

logging source-interface Loopback0
logging 10.121.11.9

ipvé router osp

f1

router-id 10.122.10.4
log-adjacency-changes

auto-cost reference-bandwidth 10000
passive-interface LoopbackO

timers spf 1 5
!
!

snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - IPv6 ipvérocks@cisco.com

ipvé access-list MGMT-IN
remark Permit MGMT only to LoopbackO

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::D444:4040 log-input

deny ipvé any any log-input

!

control-plane
!

dial-peer cor custom

A

banner login “C

Unauthorized access to this device and/or network is prohibited.

A

C
!

line con 0

session-timeout 3

exec-timeout 0

0

password 7 120B0419150E1lE
logging synchronous

login local

transport output telnet ssh

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in

exec-timeout 3

00

password 7 105C0817021200
ipvé access-class MGMT-IN in
logging synchronous

login local

exec prompt timestamp
transport input telnet ssh

!

no cns aaa enable

r Campus Networks [Z35(75 IPv6 BAH A K

OL-11818-01-J |



g —meuzxr W
end

FATFILAREAYS ETFIL (DSM) — IL—F vy K 79 +EX

ZIZTIE, T7E8A LAY (3750-acc-l) BLIUOT 4 APV bEa—var LAY
(6k-dist-1/6k-dist-2) [ZOWNWT OB EE R LET,

3750-acc-1

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

!

hostname 3750-acc-1

!

logging count

logging buffered 8192 debugging

logging rate-limit 5

no logging console

enable secret 5 $1SRPWWSKROgkUlkWOa7PdlsvvhgB.

|

username cisco privilege 15 secret 5 $1SKNSF$3XavijOuoVCg68RASxTYD1
no aaa new-model

clock timezone mst -7

switch 1 provision ws-c3750g-24ts

vtp domain ese-dc

vtp mode transparent

udld enable

udld message time 7

ip subnet-zero

no ip source-route

ip routing

ip icmp rate-limit unreachable 2000
ip telnet source-interface Vlan2

no ip domain-lookup

ip domain-name cisco.com

ip dhcp smart-relay

!

ip dhcp snooping vlan 2

ip dhcp snooping database flash:dhcp.txt
ip dhcp snooping database timeout 10
ip dhcp snooping

ip ftp source-interface Vlan2

ip ftp username cisco

ip ftp password 7 120B0419150E1E

ip tftp source-interface Vlan2

ip ssh time-out 60

ip ssh authentication-retries 2

ip ssh source-interface Vlan2

ip ssh version 2

ip arp inspection vlan 2

ip arp inspection validate src-mac
ip arp inspection log-buffer entries 100
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ip arp inspection log-buffer logs 20 interval 120
login block-for 30 attempts 3 within 200
login delay 2

ipvé mld snooping

ipvé unicast-routing

!
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

mls
!

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set

key chain eigrp

key 100

output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

key-string 7 1111

!

0 10 18 24 25 34 to 8
16 24 32 46 48 56

cos-map
cos-map
cos-map
cos-map
cos-map
cos-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue

1
2
2
2
3
4

1 threshold 2 70
1 threshold 4 40

threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
80 100 100
100 100 100

w w wNn R Ww
H O o0 w N !

W R W wNDRE R W

crypto pki trustpoint TP-self-signed-3669881984
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3669881984
revocation-check none
rsakeypair TP-self-signed-3669881984

!

crypto ca certificate chain TP-self-signed-3669881984
certificate self-signed 01

30820299
57312F30
69666963
02161533
30313030
55040313
2D333636
2D656467
01050003
2D6D1DC9
A95E6364
DC38A870
E3E019BD
FF040530
2E636973
32A7C8D5
A7C8D54D
CO9DEB7F
85E954ED
07834C2D
39AD9BF8

quit

!

errdisable
errdisable

30820202
2D060355
6174652D
3735302D
30313533
26494F53
39383831
652D312E
818D0030
04758DB8
CCBCF7F9
DEC5D4DA
5E6801EC
030101FF
636F2E63
4DAFBO9AA
AFBOAAF1
EOS5FC2A3
7FC58F90
D82CAl163
CDBBA241

recovery
recovery

no file verify auto

A0030201 0202
04031326 494F
33363639 3838
65646765 2D31
5A170D32 3030
2D53656C 662D
39383431 2430
63697363 6F2E
81890281 8100
7B3AD4C9
F4750437 AB8C
765AD7A4 274B
9E15F980 C13D
30200603 551D
6F6D301F 0603
F11A0030 1DO06
1A00300D 0609
482558FA 33C2
23A38132 2421
8E638214 5B5C
ES5E2C666 5CAE

S9F36A3B1

0101 300D0609 2A864886
532D 53656C66 2D536967
3139 38343124 302206009
2E63 6973636F 2E636F6D
3130 31303030 3030305A
5369 676E6564 2D436572
2206 092A8648 86F70D01
636F 6D30819F 300D0609
BF7D E793E21B 6C1F75C2

54983BEC 10FEA2D4

00BF EFD54E88 6F650A5C
7649 36D876CA E28CF66C
0203 010001A3 75307330
1104 19301782 15333735
551D 23041830 168014EO0
0355 1DOE0O416 0414E018
2A86 4886F70D 01010405
92AE 7E4543E3 5BD6F32F
6CDB C978B3DD 9BCBC48E
277D 5E7DD52E 56172675
912E 40DC2150 A1CE39B4

cause link-flap
interval 60

46
16
38
24
48

10

F70D0101
6E65642D
2A864886
301E170D
3057312F
74696669
09021615
2A864886
16AAFFOF
151D2783
9563A309
77335F90
0F060355
302D6564
18682CE1l
682CE1D6
00038181
1D671B97
519D01BF
BD563769
D8101D33

18

26
56

12

20 22 25 32 34 36

14

04050030
43657274
F70D0109
39333033
302D0603
63617465
33373530
F70D0101
C110D038
5765C58A
247C6070
949DF258
1D130101
67652D31
D6A3EF2C
A3EF2C32
00755909
BC45B73B
F4CEBB82
590E4DCé6
A8
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!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree portfast bpduguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 2
name ACCESS-DATA-2
!
class-map match-all DVLAN-PC-VIDEO
match access-group name DVLAN-PC-VIDEO
class-map match-all DVLAN-Transactional-Data
match access-group name DVLAN-Transactional-Data
class-map match-all DVLAN-Mission-Critical-Data
match access-group name DVLAN-Mission-Critical-Data
class-map match-all DVLAN-Bulk-Data
match access-group name DVLAN-Bulk-Data
!
!
policy-map DATA
class DVLAN-PC-VIDEO
set dscp af41l
police 48000 8000 exceed-action policed-dscp-transmit
class DVLAN-Mission-Critical-Data
set dscp 25
police 5000000 8000 exceed-action policed-dscp-transmit
class DVLAN-Transactional-Data
set dscp af2l
police 5000000 8000 exceed-action policed-dscp-transmit
class DVLAN-Bulk-Data
set dscp afll
police 5000000 8000 exceed-action policed-dscp-transmit
!
interface NulloO
no ip unreachables
!
interface GigabitEthernetl/0/5
description to PC-DATA-ONLY
switchport access vlan 2
switchport mode access
switchport port-security maximum 3
switchport port-security
switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
ip arp inspection limit rate 100
service-policy input DATA
load-interval 30
srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 0
priority-queue out
spanning-tree portfast
spanning-tree bpduguard enable
ip verify source
ip dhcp snooping limit rate 100
!
interface GigabitEthernetl1l/0/25
description To 6k-dist-1
no switchport
dampening
ip address 10.120.0.2 255.255.255.252
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no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 0
priority-queue out

ipvé address 2001:DB8:CAFE:700A::CAC1:3750/64
ipvé nd suppress-ra

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvée ospf dead-interval 3

ipvé ospf 1 area 2

no ipvé redirects

mls gos trust dscp

no cdp enable

!

interface GigabitEthernetl1l/0/26
description To 6k-dist-2

no switchport

dampening

ip address 10.120.0.10 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

srr-queue bandwidth share 1 70 25 5
srr-queue bandwidth shape 3 0 0 0
priority-queue out

ipvé address 2001:DB8:CAFE:700C::CAC1:3750/64
ipvé nd suppress-ra

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 2

no ipvé redirects

mls gos trust dscp

no cdp enable

!
interface Vlan2

ip address 10.120.2.1 255.255.255.0
ip helper-address 10.121.10.7

no ip redirects

no ip unreachables

no ip proxy-arp

no ip mroute-cache

load-interval 30

ipvé address 2001:DB8:CAFE:2::CACl:3750/64
ipvé ospf 1 area 2

no ipvé redirects

!
router eigrp 10

passive-interface Vlan2

network 10.120.0.0 0.0.255.255
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no auto-summary
eigrp router-id 10.120.2.1
eigrp stub connected
!
ip classless
no ip http server
no ip http secure-server
|
ip access-list extended DVLAN-Bulk-Data
permit tcp any any eq 143
permit tcp any any eq 220
ip access-list extended DVLAN-Mission-Critical-Data
permit tcp any any range 3200 3203
permit tcp any any eq 3600
permit tcp any any range 2000 2002
ip access-list extended DVLAN-PC-VIDEO
permit udp any any range 16384 32767
ip access-list extended DVLAN-Transactional-Data
permit tcp any any eq 1352
ip access-list extended MGMT-IN-v4
permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input
!
logging source-interface Vlan2
logging 10.121.11.9
no cdp run
!
ipvé router ospf 1
router-id 10.120.2.1
log-adjacency-changes
auto-cost reference-bandwidth 10000
area 2 stub no-summary
passive-interface Vlan2
timers spf 1 5
!
snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - IPv6 ipvérocks@cisco.com
!
ipvé access-list MGMT-IN
remark Permit MGMT only to VLAN2
permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:2::CAC1:3750 log-input
deny ipvé any any log-input
!
control-plane
!
banner login *C
Unauthorized access to this device and/or network is prohibited.
e
!
line con 0
session-timeout 3
exec-timeout 0 0O
password 7 06140E2F4B4B1B
logging synchronous
login local
transport output telnet ssh
line vty 0 4
session-timeout 3
password 7 06140E2F4B4B1B
ipvé access-class MGMT-IN in
logging synchronous
login local
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exec prompt timestamp
transport input telnet ssh
line vty 5 15

session-timeout 3

password 7 0101070A5CO0E14
ipvé access-class MGMT-IN in
logging synchronous

login local

exec prompt timestamp
transport input telnet ssh

end

6k-dist-1

upgrade fpd auto

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

service counters max age 5

!

hostname 6k-dist-1

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging

logging rate-limit 5

no logging console

enable secret 5 $1$EZB7$nbgNvHOQH4go3zpGsZog6/

!

username cisco privilege 15 secret 5 $1$VwbR$aXCTEAusOPhpmcfg7nOnol
no aaa new-model

clock timezone mst -7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000

!

ip ftp source-interface Loopback0

ip ftp username cisco

ip ftp password 7 121A0C041104

ip tftp source-interface Loopback0

no ip bootp server

ip telnet source-interface Loopback0

ip ssh time-out 30

ip ssh authentication-retries 2

ip ssh source-interface Loopback0

ip ssh version 2

no ip domain-lookup

ip domain-name cisco.com

ipvé unicast-routing

ipvée mfib hardware-switching replication-mode ingress
ipvé multicast-routing

udld enable

udld message time 7

vtp domain ese-dc
vtp mode transparent
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mls ip cef load-sharing full
mls ip multicast flow-stat-timer 9
no mls flow ip
no mls flow ipvé
mls gos
mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global
mls cef error action freeze
!
key chain eigrp
key 100
key-string 7 1111
!
redundancy
mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
spanning-tree vlan 2-3 priority 24576
environment temperature-controlled
system flowcontrol bus auto
diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands
!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000
!
interface Loopback0
ip address 10.122.10.9 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
ipv6 address 2001:DB8:CAFE:6507::A111:1010/128
no ipvé redirects
ipvé ospf 1 area O
!
interface Nullo
no ip unreachables
!
interface TenGigabitEthernetl/1
description to 6k-dist-2
dampening
ip address 10.120.0.13 255.255.255.252
no ip redirects
no ip unreachables
no ip proxy-arp
ip hello-interval eigrp 10 1
ip hold-time eigrp 10 3
ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30
carrier-delay msec 0
ipvé address 2001:DB8:CAFE:7004::A111:1010/64
no ipvé redirects
ipvé nd suppress-ra
ipvée cef
ipvé ospf network point-to-point
ipvé ospf hello-interval 1
ipvé ospf dead-interval 3

g —geyzxr N
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ipvé ospf
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

wrr-queue cos-map 1 1 1
wrr-queue cos-map 2 1 0
wrr-queue cos-map 3 1 4
wrr-queue cos-map 3 2 2
wrr-queue cos-map 3 3 3
wrr-queue cos-map 3 4 6
wrr-queue cos-map 3 5 7

1 area 2

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

mls gos trust dscp

!

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/1
description to 3750-acc-1

dampening

ip address 10.120.0.1 255.255.255.252

W N R WD R

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100

no
no
no

ip redirects
ip unreachables
ip proxy-arp

ip hello-interval eigrp 10 1
ip hold-time eigrp 10 3
ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0
ipv6 address 2001:DB8:CAFE:700A::A111:1010/64
no ipvé redirects

ipve
ipveée
ipvé
ipve
ipveée
ipvé

cef

ospf
ospf
ospf
ospf
wrr-queue
Wrr-queue
wWrr-queue
wWrr-queue
Wrr-queue
wWrr-queue
wrr-queue
wWrr-queue

wrr-queue cos-map 1 1 1
wrr-queue cos-map 2 1 0
wrr-queue cos-map 3 1 4
wrr-qgueue cos-map 3 2 2
wrr-queue cos-map 3 3 3
wrr-queue cos-map 3 4 6
wrr-queue cos-map 3 5 7

nd suppress-ra

network point-

to-point

hello-interval 1

dead-interval
1l area 2

3

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

mls gos trust dscp
no cdp enable

spanning-tree guard root

!

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/2
description to 3750-acc-2

dampening

ip address 10.120.0.5 255.255.255.252
no ip redirects
no ip unreachables

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100
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no ip proxy-arp
ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:700B::A111:1010/64
no ipvé redirects

ipv6é nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvée ospf dead-interval 3

ipvé ospf 1 area 2

wrr-queue bandwidth 5 25 70

wrr-queue queue-limit 5 25 40
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue cos-map 1 1

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100
50 60 70 80 90 100 100 100
100 100 100 100 100 100 100 100
100 100 100 100 100 100 100 100
60 70 80 90 100 100 100 100

w NP W N

Wrr-queue cos-map
wWrr-queue cos-map
Wrr-queue cos-map
Wrr-queue cos-map
wWrr-queue cos-map
Wrr-queue cos-map
mls gos trust dscp
no cdp enable
spanning-tree guard root
!

interface GigabitEthernet4/1
description to 6k-core-1
dampening
ip address 10.122.0.78 255.255.255.252
no ip redirects
no ip proxy-arp
ip hello-interval eigrp 10 1
ip hold-time eigrp 10 3
ip authentication mode eigrp 10 md5
ip authentication key-chain eigrp 10 eigrp
ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5
load-interval 30
carrier-delay msec 0
ipv6é address 2001:DB8:CAFE:7000::A111:1010/64
no ipvé redirects
ipvé nd suppress-ra
ipvé cef
ipvé ospf network point-to-point
ipvé ospf hello-interval 1
ipvé ospf dead-interval 3
ipvé ospf 1 area O
wrr-queue bandwidth 30 70
wrr-queue queue-limit 40 30
wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1
wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
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wrr-queue

cos-map 2 2 6 7

mls gos trust dscp

!

interface GigabitEthernet4/2
description to 6k-core-2

dampening

ip address 10.122.0.86 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp

ip summary-address eigrp 10 10.120.0.0 255.255.0.0 5

load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7001::A111:1010/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf
ipvé ospf
ipvée ospf
ipvé ospf
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue
wrr-queue

network point-to-point
hello-interval 1

dead-interval 3

1l area O

bandwidth 30 70

queue-limit 40 30

random-detect min-threshold 1 40 80
random-detect min-threshold 2 70 80
random-detect max-threshold 1 80 100
random-detect max-threshold 2 80 100
cos-map 1 1 1

cos-map 1 2
cos-map 2 1
cos-map 2 2

o N
<N W
IS

mls gos trust dscp

!

router eigrp 10

passive-interface Loopback0

network 10.120.0.0 0.0.255.255

network 10.122.0.0 0.0.0.255

distribute-list DEFAULT out GigabitEthernet3/1
distribute-list DEFAULT out GigabitEthernet3/2
no auto-summary

eigrp router-id 10.122.10.9

!

ip classless

no ip http
!

server

ip access-list standard DEFAULT
permit 0.0.0.0

!

ip access-list extended MGMT-IN-v4
remark Permit v4MGMT only to LoO
permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input

deny ip
!

any any log-input

logging source-interface LoopbackO

logging 10

.121.11.9

ipvé router ospf 1
router-id 10.122.10.9
log-adjacency-changes
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auto-cost reference-bandwidth 10000
area 2 stub no-summary
area 2 range 2001:DB8:CAFE:2::/64 cost 10
area 2 range 2001:DB8:CAFE:3::/64 cost 10
area 2 range 2001:DB8:CAFE:7004::/64 cost 10
area 2 range 2001:DB8:CAFE:700A::/64 cost 10

area 2 range 2001:DB8:CAFE:700B::/64 cost 10
passive-interface Loopback0

timers spf 1 5

!
snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - ipvérocks@cisco.com
!
ipvé access-list MGMT-IN

remark Permit MGMT only to LoopbackO

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::A111:1010 log-input
deny ipvé any any log-input

!
control-plane

|
dial-peer cor custom

!
banner login “C
Unauthorized access to this device and/or network is prohibited!
“c

!

line con 0

session-timeout 3

password 7 06140E2F4B4B1B

logging synchronous

login local

transport output none

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in

password 7 08334D400E1C17

ipvé access-class MGMT-IN in

logging synchronous

login local

exec prompt timestamp

transport input telnet ssh

!
no cns aaa enable

end

6k-dist-2

upgrade fpd auto

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service internal

service sequence-numbers

service counters max age 5

!

hostname 6k-dist-2

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
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logging buffered 64000 debugging
logging rate-limit 5
no logging console

enable secret 5 $1SO0UKBSYN.zu/IQtOivlkgLsdxtYO
|

username cisco privilege 15 secret 5 $1$SUYVSShOXyooFT..fL/4tyOnAN1

no aaa new-model

clock timezone mst -7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000
!

ip ftp source-interface Loopback0
ip ftp username cisco

ip ftp password 7 01100F175804

ip tftp source-interface Loopback0
no ip bootp server

ip telnet source-interface LoopbackO
ip ssh time-out 30

ip ssh authentication-retries 2

ip ssh source-interface Loopback0
ip ssh version 2

no ip domain-lookup

ip domain-name cisco.com

ipvé unicast-routing

ipvé mfib hardware-switching replication-mode ingress
ipvé multicast-routing

udld enable

udld message time 7

vtp domain ese-dc
vtp mode transparent
mls ip cef load-sharing full
mls ip multicast flow-stat-timer 9

no mls flow ip

no mls flow ipvé
mls gos
mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global
mls cef error action freeze

!

key chain eigrp

key 100

key-string 7 1111

!

redundancy

mode sso

main-cpu

auto-sync running-config

!

spanning-tree mode rapid-pvst

spanning-tree loopguard default

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
spanning-tree vlan 2-3 priority 28672
environment temperature-controlled

system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands
!

vlan internal allocation policy descending
vlan dotlg tag native

vlan access-log ratelimit 2000
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!
interface Loopback0
ip address 10.122.10.10 255.255.255.255

no ip redirects

no ip unreachables

no ip proxy-arp

ipv6 address 2001:DB8:CAFE:6507::B222:2020/128
no ipvé redirects

ipvé ospf 1 area 0

!
interface Nullo

no ip unreachables

!

interface TenGigabitEthernetl/1

description to 6k-dist-1

dampening

ip address 10.120.0.14 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7004::B222:2020/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 2

wrr-queue bandwidth 5 25 70

wrr-queue queue-limit 5 25 40
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect min-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue random-detect max-threshold
wrr-queue cos-map 1 1
wWrr-queue cos-map
Wrr-queue cos-map

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100
50 60 70 80 90 100 100 100
100 100 100 100 100 100 100 100
100 100 100 100 100 100 100 100
60 70 80 90 100 100 100 100

W N R WD R

wrr-queue cos-map
wrr-queue cos-map
wrr-queue cos-map
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Wrr-queue cos-map
mls gos trust dscp
!
interface GigabitEthernet3/1

description to 3750-acc-1

dampening

ip address 10.120.0.9 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

| oL-11818-01-J
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ipv6é address 2001:DB8:CAFE:700C::B222:2020/64
no ipvé redirects

ipvé
ipve
ipve

cef

ospf
ospf
ospf
ospf
wWrr-queue

ipvé
ipve
ipve

wrr-gqueue
wrr-queue
wrr-queue
wrr-gqueue
wrr-queue
wrr-queue
wrr-queue

wrr-queue cos-map 1 1 1
wrr-queue cos-map 2 1 0
wrr-queue cos-map 3 1 4
wrr-queue cos-map 3 2 2
wrr-queue cos-map 3 3 3
wrr-queue cos-map 3 4 6
wrr-queue cos-map 3 5 7

nd suppress-ra

network point-

to-point

hello-interval 1

dead-interval
1 area 2

3

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

mls gos trust dscp
no cdp enable

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

interface GigabitEthernet3/2
description to 3750-acc-1

dampening

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100

100 100 100 100 100
100 100 100 100 100
100 100 100 100

ip
no
no
no

address 10.120.0.17 255.255.255.252
ip redirects

ip unreachables

ip proxy-arp

ip
ip
ip
ip

load-interval 30

carrier-delay msec 0
ipvé address 2001:DB8:CAFE:700D::B222:2020/64
no ipvé redirects

ipvé
ipve
ipveée
ipvé

cef

ospf
ospf
ipvé ospf
ipvé ospf
wWrr-queue
wrr-queue
wWrr-queue
wWrr-queue
wrr-queue
wWrr-queue
wWrr-queue
wrr-queue

wrr-queue cos-map 1 1 1
wrr-queue cos-map 2 1 0
wrr-queue cos-map 3 1 4
wrr-queue cos-map 3 2 2
wrr-queue cos-map 3 3 3
wrr-queue cos-map 3 4 6
wrr-queue cos-map 3 5 7

nd suppress-ra

network point-

hello-interval eigrp 10 1
hold-time eigrp 10 3
authentication mode eigrp 10 md5
authentication key-chain eigrp 10 eigrp

to-point

hello-interval 1

dead-interval
1 area 2

3

bandwidth 5 25 70

queue-limit 5
random-detect
random-detect
random-detect
random-detect
random-detect
random-detect

mls gos trust dscp
no cdp enable

25 40

min-threshold
min-threshold
min-threshold
max-threshold
max-threshold
max-threshold

80 100 100 100 100 100 100 100
80 100 100 100 100 100 100 100

50 60 70 80
100 100 100
100 100 100
60 70 80 90

90 100 100 100
100 100 100 100 100
100 100 100 100 100
100 100 100 100
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!
interface GigabitEthernet4/1

description to 6k-core-1

dampening

ip address 10.122.0.82 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7002::B222:2020/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvée ospf dead-interval 3

ipvé ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2
wrr-queue cos-map 2 1
wrr-queue cos-map 2 2
mls gos trust dscp

!

interface GigabitEthernet4/2

description to 6k-core-2

dampening

ip address 10.122.0.90 255.255.255.252

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7003::B222:2020/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80

o N o
w
IS

wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp
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!

router eigrp 10
passive-interface Loopback0
network 10.120.0.0 0.0.255.255
network 10.122.0.0 0.0.0.255

distribute-list DEFAULT out GigabitEthernet3/1
distribute-list DEFAULT out GigabitEthernet3/2

no auto-summary
eigrp router-id 10.122.10.10

!

ip classless

!

no ip http server

ip access-list standard DEFAULT
permit 0.0.0.0

ip access-1list

remark

permit
permit
permit

deny
!

logging
logging

Permit
tep 10
tcp 10
tcp 10
ip any

extended MGMT-IN-v4
v4MGMT only to LoO

.120.0.0 0.0.255.255 any log-input
.121.0.0 0.0.255.255 any log-input
.122.0.0 0.0.255.255 any log-input

any log-input

source-interface Loopback0

10.121.11.9

ipvé router ospf 1

router-id 10.122.10.10

log-adjacency-changes
auto-cost reference-bandwidth 10000

area
area
area
area
area
area

stub no-summary
2001:
2001:
2001:
2001:
2001:

range
range
range
range
range

passive-interface
timers spf 1 5

!

snmp-server group I1Pv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - ipvérocks@cisco.com

!

DB8
DB8
DB8
DB8
DB8

:CAFE
:CAFE
:CAFE
:CAFE
:CAFE

:2::/64 cost 10
:3::/64 cost 10
:7004::/64 cost
:700A::/64 cost
:700B::/64 cost

Loopback0

ipvé access-list MGMT-IN
remark Permit MGMT only to Loopback0

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::B222:2020 log-input

deny ipvé any any log-input

control-plane

!

dial-peer cor custom

!

banner login

Unauthorized access to this device and network is prohibited.

A

C
!

line con 0

e

session-timeout 3
password 7 1317161C0C0916
logging synchronous
login local
transport output telnet ssh
line vty 0 4

10
10
10
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session-timeout 3
access-class MGMT-IN-v4 in
password 7 071D2042490CO0B
ipvé access-class MGMT-IN in
logging synchronous
login local
exec prompt timestamp
transport input telnet ssh
!
no cns aaa enable
end

N T)y KFETFTILHE1 (HMET)

6k-core-1

ZITHEHaT LA VIZOWTOAREEZRLET, ZOMD LA VIZTXTIPVE DA THY
ZNHOHREILDM TOIPVAREEFRLTT (T4 AN Ea—var bAsviz, bxT7 RL
ADEENHY £7),

upgrade fpd auto

version 12.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service internal

service sequence-numbers

service counters max age 5

!

hostname 6k-core-1

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging

logging rate-limit 5

no logging console

enable secret 5 $1ShHvm$1n0YNSACb71zgHMmFz9Bi0

!

username cisco privilege 15 password 7 120B0419150E1E
no aaa new-model

clock timezone mst -7

ip subnet-zero

no ip source-route

ip icmp rate-limit unreachable 2000

!

ip ftp source-interface Loopback0

ip ftp username cisco

ip ftp password 7 071D2042490CO0B

ip tftp source-interface Loopback0

no ip bootp server

ip telnet source-interface Loopback0

ip ssh time-out 30

ip ssh authentication-retries 2

ip ssh source-interface Loopback0

ip ssh version 2

no ip domain-lookup

ip domain-name cisco.com

ipvé unicast-routing
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ipvée mfib hardware-switching replication-mode ingress

ipvé multicast-routing
udld enable

udld message time 7

vtp domain ese-dc

vtp mode transparent

mls ip multicast flow-stat-timer 9
no mls flow ip

no mls flow ipvé

mls gos

mls rate-limit unicast ip icmp unreachable acl-drop 0

no mls acl tcam share-global
mls cef error action freeze
!
key chain eigrp
key 100
key-string 7 1111
|
redundancy
mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
environment temperature-controlled
system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands

!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000
!
class-map match-all CAMPUS-BULK-DATA
match access-group name BULK-APPS
class-map match-all CAMPUS-TRANSACTIONAL-DATA
match access-group name TRANSACTIONAL-APPS
!
policy-map IPv6-ISATAP-MARK
class CAMPUS-BULK-DATA
set dscp afll
class CAMPUS-TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default
!
interface Loopback0
ip address 10.122.10.3 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
ipv6 address 2001:DB8:CAFE:6507::C333:3030/128
no ipvé redirects
ipvé ospf 1 area O
!
interface Loopback2
description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
no ip redirects
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no ip unreachables

no ip proxy-arp

!
interface Loopback3

description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

!
interface Tunnel2

description ISATAP VLAN2

no ip address

no ip redirects

ipv6 address 2001:DB8:CAFE:2::/64 eui-64
ipvée traffic-filter SOURCE-ISATAP-2 in
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvée ospf 1 area 2

tunnel source Loopback2

tunnel mode ipvéip isatap

|
interface Tunnel3

description ISATAP VLAN3

no ip address

no ip redirects

ipvé address 2001:DB8:CAFE:3::/64 eui-64
ipvé traffic-filter SOURCE-ISATAP-3 in
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback3

tunnel mode ipvéip isatap

!

interface NulloO

no ip unreachables

!

interface GigabitEthernetl/1
description to 3750-dist-1

dampening

ip address 10.122.0.41 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernetl/2
description to 3750-dist-2

dampening

ip address 10.122.0.45 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernet2/1
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description to 6k-agg-1

dampening

ip address 10.122.0.26 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7005::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvée ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvée ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 30 70

wrr-queue threshold 1 40 100

wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0

wrr-queue cos-map 2 1 2 3 4 6 7

wrr-queue cos-map 2 2 5

mls gos trust dscp

service-policy output IPv6-ISATAP-MARK

!
interface GigabitEthernet2/2

description to 6k-agg-2

dampening

ip address 10.122.0.34 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7006::C333:3030/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 30 70

wrr-queue threshold 1 40 100

wrr-queue cos-map 1 1 1
wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2
mls gos trust dscp
service-policy output IPv6-ISATAP-MARK
!

interface GigabitEthernet2/3
description to 6k-core-2

dampening
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ip address 10.122.0.21 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6é address 2001:DB8:CAFE:7009::C333:3030/64
no ipvé redirects

ipvée nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvée ospf dead-interval 3

ipvé ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 30 70

wrr-queue threshold 1 40 100

wrr-queue cos-map 1 1 1
wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4 6 7
wrr-queue cos-map 2 2 5

mls gos trust dscp

!
router eigrp 10

passive-interface Loopback0

passive-interface Loopback2

passive-interface Loopback3

network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.3

!
ip classless

!
no ip http server

!

ip access-list extended MGMT-IN-v4

remark Permit v4MGMT only to LoO

permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input

!

logging source-interface LoopbackO

logging 10.121.11.9

ipvé router ospf 1

router-id 10.122.10.3

log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 10

area 2 range 2001:DB8:CAFE:3::/64 cost 10
passive-interface Loopback0

passive-interface Loopback2

passive-interface Loopback3

passive-interface Tunnel2

passive-interface Tunnel3

timers spf 1 5

!

snmp-server group I1IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - IPv6 ipvérocks@cisco.com
!
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ipvé access-list SOURCE-ISATAP-2

remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64
permit ipvé 2001:DB8:CAFE:2::/64 any

remark PERMIT ALL ICMPvé PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6é PACKETS AND LOG

deny ipvé any any log-input

!
ipv6 access-list SOURCE-ISATAP-3

remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any

remark PERMIT ALL ICMPvé6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG

deny ipvé any any log-input

|
ipvé access-list BULK-APPS

permit tcp any any eq ftp

permit tcp any any eq ftp-data

!
ipvé access-list TRANSACTIONAL-APPS

permit tcp any any eq telnet

permit tcp any any eq 22

!
ipvé access-list MGMT-IN

remark Permit MGMT only to LoopbackO

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::C333:3030 log-input
deny ipvé any any log-input

!
control-plane

!
dial-peer cor custom

!
banner login *C
Unauthorized access to this device and/or network is prohibited.

e

!

line con 0

session-timeout 3

exec-timeout 0 0

password 7 095E4F071E0005

logging synchronous

login local

transport output telnet ssh

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in

exec-timeout 30 0

password 7 03165A05010A33

ipvé access-class MGMT-IN in

logging synchronous

login local

exec prompt timestamp

transport input telnet ssh

!
no cns aaa enable

end
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6k-core-2

upgrade fpd auto
version 12.2

no

service pad

service tcp-keepalives-in
service tcp-keepalives-out

service
service

service password-encryption
service internal

service sequence-numbers
service counters max age 5

!

hostname 6k-core-2

!

timestamps debug datetime msec localtime show-timezone
timestamps log datetime msec localtime show-timezone

g —geyzxr N

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging
logging rate-limit 5

no

logging console

enable secret 5 $1SW031$30oHUMVEYHXW7fwdMWEBQO1l

!

username cisco privilege 15 secret 5 $1$vVK6$20GixA1l1DE.ufYBgWUrru/

no

aaa new-model

clock timezone mst -7

ip
no
ip
!

ip
ip
ip
ip
no
ip
ip
ip
ip
ip
no
ip

subnet-zero
ip source-route
icmp rate-limit unreachable 2000

ftp source-interface Loopback0
ftp username cisco

ftp password 7 111B180B101719
tftp source-interface Loopback0
ip bootp server

telnet source-interface Loopback0
ssh time-out 30

ssh authentication-retries 2
ssh source-interface Loopback0
ssh version 2

ip domain-lookup

domain-name cisco.com

ipvé unicast-routing

ipvée mfib hardware-switching replication-mode ingress
ipvé multicast-routing

udld enable

udld message time 7

vtp domain ese-dc

vtp mode transparent

mls ip multicast flow-stat-timer 9

no mls flow ip

no mls flow ipvé

mls gos

mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global

mls cef error action freeze

key chain eigrp
key 100
key-string 7 1111

!

redundancy
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mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
environment temperature-controlled
system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands

!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000
|
class-map match-all CAMPUS-BULK-DATA
match access-group name BULK-APPS
class-map match-all CAMPUS-TRANSACTIONAL-DATA
match access-group name TRANSACTIONAL-APPS
!
policy-map IPv6-ISATAP-MARK
class CAMPUS-BULK-DATA
set dscp afll
class CAMPUS-TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default
!
interface Loopback0
ip address 10.122.10.4 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
ipv6 address 2001:DB8:CAFE:6507::D444:4040/64
no ipvé redirects
ipvé ospf 1 area O
!
interface Loopback2
description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
delay 1000
!
interface Loopback3
description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
delay 1000
!
interface Tunnel2
description ISATAP VLAN2
no ip address
no ip redirects
ipv6 address 2001:DB8:CAFE:2::/64 eui-64
ipvée traffic-filter SOURCE-ISATAP-2 in
no ipvé redirects
no ipvé nd suppress-ra
ipvée cef
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ipvée ospf 1 area 2

tunnel source Loopback2

tunnel mode ipvéip isatap

!

interface Tunnel3

description ISATAP VLAN3

no ip address

no ip redirects

ipv6é address 2001:DB8:CAFE:3::/64 eui-64
ipvée traffic-filter SOURCE-ISATAP-3 in
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvée ospf 1 area 2

tunnel source Loopback3

tunnel mode ipvéip isatap

|

interface NulloO

no ip unreachables

|

interface GigabitEthernetl/1
description to 3750-dist-1

dampening

ip address 10.122.0.49 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernetl/2
description to 3750-dist-2

dampening

ip address 10.122.0.53 255.255.255.252
no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernet2/1
description to 6k-agg-1

dampening

ip address 10.122.0.30 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipvé address 2001:DB8:CAFE:7007::D444:4040/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3
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ipvé ospf 1 area O

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp
service-policy output IPv6-ISATAP-MARK

!

interface GigabitEthernet2/2

description to 6k-agg-2

dampening

ip address 10.122.0.38 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7008::D444:4040/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

wrr-queue bandwidth 30 70

wrr-queue queue-limit 40 30

wrr-queue random-detect min-threshold 1 40 80
wrr-queue random-detect min-threshold 2 70 80
wrr-queue random-detect max-threshold 1 80 100
wrr-queue random-detect max-threshold 2 80 100
wrr-queue cos-map 1 1 1

wrr-queue cos-map 1 2 0
wrr-queue cos-map 2 1 2 3 4
wrr-queue cos-map 2 2 6 7

mls gos trust dscp

service-policy output IPv6-ISATAP-MARK

!
interface GigabitEthernet2/3

description to 6k-core-1

dampening

ip address 10.122.0.22 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:7009::D444:4040/64
no ipvé redirects
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ipve
ipve
ipvé
ipve
ipve
ipvé

nd suppress-ra

cef

ospf
ospf
ospf
ospf

wrr-queue
wrr-queue

wrr-queue

wrr-queue
wrr-queue

wrr-queue

network point-to-point

hello-interval 1
dead-interval 3

1 area O
bandwidth 30 70
queue-limit 40 30

random-detect min-threshold 1 40
random-detect min-threshold 2 70
random-detect max-threshold 1 80
random-detect max-threshold 2 80
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80
80
100
100

!

Wrr-gueue cos-map
Wrr-gueue cos-map

2
wrr-queue cos-map 2 1
wrr-queue cos-map 2 2

mls gos trust dscp

router eigrp 10
passive-interface Loopback0
passive-interface Loopback2

111
1

o N
< W
IS

passive-interface Loopback3

network 10.0.0.0
no auto-summary
eigrp router-id 10

ip classless

!

no ip http server

!

ip access-list exte
remark Permit v4MGMT only to LoO

!

permit tcp 10.120.
permit tcp 10.121.
permit tcp 10.122.
deny ip any any

logging source-inte
logging 10.121.11.9
ipvé router ospf 1

!
!

snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - IPv6 ipvérocks@cisco.com

router-id 10.122.1

.122.10.4

nded MGMT-IN-v4

0.0 0.0.255.255 any log-input
0.0 0.0.255.255 any log-input
0.0 0.0.255.255 any log-input

log-input

rface Loopback0

0.4

log-adjacency-changes

auto-cost referenc
area 2 range 2001:
area 2 range 2001:
passive-interface
passive-interface
passive-interface
passive-interface
passive-interface
timers spf 1 5

e-bandwidth 10000
DB8:CAFE:2::/64 cost 20
DB8:CAFE:3::/64 cost 20
Loopback0

Loopback2

Loopback3

Tunnel2

Tunnel3

ipvé access-list SOURCE-ISATAP-2
remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64

permit ipvé 2001:DB8:CAFE:2::/64 any
remark PERMIT ALL ICMPvé PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX

permit icmp FE80::

remark DENY ALL OTHER IPvé6é PACKETS AND LOG

/10 any
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deny ipvé any any log-input

|
ipvé access-list SOURCE-ISATAP-3

remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any
remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any
remark PERMIT ALL ICMPvé PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input

!
ipvé access-list BULK-APPS

permit tcp any any eq ftp

permit tcp any any eq ftp-data

!
ipv6 access-1list TRANSACTIONAL-APPS

permit tcp any any eq telnet

permit tcp any any eq 22

|
ipvé access-list MGMT-IN

remark Permit MGMT only to Loopback0
permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::D444:4040 log-input
deny ipvé any any log-input

!
control-plane

!
dial-peer cor custom

!
banner login *C
Unauthorized access to this device and/or network is prohibited.
e

!

line con 0

session-timeout 3

exec-timeout 0 0

password 7 120B0419150E1lE

logging synchronous

login local

transport output telnet ssh

line vty 0 4

session-timeout 3

access-class MGMT-IN-v4 in

exec-timeout 30 0

password 7 105C0817021200

ipvé access-class MGMT-IN in

logging synchronous

login local

exec prompt timestamp

transport input telnet ssh

!
no cns aaa enable

end

H—EX JOvyY ETIL (SBM)

T, —ERA Tr v s AL vF (6k-sb-1/6k-sb-2) IZOWVWTORFEERLET, T/
A, TA4ARNIEa—vay, BLOaT LA VYOZOMOKEILZT T, DSMEZ >3 T
AL PV REEHHLET,
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6k-sb-1

upgrade fpd auto
version 12.2

no

service pad

service tcp-keepalives-in
service tcp-keepalives-out

service
service

service password-encryption

service internal

service sequence-numbers
service counters max age 5

!

hos
!

tname 6k-sb-1

timestamps debug datetime msec localtime show-timezone
timestamps log datetime msec localtime show-timezone
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boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging
logging rate-limit 5

no

ena
!

username cisco privilege 15 secret 5 $1$VwbR$aXCTEAusOPhpmcfg7nOn0l

no
clo
ip
no
ip

!
ip
ip
ip
ip
no
ip
ip
ip
ip
ip
no
ip
ipv

logging console
ble secret 5 $13EZB7$nbgNvHIQH4go3zpGsZogé/

aaa new-model

ck timezone mst -7

subnet-zero

ip source-route

icmp rate-limit unreachable 2000

ftp source-interface Loopback0
ftp username cisco

ftp password 7 121A0C041104
tftp source-interface Loopback0
ip bootp server

telnet source-interface Loopback0
ssh time-out 30

ssh authentication-retries 2
ssh source-interface Loopback0
ssh version 2

ip domain-lookup

domain-name cisco.com

6 unicast-routing

ipvée mfib hardware-switching replication-mode ingress

udl

udl

vtp
vtp
mls
mls

d enable
d message time 7

domain ese-dc

mode transparent

ip cef load-sharing full

ip multicast flow-stat-timer 9

no mls flow ip
no mls flow ipvé

mls
mls

gos
rate-limit unicast ip icmp unreachable acl-drop 0

no mls acl tcam share-global

mls
|

key

cef error action freeze

chain eigrp

key 100

k

!

ey-string 7 1111

redundancy

| oL-11818-01-J
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mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
environment temperature-controlled
system flowcontrol bus auto

diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands

!

vlan internal allocation policy descending

vlan dotlg tag native

vlan access-log ratelimit 2000

|

class-map match-all CAMPUS-BULK-DATA
match access-group name BULK-APPS

class-map match-all CAMPUS-TRANSACTIONAL-DATA

match access-group name TRANSACTIONAL-APPS
!
policy-map IPv6-ISATAP-MARK
class CAMPUS-BULK-DATA
set dscp afll
class CAMPUS-TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default
!
interface Loopback0
description Tunnel source for 6k-agg-1
ip address 10.122.10.9 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp

ipvé address 2001:DB8:CAFE:6507::A111:1010/128

no ipvé redirects

ipvé ospf 1 area 0

!
interface Loopbackl

description Tunnel source for 6k-agg-2
ip address 10.122.10.19 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

!
interface Loopback2

description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

!

interface Loopback3

description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

!

interface TunnelO

description tunnel to 6k-agg-1

no ip address
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ipvé address 2001:DB8:CAFE:6501::A111:1010/64
no ipvé redirects

ipvé
ipve
ipve
ipvé
ipve
ipve

nd reachable-time 5000

cef

ospf network point-to-point
ospf hello-interval 1

ospf dead-interval 3

ospf 1 area 0

tunnel source LoopbackO
tunnel destination 10.122.10.1
tunnel mode ipvéip

service-policy output IPv6-ISATAP-MARK

!

interface Tunnell

description tunnel to 6k-agg-2
no ip address

ipv6é address 2001:DB8:CAFE:6502::A111:1010/64
no ipvé redirects

ipve
ipve
ipvé
ipve
ipve
ipvé

nd reachable-time 5000

cef

ospf network point-to-point
ospf hello-interval 1

ospf dead-interval 3

ospf 1 area 0

tunnel source Loopbackl
tunnel destination 10.122.10.2
tunnel mode ipvéip

service-policy output IPv6-ISATAP-MARK

interface Tunnel2
description ISATAP VLAN2
no ip address

no ip redirects

ipvé address 2001:DB8:CAFE:2::/64 eui-64
ipvé traffic-filter SOURCE-ISATAP-2 in

no ipvé redirects
no ipvé nd suppress-ra

ipveée
ipvé

cef
ospf 1 area 2

tunnel source Loopback2
tunnel mode ipvéip isatap

!

interface Tunnel3
description ISATAP VLAN3
no ip address

no ip redirects

ipv6 address 2001:DB8:CAFE:3::/64 eui-64
ipvé traffic-filter SOURCE-ISATAP-3 in

no ipvé redirects
no ipvé nd suppress-ra

ipvé
ipve

cef
ospf 1 area 2

tunnel source Loopback3
tunnel mode ipvéip isatap

!

interface TenGigabitEthernetl/1
description to 6k-sb-2
dampening

ip address 10.122.0.93 255.255.255.252

no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1
ip hold-time eigrp 10 3

| oL-11818-01-J
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ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6é address 2001:DB8:CAFE:6505::A111:1010/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvée ospf dead-interval 3

ipvé ospf 1 area 0

mls gos trust dscp

service-policy output IPv6-ISATAP-MARK

!
interface GigabitEthernet4/1

description to 6k-core-1

dampening

ip address 10.122.0.78 255.255.255.252

ip access-group 101 in

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!

interface GigabitEthernet4/2

description to 6k-core-2

dampening

ip address 10.122.0.86 255.255.255.252

ip access-group 101 in

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
router eigrp 10

passive-interface Loopback0
passive-interface Loopbackl
passive-interface Loopback2
passive-interface Loopback3

network 10.0.0.0

no auto-summary

eigrp router-id 10.122.10.9

!

ip classless

!
no ip http server

!

ip access-list extended MGMT-IN-v4

remark Permit v4MGMT only to LoO

permit tcp 10.120.0.0 0.0.255.255 any log-input
permit tcp 10.121.0.0 0.0.255.255 any log-input
permit tcp 10.122.0.0 0.0.255.255 any log-input
deny ip any any log-input
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!
logging source-interface Loopback0
logging 10.121.11.9
access-1list 101 permit 41 10.120.2.0 0.0.0.255 host 10.122.10.102
access-list 101 permit 41 10.120.3.0 0.0.0.255 host 10.122.10.103
access-list 101 permit 41 host 10.122.10.1 host 10.122.10.9
access-1list 101 permit 41 host 10.122.10.2 host 10.122.10.19
access-list 101 permit 41 host 10.122.10.11 host 10.122.10.10
access-list 101 permit 41 host 10.122.10.12 host 10.122.10.20
access-1list 101 deny 41 any any
access-list 101 permit ip any any
ipvé router ospf 1

router-id 10.122.10.9

log-adjacency-changes

auto-cost reference-bandwidth 10000

area 2 range 2001:DB8:CAFE:2::/64 cost 10

area 2 range 2001:DB8:CAFE:3::/64 cost 10

passive-interface Loopback0

passive-interface Tunnel2

passive-interface Tunnel3

timers spf 1 5

!

snmp-server group IPv6-ADMIN v3 auth write vldefault

snmp-server contact John Doe - ipvérocks@cisco.com

!

ipvé access-list SOURCE-ISATAP-2

remark PERMIT ICMPvé PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64
permit ipvé 2001:DB8:CAFE:2::/64 any

remark PERMIT ALL ICMPvé6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG

deny ipvé any any log-input

!

ipvé access-list SOURCE-ISATAP-3

remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any

remark PERMIT ALL ICMPv6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG

deny ipvé any any log-input

!

ipvé access-list BULK-APPS

permit tcp any any eq ftp

permit tcp any any eq ftp-data

!

ipvé access-list TRANSACTIONAL-APPS

permit tcp any any eq telnet

permit tcp any any eq 22

!

ipvé access-list MGMT-IN

remark Permit MGMT only to Loopback0

permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::A111:1010 log-input
deny ipvé any any log-input

!

control-plane

!

dial-peer cor custom

!

banner login *C

Unauthorized access to this device and/or network is prohibited!
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“~c

line con 0

session-timeout 3

password 7 06140E2F4B4B1B
logging synchronous

login local

transport output none

line vty 0 4
session-timeout 3
access-class MGMT-IN-v4 in
password 7 08334D400E1C17
ipvé access-class MGMT-IN in
logging synchronous

login local

exec prompt timestamp
transport input telnet ssh

!

no

cns aaa enable

end

6k-sb-2

upgrade fpd auto
version 12.2

no

service pad

service tcp-keepalives-in
service tcp-keepalives-out

service
service

service password-encryption
service internal

service sequence-numbers
service counters max age 5

hostname 6k-sb-2

!

boot system flash sup-bootdisk:s3223-adventerprisek9 wan-mz.122-18.SXF5.bin
logging buffered 64000 debugging

logging rate-limit 5

no

enable secret 5 $1$0UKBSYN.zu/IQtOivlkgLsdxtYO

!

username cisco privilege 15 secret 5 $1$SUYVSShOXyooFT..fL/4tyOnAN1

no

logging console

aaa new-model

clock timezone mst -7

ip
no
ip
!

ip
ip
ip
ip
no
ip
ip
ip
ip
ip
no
ip

subnet-zero
ip source-route

icmp rate-limit unreachable 2000

ftp source-interface Loopback0

ftp username cisco
ftp password 7 01100F175804

tftp source-interface Loopback0

ip bootp server

telnet source-interface Loopback0

ssh time-out 30
ssh authentication-retries 2

ssh source-interface Loopback0

ssh version 2
ip domain-lookup
domain-name cisco.com

timestamps debug datetime msec localtime show-timezone
timestamps log datetime msec localtime show-timezone
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ipvé unicast-routing
ipvée mfib hardware-switching replication-mode ingress
udld enable

udld message time 7

vtp domain ese-dc
vtp mode transparent
mls ip cef load-sharing full
mls ip multicast flow-stat-timer 9
no mls flow ip
no mls flow ipvé
mls gos
mls rate-limit unicast ip icmp unreachable acl-drop 0
no mls acl tcam share-global
mls cef error action freeze
!
key chain eigrp
key 100
key-string 7 1111
!
!
redundancy
mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
environment temperature-controlled
system flowcontrol bus auto
diagnostic cns publish cisco.cns.device.diag results
diagnostic cns subscribe cisco.cns.device.diag commands
!
vlan internal allocation policy descending
vlan dotlg tag native
vlan access-log ratelimit 2000
!
class-map match-all CAMPUS-BULK-DATA
match access-group name BULK-APPS
class-map match-all CAMPUS-TRANSACTIONAL-DATA
match access-group name TRANSACTIONAL-APPS
!
policy-map IPv6-ISATAP-MARK
class CAMPUS-BULK-DATA
set dscp afll
class CAMPUS-TRANSACTIONAL-DATA
set dscp af2l
class class-default
set dscp default
!
interface Loopback0
description Tunnel source for 6k-agg-1
ip address 10.122.10.10 255.255.255.255
no ip redirects
no ip unreachables
no ip proxy-arp
ipv6 address 2001:DB8:CAFE:6507::B222:2020/128
no ipvé redirects
ipvé ospf 1 area O
!

interface Loopbackl
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description Tunnel source for 6k-agg-2
ip address 10.122.10.20 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

!

interface Loopback2

description Tunnel source for ISATAP-VLAN2
ip address 10.122.10.102 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

delay 1000

|

interface Loopback3

description Tunnel source for ISATAP-VLAN3
ip address 10.122.10.103 255.255.255.255
no ip redirects

no ip unreachables

no ip proxy-arp

delay 1000

!

interface TunnelO

description tunnel to 6k-agg-1

no ip address

load-interval 30

ipv6 address 2001:DB8:CAFE:6503::B222:2020/64
no ipvé redirects

ipvé nd reachable-time 5000

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area O

tunnel source LoopbackO

tunnel destination 10.122.10.11

tunnel mode ipvéip

service-policy output IPv6-ISATAP-MARK

!

interface Tunnell

description tunnel to 6k-agg-2

no ip address

load-interval 30

ipv6 address 2001:DB8:CAFE:6504::B222:2020/64
no ipvé redirects

ipvé nd reachable-time 5000

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

tunnel source Loopbackl

tunnel destination 10.122.10.12

tunnel mode ipvéip

service-policy output IPv6-ISATAP-MARK

!
interface Tunnel2

description ISATAP VLAN2

no ip address

ip access-group 100 in

no ip redirects

load-interval 30

ipv6 address 2001:DB8:CAFE:2::/64 eui-64
ipvée traffic-filter SOURCE-ISATAP-2 in
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no ipvé redirects

no ipvé nd suppress-ra

ipvé cef

ipvée ospf 1 area 2

tunnel source Loopback2

tunnel mode ipvéip isatap

!

interface Tunnel3

description ISATAP VLAN3

no ip address

no ip redirects

load-interval 30

ipvé address 2001:DB8:CAFE:3::/64 eui-64
ipvée traffic-filter SOURCE-ISATAP-3 in
no ipvé redirects

no ipvé nd suppress-ra

ipvée cef

ipvé ospf 1 area 2

tunnel source Loopback3

tunnel mode ipvéip isatap

!

interface TenGigabitEthernetl/1
description to 6k-sb-1

dampening

ip address 10.122.0.94 255.255.255.252
no ip redirects

no ip unreachables

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

ipv6 address 2001:DB8:CAFE:6505::B222:2020/64
no ipvé redirects

ipvé nd suppress-ra

ipvée cef

ipvé ospf network point-to-point

ipvé ospf hello-interval 1

ipvé ospf dead-interval 3

ipvé ospf 1 area 0

mls gos trust dscp

service-policy output IPv6-ISATAP-MARK
!
interface GigabitEthernet4/1
description to 6k-core-1

dampening

ip address 10.122.0.82 255.255.255.252
ip access-group 101 in

no ip redirects

no ip proxy-arp

ip hello-interval eigrp 10 1

ip hold-time eigrp 10 3

ip authentication mode eigrp 10 md5

ip authentication key-chain eigrp 10 eigrp
load-interval 30

carrier-delay msec 0

mls gos trust dscp

!
interface GigabitEthernet4/2
description to 6k-core-2

dampening

ip address 10.122.0.90 255.255.255.252
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ip
no
no
ip
ip
ip
ip

access-group 101 in

ip redirects

ip proxy-arp

hello-interval eigrp 10 1

hold-time eigrp 10 3

authentication mode eigrp 10 md5
authentication key-chain eigrp 10 eigrp

load-interval 30
carrier-delay msec 0
mls gos trust dscp

router eigrp 10

passive-interface
passive-interface
passive-interface
passive-interface

Loopback0
Loopbackl
Loopback2
Loopback3

network 10.0.0.0

no

auto-summary

eigrp router-id 10.122.10.10

ip classless

!

no ip http server

!

ip access-list

extended MGMT-IN-v4

remark Permit v4MGMT only to LoO

permit tcp 10.120.0.0 0.0.255.255 any log-input

permit tcp 10.121.0.0 0.0.255.255 any log-input

permit tcp 10.122.0.0 0.0.255.255 any log-input

deny ip any any log-input

!

logging source-interface Loopback0

logging 10.121.11.9

access-1list 101 permit 41 10.120.2.0 0.0.0.255 host 10.122.10.102
access-1list 101 permit 41 10.120.3.0 0.0.0.255 host 10.122.10.103
access-list 101 permit 41 host 10.122.10.1 host 10.122.10.9
access-1list 101 permit 41 host 10.122.10.2 host 10.122.10.19
access-1list 101 permit 41 host 10.122.10.11 host 10.122.10.10
access-list 101 permit 41 host 10.122.10.12 host 10.122.10.20
access-1list 101 deny 41 any any

access-1list 101 permit ip any any

ipvé router ospf 1

router-id 10.122.10.10

log-adjacency-changes
auto-cost reference-bandwidth 10000

area 2 range 2001:
area 2 range 2001:
passive-interface
passive-interface
passive-interface

timers spf
!

15

Tunnel3

DB8:CAFE:2::/64 cost 20
DB8:CAFE:3::/64 cost 20
Loopback0
Tunnel2

snmp-server group IPv6-ADMIN v3 auth write vldefault
snmp-server contact John Doe - ipvérocks@cisco.com

!

ipvé access-list SOURCE-ISATAP-2

remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::/64
permit icmp 2001:DB8:CAFE:2::/64 any

remark PERMIT IPv6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:2::64

permit ipvé 2001:DB8:CAFE:2::/64 any

remark PERMIT ALL ICMPvé PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any

remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
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!
ipv6 access-list SOURCE-ISATAP-3
remark PERMIT ICMPvé6 PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::/64
permit icmp 2001:DB8:CAFE:3::/64 any
remark PERMIT IPv6é PACKETS FROM HOSTS WITH PREFIX 2001:DB8:CAFE:3::64
permit ipvé 2001:DB8:CAFE:3::/64 any
remark PERMIT ALL ICMPvé6 PACKETS SOURCED BY HOSTS USING THE LINK-LOCAL PREFIX
permit icmp FE80::/10 any
remark DENY ALL OTHER IPv6 PACKETS AND LOG
deny ipvé any any log-input
|
ipvé access-list BULK-APPS
permit tcp any any eq ftp
permit tcp any any eq ftp-data
!
ipvé access-list TRANSACTIONAL-APPS
permit tcp any any eq telnet
permit tcp any any eq 22
!
ipvé access-list MGMT-IN
remark Permit MGMT only to LoopbackO
permit tcp 2001:DB8:CAFE::/48 host 2001:DB8:CAFE:6507::B222:2020 log-input
deny ipvé any any log-input
!
control-plane
!
dial-peer cor custom
!

banner login *C

Unauthorized access to this device and network is prohibited.

A

C

!
line con 0

session-timeout 3

password 7 021405550C031D
logging synchronous

login local

transport output none

line vty 0 4
session-timeout 3
access-class MGMT-IN-v4 in
password 7 071D2042490CO0B
ipvé access-class MGMT-IN in
logging synchronous

login local

exec prompt timestamp
transport input telnet ssh
!
no cns aaa enable

end
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