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IMPORTANT: PLEASE READ THIS END USER LICENSE
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Fl Cache user information for subsequent connections
to this network

[ Ok J[ Cancel ]

20708

Choose a network authentication method K v 7% v U X k5 Cisco EAP-FAST % 3®iR L £ 97,
Settings ™% > %27 Vv 7 LET,

Connection % 7', User Credentials 7 7', Authentication ¥ 7', £7-1% About ¥ 7% 7 U v 7 L ¥
T, TNHDE T OFREHFIECHOWTIL, Connection # 7 DO%E] (3-3 =) | [=2—% 7 L5
X NDORE] (3-7X—2) BIY TFRRESFROBZE] 3-10 X—) 2L TIEIN, T34
ATEY 2—NVDNA—=D g VEHERT 5 HEICHOWTIE, TEAP-FAST £ ¥ 2 —/LD/X— g > O
(3-12 =) R L TLIEEN,

EAP-FAST 7 FS =X bL—#% # 4 K Windows Vista i
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Connection 4 7OH=E

EAP-FAST @ Connection # 7'1Z1%, #M Transport Layer Security (TLS) k> RV fENLT D7D D
BMENFRENE T, FEICIE, ID OfRi#, Protected Access Credential (PAC) D5, PAC @
Tuvva =l BEEES NI — NGEAEE R RV ORESICEA T 5 Fik, BEEFAL— N CA GB
FER) GEBED U A MCH LEEFE L — F CA OERTEREENET,

Connection 2 FDi&E

Connection # 7 CHRREZITH) 2 N TEET (¥ 3-2 #5H),

3-2 EAP-FAST Properties 7 1 > K2 ® Connection % 7

Connection 2 7oz N

EAP-FAST Properties

Connection | Lizer Credentizls I Authertication I About |

[¥1iLlse anorymous outer iderting  anonpmous
[¥] U se Pratected Access Credential [P4C)
[¥] Allows automatic PAC provisioning

PAL Autharity:

Mane v| | Irmpoit ..

[¥] v alidate zerver cedificate

[¥] Connect to anly these servers:

CisCo. com

Truzted Root Certificate Authority [Ca):

[] Clazs 3 Public Primary Certification Authority B
[] Microsoft Root Autharity

]

[ Root Asgency
=
[T swtest

|7 switest -

[7] Do not prompt wser to authorize new servers or trusted certification authorities,

oKk || Cance ||

Help

230692
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Bl Connection 2 TDEE

#% 3-112, T RXTCOERHKELZOHHAEZRLET,

® 3-1 BEmaE

A

Use anonymous outer identity

ID DT T7AN—REEZHDNZTDHITIE, ZOF v IRy 7 A%
Vi LE9T,

FIAILE A

SHEID 74—V R

Use anonymous outer identity F = v 7 R v 7 AN A OFa, S
ID Z# AN LET, SMEBID 7 4 — /b RICAN T DEICHOWTIE, FEE
B OWREILRFC 4282 12t > TL &0,

T 74 )Lk : anonymous
x ZDT7 4L RIZATITE D EHERILFHIL 256 XFTT,

Use Protected Access
Credential (PAC)

N RO T PAC DFEREZ AT DI, 20T =y IRy
JAEF N LET, TOF v IRy I ANE L DFE, PAC D
IabeVa IR EREINES, 2OF 2 IR T ANT T DY
1%, EAP-FAST 7 PEAP & LCEMEL., &l v RV EFESLT D
I@SL: u:quénf_ﬁF/\uqui@ﬁz))'fiﬁﬁéhij—

PAC X, 7947 v P&V —"OHAEFFEMEHN SN D —EOHG Y
LTV VT, FRED T TAT Y RO —W4 & — OB 1D
B 5k 3, PAC Z4EH 3 411X, Public Key Infrastructure
(PKIL; Z23BH % — 4/7§xb§&%y)k?y&»m% EDZE JANGEA
DET, PAC I, BEIHA\VIXTET, 7747 Ml E 21
A R—bENRET,

FHPAC 7r bV a =704, PAC 7714V AAA —F
721% EAP-FAST #+—A_To—h WZAEKENET, FEI nb s
=TI, 22— LT Uy AR NSRS, ED 2 —
FIZxt9 2% PAC 7 7 A VDN ERSNET, ZO%, TOPAC 27 5
AT N TARALRAZTFE TS VA N—=LTELERHY 9,

FTIAILE T

Allow automatic PAC
provisioning

EAP-FAST #3ET PAC ® BEEUS A HHT AT, Z0F v
Ry 2 2% F T LET,

HE)PAC 7o b ¥a =7 %G8 T 5 L EAP-FAST #23E T PAC
ZARBMICERETCEEYT, BE)PAC Vb Y a =27 T, TLS &
Diffie-Hellman Key Agreement 7’2 b /L& LC, &% b
FNVEFESL LET, F/o, MSCHAPV2 2 EH LT, 2947 D
Pk & MITM (i) HEOREIRH A TbhE T,

TIHIE A

PAC Authority

Fay 72 U hE PAC REFHEEI 28R L £,
T4 b : None

Pz Fey7Zoy U2 ML, RN b2V PAC 7R E
Ta=r T LT RTO PAC BI04 I NG TV
F9, PACE7ubVa=r7 Lz ERR0WGEAIT,
None DANERENE T, None Zi1EIR LT, FAHIAIIZH A
MZPACO7BbE Va2 REEHZEHTEET,

EAP-FAST 7 K2=X FL—#% 54 F Windows Vista ik
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Connection 2 7oz M

* 31 BEHSE (\S)
BT L
Import FETPAC 77 A V& A R — bTAIZiE Import R¥ %27 U >

JLET, ZOREFUET Y w735 L, Import Protected Access
Credentials (PAC) File U 1 & RUDBNERENE T, EBIR L7 PAC
Tr7ANDNAYT = Rue AT D20EPHLIHEIT, X"AT—F
U4 RUBRRINET,

BH#172 PAC 7 7 A VEEIRL, £V R— 5 L. 0D PAC 327k
B2 PAC RGFIHERS Fe v 7 X oo U X MiBMEnE7,

TIOAILE . BR

Validate server certificate

U RNVDOMESL T, BIES NIV — NFEHELZFEHT LI, 20
Fxv IRy AEF N2 LET, Use Protected Access Credentials
(PAC) = v 7 R v 7 A L Validate Server Certificate 7= » 7 71 »
JAFWFE LA NCT DI ENTEET, FLE AT T
AT, RARN VAT LA A =L ENTWAEEK S CA
FEAZO Y R b6 1 DFE T ITEEOGEE A CA FEFE A RIRT
Eg=

MGFOF =y IRy 7 ANF 272> T B4E. EAP-FAST &
Va—INT PAC EEAICHEALE S & LET, PAC 237200,
P —NIHEETEENTHE. EAP-FAST €3 a2 — /W3 — GEHE L
ERALET,

WHDOF = 7Ry 7 AR 712> T DH4, EAP-FAST i
P — RFEHEEZGEE 3T PEAP L RARICHERE L £, ARG
FEMEORENITON WD, WFOF = v IRy 7 A4 72T 5
B LERA,

FTIHILE I

Connect to only these servers

=B I N — NFEAE L ~HTAXLER LA T3
VOV —=RELEEANTHIZE, COF v IRy I AL AT LE
T, =4I aerTRYY, BEOF— "L EANTH L
MNTExFES, v—rNGEHEOY T2 b 70— K (CN) 2N, Z
DT 4=V RIZAT LTz =4 & —EH LG EDH, EAP-FAST
EFEVa—/ME, Te T b aRRETIC, HERolkm e LET,

FTIHILE T

x = REIZIE, VANV —RXFELTCTAZY AT (¥)
BEHTEET, 272 L, TAX I RT X
name.domain.com FERORA O Y A K () KV AENZHE
THMENHY £F, =& 20E. [*.cisco.com] 1
l.cisco.com] THDOLETXTOV—N"ZE—FHLET, —
NREDZNUNDEFNCT AZ Y A7 BRETHE, ULV
R— R eE LRSI EE A,

| oL-16949-01-J
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W User Credentials 2 7DEE

* 341 BHESRE (\S)
B E L
Trusted Root CA VAT AIZA VA=V ENTWDHIEAEZEDO Y X vvn, 1 DFE-F

BEOEEFH»V—F CAEAEZRIRLET, FA N VAT ALK
A VAR ENTWAEEE» CAFEHEOHRN, Fey7XZxy v
UAMIERINET,

B L7 EHEHE 20— N CA SEEOFM 2 R85 51213, s E4
EX TN v LET, iEAELZX TNV v 7T 25 &,
Windows OFEHED a7 s BEAFRRSSINE T, T OHHE T, 7E
HEOFEM AR T £,

T4 b : None

Do not prompt user to authorize |4 — & 08— L2A2WEA, 720130 — NGEHER, JRIR L EHE 5
new servers or trusted HN— K CAFEAZEDONTN THLEL SN TV ARWEEIZ, =2—FZ
certificate authorities. ?zém@uu SEZ RO NI HIZTAITIE, ZDOF 2w IRy 7 Ah A

ILET, Z2OXIREARIC, 2OF =y IRy I ARA IS T
b\é L RRRIE R L ET,

FIHILE  F7

User Credentials 4 7 D=

EAP-FAST £¥=2— /LTI, FitBL e Pa= 7T, 774 T biEHE L 2 —V 4 /3R
J— ROWFra—H 7 LF ooyt LTHEATEET,

25472 FEAE

7S5 AT v NAEBENMER SN 584 . BEAP-FAST ¥ = — VT HEIMIC, BIEO = —HF O Windows
FEHEA N TS T4 T v FAEAEEZRS L ET, £7/2, EAP-FAST £V =2—/i, e/ 4 LT
ba—Voa—F4HELE—HTH2—FEAELZRHELET, ZOHAERHIRUINICRDZ L1THY F
A,

O —VFIEHEN D 584 . EAP-FAST EV a2 —/UiE, WTFENLEIBINT A L 5 2 —F kD, #
DOBIRN T 17 7 A VI f%fénia“o T 74V R T, = VREAEE, R#ES N TLS hrxb
T EAP-TLS Wi AR E 7213 TLS AR Iz — g L2k, EX o U F o fH#EINRETHE
ENET, FURARHETLENTZHIC, EAP-FAST — 12, 7534 7 hEHZELZERT 57200
TLS Iy =—v a3 &G Lo 288135, EAP-FAST € ¥ = — /L)% EAP-TLS Wi HFRIZ &
DEEAEEZEEFELET,

EAP-FAST £V 2 — VOEHEFIL, N0 xa ) T 41K E2# LR Th, 2 —ViFAELXET

X% L9512, EAP-FAST £V =2— LD XML AF—< 42 RETH LN TEXET,

A—HZENRT—F

D—HHZLERRAT = RMEA SN HE, 2—TRHROWVTNIDZ A T OIZ—F 4 LA T — NE&E
ﬁbij‘o

s Windows D —HHZ L RATV—F — Ry NU—F TI7EA 7 LT ¥yl LT Windows D
A—PH L RAT— RRERENE T, SRAT— RBREHRIGE0, SAY— ROEENLERY
HFLUS, =PIl —FH L XA T = FOAEZROLNDZ LiTH Y FHA,

o ROONTZ—V I LT rrp b — 2= PEIRERERIC Y LT U Yy L EIRET D L 9RO b iIvE
T, TDJ LT ¥y X, Lightweight Directory Access Protocol (LDAP) 7 L7 v ¥ ¥ L 73
£, Windows O —H 4 LAY — R ELFRIO7 LT ¥ L TT,

EAP-FAST 7 K2=X FL—#% 54 F Windows Vista ik
m. OL-16949-01-J |
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A—HF oL rnge A

RFHHZL—F 7 LT ¥ )b — EAP-FAST & ECANEhiza—% Z LT vy L TF, ##
FHEHRT VT vy VR RM LT GE6 IR 2 o 25 A LS, 22— WICEREERFIZZ LT v
CXIMROONDZ EITHY FHA, BIERIRBICZ R AT LTZH LT LT v v b,
HECHBMICETFESNE T, SWREHELAZ LT oYYy VEEE T 72O IR S M
THH EEA,

1 [ERY DA T—F (OTP) — =—H1 OTP #FE/TANTIOILERH Y £, OTP OFHH
PINE—FBIUORIZ A b—27 v F— R R—FENTHET,

A—H LTIV ILDERTE

User Credentials # 7 Ca—H# Z LF oy V2R ETEFET (¥ 3-3 28MR),

3-3 EAP-FAST Properties 7 « > F)® User Credentials % 7

EAP-FAST Properties B

i@ ilse a certificate on this compute:

1 Uszer one-time password
71 Use Windows username and pazsword
() Prampt automatically for username and password
(71 Use saved usemame and password
|Jzermame:

FPazzword:

Confirm pazzword:

QK ]I Cancel H Help

230708

#3212, 2= 7 LTy lOTRTCOL T v arbEZ0HRHERLET,

| oL-16949-01-J
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$3E EAP-FAST OR%E |

M 2 F5L7oovL0BE

= 3-2 A—Y ILFoiv DA T ay

A—-HH9LToIvI

A

Use a certificate on this
computer

BEDO 22— Windows GEBHER N 72627 747 > hEHELZ B
ICESET I, COIFVF REF R 7 ) v LET,

FIAILE A7

Use one-time password

1 EIRY O/RAT—F (OTP) ZEHTHI21T, 20TV RE2 %
7 Vv 7 LET, OTP OFEfix, TOTP IZfH4 2% PIN £— K& F—
7= ROME] (3-9 X—V) 2R LTLIEEN,

FTIHILE A7

Use Windows username and
password

Sy MU — 7 #AET,. Windows O —H4 & XA U — K% EAP-FAST
D2—FLHERRAT—RELTHEATIICE, 20704+ R¥ %
70 v LET,

FTIHILE  F

Prompt automatically for
username and password

SREEE AT T B 7= N, Windows D — W4 L/ AU — RIZNz <,
EAP-FAST O —HZ L RATU—=RE2ANTEHLH)I2—PITRD B
WX 2OV F RE %27y 7 LET, ZOF T 3 L LDAP
72 Y. Windows LIS DA T — R&ZHHR—F L TWET,

FIHILE  F7

Use saved username and
password

2 —F% EAP-FAST O — %4 L SA U — REEREI AT D LEN
BRNWEICT BN, 20TV F RF BT vy LET, RERT.
HEIUGL T REESNR TV —FL LR U —F2EHA L THE)
AT ET, 2—F L ENRRAT— RFRy 7o R F— %
ENTWET,
FIHILE  F7
IOF T a rERRLEGES, 2—FIXROERE AT 5085
NHY F9,
e Username — DWW TFNNDOERNT, =2—VFH L RAAL 4% A
SLET,
— KA A Effiz—Y4 - domain¥user
- a—% 7Y 24 (UPN) - user@domain.com

e Password — NAU—REZANLET, ZOKSTLINTZ/ R
U — RiZ, EAP-FAST & EIZRIF SN ET,
e Confirm password — /SAU— RZIE L AN L7722 & &2FRT
L7, b —EART—-RNEASNLET,
b= 3 =P ENRT — RIZ AN T& BRASCTFHIT 256 XF
‘/C:“d—o

EAP-FAST 7 K2=X FL—#% 54 F Windows Vista ik
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Authentication 2 FoiE N

OTP IZE§9 B PIN E— K& MY Y E— FOBE

OTP OHBLPIN T— AV R — b ENTOET, FM PIN BRLERGE, Ny 72 = N3 #
BLPIN BDULETHDL I L ERTREDIC, 7FADL Avt—Y (BHHPIN ZAN LTI EI W] 72L)
HEFELET, D%, EAP-FAST £V a—/E, =607 F AN Avb—Vagdr v
MU R EFRLET (M 3-4 22, Ny 7 B =3 2—¥RA LI PIN &
MRT 27292, PIN Z 2 BIANT LX) 2—HFITRDLGBEVDH Y 7,

= 3-4 FHR PINDAHZERHDTAV T 94V FD

EAP-FAST

Enter your new Numerical PIN, containing 4 to 8 digits
or™x” to cancel the new PIN procedure:

Username: rsas12

Response; (11

230700

OTP DR A+ h—2 v F—RbHR—FENRTWET, RZ AN =27 U RBUMERBAE. Ny
VR Y= RE, R AN PO URMBETHDLIEERTEDIC, TXAR AvE—Y ([RO/A
a— REANLTLIESW] 22 8) ZRFELET, 0%, EAP-FAST €Y =2 — LiE, =\ HEE
ENTETFAN Ave—CVEELTe TN U R EERLET (B 3-5 22M) , =—Fid,
OTP T NNA RAEZFXY T MU 2T DL RI AN =0 VEREL, 2O =2 &7 7 N 74—
N RICAATDHERD Y 77,

3-5 FIRE b= VDANERDBTAIT 242 FD
EAP-FAST
Enter Next PASSCODE:
Username: rsa512
Response; ll-ll-lil

Lok J| cancel

230701

Authentication 2 7 D=

EAP-FAST €3 =—/L}%. EAP-GTC. EAP-MSCHAPv2. EAP-TLS @ 3 DOFIEHFRXEHR— KL
TWVWET,

| oL-16949-01-J
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|
LS

AXDHE

ZD3ODOBIAEFATIE, ROEATOr VT oy ARERISNET,

e EAP-GTC — Active Directory ®»/XZ27U— K OTP, h—7 >, LDAP
e EAP-MSCHAPvV2 — Active Directory ®/SA U — K

e EAP-TLS — FEHi &

EAP-GTC £ ¥ = — /Ut EAP-FAST £ Y a2 — iz ANy KA XN TWET, EAP-GTC £ = — /it
EAPHost 7 L — AU —JIZREINTELT, o7 7V r—2 a y TCIIHTEER A,

EAP-MSCHAPV2 £ 2 —/VDZEENR— g3 % EAP-FAST £V 2 — /L2y RAVENTWET, =
DEFN— 3 %, EAP-MSCHAPV2 Fx L > VOEFTIIRET 572010, BEAL TLS 7abvva=
V=R TEHAENET, 2OFEY a— T, BEORLWVEREHFE— M):L %wﬂjrbﬁf— L TW
*7,

EAP-FAST & ¥ = — /L%, Windows Vista |Z{E T 21 HED EAP-TLS EV = — L& HH L 7,

=P A H—T 2 AT, ZTO 3 OONIFRIEFRKONT NN 1 DOHEBIRTEET, thoHh—
Ko%= 1+ ® EAP 5 b, EAPHost 7 L— AU — 7 [CRESH TR, BHE A ¥ —T = AT
WTEFEIN, FLEERIZTTA PR TWERT A,

AL A DEETE
Authentication ¥ 7 CRIEOR EZ BN T ET (K 3-6 #5MH),

3-6 EAP-FAST Properties 7 1 > Fr7® Authentication % 7

EAP-FAST Properties %

i Connection | User Credentials ! Authertication I.-L'baut !

Select authentication method:

EAP-TLS Conhigure ..

[FEnable [ast reconnect

[7] Enable posture validation

[ O J| Cancel || Help l

230651
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zZiastozne A

# 3312, Biro AT a v ZFoirrLET,

% 33 RERE

FRREERE A

Select an authentication method | Faz v & w2 U XA MM ENE R kLD BEAP AN L E T,
EAP-GTC. EAP-MSCHAPv2, EAP-TLS. Any Method @ H17)>5 8
RTxFES,

Any Method A 7"> 3 V& BRIR L 7=%A . EAP-FAST €3 = — /L,
EAP H— _"RERT LA — b G X PN THRIRTE L LD
0 EY, £, ZoFXF, AT —Y 7T v i
HWLEEbDOTHLIULENRD Y ET,

T 74 JL k : Any Method
x User Credentials # 77 T Use one-time password 7 <4 R %

/%ﬁmbtﬁu\Eﬁﬁ%ﬁﬁf&aVﬁEMMHC@%
W72 E£9,

x User Credentials # 7T Use a certificate on this computer
TV NI BRI A, BRATRERA T Y 3 i
EAP-TLS OAHIZ72 0 £,

£  Any Method 23R L CTT_XCOFREFFAIT 2D 2 &I,
Cisco £ 7213 Microsoft Ik > THR—FENTELT, £
REOTETERA, ZORET BRoFEE) FHTSZ
Lziy i‘f Cisco 1T, VA — F I TRV ERIMEH
SN ibt/XTAGTAm DNT, —YIRFEL
FH A, %*%@fﬁai“’( 1. PR — FER TRV R &
L2RNTLIZEY,

Configure EAP-TLS #7'v a v 2§ ET 512i%, Configure K% %7 Y v 7
LET, Z2OF 7 v a i, #iaEE LT EAP-TLS #%IR L7-35
BEOH, BNV ET, ZORE U E 7Y v 735 L Windows
Vista #£#D EAP-TLS 7' v X7 4 BEAFRRINET,

TIAI b

Enable fast reconnect Ty aryOFEEHFATHINE. ZOF v IRy I AT
LET,

EAP-FAST £ = — /v Cl, == —V¥#3iE PAC %—ffﬁﬁﬁ'@*‘é LT,
Bt (BEy v aolE LEEND) BN IZ{THiLE T, Enable
fast reconnect #4125 L&, 7 I/T//’V/V%:ﬁj\jj‘ié_ L7
A, =3IV 7Ly, PARVE E— R0 LEDV TS &
MTEET, ZOHEEIE, EEoxy NU—2 778X B—N1Th
ToTEMATEET,

FIAIE A
pc 3 7‘3774/1/%@]@*’%}?_7"_@“:[\ o747 LiEgEe,. £7201%

U7 — b LIS, BEREICRITT SN ET A, FRREE
DLE T,
Enable posture validation RA RN = OREEBOWE LY ZEFATAHICIT. ZOF=v IRy

I AT T LET,

EAP-FAST 7 FE=X kL—#% #4 F Windows Vista i
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%38 EAP-FAST OFE |
W EAPFASTES21—LOA—Ca>ORR

EAP-FAST €2 a—I)LD/\—2 3 VDFER

FNA AT EAP-FAST EV a2 — VOHEONR—T 3 U RT3, WO FIEEFETLET,

FIE 1 EAP-FAST Properties VA ¥ RUIZT7Z7®ALEY, 2OV 4 RUICT 7B AT 25 FIEOFEANIL,
TEAP-FAST © 7' v 37 ¢ OFRE] (3-2 X—) THHAEShTWET,

FIg 2 About #7527 Vv LET (KM 3-7%50), ZOXT T, X—VarFs, FEHEER —7
V=R VT =T IHEREMRTEET,

3-7 EAP-FAST Properties 7 1 > Fro® About 2 J

EAP—FAST Propert.ies

Version: 200186

Copyright = 2006, 2007 Cisco Systems, Inc. -lllullh
All Rights Reserved. CISCO

This product includes software developed by the OpenS5L Project for use in the OpenSSL
Toolkit. {hitp:/Swaw openssl.org/).

This product includes cryptographic software written by Erc Young {eay@cnyptsoft.com).

[ ok ]| Gencel || Hep |

230650
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CHAPTER I

1—HIZEHmT 5 EAP-FAST 7774 J)L0D
R EZER

COETIE, IN—T RV = FT7V=7 b 27 4 Z &M L. EAP-FAST XML A% —~<%ZH L

<.

EAP-FAST €V a2—1DO7 a7 7 A VEFRET D FHIEIZONTHALET,

COETIEH, KOEBIZOWTHHALET,

IN—TF RV v— AT V=7 bOBE (4-2 <2—)

IN—T RV —FT V=27 N =F 4 X OB (4-2 X—2)
Windows Vista TD 7 /L—7 R o — F 7227 FOIERK (4-3 2—2)
EAP-FAST XML A% —-~= (4-4 ~_—7)

¥V URAEDRRIE (4-14 X—2)

TN A A DEE (4215 R—)

| oOL-16949-01-J
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FA4FE 1—YICEATSEAP-FAST JOO7/ILOEREERE |

W FL—TRYS—FTSH FOBE

TVN—=TRY)S—FTOxI FOBE

7/V—7° AU v —IX, Active Directory 7 4 L7 MU $—ERRE T, 2 —FBLPa o —X %
TREZHRELEET DO ENTEDLASA VT TFIANTI I TFXTY, FA—7 KR —OFREIL. 7

/I/—7 RY— 4727 b (GPO) ICEFENTWET, GPO X RAAL VICFEL, A, RAA

v, filf =y b (OU) 72 E® Active Directory 2 > 7 HIZHIV ¥ THZ LN TEET,

Microsoft I%. Microsoft ¥z vV —/L (MMC) T/ NL—TF R —FT7 V=7 b =75 4 X &EH

TEA70TTh ATy T AU EREELTHET,

MMC OFEfIX, @ URL (2% % Microsoft HF > Y — LD~V TSR L TSN,

http://www.microsoft.com/technet/Windows Vista/library/ops/06e1cb7b-19¢9-4¢49-9db8-a94 1 {61593 ¢3.mspx

GN—T R — ATz H b TT42DEM

FIE 1

V4

FIR 2

TN—T RV — ATVl beRET DRI, INV—T RV —FT V2V F T 4 XDAT v
TA U EBMTAHIULENRGY FT, AT v A U E2BNT 5120, ROFINEEZFEITLET,

MMC % B & £9,
a. AV MY TOETFICHD Start RZ %27V v 7 LET,
b. #FORYH RIZ Tmme)] & ASL., Enter F—% L F,

Eﬁ“it ITRERE O MMC =22 Y — L Z2B<ITIE, Windows =27 A2 —5 TR F v F A ar
V—IVEIZ AT T ar I —~Da— "y FEELTEIALZ Y v 7 LET,

AL TWABIDay Y —hbEFEO MMC 2 Y — V&I 2 b T %9, 2N %17 9 I21T. File
Azma—%7 Uy 27 L, Open&”7 Uy LET,

IN—T RV —=FT V= N 2T 4 ZDAT T A &BMLET,
a. File, Add/Remove Snap-in... DIEIZZ Y v 7 LE T,
Add/Remove Snap-in... ¥4 70 7 Ry 7 ANFRINET,

b. Add or Remove Snap-ins % 712 R 7 AT, Available snap-ins U X ~® Group Policy
Object Editor 3R L, Add R¥ %27V v 7 LET,

Select Group Policy Object A 7122 Ry 7 ARFRINET,
c. Select Group Policy Object ¥ A 722 K> 7 AT, Browse 7 U v 7 LET,
Browse for a Group Policy Object ¥ 71/ Ry 7 ANRFRENET,
Browse for a Group Policy Object ¥ 1 7 1 2 7R 27 AT, Domains/O Us ¥ 7 Z &R L £7,
Lookin ke vy 7 XUy URRNL RAL Yy av e —F%RIRLET,
OK %7V v7 LET,
Select Group Policy Object ¥ 4 727 Ry 7 AT, Finish #7 UV v 7 LET,
Add or Remove Snap-ins ¥4 71227 Ry 7 ATOK %227 Y vr LET,

S Q -+« 0 o

INT, IN=T RV —=FT V=0 b 2T 4 Z AT LENTEET,
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Windows Vista TOSTIL—F R —FA T 9 FOER

FIE 1

FIR 2
FIE 3
FIE 4
FIE 5

FIE 6

FHLWEAP JNV—7 RV v — 47 V=7 NERAERT DL, ROFIEEZFATLET,

Default Domain Policy ~~ T, Windows Settings, Security Settings, Wireless Network Policies
DNEIZEIR L £,

Wireless Network Policies #4727 U »» 7 L, Create a New Policy Z &R L =7,
SSID, WAk, BBFESFHKRE, VA PL R Ry NU—I DT a7 4 2RELET,
EAP & IRL £,

EAP-FAST ® 7' u /37 ¢ P&, EAP-FAST REZITWVE T,

£  Advanced Security H[E TlX, ¥~ UF#FE, SSO 2 &, FEMIZRRELXITO) LN TEET,
VURBAEDFEIL, [~V VRBAEORE] (4-14 X—) HEBER LT 7ZE W, SSO DRI,
[ TN B A F LV DORE] (4-15X—V) ZBRLTITZEN,

£  Wired Network Policy 7Y =7 N&2BEINTHZ LT, V47— F (A#) xy bV —2 D
REEITH) ZENTEET,

58T L7eb, GPO % L £, lgpupdate /force] #3EFTL T GPO OEHAMHTHZ LizLY,
Vista 7 A7V FNEBRHTEET, HILWT 7 7 AN Vista v ¥ BN S NTZOPFER TE E95,

GPO v NU—27 a7 7 A VOERHKE, Vista > TEDOTa 77 A NVEERTHZ LIXTEF
A,

TJAYLA %y hU—27 KU —D General Z 7 Tlix, AU > —D4RETEHFADAN S, WLAN H B
MY —E2EHEDNTENEIDORE, VA YVA Xy hT—27 KU =DV A N EBLNEL DO
EETHOZENTEET, 7774V XML 77 ANVE LTI AR—FLED, UL FVL R T
T7ANELTXML 77 A VEAVHR—=MLEDVTAHZEHTEET,

RV —DRE., 707 7A NPT AR—h, T2 77 ALDA R— bOFEMEI, RO RF =2 AL
MR L T ZE0,

*  Windows Vista Wireless Networking Evaluation Guide

http://technet2.microsoft.com/WindowsVista/en/library/fOb0d 1fd-6dff-46a2-8e6a-bdd152d2337f1033.
mspx?mfr=true

e Wireless Group Policy Settings for Windows Vista (Windows Vista HV A ¥ L 2 74— &K
v — DRIE)

http://www.microsoft.com/technet/technetmag/issues/2007/04/CableGuy/default.aspx
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EAP-FAST TV 2 —/Ut, ROAF—~&FEHATAHZET, Xy MUV —0 a7y ANDIRAT 4T
EAP ikt /7 v a4 _RToORELE XML & L TRELET,

<?xml version="1.0"?7>

<l--

sk ok sk ok ok ok ok ok ok ok ok ok sk ok ok ok sk ok oKk ok ok sk ok sk ook ok ook ok ok sk ook ok ok ok ok sk ok sk okok ok ok ok ok kR ok ok ok ok sk kok ok ok

Cisco EAP-FAST A% —~ (1.0.40)
Copyright 2006-2007, Cisco Systems, Inc. All rights reserved.

sk 3k sfe sk ok s sk sk sk sk sk ke sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ke sk sk sk s sk sk sk sk ke sk sk sk sk sk sk sk sk sk sk ke sk sk sk s sk sk sk sk sk sk ke sk skeosk sk sk skosk

-->

<xs:schema
xmlns:xs="http://www.w3.0org/2001/XMLSchema"
xmlns="http://www.cisco.com/CCX"
targetNamespace="http://www.cisco.com/CCX"
elementFormDefault="qualified"

attributeFormDefault="unqualified">
<xs:element name="eapFast" type="EapFast"/>

<xs:complexType name="EapFast">
<xs:complexContent>
<xs:extension base="TunnelMethods">
<Xxs:sequence>
<xs:choice>
<xs:element name="usePac">
<xs:complexType>
<xs:sequence>
<xs:element name="allowUnauthPacProvisioning" type="xs:boolean" default="true">
<xs:annotation>
<xs:documentation> FFE S AL TWRWNT— 37036 D PAC %521 AUVE 37, </xs:documentation™>
</xs:annotation>
</xs:element>
<xs:element name="autoGrouping" type="xs:boolean" default="true">
<xs:annotation>

<xs:documentation>

ald 7V —F1E, TRTEILLEHEENRTVWS AID Dty F T, ZA—7HD A-ID IZENTHE
HcxFx4+, BEZL—bEiE, BEEHENTWARWA-ID Py Ra—HFIt Lo TZIT AN
Bz, FOAID N, OO0 77 A )V TTTIZFBEINTWNDS A-ID &—#EIZ7v—T{bsh b 2
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L. oFY, 2a—FDOT I a NS T, A-ID IS —T 2 BHEIMICERB L OYEET 2 2 L 2 E
WLET, A-ID ZV—70OF&EIE, 707 7 A LV TRIICEESLTHS AID() 8350 . ZDtHk,
DT 0T 7 A LOBRIEICT Y R — PR L A-ID(2) O 2] L8 ic. BT K
2—WFIZH DB <, A-IDQR) REEBIZZ T ARSI S Z & T3, </xs:documentation>

</xs:annotation>
</xs:element>

<xs:element name="userValidatesServerldFromUnauthProv" type="xs:boolean"
default="true">

<xs:annotation>
<xs:documentation>

true DA, 7 I7AT 2 FRRIESNTWARNWT B BV g =0 72 FITT 5N, 2—Wo, Firsh
TWaWTrE Y a = TR T30 EI0Em3Rd A vE—VUNRERINET,
</xs:documentation>

</xs:annotation>
</xs:element>
<xs:element name="unauthProvAllowedTilPacReceived" type="xs:boolean" default="false">
<xs:annotation>

<xs:documentation>true DA, FBIEIN TV RWNWT B E Y a = 70 L. PAC A
E&ﬁgféﬂéifx NALEIEéj/LTl/\chI/\7 ntEYa=r7 @%TTXPIH:T%*L\ %@?ﬁ\ HALHIEéj/LTl/\}Z)7
QY a = T ORBPHFR SIS L DT £3, </xs:documentation>

</xs:annotation>
</xs:element>
<xs:choice>
<xs:element name="validateWithSpecificPacs" type="ValidateWithSpecificPacs">
<xs:annotation>

<xs:documentation> ZiZ, ZOEHRTERINTNS PAC (BLOZnFur77A4
NOFERICZ DT a7 7 A VICHBIIC 0 E Y a = 7 &N7- PAC) OHERIECTHEATHZ &
s LET, </xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="doNotUsePac" type="Empty">
<xs:annotation>
<xs:documentation> 27k T PAC #ffi 1 L £ A, </xs:documentation>
</xs:annotation>
</xs:element>
</xs:choice>
<xs:element name="enablePosture" type="xs:boolean" default="false">
<xs:annotation>
<xs:documentation> R A F v [FMOLE A FF A LE T, </xs:documentation>

</xs:annotation>
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</xs:element>
<xs:element name="authMethods">
<xs:complexType>
<xs:choice>
<xs:element name="builtinMethods">
<xs:complexType>
<xs:choice>
<xs:element name="authenticate WithPassword">
<xs:complexType>
<xs:sequence>

—n

<xs:element name="protectedIdentityPattern" type="IdentityPattern" minOccurs="0">
<xs:annotation>

<xs:documentation> JE XD #H A unprotectedldentityPattern & [6 U T3, @E D
s H — 1 [username]@[domain] TJ, NATU— KDY —ZANRZ DT BT 7 A4 VOHEF, =—F4
L L TEETHEBOTINC/ Y £9°, </xs:documentation>

</xs:annotation>
</xs:element>

<xs:element name="passwordSource" type="PasswordSource"/>
<xs:element name="methods">
<xs:annotation>
<xs:documentation>172 < &b 1 DOFERENMLETY, </xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:all>
<xs:element name="eapMschapv2" type="Empty" minOccurs="0"/>
<xs:element name="eapGtc" type="Empty" minOccurs="0"/>
</xs:all>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="authenticate WithToken">
<xs:complexType>
<xs:sequence>

—n

<xs:element name="protectedIdentityPattern" type="IdentityPattern" minOccurs="0">
<xs:annotation>

<xs:documentation> JEX D HLAIIZ unprotectedldentityPattern & [7 U T3, @% D
/N4 — 1% [username]@[domain] C9, </xs:documentation>

</xs:annotation>
</xs:element>

<xs:element name="tokenSource" type="TokenSource"/>
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<xs:element name="methods">
<xs:complexType>
<xs:all>
<xs:element name="eapGtc" type="Empty"/>
</xs:all>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="authenticateWithCertificate">
<xs:complexType>
<xs:sequence>
<xs:element name="protectedIdentityPattern" type="IdentityPattern" minOccurs="0">

<xs:annotation>

<xs:documentation> O H A unprotectedIdentityPattern & [7] U T, D
/3% — 1% [username]@[domain] TJ, </xs:documentation>

</xs:annotation>
</xs:element>
<xs:element name="certificateSource" type="CertificateSource"/>
<xs:choice>
<xs:element name="doNotUselnnerMethod">
<xs:complexType>
<xs:choice>
<xs:element name="sendWheneverRequested" type="Empty"/>
<xs:element name="sendSecurelyOnly" type="Empty"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="sendVialnnerMethod">
<xs:complexType>
<xs:all>
<xs:element name="eapTIs" type="Empty"/>
</xs:all>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:choice>
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</xs:complexType>
</xs:element>

<xs:element name="extendedInnerMethods" type="ExtendedInnerEapMethod"
maxOccurs="unbounded"/>

</xs:choice>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="IdentityPattern">
<xs:simpleContent>
<xs:extension base="NonEmptyString">

<xs:attribute name="encryptContent" type="xs:boolean" use="optional" default="true">

<xs:annotation>

<xs:documentation> 7 # /L ;i 'true' T, ZhHiE. TOBEELZE ST AINENRDHDHZ L

ERHRAEY — VR L TWE T, </xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:complexType name="PasswordFromProfile">

<xs:simpleContent>

—n

<xs:extension base="xs:string">

]

<xs:attribute name="encryptContent" type="xs:boolean" use="optional" default="true">

<xs:annotation>

<xs:documentation> 7 # /L ;i 'true' T, ZhHiE. TOBEELZIE ST AILENRDHSHZ L

ERAEY — VR L TWE T, </xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:complexType name="PasswordSource">

<xs:choice>

—n

<xs:element name="passwordFromLogon" type="Empty"/>

<xs:element name="passwordFromUser" type="Empty"/>
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<xs:element name="passwordFromProfile" type="PasswordFromProfile"/>
</xs:choice>

</xs:complexType>

<xs:complexType name="TokenSource">
<xs:choice>

—n

<xs:element name="passwordFromOtherToken" type="Empty">

<xs:annotation>

<xs:documentation> Z 2LV, b—27 5 ID & OTP 2HG 57200707 PRz —
PIZFERENFE T, </xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>

</xs:complexType>

<xs:complexType name="CertificateSource">
<xs:choice>
<xs:element name="certificateFromUser" type="Empty">
<xs:annotation>
<xs:documentation>

SREERFICHE T2 7 94 7 v FEAER, HRENTEZV A DLy Fa—FR@ERLEZLO T,
</xs:documentation>

</xs:annotation>

</xs:element>

<xs:element name="certificateFromLogon" type="Empty">
<xs:annotation>

<xs:documentation> FBFERFICEMA 527 74 7 > FFEBEIX, Windows ~D 1 74> T R
Z—PRFEHLZL DT, </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="certificateFromProfile" type="ClientCertificate">
<xs:annotation>

<xs:documentation> FRALRFICHEHT 27 T4 7 PO —FFEHENR, Z IR EnE 7,
</xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>

</xs:complexType>

<xs:complexType name="ExtendedInnerEapMethod">
<xs:sequence>

<xs:element name="methodName" type="xs:string"/>
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<xs:element name="methodEapld" type="xs:unsignedInt"/>

<xs:element name="vendorld" type="xs:integer" default="0"/>

<xs:element name="AuthorName" type="xs:string"/>

<xs:element name="Authorld" type="xs:unsignedInt"/>

<xs:any namespace="##any" processContents="lax" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="TunnelMethods">
<xs:sequence>
<xs:choice>
<xs:element name="validateServerCertificate" type="serverCertificateValidationParameters"/>
<xs:element name="doNotValidateServerCertificate" type="Empty"/>
</xs:choice>
<xs:element name="unprotectedIdentityPattern" type="IdentityPattern" minOccurs="0">

<xs:annotation>

<xs:documentation>[username] ¥ X O [domain], E7iXZD EL LD T L— ARV H HMEH
SINDHE WBIETY IA T v FiEAERERA I NG HE. TV ARV EOMEIZT T4 T v FEEH
HOCN 74—V OB INET, ZJ LT vy ARy Ra—FhbBffEsns856. 7L—
AZRNE DEFZ—FRAT LIZERP OGS NET, J VT vy ABARV =T 4 T VAT
LINEWMGENDHE, TV ARV T OMEE R T A AERP OB SN E T, BEONRY -
anonymous@[domain] (F >R SN2 FRDOYE) F£7213 [username]@[domain] (k> R I T
WRWERDOER), Z7VT vy VDY —ANZDOTu 77 A NVOEEIL, 2—F4ELTEETD
EEOXLTINCR Y £ (FL—AHRNZ 7R L), </xs:documentation>

</xs:annotation>
</xs:element>
<xs:choice>
<xs:element name="enableFastReconnect">
<xs:complexType>
<xs:complexContent>
<xs:extension base="Empty">
<xs:choice>
<xs:element name="alwaysAttempt" type="Empty"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>
<xs:element name="disableFastReconnect" type="Empty"/>
</xs:choice>
</xs:sequence>

</xs:complexType>
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<xs:complexType name="ClientCertificate">
<xs:choice>
<xs:element name="certificateld" type="Certificateldentifier">

<xs:annotation>

<xs:documentation> Ziix, OS ITH 6N U DIRFESN TV AFAFHE~DZR T,
</xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>

</xs:complexType>

<xs:complexType name="CertificateContainer">
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element name="certificateld" type="Certificateldentifier">

<xs:annotation>

<xs:documentation> Zi%, OS IZH LN U DIREFESH TV DIEHE~DSER T,
</xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>

</xs:complexType>

<xs:complexType name="Certificateldentifier">
<xs:simpleContent>

<xs:annotation>

<xs:documentation>X509 XD /31 F VU iEHEL2KICH D SHA 1 DNy v 2 fE, v~ DIfF

EFEH CA D7 u— L U A NTIEAELZ —BIZHEAI L EJ (Windows @ OS TEHIND A MT),
</xs:documentation>

</Xs:annotation>
<xs:extension base="NonEmptyString">
<xs:attribute name="reference" type="xs:boolean">

<xs:annotation>

<xs:documentation>true (%, ZHEH2 PEM EXOFEHAE~D 7 7 A VBB THDHZ L ERLE
T, BB — VR ZTOFEHET 7 A NVERFE L, Ny v aflHICE#B L, certificateld TR ICfH % %
AL, 2B ZFDFEHEICH=% SHAl Oy Y 2fiThD 2 L 2R THIl, 2% false ITRE L
F 9, </xs:documentation>

</xs:annotation>
</xs:attribute>
</xs:extension>

</xs:simpleContent>

</xs:complexType>

<xs:complexType name="Empty"/>
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<xs:simpleType name="NonEmptyString">

]

<xs:restriction base="xs:string">
<xs:minLength value="1"/>
</xs:restriction>

</xs:simpleType>

<xs:complexType name="ServerRuleFormat">
<xs:simpleContent>
<xs:extension base="NonEmptyString">

<xs:attribute name="match" use="required">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="exactly"/>
<xs:enumeration value="endsWith"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:extension>

</xs:simpleContent>

</xs:complexType>

<xs:complexType name="ServerValidationRules">

<xs:choice minOccurs="0" maxOccurs="unbounded">

<xs:annotation>

<xs:documentation>

I— R —NEFEETXAEEDOLDOL S a T, P— RV — NV EE-2 T 77 AL
DOBFBNTFAIENL L, a—FREHEINTVARWVWY — N2+ 5 L X2, HEEF et 22k -T

FOV—NLBRFE S ET, </xs:documentation>

</xs:annotation>

<xs:element name="matchSubjectAlternativeName" type="ServerRuleFormat">

<xs:annotation>

</xs:documentation>
</xs:annotation>

</xs:element>

<xs:documentation>DNSName : B 1. TEEHM KA A 4 (FQDN) ORIV 9,

<xs:element name="matchSubject" type="ServerRuleFormat">

<xs:annotation>

<xs:documentation>% 7 =7 b : CN (FHi@4) - @ 1T, HiliZze ASCH X5 T4, F72id,
BTV DN (KRAAS ) -—HEODC(KAALY avR—x> ) BYETHERSNLET,

</xs:documentation>

</xs:annotation>
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</xs:element>
</xs:choice>

</xs:complexType>

<xs:complexType name="serverCertificateValidationParameters">
<xs:sequence>
<xs:choice>
<xs:element name="serverName ValidationRules" type="ServerValidationRules"/>
<xs:element name="anyServerName" type="Empty">
<xs:annotation>
<xs:documentation>FEBEN DO — L 1L7 2 b S EH A, </xs:documentation>
</xs:annotation>
</xs:element>
</xs:choice>
<xs:choice>
<xs:element name="validateChainWithSpecificCa">
<xs:complexType>
<xs:complexContent>
<xs:extension base="CertificateContainer"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<xs:element name="validateChainWithAnyCaFromOs" type="Empty">
<xs:annotation>

<xs:documentation> 7' 1 —/ 3L CA FEFAER 7 D CA fFETER b > TW A S, FOIEH
EF o —MEEINE T, </xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>
<xs:element name="userValidatesUntrustedServerCertificate" type="xs:boolean">
<xs:annotation>

<xs:documentation> H— NFEEBHEDOMHRIEIZ R L2 5HA . true ITREINTNDH E, =2 Ra—
FIEV—RNERIET D LI IZROONET, BIET D &, @Y7 trustedCaCerts 35 L O — 34
74—V RRFEEI N, KREDS BEIMIZEEIND X 91270 £, </xs:documentation>

</xs:annotation>
</xs:element>
</xs:sequence>

</xs:complexType>

<xs:complexType name="ValidateWithSpecificPacs">

<xs:choice minOccurs="0" maxOccurs="unbounded">

<xs:annotation>
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<xs:documentation> ZiUIEA 7 a T, ZhickY, =P TH— N PAC ZRiET A M E
WHDHNR, PACH, o7 7 A NVHNOZOBFHFTHNICERZEINDIDOTIE RS, = Fa—¥FD7 7
varERERIEEh W AN T e e Y a = JIC Lo TEIMIZEMEN  E WS 2 a7 a7 v A
JVTCRT Z EATE ET, </xs:documentation>

</xs:annotation>
<xs:element name="trustPacFromGlobalPacStoreWithThisId" type="xs:string">
<xs:annotation>

<xs:documentation>

PAC HDZ v— SV A LT (a7 7 AL LDANTTlERW) BDEETIHAICHEHASET,
</xs:documentation>

</xs:annotation>
</xs:element>
</xs:choice>

</xs:complexType>

</xs:schema>

Y UEBEDERTE
IN—T R)— FT7 T x7 baAERT 5 & &2, Advanced Security EifE T~ ¥ ViRAEE A 2N
TLEMWTEET,
EAPHost iZ. EAP-FAST £ a2 —/WZ, BITEOFEIER v VBAETH DL Z & @AM L ET,
VU URBREE, WOWT N Lo TEITTEET,
e« v PAC
o v UIEMAE
o w3 NRATU—FR

EAP-FAST €Y = —/Wid, &#IZ, v~ PACZHGL LS ELET, v PAC ZHETE 20
%@ . EAP-FAST ¥V 2 — VI~ VU REHEZRGL L O L LET, vV ViEHELZRG TE RNV
4. EAP-FAST & ¥ = —/LT Active Directory NO~< > 7H UV b=y NRAT— RERAEL X
S LET,

v VUMV U AEAEERIIY v XA U= RTHEIEEN DS &, EAP-FAST £ = — /i, DO
Jislo) ks 1\?/VQ%C@7DE/3%/7%%*LifQ7//£%£%?//AXU—F%W
T&E72W4A . EAP-FAST £V a2 — VL, 2—¥na /A Lz, KRIEIO 22— W HIERTERZ,

v PAC #ER L ET, BEFD~ > PAC MBS0, HRYILDO%5E. EAP-FAST D&/;—/Wi_OD
FukvZAE2EHLTHR LV~ PAC 23k LET,

~ ¥ VERFEIX Windows 802.1X 7 U v F THRAB IO AR —FENhTWb 7%, EAP-FAST &
Va—ANHYTEDIE, Ry NT— I ~DT Vv AMEERET A0 ORIOHLE Y £, v v
LAYV HR— T 27200Zz0moxry hU—27&# (DHCP, v > L-~ULd GPO, £ DOftho B
HXy hT—7 =R NI AN =T 4 T VAT A E 802X VU A oYY £,
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suvin 1ot one A

STV HA U UDERTE

SSO IX. LA TF? X 912, Microsoft Windows Vista TH AR — k&£,

Windows = —# 7 L5 > o % Lix, EAPHost f % —7 = A A% 3@ U T EAP-FAST €Y =2 —/L
ICEIN £, EAP-FAST ¥ 2 — 3, % v T — 73T Windows =2 —% Z LS >y L%
AT AEOICHRESNTEBY, o, Xy FI—2 Fady AR, oL Ao F a3
TTAHIICHRESNTVBEEE, VAT A2 —VIZBMOI LTy vERDERA,

Windows USAD Ry FU—2 7 LT % /LiE, Microsoft Windows Vista ®r 74> Fratk &
TEEINF T, EAP-FAST £V 22— /UL, 2—HFZZhbDxy hT—27 J LT ¥y bER
WHEH, vl T a— /B RLET,

V2GR U C, EAP-FAST ¥ 2 —/UiE, =—¥%7% Microsoft Windows Vista (21 7 A ¢ 5 hi
I, 2—HFIEBMDOR Yy NU—27 ZJLF oy a2 RDDHIENTEET,

Iy hU—7 J LTy LRREIRESN TV DS, EAP-FAST £¥ 2 —/Lid, —¥ RN
Microsoft Windows Vista I 2 7' 4 T LRI, TNHDT LTy VT 7 BATHI ENRT
XFET,
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CHAPTER

IDETEH, F T TNy a—TFT 4 IS D, EAP-FAST £V 2 — /10O u X FORTEITIEIZHOWNT
AL ET,

ZOETIE, ROERIZOWTHALET,

s XU TOME (52 —)

o BXUTORELMME (5-2 =)

s BXUITDEHLENT Ny T 7 DT T v a (5-3 =)
e 1l Ty ANDEFT (5-3 =)
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N ox iom=

‘\ N
AX> T DHME
NIV a—T 4 TS ou T AT 572912, EAP-FAST £ = — /L% Windows A X k

ng =t 2REFHLET, v 70E, ARXVIDXAT A X NORELHT. A XV OB
IFIHERE. A X2 FORAEHER EDERPEHEINET,

N N N E A
A% > DRE & FHA
BHEODaAv R 7ar 7 MIT 7 EA L v XU V2R ER LOMET 2L RO FIEE EITLET,
g 1 Start, All Programs, Accessories DJEIZZ Vv 7 LET,
FIE 2 Command Prompt #4727 U >~ 27 L, Run as administrator % 3R L F 3,
FE3 Fur7hT kOavwr FeANL, nX 7 2R EBLUMBLET,

wevtutil sl Cisco-EAP-FAST/Debug /e:true /k:category mask /l:log level

=30 1] category _mask HeTruX 7073 VDOEy h~RA7 AR EITIKRO LY T,
e 0—FTR_RTCTOITFIV XL I LET,

e 1 —RDO2ODATAVIZHL LN TRTORAyE—VE2aX T
LET,

o 2—FFinZ L TOA, BY a—RFeEbic, #iEoT MY
BALVIFBIOT IOy F BA L PO Tn—2 X2 LET,

c 4—Fin 2 LANLTOR, RNy b X TEuX S LET,
774V MEX 0 TY,

log level BT saXo70r~0, HREIZRO EBY T,
e 00— _RTorJ L~YL
e 1—HEK
2 xo—
o 3 —EE
o 4 EW
o 5 —FHMM

77 %V MEIE 0TI,

S

EORFUURKRT TN, aX U TEFTLTVLET NS A&V Yy b UV TIRERD LG, 1
X7V 7 MECHBENET, LEL, e X PEBELETFHTHBSAL L, v T3 )
TEINETY,
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0¥ S ORMEERH Y I7DI5vL 2 A

OX>TDEMNEERE/NYI7FPDITIS v

M REREBINE L%, ROa~ REFEAT2E, aX o7 %2EERL, $XCTONEAAY 77427
T aTHI ENTEET,

wevtutil sl Cisco-EAP-FAST/Debug /e:false

N

Pz etl 77 ANESHT AL, Z0a~<wy REANTALERS Y 5,

047 274 IILDOEBFR

T 7 AN NTE, G ET ANy ZIHERTED etl 7 7 A MTKROGFTIER S L E T,
C:¥Windows¥System32¥Winevt¥Logs¥Cisco-EAP-FAST%4Debug.etl
ZOBRMEERTLHAE, BHEOa v R Far A hTROavy REANLET,
wevtutil sl Cisco-EAP-FAST/Debug /Ifn:"path_to_etl log file"

N

x 07 77 ANSNDNRAEERTLa~vy Rk, aXr ZTOETHIZATD LN TLSZEN,

T, XU T ERGTALEIC, etl T AN~DRREEFTTLHI LB TEET, etl 77 A LD
FiafEElL X 7 2fthd 210, FEEFOa~y K a7 v Tkoa~vr ReE AN LET,

wevtutil sl Cisco-EAP-FAST/Debug /e:true /Ifn:"path _to_etl log file"
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CHAPTER
ST a—TFa424

ZDETIE, EAP-FAST D=5 — A vt —JIZoWTEB LET, F/-. WEL/SA T — RE{ERKT
DIODHTA RTA R LET,

ZOETIH, WOHEBIZOWTHALET,
e EAP-FAST DT — % vt&— (6-1 =)
o MR/ RAT — ROIEK (6-5 =)

EAP-FAST DIS— A yt—

IS5— Awt— Automatic PAC provisioning is enabled for this profile. However,
a valid PAC that matches the server to which the client adapter is connecting
could not be found. Do you wish to obtain a new security credential (PAC)?

WROLE BHEOILTUIyALEBHERALT, 2O —R0OH LWPACZ otV =795
Wik, Yes #27 U v 7 L, #E2F Y8923, Noz2 27 Vv 7 LEd, No&x2Z Y v 735
L IOTAT U N TETHICLY, BIAENEKRLET,

w |/

RIEZRT 78 A2 KAV DL OHBE 2T, HBETHRWEY PAC #F7rEYa=r 7 Lan
TLTZ&EW,

IS—AyE—Y While attempting to provision your PAC during auto-provisioning,
the network access device failed to authenticate itself. This condition might
indicate an attack on your password by a rogue access device. Try again with your
current password?

HELE BEONSAY— FTHBEZRAITT 2123 Yes 227 V) v 7 LET, iz vt
T5I0F. Nox 27 Uy LET,

FRREORATICHE R LG E 1R, VAT AEHFICHE L, RIERT VA TNNA ATHDLI L 2R
HELTLEEY, mAT—=FBRRECHEHEIND U A7 28T 512, 4%, RERASARAT— %
FEATHEIIC LTS, BER/ AT — REERT H7-0O0E o MIOWTIE, [BRE R SA T —
ROER] (6-5 2—) 2L TN,
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EAP-FASTDI5— *vt—2

V4

IS—AytE—Y While attempting to provision your PAC, the network access device
timed out. A timeout might indicate an attack on your password by a rogue access
device. However, a timeout could be caused by a server outage or a faulty
connection. Try again with your current password?

WRINE HEONRRY— R CTHFBMFLRITTLIE. Yes 227 Vv 7 LET, By L
A1, Nox27 Vw7 LET,

HEXA LT 7 MDRBELLEAE., VAT AEEFIEHE L, RIERT 72 A T3 A Th D A6
#%5_&%$%Lf<téwoﬂxv~hﬂrm WAHEH SN D U A7 28T 2121, A%, MmE
BRAT = REFEHTHEIICLTLEE N, BERNAZAT— REERT 570D » MZOWTIL,
[BR[E 72 S AT — ROIER) (6-5 =) 2L TIEEN,

<

I53— Ayt—Y A valid PAC was not found for your username <username>. Click OK.
Re-enter your username in the credential prompt or the User Credentials tab of
the EAP-FAST Properties screen. If you entered your username correctly, go to the
Connection tab of the EAP-FAST Properties screen either to enable automatic PAC
provisioning or Validate server certificate or import a PAC file.

HEWLE OK=zZ7YUvyZsLET, ROVWTANEZIATLET,
- 2= ELS EANLET,

— 2—F4%ELL AN LS, EAP-FAST Properties [#i#i > Connection % 7 \Z 81 L, PAC
OHB TR EYa = TERNIT D, PACT7 7 A VvEA KR —MLET,

I5— Ayt—Y The EAP-FAST authentication attempt failed because you entered the
wrong username and password. Please re-—-enter your username and password.

HRME OK %72V v 27 LEJ. Enter Wireless Network Password B3 R S 7= 6,
EAP-FAST 7 LT oo v %&b 9 —EANLET,

I5— AwH¥— The EAP-FAST authentication attempt failed because you might have
entered the wrong username and password. Please re-enter your username and
password.

Warning: If you are sure that you have typed in the right username and password,
you may have connected to a rogue device.This can indicate an attack on your
password.Using a strong password will reduce the chance of your password being
compromised.If this failure happens again, contact your system administrator to
report a potential rogue access device.

HRELE OK%ZZVvysLET, ROWTHNEETLET,

— EAP-FAST 7 L7 v ¥ VEIELLS AN LTEHEIR, VAT LAEHEICHEK L, RIERT 7k
ARA L N THLARERH L Z L 2RELTLEIN, NRAT— RRAREZEHIND Y A
7 BT 2120, A%IE RERANA T — REFEHAT L LI LTLEE W, B AAT —
REMERT D00 v MW TIE, [H[EZR XA T — ROER ] (6-5 <—) 25 L T
<TEEW,

— EAP-FAST 7 L7 v v VEIELLK AN Lehno 72861, Enter Wireless Network
Password HiHi T/ LT > vy L& 5 —E AT Li?”o

- a—PaARTrEVa=rrEnl PAC L—8BET, 2o AL THE oY 3 =
YT MBI o TWDHEAIZ, A vt — [You do not appear to be registered with the
authentication server.Reglstratlon requires that this device be initialized with a security
credential.Do you wish to obtain a security credential? | 3EREh7=b Yes 27 U v 7 LET,
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EAP-FASTOIS— A vt&— M

- a—PFaERTrEYa =7 E 0 PAC L—BHET, 2OV rT7 AL TFH T rEY g =
VI BHENCI: 5 T H%E 11X, EAP-FAST Properties % 1 7 = 2 R w27 2D Connection %
TICBE L PACORB Y rn Y a = T2 AT D0 PAC 7 7 A V& A F— b LET,

IS— rAyt— PAC provisioning has failed. This failure is not related to an
issue with the username and password. This failure is commonly caused by a server
configuration issue. Contact your administrator for assistance.

HRLE VA — FBRERGAET, VAT AEHEEFICBMWADEL SN,

IS— Ayte—o The PAC that you selected for this profile does not match the

server to which the client is connecting. However, a matching PAC has been found
in your PAC database. Would you like to use this matching credential authority
and save it to the profile?

HRBOME —HTS5PACEMFEHL., ZOHLWPAC TFu 77 A LEHHTHI121E. Yes &7

Vo2 LET, BiEESy oL L, 777 A VEBEOREDEFIZTAIZIE. Nod 27 U >
JLFET, Nox2 Vo rdB5E, 77947 N THETEZTEH, MEOT a7 7 A VEMEHL TR
FEEATO Z EMTE EHA,

IS— Ayte—v You entered different values in the New Password field and the
Confirm New Password field. The passwords must be identical. Please try again.

WRILE WHHO7 4=V RIZHLWRAT—FRE2L —EANLET,

IS—AvE—o The password that you entered in the 0ld Password field does not
match the password that you previously used. Please try again.

B Old Password 7 4 —/L FIZHWARRTU— & (9 —FEANLET,

I5— Ayt—Y An error occurred when you attempted to change your EAP-FAST
password. The new password might not conform to the server's password policy.
Please try again.

HEME  Change Password Hifi T/RA T — R&§ 59— AN LET,

IS5— Awyt—Y The EAP-FAST authentication process failed during initialization.
Make sure that EAP-FAST and the Trusted Root Certificate Authority certificate
are installed correctly.

HRME EAPFASTR I OMEHEFE AL — K CAGEFHENELL A VA F—LENTWDZ & &2
BLET,
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B EAPFASTOIS— Avt—%

IS—AvtE—o You have connected to a server with the following server name
<server name>

The server certificate is signed by the following Root Certification Authority
(CA) :

<root ca>
This Root CA does not match the specified trusted Root CA(s).
Do you want to accept this connection?

Warning: Connecting to a server signed with untrusted CA might compromise your
security.

HEWE X2V T7 4 ELOVRIBRHDIBOD, 7 74T N THET X% IO —\ICHERT
L%E1E. Yes 22 U v LET, TS OEEIX, Nox2 U v 7 LET,

I5— *Ay+—Y You have connected to a server with the following server name:
<server name>

This server name does not match the specified server name(s).

Do you want to accept this connection?

Warning: Connecting to an unsecured server might compromise your security.

?E&Mﬁ tﬂe;)%4L@Jx7ﬁ%g%®® I IAT VN TETE e ZOF— NIRRT
Gix. Yes 227 Vv LET, TRUNOEHEIEZ. Nox 27V v LET,

IS—AvtE—o Your password has expired. Please enter a new password.

WHENLE LR U—FREZASNL, IR ONRRAT— NEEFLET,

IS5— Ayt—Y  You entered an empty username, which is not allowed.

HREUE —VHEANLET,

I5— Ayt—Y You must select a PAC when using manual PAC provisioning.

¥EME  EAP-FAST Properties B T, HEI 70y a =0 7R EHI272->TH Y, PAC RiE
HWHEZBIRL T ARnLEIZ, OKZ27 Y v 27 LE L, BEIZREY a =2 7200 T 50,
Fry 77X U RpS PAC @RGSR ZBIRL T 723, U X FBRZEADREIE, PAC 77
A EA K= R LET,

IS— Aytk—9 Error opening or reading file: <filename>.
HEME PAC 77 ANVDA U AR— b aBERLET, LAy E—VBRRRINTEH, VAT
LEHENOH LWPAC 77 AV ERFLT, &9 —FEA R—FLET,

IS— ryt—o The file is not a valid PAC file: <filename>.

MEME PAC 77 ANVDA L AR— b eHEERALET, ACAvE—UNRERINEZS, VAT
LEHENOH LWPAC 77 AV ERSGLT, ) —EAL v FR—FLET,
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BELGART— FofEgk B

IS— Ayte— The file does not contain a valid PAC: <filename>.

HERWE PAC 77 ANDAHR—raRERAET, ALAYyE—VRERRINTEL, VAT
LEHEENSH LW PAC 7 7 A V& B3 LT, EAP-FAST Settings [Hijfi T4 >R — h LE T,

IS5— Awy¥—Y The file contains a PAC that will replace an existing PAC already
provisioned on your system. Would you like to replace the existing PAC?

HRWE BEFOPACZ., AV A—-hLEZT77ALOH LI PAC TEEHMZ 51T, Yes &7
Uy L, BfEzdvyr2rd22F Nox2 U vy LET,

IT53— Ayte—P The password you entered to import the PAC file is incorrect.
Please try again.

HRLE ~AU—FZ2bL) EANLTHET,

IS5— AwtE—Y The PAC file import operation has been aborted because of three
or more attempts of incorrect passwords.

ERWLE OK=Z7ZYUvyZ L THAITLET,

<

I5— Avy¥t—Y An internal error occurred.

HRBME PACOAVFA—MRICHNTHZT—NRELELE, PACZEL Y —EA AR —FLTH
TLIEZ&E,

IS— Aytw— Insufficient memory or other system error.

HRLE Mmo7nr7 I 020 A€ 2L ET,

IS— Ayte— You must select “Walidate server certificate” or a PAC to use
user's certificate or one-time password for authentication.

WERNLE 2V 7L70 v ELTIERYDORRY— RERIT2—VIEHENRIRINE
L7223, PAC 2R EIR I T 722 )y, Validate Server Certificate = v 7 iR v 7 ANRA 78 -
TWERHA, REZET LTI,

IS— Avyt—Y You tried to import a PAC file with the same PAC ID as a previously
imported or provisioned PAC. Would you like to replace the existing PAC?

WRILE MHFEOPACE, AV FR—FLET77ANVOH LW PAC TEEHZ 512X, Yes &7
Uo7 L, ey B350, Nox 2 U v7 LET,

BE /AR T — FOYERK

NAT— RiE, RICEEEDTY, T4V RITRBFELTED LT 23y, fbhiz, MHRICRE
ZBHTENTE, POMABREHRIZHER TERNWART = REERTHEIICLET, DL
T— REERT2H5ELE LT, oA by, FiE, 2007 L —X2_X—2L L THHEMRT L2 LR
T&xFE7, =& %X, [This May Be One Way To Remember] &5 7 L' — X ThH X, [TmBIw2R!]
L2 ITmbIW>r~] R EDNRAT — FE{ERT& £,
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W a2ELsx7— Fo#Rk

N

E' BHZR U RA T — REEEONRZAT—RE L THEALAZWTL FEN,

SRE R/ SR T — F D

JRIE 72N A T — R, ROE D REERH Y £,
o RUFLNLFOMINEENTWD (a~z & A~Z DOWJ))

o TAT7Ry MEFTRLS, KFREFLEENTHS (0~ 9, |@H$% &*()_+~
=\ "<, 72 )

o S5UFLULOEHRTTHS

« COFHOHBTHLRL

o ATV U. KFE. EFREEMHAGE TN
o FIEOAR 7 EDOFAERIZEES N TN

MES8 75/ S X T — F D4

Wagg 72 R AU — RIZid, RO &9 REFERH Y 97,
s SXFERWMTHD
s HEHEIZH-ATVWIHETHD HHELEILOMOETE

o ZTOMO, MEICHN TXASHE, LI ROIERINTVWEEETH D, HEICHEN T
DEEOHE LTI, WOEHIBRHLONRHD £7,

- FIE. Ny b KA R ER3WEEO RS A O 4TI

— o Pa—XEEOHEBEEIILH (a~ R, A b, &t =50, TV 5—va v
L)

— HAERRLZEOMOMAER ((EFF. EFEEFRLE)

— THITEDEETFOMAE DY (aaabbb, qwerty, zyxwvuts, 123321 72 &)
- EROWTIhNERANLHALE LD

— EROWFNLOFIRICETEMATZH D

NRAD—FDtEXa) 74T 5EEKEE

NAT— REHFIBRIZIE, WOERTA FT A4 Nt TLTEE N,

o FIRIZH., NAT— RIETHER,

e MLADHIT/RNAT—FRDOIZ LEZFHEE2,

o NRRAU—KREHMBEY MIRBLEIBZ L (IFEOLART &) X5 bkV,

o IEUED ASCI X5t v FUSADLFHIMMA LRV, KRR (£) 2E, —HORLFIT. ¥ AT AT
FoT, B A URICHENRAET DR E R GERH Y £7,
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APPENDIX

#A1IZ, ZOHA RTHEHINTWDIIEGEEL EOREERTLEZ R LTVET,

* A1 BEO—%
& SE2 xS

AAA Authentication, Authorization, and Accounting GRFE. 7", 77 v v
TAT)

API Application Program Interface (7 7'V 7 —va v Imn s3I0 7 4 v
H—=T A R)

ASCII American Standard Code for Information Interchange CK:[EHIA% 2 15
REEHE = — )

CA Certificate Authority (GEFF/R)

CCX Cisco Compatible eXtensions

DHCP Dynamic Host Configuration Protocol (¥4 + 3 v 7 A+ a7 4
Fal—ary Fabhajl)

EAP Extensible Authentication Protocol (JE3RFREEZ & k =/l)

EAP-FAST Extensible Authentication Protocol—Flexible Authentication via Secure
Tunneling (JEERFET v 2L - X a7 bRV 72N L7 L%
LT IVEREE)

EAP-GTC Extensible Authentication Protocol—Generic Token Card (JE3EFRFET &

Fav-HA =2 1—F)
EAP-MSCHAPv2 |Extensible Authentication Protocol—Microsoft Challenge Handshake

Authentication Protocol Version 2 (JEIEFERE7' 2 ha -~ v /7
M TFr LI N Ry 7872 han X—=Ug 2 2)

EAP-TLS Extensible Authentication Protocol—Transport Layer Security (JZEF2FE
Zaban- hIFUAR—F LAY XU T 1)

ETW Event Tracing for Windows (Vista ©® Windows « ~<> k kL —3 %)

GPO Group Policy Object (Z//v—7F KUY v — AT V<7 )

LDAP Lightweight Directory Access Protocol

MITM Man-In-The-Middle (&% E)

MMC Microsoft Management Console (Microsoft F# =2 Y — /L)

MSCHAPv2 Microsoft Challenge Handshake Authentication Protocol Version 2 (= A
ra Y7 N Fx LY N RV oA TREFET R han X—T g 2)

oTP One-Time Password (1 [BIfEY D/32 T — k)

ou Organizational Unit (ffk—== )

PAC Protected Access Credential

EAP-FAST 7 KFS=X FL—#% 54 F Windows Vista i
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T8 A BRRE

£ A1 KEO—E (##)
i SEERL

PEAP Protected Extensible Authentication Protocol ({7 &L 7= fLIEFRFEY v
=2

PIN Personal Identification Number (FFEZ &)

PKI Public-Key Infrastructure (XfF— A7 T X727 Fv)

RADIUS Remote Authentication Dial-In User Service (VU &— hRFEX A YL A
a—H - X)

RFC Request for Comments

SDK Software Development Kit (¥ 7 F o = 7FEF v 1)

SSID Service Set Identifier (#—t 2 &> K ID)

SSO Single Sign-On (¥ > 7L %A 4 V)

TKIP Temporal Key Integrity Protocol (—HE¥—#t& 7w k=)L)

TLS Transport Layer Security (F 7> AL —hK LAY X207 1)

UPN User Principal Name (=—1% 7'U > o /0144)

XML eXtensible Markup Language (JEiE~—72 7 » 7' 5ik
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A PPENDIX B
BRESAEVR

Z OHEIZIE, OpenSSL Y —/L% » h FHIZ OpenSSL Project (http://www.openssl.org/) TR I 7=
V7N 2T REENTHET,

Z OREIZIE, Eric Young X (eay@cryptsoft.com) 2ERM L2 BALY 7 MU = THREFENTWET,
Z oM, Tim Hudson & (tjh@cryptosoft.com) 2MMER L7ZY 7 hou =7 NEENTHET,

OpenSSL License

Copyright (c) 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without

prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:

"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "~ "AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. 1IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

EAP-FAST 7 KFS=X FL—#% 54 F Windows Vista i
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http://www.openssl.org/

HEB BMESIEUR |

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

* % %

*

*

*

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

*

*

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.

*

*

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

*

*

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

* % ok ok X

*

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

R IS S

*

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

L T S S .

*

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library
* being used are not cryptographic related :-).

*

4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

* % %

*

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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* The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. 1i.e. this code cannot simply be
copied and put under another distribution licence

* [including the GNU Public Licence.]
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