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I — g DT L —NF, @, TYYZ— gy EET Y=gy ak AH|C
RO EHIET,

=

WDHENE, wpal EVv9 WLAN X b —Z7 D WLANE—a 2 FTa—RD—ZRL T\ E
I, ZOE—arTliE, FO WLAN O —bE 2 v bl + (fy hU—24), BR—F &
NTWAEY R Lb—h, BIOEX 2 F ¢ HEEZERTXET,

E—aOELZEMIEL, WLAN 75 A7 b DATEOHEKTHEATES Ry hT—7 B XY

AP 2 TX AL 91052 LTF, ZHICEY., WLAN 75 A4 7> M. il+25 %y k
U— I BIONAP Z&EIRTE £7,

% < O WLAN t& = U7 ¢ XFETIL, Service Set Identifier (SSID; +—t & &+ Fi#kAll+) %
GOTICE—ar&2RETHI LN, WLAN Xy b U—27® SSID &Ny I—IZH b0 L
AT B2 EX2Y T 4 LORAN T3 7T 4 2 THDLELTWET, T RTOAE
WLAN YV z2—> g 0%, 2had 7y ar e UL TWES, 72770, SSIDIZ7 VY
T—3 g3y Jx2—ATWLAN V94T b2 A=T7 4 7 LTCWARBICfHEICHRHE T 57
O, ZOF T ailiitx a2 VT 4 EOMENEEAEDH Y FHA, BMELORESY T A
T AR —FOBEICKIET 572D, SSIDDOT7 a2 —RExvy A MZHFALIEFNIWIEEN
%< Y FT, BINT 25 SSID 1L, BEDT AT T 47 4 WLAN O B ZF#H LIZ< W,
B HWEWVWRLOTHILERL Y T8, R, TELIRYV2=—IRLEOTHIN
HERH Y FT, WLAN O HIUSCHTEE #H23 XL 5 72 SSID &R L 2 TLE SV, SSID &
LT, BEWT U X ARLFEINEERTDHZ L IIBEBO TEERA, TR TEIES AL T
FUADF =R =Ny RBREZH7ET T, Exa2 )T 0iZxbE0mEL2WE T, fHEAR
HiBEEFEHAT 2 tzB80 L £9, SSID BB ELITBERNLEEZRT 72007 1
T ASRHME DNFEEL 72 Tod . — A7 WLAN BEOHEEAHEH L 20T E S0,

Wiz, 80211 ¥ —zarofilxRrL £9,

Type/Subtype: Beacon frame (8)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Sequence number: 2577IEEE 802.11 wireless LAN management frame

SSID parameter set: "wpal"
Tag Number: 0 (SSID parameter set)
Tag length: 4
Tag interpretation: wpal
Supported Rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
Tag Number: 1 (Supported Rates)
Tag length: 8
Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
[Mbit/sec]

Vendor Specific: WPA
Tag Number: 221 (Vendor Specific)
Tag length: 28
Tag interpretation: WPA IE, type 1, version 1
Tag interpretation: Multicast cipher suite: TKIP
Tag interpretation: # of unicast cipher suites: 2
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Tag interpretation: Unicast cipher suite 1: TKIP

Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: WPA
Tag interpretation: Not interpreted
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80211 EHE7OtEX (FYLI—3Y)

802.11 7 7 A7 M., WLAN Xy hU—Z7RKHATT — X2 XET IR (GEr—I 7%
ZOTaBvAOFNTTR, ZOHA R TIEHHAL FEA), KO3 EMOT ot X &EAE
‘a—o

o 802.11 7m—E 7 80211 Xy hU— 238 FEXFERA T a L BRHAL £, 0%
TOREOEE. BEORYy hU—J OB T, Xy hU—24 (SSID) LBy b L—Fh
FHRETH I a—TEHREBHOF v 3V TEHTHILERND Y £1,

e 802.11 nALauE 802.11 1 i ZIKEEZO@WWE)‘ﬁ X.L\Tfﬂlﬂ%\ééﬂibﬁ_o (2]‘ 7o/nLnEJ k
MEEIN DA D AT = A LE, AT IAVRBIETH Y, 77 AT b TRRZRFEL T

EEDEL AP NI E&ZFET, T, IFEAETTO 802.11 BEITHEHAI N
DHAN=ZAALTT,

B9 1 DOFRIEA H =X LA WEP F— %o%i?#\_@mﬁﬁﬁ®$%®%
IR RH Y 3, SEM 2B HEIRDO 7D 12 2 0 )52 Fik Té%%#%@i?#\:
OFRIIHEHEINT, #HELEL S EHA,

¥EDO WLAN B CHA I N2 HXE, AA—7 VG20 ¢, pido Loz, A—7 v

RARI AR INGBIETH 5720, TFEEOFEIE] 1% 802.1X/EAP FRFF A 7 =X b Zf#
L TiThivET,

e 8211 7YV xT—ay ZOBEET, EXaUF oty N L= DA T a L BT
L. WLAN 7547 & AP ORI TF—% U 7 %fEer L £,

— MR 722 2 7p A3 WLAN AP (%, 802.1X LK THET, WLANZ T A7~ R T
T4 AP T/ ry L ET,

IITAT IR EY =228 L, D5 AP L XY U= HNOBID AP Icn—3 7
TEHEE, FOT Vo= a I FET Y=gyl EhET, 7YYo —y g b
TYE—=Tay AXVENDOEREWL, BT Y VYIT—vary JL—ARHET YV T— 3
VHEDRTLURTO AP O MAC 7 K L 2 (BSSID) #4515 L. JL3E WLAN X hU—72ma—=3
vIERERMT S Z LT,

Jn—JERETO—TRE

—WRBI7 WLAN 7 5 A 7 b 70U B biiE, %2 WLAN Xy b U — 7 BRRESINLTH
9, 20D, WLAN 7 54T 60 a—78RIZIE, SHEZR WLAN X F U — &@
SSID MEFEFNTWET, ZOERIE, T XCTOTYZ—var Aybv—U LA K5
fLL7Z2VRIET) BE &N T, D7, WLAN A=7 7if, 5 Efif&@ssmz»'f&
T AT ThHDHINE LIRS TE 7,

WLAN 7 J A7 > Mi&, HiZ, FIHAFEEZ: WLAN v b U — &%&ﬁbiﬁ&bfwé%é\
SSID # &I —THEREEHTEET, ZOHA., ZOXATDI ) —|UNETD
LIOBEINTNDTRTD AP BILEL 7,

GE) Z7u—FFx¥ Xk SSID BEMI/A> TV WLAN 1, &L F8 A,

iz, Yo7 FTa—TJ8RO®7 A N ERLET, T2 T, WLAN 7 7 A4 72 b 23
ED SSID (wpal) THERZEHL TWET,

IEEE 802.11 wireless LAN management frame
Tagged parameters (31 bytes)
SSID parameter set: "wpal"

Supported Rates: 1.0(B) 2.0(B) 5.5 11.0 6.0 9.0 12.0 18.0
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Extended Supported Rates: 24.0 36.0 48.0 54.0

Wiz, Yo7 Fa—TIREO—ERL £, T I T, FEEIN/ZSSID 2#fEHT 5 AP
N, FO WLANSSID THHE—F SR TWAL—FBLOEX=2 T4 7uaxF o TEELT
I/\i‘a—o

IEEE 802.11 wireless LAN management frame

Tag Number: 1 (Supported Rates)

Tag length: 8

Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
[Mbit/sec]

Tag interpretation: WPA IE, type 1, version 1

Tag interpretation: Multicast cipher suite: TKIP

Tag interpretation: # of unicast cipher suites: 1

Tag interpretation: Unicast cipher suite 1: TKIP

Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: WPA
Tag interpretation: Not interpreted

WL, FNEh T4 —7 2] BEEOERBILONSEDO 7L —LE2/RLTWET, Ta—F
oMb O, BAET —ZIXEEI N TV EEA,

e WLAN 7 T A7 > h OFBFEEK :

Type/Subtype: Authentication (11)

IEEE 802.11 wireless LAN management frame
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (0)
Authentication SEQ: 0x0001
Status code: Successful (0x0000)

o AP OFEFEIGE :

Type/Subtype: Authentication (11)

IEEE 802.11 wireless LAN management frame
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (0)
Authentication SEQ: 0x0002
Status code: Successful (0x0000)

RIAT L —LICHETEE 9 1 ODO 7L —Ah 2 AT, BiFER7L—2o T, 2071 —A
NWLAN 7 AT MIEEEND E, O TAT 2 MIBEERINTWDS AP 2S00k
SNFET, THIZED, WLANZ T 4T M, b9 —E7e—78Rk7et 22K E200 EH
T, FFORL B FEA ) T YV —Tay SRR ERYVET LI £, RIAME
71 —2% 70— FXF Y AFMACTRLRIZEEFEL, ZOT7L—L5FEELTWA AP I
BEM TN TWETRTOIIA T b YT N TEET, 27200, BITEDO WLAN
IT7AT Y hDELIX, vATFXH X A NBIERTZ LV —228BEL T, ZOXATOREOWE
TER 7 BB 2 f5 /N L TUvET,
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R 7 L —AF AT —T T TE DD, WEBFIIZO7V—L%&FHL T, AP Ik
95 DoS WE (Y—bt REMIE) 2ERLTZD. 7947 MIHET Yy o— &l L
T, BEHORET Y AT > KT 2HBEAREI T TEET, ., CCX KRt~
h >—¥B & L T A 25 Management Frame Protection (MFP; HE 7 L — ARi#) ZBA% L 2L
HD1-25CTT, MFP IZDOWTiE, P4-18 » [EFH 7L — A5# | CTHEL<HHEL =4,

\d
(4
\?
H
I
\?

= I

WOFZERL—ATIE, TV TZ—valOERTLV—ALIFE T L — AT, HEHRE Y b
L= hBLPEXF 2T 4 RIA—HFPRRABEINTVET, TP EFICETIT 5L, WLAN
77 AT b & WLAN AP O T802.11 T—X 7L — AL EEETEET, %D WLAN EB
TlE, 802.IX/EAPFRFENFZE T L CTHRIITAHET, ZDOF—% 7L — AL, WLAN 7 54T~
k& AP O D 802.1X 7L —AICBESNET,

e WLAN 7 I A T " DTV m—3 g 8K .

Type/Subtype: Association Request (0)
Frame Control: 0x0000 (Normal)
Duration: 314
Destination address: Airespac_52:42:d9 (00:0b:85:52:42:49)
Source address: IntelCor_7c:a3:47 (00:12:f0:7c:a3:47)
BSS Id: Airespac_52:42:d9 (00:0b:85:52:42:d49)
Fragment number: 0
Sequence number: 90
Frame check sequence: 0x1£17420d [correct]
IEEE 802.11 wireless LAN management frame
Fixed parameters (4 bytes)
Capability Information: 0x0431
Listen Interval: 0x000a
Tagged parameters (48 bytes)
SSID parameter set: "wpal"
Tag Number: 0 (SSID parameter set)
Tag length: 4
Tag interpretation: wpal
Supported Rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
Tag Number: 1 (Supported Rates)
Tag length: 8
Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
[Mbit/sec]
Vendor Specific: WPA
Tag Number: 221 (Vendor Specific)
Tag length: 24
Tag interpretation: WPA IE, type 1, version 1
Tag interpretation: Multicast cipher suite: TKIP
Tag interpretation: # of unicast cipher suites: 1
Tag interpretation: Unicast cipher suite 1: TKIP
Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: WPA
Tag interpretation: Not interpreted
Extended Supported Rates: 24.0 36.0 48.0 54.0
Tag Number: 50 (Extended Supported Rates)
Tag length: 4
Tag interpretation: Supported rates: 24.0 36.0 48.0 54.0 [Mbit/sec]

e APDOT VY xZ— 3 VNE

Type/Subtype: Association Response (1)
Frame Control: 0x0010 (Normal)

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |



| Chapter3 802.11 %21 T4 OBE

802.1X

802.11 NEFRML X2 T o1 W

Duration: 213
Destination address: IntelCor_7c:a3:47 (00:12:f0:7c:a3:47)
Source address: Airespac_52:42:d9 (00:0b:85:52:42:49)
BSS Id: Airespac_52:42:d9 (00:0b:85:52:42:d49)
Fragment number: 0
Sequence number: 1001
Frame check sequence: 0x759406b6 [correct]
IEEE 802.11 wireless LAN management frame
Fixed parameters (6 bytes)
Capability Information: 0x0431
Status code: Successful (0x0000)
Association ID: 0x0001
Tagged parameters (47 bytes)
Supported Rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
Tag Number: 1 (Supported Rates)
Tag length: 8
Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0(B) 6.0 9.0 12.0 18.0
[Mbit/sec]
Extended Supported Rates: 24.0 36.0 48.0 54.0
Tag Number: 50 (Extended Supported Rates)
Tag length: 4
Tag interpretation: Supported rates: 24.0 36.0 48.0 54.0 [Mbit/sec]
Vendor Specific: Aironet Unknown
Tag Number: 221 (Vendor Specific)
Tag length: 29
Aironet IE type: Unknown (12)
Aironet IE data: 02C1257CF1AAIEOD010000A80200000000494C9788132233...

ZOTYvE—vary 7uatvRlE, BETLT Y- a RV —2A0bH 0 FT,
D7V —AT, WLAN 7 547 & AP DU T A7-0IfEHTEEST, 7/ —T g
V%@7VHA@\Mf1:%¥X%7V%AT¢O%@t@\:@7V%AﬁD®W%T
FEHEINAAREMHIZELS RV ETH, 207 —LIZEoTCII5A T NOHF T/ — %
BIEEZTZENTEDD, BEHMOIRIET Y 747 > MTxtd % DoS B8 F 7213 5% 8 % B bh
TEFET,

802.1X IXAR— MENITT 7 B X ZHi#9 5 7= @ IEEE #ikg T, RIS n-a—HF iz i
WLAN Ry h T =7 ~DT7 72 AEHFATHLTFELELT, 821litX=2VT 4 U—2 T —
Tk o TSN EL,

o 802.11 7TV T— gy FTuv AT, FWLAN 7547 b HRIE] R—F 72 AP IT
B S N E9,

o APIE, 8021X N—RA N T T 4 v IPUHNDTRCOT—% 7L —huxTay 7 LET,

e 802.1X 7 L — AT EAPRBFE/ YT v b %{E LET ZDBGEENy MiE, AP I LT
AAA = ANESNET,

o EAP FIFIZHKINT D &, AAA F—NIFEAP I A v B—V % AP ~EELET, 2D Ay
T —UEZTE o7 AP 1%, %42 WLAN 7 7 A7 MO EEAR— b ~DF—% ~ T
T4 T EHFTLET,

. ﬁﬁﬁ~b%%<mu\wﬁéﬂtwuw&747/h&APW@7 & )7 BREEAL
INFET, ZE BFEDITAT L MDOTDIZHWER—F~hd> WLAN 7 7 A4 7 2 b
MNT IV EATERNL T HZOTT,
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Extensible Authentication Protocol

Extensible Authentication Protocol (EAP) 1%, @ik u ha Lt Zna BT AT AER— |
TubhandtopiEiisEDd CWAIETFRFC T, Zhba it a2 L2k, EAP 72 b
aVPEEZEELRL T, 802.1X, UDP, RADIUS R E D KT ZAR—K k2 )La2fHEH
L/T @ntunE7m ]“:(/I/;é‘f'fZ\‘%Tﬂc’(iﬁA

FEARH)72 EAP 7’ 10 b a VRIS A TH Y . RO 4 FEEO N > » TR S ET,

o EAPEIR : RN v NdA—kv o T4 =BT D b ~FESET, kR
oy MZIZFENF., BERNE (7 U B O IDREHT 2 EAP 2 A 7 ) 5T
RAT T4 —LRERHYET, EHIT, O—F U ABEFENTH LT, FA—kr T4
—A LE T, & EAP ERIZKST D BEAP IE ZHIBITE £,

o EAPIGE 0BTy NIV T I B bt —kvr T4 r—F~KEGENET, =0
B, & D EAP ERICHT BIGETH DN ERTV—r V ABENMFEEINET, SEIE
(NAK) T?‘;b‘BE@ WH . EAP IR IE EAP ZRICxIE L TV 9,

o BAP D : BBAEICHKIIT D & A=t T4 —=FnbY TV A b KPS Ty bRk
%énifo

e EAPRHY : ZBFEICARDI L o=t XX, A—F% o T4 =237 U o b ~RBR
o M BEEINET,

802.11i MEJLD > A7 LT EAP 29 % L. AP (L EAP /S A X /L— E—F TEIfEL £3, >

EFV, a—R 74—AF ., ID74—NVF, BRE7 44—V NEF =2y 7 LIEET, 2747

N YT VD B DRITR ST EAP 37 v b & AAA ~EREL £, FRRIC, A—tE T«

r—2 (AP) &, AAA V=" BZ WMo BAP N7 v b 27 U B b~k L £,

3-31%. EAP u k2L Z7u—filZ R L TWET,

& 3-3 EAP ZOF I/ ZO—

f”ﬁ
w—*

< EAP ID E3k
EAP ID & > ACS H—/N\IZ ID ZE5E —>]
<«——— EAP EX - EAP 447 <«— EAP EX-EAP 4T —
EAP 5% - EAP 247 > EAP 5% - EAP 247 —>
< DIATURERI Y — /OB TORILEE >
< EAP mIh «<——  EAP XIS 2
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RBAL

FRENOERITE T T, PEAP, EAP-TLS, EAP-FAST 2 X S X £AWar 7 1 k o /L& 1{f
AL e TRERAMECcEEd, POFETabary, BIE, BEON T AFR—F|
L LT 802.1X, EAP, BLXU'RADIUS 2L TWE4, b7 m k3 Tk, ko
HWL7ZWLAN 79 AT MR Ry NU—=2IZT7 78 AT&E£4, £/2, WLAN X b
U— 7 e a—WREEET 52 L L ARETT,

DYV a—3rTiE, RADIUS 7’ b a /L TREINDR Y o — > TT 7 & AMEEFF
H5L7ZY, RADIUS T AU VT 4V THELAITH Z L H TE FET,

A FITTAEDIHERT A EAP ¥ A S5\ TR, ZO%TEHELLSFHHAL E79., EAP
2 kL OBRPUICHELZ 5.2 5 FERIT, BUEEHL TOWDFEE A7 A (AAA) T, iﬁa*ﬁ
Efjfﬁ@i ﬂgﬁbb\wuuﬁ/xTi\ff%]\TZD@T j:f<£< E%r@utqu/XTA%%”ﬁHszﬁ
WLAN EBRZ#EET 52 & T,

YITYAhU b

802.1X TiX, WLANRIETHRT 7747 M V7 v =2T% 7V ] EFEAT

\WE9°, Cisco Secure Services Client (CSSC) 5.1 1383y bV — 27 LEHR Xy N T — 7 %W
A—FLTEY, =BT TOEAPIZXIGEL TWABH 7Y T3, WLANNIC A —

H=DYT VN2 b ERBETDHEL, AN =T 427 VAT MY TV B b DAL E
NTWEEASLH Y £, 7-& 21F. Windows XP 1% PEAP MSCHAPV?2 & EAP-TLS % ¥4~ —
FLTWET,

CSSC DFEMIIZ DUV T,
http://www.cisco.com/en/US/prod/collateral/wireless/ps6442/ps7034/product_data_sheet0900aecd805
08la7.html Z &ML TSV,

X 3-4 1%, FBAET—F T 7 F v 2IRIZB T Y7V B b OMLE HH%%LTwiﬁoﬁfu
w/bcm&“ Eix, TvT7 AN =LA —krT 4 —% (ZOHAX WLC) (ZxHL T, EAP
BIOSRIX ZHEHA L= N 2—WEREE2 T T2 LT, 77U B b2 EAP A v
vt —VEZ TR oA —t T 47— 1L, RADIUS 2L T, #NHD Ay B —% AAA
‘H“—‘/\f\$ﬁf£biﬁ_o

5 3-4 WLAN 2S5 47> #FYH2 P
EAP
802.1x \ RADIUS

*T—toT4H—%3 SR — )\ i
DL - & '

E{ BESHE ’ ’ RADIUS

R ey ---------------------- y—— %

P seseries oo { 000000 =7
MAAN7747/F P oz KA 48 LAN AAA H—/\

arka—3
TERYET—H

BUE, FROBREY V) 2—2 a Y RBEDOT T ALV T 4 XML IZS LS LR EAP Y7 U 7
Y EBHRERTOET,

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
[ oL-18316-01-J


http://www.cisco.com/en/US/prod/collateral/wireless/ps6442/ps7034/product_data_sheet0900aecd805081a7.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps6442/ps7034/product_data_sheet0900aecd805081a7.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps6442/ps7034/product_data_sheet0900aecd805081a7.html

Chapter3 80211 t¥a U7 4 DEE |

W 502.11 OEFMAF2 ) 71 HEE

#321%, MR EBEAP YT U h L N DOBREEEZ L O HLDTY,

PEAP MSCHAPV?2 : Protected EAP MSCHAPv2, Transport Layer Security (TLS) k> ®/L
(SSL @ IETF #£#E) %L T, WLAN 27 7 A 7 > b LRBIE— MO H 7 &1k
MSCHAPv2 iz (Rl L £9,

PEAP GTC : Protected EAP Generic Token Card (GTC), TLS h > A ZHEHAL T, WA~ —
v =R (Vo B AL N2 T — R LDAP it/ &) Z{R#EL £7,

EAP-FAST : EAP-Flexible Authentication via Secured Tunnel, PEAP D4 L FEED b o %L
ZFERH L £9, 7272 L. PKI (Public Key Infrastructure; ABR$EA > 7 T AT 7 F %) 13
BHHD EHEA,

EAP-TLS : EAP Transport Layer Security, PKI ZfiH L T, WLAN v F U —2 & WLAN
II7AT L NOWMBFERIEL £, 7T A7 MERAE L REEY — N GEHENMLETT,
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#3-2 — L BB T Y B P DR
Cisco PEAP EAP-TL
EAP-FAST MS-CHAPv2 |PEAP EAP-GTC |S
U N YA F Ly (MSFT  |HY HY Hol HY
AD D7)
a4y 2707k (MSFT |& 1 HY i Ho?
AD D7)
NAT—RZEH (MSFTAD) |&HY HY »HY N/A
Microsoft AD & — 4% X— 2D |H Y »HY HY HY
A~k
ACS B —H )L FT—=HRXR—=AD |HY HD HY H0
A=k
LDAP 5 — # _R—Z2DHFE— |Hy3 L HY HY
k
OTP FHEED PR — K Hot L HY 2L
RADIUS #— NGEHEOME 7LD H HY HY
P
7T AT v FIEAEOSLEN: |20 L L Ho
[ 44 P HY Ho’ Hos L

BTV B TR TR £,

ZDAZ VT R EYPR—bTDHI20F, <~ THU S b e~V VBFAERLETT,
LDAP 7 — ¥ RX—2A AT 558 IZAB Y re Y a = IR R— SR EH A,
YTV B MTEoTRRY 7,
EAP-FAST ICL o THR—FENTEY, 7=2—X 007t Y a = FHEFHMEICKIEL £7,
EAP-FAST ICL» THR—FENTEY, 7=2—X 007t Y = 7 EiHEicisL £3,
7V B MTE o TRRY £,
7V B MTE o TRRY £,

® NN kWD

rF—tvrT45—%4

Cisco Secure Wireless Y U =2 —> 3 VDS, A—ko T+ 7*5’6?]2?@5@1‘% LAN=z bar—7
(WLC) T9, Z® WLC I, 802.1X X—R %7V B> b & RADIUS FRiFV— T By
ENDEAP Avt—YD UL —Lt L TEHEL £,

REEICRET 5 &, WLC TR OIERZ2Z T H Y £,

e EAP I A v E—U0RE £ TV % RADIUS /37 > |k

o EBAP GRGERFIZRRGE Y — NI K o THRR S Lo 5% —

o JE{EAR YV T —IZBIF % RADIUS Vendor-Specific Attribute (VSA; X & —[EH A &)

X 3-51%, RET—FT 7 F ¥ 2RICB T D (F—%vr T4 —% ] OB ENMNITZRL
TWET, T—F T 47— %% 802. 1X7mb:r/w§:ﬁﬂ%l,f4’</bv 7T U A&
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# 3-312, BEAP-TLS #ArDOF a— Rl 2R L £9, AMHlO 4 FTER 802.1X & =2 — K T1,
Ao 3 F1%. [F T BEAP-TLS ZR83ED RADIUS I 27 o ar 2R L TWET,

EAP ZZH#as — 4 v A ZRD &Y T3,

AP FAT L MIKRILT, 29 A7 FID #ERTDH 7y b #]1 Z%XELET, Zh
(2 &> T EAP LD BRIA S L E T,

Ry s #1377 478 ID T, 2D/ v MERADIUS r—_~lnt&hEzd, 2
@D ID 123 T, RADIUS $— [T EAP BREF A HAT T 208 2 0 Z2 I L £,

Ny N #3 2 2E{E L. RADIUS H— 33, B8FED EAP 53\ & L CPEAP 2352 & %
FERL FT, BEOERIL, RADIUS — N THE I N TWD EAP OFEEIZL » TR Y
F9, 7747 MM PEAP R AWK L 7284, RADIUS Y— N3 OFESEH O EAP % 42
RLET,

NIy b #4 ~8IXPEAPDTLS bV &y v 7 v 7T,
R4y N #9 ~ 16 X PEAP N CORIFASHL T,
XA b #1713, BRERICERSI L T2 &2 b5 EAP A v —Y T,

R g e s L ET UYL
#17 1355 5% — & 3% I‘ﬁgri&é‘fj“—t/T/f/y vl 'fE%Liﬁ‘o

# 3-3 EAP F5>¥#22 3>
#=E |Fat X{E
# |EEX % a)L &R EEXT % RADIUS 1&#&
AP 75 |EAP gk, ID
47
VN
2 |74 |AP EAP INZ . ID WLC AAA |Access-Request(1)
7 b (id=114, 1=174)
3 |AP v EAP B3k . PEAP AAA WLC | Access-challenge(11)
©T (id=115. 1=76)
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#3-3 EAP fS>¥02 3> (#E)
4 |74 |AP TLS! Client Hello WLC AAA |Access-Request(1)
7k (id=116, 1=296)
5 |AP Vv TLS Server Hello. ZFRAZE |AAA WLC |Access-challenge(11)
AT (id=116, 1=968)
> b
6 |77 1 |AP TLS Client Key Exchange, |WLC AAA  |Access-Request(1)
T b Change Cipher Spec, (id=117, 1=528)
e (=P W P
VAT Avk—
7 AP v TLS Change Clpher Spec. AAA WLC |Access-challenge(11)
AT Wb iR (id=117. 1=145)
> b AT Ayk—
8 |75 14 |AP EAP % . PEAP WLC AAA |Access-Request(1)
7 b (id=118. 1=196)
9 |AP 75 |TLS TV =g AAA WLC |Access-challenge(11)
A7 T4 (id=118. 1=135)
> b
10 |75 1 |AP TLS TV rr— g WLC AAA |Access-Request(1)
VA T—H (id=119, 1=270)
11 |AP 75 |TLS TV =g AAA WLC |Access-challenge(11)
A7 F (id=119, 1=151)
> b
12 17714 |AP TLS TV = a v WLC AAA |Access-Request(1)
7k T—X (id=120, 1=334)
13 |AP 7= TLS T r— g AAA WLC |Access-challenge(11)
A7 T—H (1d=120. 1=162)
V)
14 |75 4 |AP TLS T =g WLC AAA |Access-Request(1)
7Yk T—H (id=121. 1=265)
15 |AP 75 |TLS TT) =g AAA WLC |Access-challenge(11)
A7 T—X (id=121, 1=114)
N
16 |75 1 |AP TLS TV r— g WLC AAA |Access-Request(1)
7k T—H (id=122. 1=265)
17 |AP 75 EAP AR Zh AAA WLC | Access-Accept(2)
A7 (id=122, 1=196)
N
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Cisco Secure Wireless ' Y = —3/ 3 > Cffi [l 9~ % F8FE Y — /i3 Cisco Access Control Server
(ACS) T, Cisco ACS IX. Windows 2000 ¥— N F 7213 Windows 2003 ¥— N2V 7 b 7 =7
LLTAV A= NLENTWEEEE, 77747 AL L“Chﬁbéi’bé%/\ﬁ)% DET, F
oo WEED WLAN A > 7 AR T 7 F v T84 ZANTRBIE — SERE A RET H 2L TE &
T, 72 21, I0S AP ICu— B VEBGE—E 22BN 5, WLC ’CD 71V EAP 58k %
R—hT5, AAAYV—N"TRERZ AT DEAP 2V HR— T 5720 HERH Y £7,

3-6 6?]2 #%F"LJ‘FI.[ET 3'\’747?:'\735‘{213: i\s”’émunﬁ‘ﬁ“—‘/\a) fﬁé’j'fl‘%'fﬂ‘”— %beb\i‘g‘
Z DA, WML~/\ 1Z. RADIUS k> 3/U#EH T EAP JRAEE 1T L £9°,

27 3-6 IV —/ DIt E 17

| EAP

; 802.1x | i RADIUS

' A—toT47—4 . Eﬁ%ﬁ*ﬂg/{
P78 §

W EE e s '
w /DOOOOOOO- IRTCR o000 S y
P WLAN 95472k 7OER AN A LAN E

E avko—5 ;

kAT~

EAP @ ntun Ek%jﬂék ﬁuu ﬁ‘*‘/\iEAPﬁ‘ZJjJ} /'!'Z‘—“:/%Z]_ '!Z/T/f’?‘ &’\J;{ibi
T, ZOAYyE—UIXEBEAPTRIET o B ANKIL -2 24— T 4 r—Z @Ml ., [FIEF
|Z Pairwise Master Key (PMK) A4 —t o7 4 7 —ZIZEL £, WLAN 7 747 & AP
MoOZFDH%OEETIE, ZOPMK 2320 THB(LA N U — AR EREN £, KIZ,
RADIUS TD EAP X A vt —YOFa— Kz xRL £9,

Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x7a (122)
Length: 196
Authenticator: 1AAADSECBC487012B753B2C1627E493A
Attribute Value Pairs
AVP: 1=6 t=Framed-IP-Address(8): Negotiated
AVP: 1=6 t=EAP-Message(79) Last Segment[1]
EAP fragment
Extensible Authentication Protocol
Code: Success (3)
Id: 12
Length: 4
AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
AVP: 1=6 t=User-Name(l): XXXXXXX
AVP: 1=24 t=Class(25): 434143533A302F313938662F63306138336330322F31
AVP: 1=18 t=Message-Authenticator(80): 7C34BA45A95F3E55425FDAC301DA1AD7
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Advanced Encryption Standard (AES) 2HIE S TH Y., ZiLH 1% Wi-Fi Alliance (2 K-> T
WPA B X TPWPA2 & L TRRES TV T,

TKIP 1, WPA & L TREINTWAIKEEHFATY, T E THERMI LTV 802.11 WEP K &
FROMEFENGLZEEINTBY, #EKEFT RC4 aTHEESAT LT Y XAZEAL TWEHD
T, BEfF® WLAN ZEEIZH 56 L TWET, WEP OBEHO5B A2 T TRRL TEBY, &5
\{CWLAN 7 7 AT b TRAAEZHLLTHMLENR RN EnD, LIES <X TKIP (WPA)
MEFRERDLZETL LI, 7277 L. WPA2 D AES 55D 78, IT EROBICEREIZ LV I
HICKHE T&E 9,

3-7 X TKIP DEART 0 —XT9,

& 3-7 WPA TKIP

EETHT—H
\ —BEEE¥— || Mmsbu || micx— |

| BEFELR | /

Y
| MPDU |ICV

EEY S/ vk
| F—zpU—L | [VAC ~vE—[Iv[KID|EIV][mS LT+
A A

XOR O ¢

132359

TKIP |21 2 2O R E=AREBNH D £, 1 21%. MAC Service Data Unit (MSDU; MAC ¥ —¢t
AT —H 2=y ) ORCAEEZMHFHL Ty b LI —2EKT52 L, b 120,
5k 472737 > b D Message Integrity Check (MIC; A v B —V 2T = v /) ZFITT
HZETT, Ny T EOF—F, EETRLVA, ¥I#{EXZ7 L QV), BLUKEX—
DNy 2 TT, Z7Lb—AEREDOERIZIVAEDLADT, RCAKSTHEAENSET—I1T7
L— AT LI 720 £9, Michael 703 Y AZHHL TMIC F— & a—H F—ZRNfES S
. MIC AR SN FET, Michael 1%, EEA—N—~y FWN/NLEL, WA T p—< A%
/HoNBEZTNAITYALATTR, KBEZZITLTWVWEWVWIXRALHY T, £D72D WPA Tid.
WLAN 7 7 47 o b & —Fp9IZ8lr L, 60 I L W — T =— 3 U272 <T
HTRHEENEONTWET, EL, ZOEAENR—FLD DoS WE L7 A AIEEMRH Y £
T, %< O WLAN £ 3, LEIZLEU T, ZOXPiEEEZ B TEZ5 L5 122> TWET,

3-8 1%, HAA7 AES counter mode/CBC MAC Protocol (CCMP) @7 o —X T4, CCMP L
AESHEBE—ROD 1 DThHV, I ¥ T—FIEENEEZEI L, CBCMAC ZA Yy E—Y D
SERMEEMEREL £7,
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NEBTE £,
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T, ZOPN & MAC~v X —DFEEFHAL CTFor A4 ENn, EHIZZDF 2 A CCM
R oA CHEINET,

494 NV TAY

4 2 A NV RY AT, BT —% 7L — AORBALTHE L 7 AR B — 2 AERT BT
HDOHFRTT, X 3-91%, BEXF—A4RKKEO 7L —AXHERTLTVET, 2NHDF—%
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& 3-9 AT A NFoT 10
HTATE F—toT47—4
- e a ... B
== 000000000 w—_/
PMK PMK
D e e 52 € --oo oo EAP RLZS  -----------1
1 < ANonce
2 PTK SNonce (MIC) > | PTK
4 N\NIRDTAY
3 «—— MIC,AGTK OFERERTET
4 /A OK > o

SIS B 2 % — %, EAPFRAFE 7 ¥ a > THAR L 72 PMK ([C S W THERRENET, =D
PMK IZEAP W A v = L TA = T4 r—XITEEEINETRH, 37U B Maix
HREINETA, 7V B MEPMK 2B ICERKT 5720 T,

1. A —%® 7 47 —XI%. Authenticator Nonce (ANounce; = —t% o 7 47 —X% T R) &5
ip EAPOL-Key 7 L — A Z 4L £9, ANonce X, A—t o T4 r—XICLVAEREND
HLECd,

a. V7 U B FiX, ANonce 5L U'SNonce (MU b Fo R, 7947 FBEIT
7Y A MLV AERSILDHELEL) A5 Pairwise Temporal Key (PTK) Z4k L %
7

2. 47U B ML, SNonce, (Ff) 7V m—3 g B k7L —AD RSNIHFHZL A b,
BLOMIC #&Te EAPOL-Key 7 L — A Z 5 EL £7°,

a. A —t&>7 44— %X ANonce & SNonce # 32 L T PTK Z#// L. EAPOL-Key 7
L —A® MIC ZHGFEL £,
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RSN HF# =L A ), MIC (—FF—% A AN —NTINEIMERE), BLXOHT
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BY. RF, 80211, BEIUVFy TV —I/_XR—=2DtFx 2V T (HiELZMILT 52 & TRk
X2 VT 4 BEER S TWET, 802.11 BUSITITEMREADOEX 2 U 7 4 BN VIAENL T
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V=TV R X2 VT EEBET LD, T—FT7 7 F ¥ ERLOEX 2V T o HEEFIH
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Iy T =7 REL 7,

4-1 1% Cisco Unified Wireless Network 7 —% 7 7 F ¥ {E i OMEK TT, Z DT —FT 7

7 ¥ %, Lightweight Access Point Protocol (LWAPP; Lightweight 77 XA R4k 71 |k 2)L)
TIRvARAL N (LAP), A>3 = LWAPP AP (MAP), Wireless Control System (WCS), 3
X 0" Wireless LAN Controller (WLC; R LAN = b v —F) THER I TWET, Wireless
LAN Controller Module (WLCM; ## LAN 22> b 2 —F £ 2—/1) F 721 Wireless Services
Module (WiSM) TWLC 7J v h 7+ — A% T A2 TExEJ, &6 \-\ Cisco Access
Control Server (ACS) & % @ Authentication/Authorization/Accounting (AAA; FBFE. & A, 773
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M 4212207 —=F7 7 F v O LEEAE T, Lightweight 7 7 £ A NA >k Fu b =i
(LWAPP) 77t 2 KA~ (LAP) 28, LWAPP u h a2 L&l L C WLC L@EL. T
T4 TN RNV T HAMAERL TOET,

& 4-2 LAP & WLC DE#F
P rrza/7
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LA 2 %113 dkald A=Y
LAY 3 LWAPP
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LWAPP (21X 3 DO EEHENH W £,

e LAP Z il L OEEHT 5

e WLANZ AT N NF77 49 7% WLC~F RV 7T 5%
 Cisco Unified Wireless System D& ERIZME 72 802.11 7 — % #[UET 5

LWAPP D#gE

VATLADRELEEENEE THIITE, FOLVATLAOEF 2V T 4 EHLAES IRV E

4, [EV ] AP (Autonomous AP 721X A>T U= b AP) ZfEHAL TW=##Id WLAN
VAT LD A, AP OBALEREIX, MELDOT7 7 AT U+ — LV EFNENMEBNIEREL .
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nNod e, FEROREITHICHEET DAREELRH D F9,
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o AP OFEMELFIHII—VREEI TV EH A, LWAPP #4241 L C WLC 28 AP % H L £
T, TR, REMEEL T 7 — 27 = THEES WLC ICBIT L. WCS IZ L A4 &
MNHRBIZ72 D £,

o APITHHORTEZ WLC B X U u—RLEJ, £/, WLC TRENEFINZ & &
X, AP NHEIWICEF S E7,

e APD7 7—AU =7 % WLC LEHIEE, HICEY/2NX—a3 007 77— A0 = 7 INFELT
SNBdLEHICLET,

o HEARRET — X% WLC ITIRFEL., APIZIZIP 7 R L AEHMOLZRIFEL 9. AP W)
BPREN AL 25HE T, NVRAM ICITREHFRMETFEENL TR VWO T, BEHEH
LRV FEA,
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ANz, LWAPP X— A 7T —X% 7 7 F ¥ | ZBITDHWLAN 77 4 7D 32U 72k
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TIEA ALy FTdotlq NT U F U T EFRELTED, 7747 TRy MEIBBMLEZY
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9, TXTOWLAN 7 7 AT 8 bT77 4 7 h 2 REHT (WLC 2AELE S 1TV

%) Y A R AEEENDLDT, WLANDT 78RR VT I T R o —a2 %
VUL TTRGIZEANTE £,

Cisco Unified Wireless Dt 1) 7 1 #igk

802.11 Dt = U T 4 HEREICHEN 2 X 2 U T c ZBMNML ., EORS 72 LWAPP 7 —X% 7
JF ¥ EBATNE., WLAN B O®X 2 U7 o 2ENmEL £9, LR T L 72 LWAPP
Zubha/LEEOEX 2 U T HEEEIZNN X . Cisco Unified Wireless Y U =2 —> g 2k Ok
X =T A BEEEMED > TWET,

o MEREFR/LENT- WLAN X =2VU5 4 A7 3
° ACL*%%ﬁE(E 7 T/lejj—b—/l/*%ﬁE

» Dynamic Host Configuration Protocol (DHCP) & Address Resolution Protocol (ARP; 7 K L &
7 v b aL) 2K D iR#

s BT Y—ET TuyXS

o MR Intrusion Detection System (IDS; 12 AMREIT AT 4)
o U TAT VDRI

s RIE AP #{t}

o EHELT L — LR

o Ay A A I O B

s T—XT T A

e IDS #HE

BaEit = WLAN XY T AT 3>

Cisco Unified Wireless Network ¥ U =2 —3 g VT EFXFL2WLAN X2 VT 4 A7V a0 %
PR—FLTWET, =& x1E, WLC TEED WLAN Z{Ef L. /iERkDOF T v F 74— AT
XA —72 A WLAN 2y hU—ZoWEP %y hU— 27 &AL T, TNl TIL WPA
EWPA2 EX 2 U T 4 BREEXMAEEDRE, TNENELD WLAN X =2 U7 R ELEMHE
HAc&Ed,

% WLAN SSID (%X, WLC ED[E LU dotlq A > % —7 = A A2 13875 dotlq A > X —7 = A
RZEY Y TR ENTEEY, /2, TV T 4 TUoW—8HHEE2NM LT, Bloarybtue—
~~ Ethernet over IP (EoIP) b > XV TCIRiETE F7,

WLAN 7 5 A4 7> F 23 802.1X THRIEIND5E. WLCIZIESNS RADIUS 7 h UE = — R {Z
& > Tdotlqg VLAN E| D Tl T £,

X 4-3 &£ [¥] 4-4 }%. Unified Wireless WLAN X EHmH O —H 2~ L TWET, ZOH 7L
Wi, RO 3 OOFEHANE RSN TWVET,
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Cisco Unified Wireless D% 211 57 ci#tge W

e WLAN A~y 7SN TS WLC A/ #—7 = A A

o X2 UT 4 FHX (FOMD WPA F 7 gt WPA2 A a U bIBINTE 48, =
DORENIIFRREINTWVERTA)

& 4-3 WLAN General 27

Save Configuration  Ping  Logout Refr
o e Ve anhg Etng | Foaatie] R

CISCO MONITOR  WLAN: ONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANSs > Edit < Back Apply |
. WLANS General | Security | QoS | Advanced |

WLANS
b Advaiiced Profile Name Cisco

Type WLAN

1 CSSID c:isc:a)
Status ' Enabled
Security Policies [wPA2][Auth(B802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radic Policy

2 Interface

Broadcast 551D ¥ Enabled
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W Cisco Unified Wireless ®+ 311 7 #Ee

& 4-4 WLAN Layer 2 Security %7
lllllllll Save Configuration Ping  Logout Refr
CisCOo MONITOR ~ WLANSs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS WLANSs > Edit < Back Apply |
v WLANs 4| General | Security | QoS | Advanced |
WLANS

Layer 2 | Layer 3 | AAA Servers |

¥ Advanced

3 Clayer 2 security [wea+wPA2 -
[~ MAC Filtering

WPA+WPA2 Parameters

WPA Policy L
WPA2 Policy i3
WPA2 Encryption W aes I~ Tiip

Auth Key Mgmt |802.1X 'l

225275

A—7A)L EAP E25E

WLC 2— K U U—2X50IZiZwr— /v EAP JBFEHEE > - TE V. 4N RADIUS H— /353
AEINTWRWGEESCHIHTE RS oA, ZOMBENELDL E3, K 4-512R-T X

N, B—AINEREEICY) D B 2 B F CTOBIERFM Z#HE T £9, RADIUS Y — RDHE 2 0]
5L, m—HIEREEN S RADIUS Y — NZREE~H#HICEI 0 b v £,
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& 4-5

Security

¥ AAA
General
* RADIUS
Authentication
Accounting
Fallback
¥ TACACS+
LODAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies

¥ Local EAP
General
Profiles
EAP-FAST Parameters
Authentication Priority

¥ Priority Order
» Access Control Lists

Wireless Protection
Policies

» Web Auth
¥ Advanced

Cisco Unified Wireless D% 211 57 ci#tge W

O—ANEFER 1 ALF T F

Save Configuration  Ping

Logout Refre:

MONITOR ~ WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Apply |

General

CLDcaI Auth Active Timeout? (in secs) 300 )

Identity Request Timeout (in secs)
Identity request Max Retries
Dynamic WEP Key Index

Request Timeout (in secs)

1T

Request Max Retries

* The timeout pericd during which Local EAP will always
be used after all Radius Servers are failed

228274

WLC Tua—h/LicR—F STV 5 EAP OFfE¥HIZ. LEAP. EAP-FAST. 3 L OYEAP-TLS

<7, B—A)

& 4-6

Security

v AAA
General
* RADIUS
Authentication
Accounting
Fallback
P TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Palicies
AP Policies

* Local EAP
General
Profiles
EAP-FAST Parameters
Authentication Priority

EAP D707 7 AN %K 4-6 IZRL £7,

O—A/EAP DZOZ 7 1/L

ave Configuration = EBing Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Local EAP Profiles > Edit < Back Apply |

Profile Name Example

LEAP |

EAP-FAST O

EAP-TLS O

PEAP 3

Local Certificate Required ™ Enabled

Client Certificate Required ™ Enabled

Certificate Issuer ICiscu vl

Check against CA certificates ¥ Enabled
verify Certificate CN Identity [ Enabled
Check Certificate Date Validity W Enabled

225277

WLC (X, m— NV T —HR—AEFEH L CTF— X %2FFETEFET, £7-. LDAPT 4L 7 »
C. EAP-FAST #RFE £ 721 EAP-TLS FRFEIC M E R T — X 2GS T 5L T
4, K477 T LI, LDAP — "0 —h/L Xy b 2—F Do —HLRiET — & ~_—

Vizrr7tvxL

ARt THEE

TIAF VT 4 ZHETEET,

DAYLRERY EI—IDEF 1Y TAHEY Y21 -3y THAY
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5 4-7 O—7/L EAP D#ESNE L,
o I 1ot I " Save Configuration  Ping  Logout Refre
Ccisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Security Priority Order > Local-Auth Apply |
¥ AAA User Credentials
General
» RADIUS
Authentication |LDAP = LOCAL Up
Accounting _I _I
Fallback < | Down |
» TACACS+
LDAP
Local Net Users
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

¥ Local EAP
General
Profiles
EAP-FAST Parameters
Authentication Priority

2252710

ACLBBEL D 7 A4 70+ —ILEE

Z WLC TRESNTWAEA L Z—T = A4 2% LT, F7-1Z WLC ® CPU HI{KIZxL T,
Access Control List (ACL; 77 A arra—)L JAL) 2HRTEXFET, 25D ACL #1f
AL CTRED WLAN (2R Y v—%@A L, fiELZT FL AT a hail~D7 7 &A%l
[RL7-0 ., WLC BIRDOREZ ML L 72D TEET,

A2 =T AACLIE. £D ACL D#EHAXMRERD AL X —T = A4 AFRBETLVERY &
HDWLAN 7547 VT 7 4w 7 %L F9, CPUACL X, WLC LD A X —T = A
A EFEFRR, WLC VAT ARV Y T25T_XTONT 7 4w ZIZHAINET,

4-8 X ACL R EN—V &R L TV Ed, ACL Tl bt izt o7 KL AEHE, 7o
b2, BRikoT S HRESE DR — | Differentiated Services Code Point (DSCP). £ LT ACL @
WHAFMAEZRECTEET, ST ERHANTIESWTACL Z{ERTE £7,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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& 4-8 ACL DREN—Z
o I 1ol I I Save Configuration = Ping  Logout Refres|
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security Access Control Lists > Rules > New < Back apply |
Sequence I‘LD—
v AAA
General
v RADIUS Source Any =
Authentication
Accounting Destination Any o
Fallback
P BEA Protocol UDF i
LDAP
Local Net Users
MAC Filtering Source Port Any -
Disabled Clients
User Login Policies Destination Port Any *
AP Policies
¥ Local EAP B=Eh Any i
General
Profiles Direction Any b
EAP-FAST Parameters
Authentication Priority Aikian m

» Priority Order

2252718

DHCP & & U ARP ){R:&

WLC /X, WLAN 7 747> F DHCPE KDV L — = —T = h &L THEREL 9, O,
WLC /X, DHCP A V' 7 7 AN T 7 F ¥ Z{Ri#ET D200V ONDOF = v 72 FEITL 5, +
THEELRDOIL, DHCP EHRIZEENTWAD MAC 7 R L A, ZDOERDOEETT WLAN 7 5
AT FOMACT RL AL —HTHEMNEINERHIHTHZ LT, 2L -> T, #NLEN
DAV HE—=T 2 A AT, WLANZ T AT FR1ODIPT RV A IFTE2ERTES20,
DHCP HEE B 22 15 72\ L 91272 0 £, WLC OF 7 /L F iR E Tld, WLAN 7 5 A4 T
D7 uo—RF¥ Abh Ay E—U%FEUC WLAN ICIEL WL S IZR>TWVWET, 21
IZ. WLAN 27 7 A4 7> s 28 DHCP H— X272 V3% L., DHCP 15 A2 EHT 2D &[5 72T
7

MAC 7 RLALIP TRV RLEDOREHEMNTEEET S WLC (X, WLAN 7 5 47 F® ARP 7
XL U THREBLET, LER>TWLCIE, EHETDHIPTRLARARP A7/ —7 4 7K
AT £4, WLCIZ. WLAN 7 547> MW OE#HEN 7 ARPBEZH L %A, =
NbE-. WLAN 7T AT b TAAL A& 572 ARP AT —7 4 VT HEOFIEICEY S £
7

E7Y—E7 Javx>J

GE)

WLC (%, AL WLAN LT/ 747 MNH@BEEZ7vny 775 L5 ICRETCETET, 20
B, BTNV —HREATHENMTONLLIDT, ALY T Xy b LTI AT SERELZRSIE
TXxF7, 49/, WLAN TOET7Y—E7 7uyvXr VORELXZRL TWVET,

I, UEioa—FK VY —AnLOEESTYT, URioa—K VI —XTiE, 7Y —F
T TayXx NI WLC O a— N LEETLT,
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EF7Y—EF7 7OayvF> o

Save Configuration Bing

Logout Refred

WLANs

* WLANs
WLANS

» Advanced

4R IDS

MONITOR WILANs CONTROLLER WIRELESS  SECURITY

MANAGEMENT COMMANDS  HELP

WLANSs > Edit < Back apply |
General | Security | Qos | Advanced |

Allow AAA Override " Enabled DHCP

H-REAP Local Switching2 [T Enabled DHCP Server [T override

Enable Session Timeout I 1800

Session Timeout (secs) DHCP Addr. Assignment [~ Required

Airanet IE ¥ Enabled Management Frame Protection (MFP)

Diagnostic Channel I Enabled

IPv6 Enabl Infrastructure MFP .

Lot el M (Glabal MFP Disabled)
Override Interface ACL
. . MFP Client Protection £ IOpt\Dna\ >
P2P Blocking Action
. DTIM Period (in beacon intervals)
Client Exclusion £
802.11a/n (1 - 255) Il
802.11b/g/n (1 - 255) |1

o
[
o
Lo
<«
&

WLC (X, ¥ SN TWDT_TD AP 2l L C WLAN IDS /04T & EfT L. K S /-2
Z WLC B X O WCS (2 & L £9°, MR IDS i#fTIL, A1y h 7 —72 IDS ¥ A7 AT
\CFEITSNDIRNT 246 5 720 OBE T3, WLC I[2fiito > TW A LR IDS BEREIL., Afr v b
U — 7 IDS ¥ AT LAD%G L7 5720 802.11 B XN WLC BIE O IE M &2 T L £,

WLC THEHENLY 7 =F % 77 AMFE WLC Y 7 b T =7 VU =R ZHEENTWET A,
MO T =F % 77 ANVEERL THMTERSNDIGERHY £T, DAZL T =F %
X, Custom Signatures 7 « > K VIZRKRINET,

4-10 1%, WLC @ Standards Signatures 7 «# & K U &R L TWET,
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o . .
& 4-10 #ED WLAN IDS >0 =F+
Save Configuration  Ping Logout Refresh
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Security Standard Signatures Apply
¥ AAA Global Settings
General
= RADIUS
Authentication Enable check for all Standard and Custom Signatures =2
Accounting
Fallback
P TACACS+
LDAP .
Local Net Users Signatures
MAC Filtering
Disabled Clients r s
User Login Policies Precedence Name Frame Type Action State Description
AP Policies ¢ Beast deauth Management Report Enabled Broadcast Deauthentication Frame
P Local EAP pLe NULL probe resp 1 Management Report Enabled  NULL Probe Response - Zero length S35ID element
¥ Priority Order 3 NULL probe resp 2 Management Report Enabled NULL Probe Response - No S5ID element
b Access Control Lists 4 Assoc flood Management Report Enabled Association Request flood
= Wireless Protection 5 Auth flood Management Report Enabled  Authentication Reguest flood
Policies & Reassoc flood Management Report Enabled Reassociation Request flood
e Rzi‘;zr?hues £ Broadcast Probe floo Management Report Enabled Broadcast Probe Request flood
Rogue Rules 8 Disassoc flood Management Report Enabled Disassccoiation flood
g Deauth flood Management Report Enabled Deauthentication flood
10 Reserved mgmt 7 Management Report Enabled Reserved management sub-type 7
E:Jgr':‘::;: Events 13 Reserved mgmt F Management Report Enabled Reserved management sub-type F
Clilent Exclusion 12 EAPOL flood Data Report Enabled  EAPOL Flood Attack
Policies
AP Authentication / 13 NetStumnbler 3.2.0 Data Report Enabled  NetStumbler 3.2.0
et Fama 14 NetStumbler 3.2.3 Data Report Enabled  NetStumbler 3.2.3
Protection 15 NetStumbler 3.3.0 Data Report Enabled  MetStumbler 3.3.0
F Web Auth 16 NetStumbler generic Data Report Enabled  MetStumbler
¥ Advanced biiv) Wellenreiter Management Report Enabled  Wellenreiter -
o
o
ol
&

\\‘

EXIY

VAaAEFE VT4 PR TUNE, VTR 2T AALA—bELTT Ty N T — AITH
PIAFENDEFEY—E A2 YR — b TDLICHHFEINEZTT Y N T 4 —LTT,

MSE TR TEX 29— 2 3L <H Y 90, f#l& L T, Context Aware /7 b 7 =7,

Adaptive Wireless IPS, Mobile Intelligent Roaming, Secure Client Manager B ZF T b ET, i

SOV —E R L, BEOT IV r— g OxEboi-d
VU AT S LR SN TV ET,

F 41T, NP —E ROTERTEB/EHELZELOZHDOTT,

EEYFqs —EX VIFDOT 7 I4—FDFE

WXy FT—I MM DA T

Context Aware

Adaptive Wireless
IPS

Mobile Intelligent
Roaming

Secure Client
Manager

i

EYRR v RAE
ayTX A (ahr—
var, TV ANUZ
E) THBELL T,

A S iR APENIC
AUNNEE 3 YOk 2
WL ET,

N7V w7 Fv b
U—7 &7 T A _—}
F v U — 27 DOXFI7
<, ®EYVT 4 TF
Uhr—3 g aEi L
*7,

W EBGT D8 LW
ENA) T INA AT
SETEDH LS, TN
A ADTrE Y a=y
7 LEH AL L F
R

[ oL-18316-01-J
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 4-1 EEY T Y—EXI VI, DT 7 X1—FDEFE ()
Adaptive Wireless Mobile Intelligent Secure Client
Context Aware IPS Roaming Manager
TV r—va | EEB A RRE « PCI, T aT N E®—ROYE | L
v wiepE=xyy, HIPAA, SOX AELEN Ok v
Vor—vay
T ERE )5 N B2 N
s LRt —E LS PR IR
= I BHE 3

Adaptive

Wireless IPS

Adaptive Wireless IPS (%, TV T 4 F—E X = VU DN EAEEZFIHL T, WLC
Wireless IPS % 8 2 5 {5 % #2f L . Cisco Unified Wireless Network N D3 _TDOFIZ 7L 5 D
WLAN 7 —Z Z 5t L £7,

VA3 EE YT 4 =B R VU, TR DONRT = U RER =TT 1| B
FELR— R T4 LYy 77— X OREHRE. BLOYGIT i X— ADEFERTC 7 7 4
Tryh X2 T4 FRREOY - AOMEKEELHZ TWVET, ENALETRRA Xy
kU — 27 OYEIEIZFE - T, Cisco Adaptive Wireless IPS Y U =o—3 3 0%, #xHITHH L WT
NWAREARY N T AORBEEHRB IO L, EEREBEROMBEI2IREZRIEL £
9, 4-11 1%, Cisco Adaptive Wireless IPS V' U = —3 a3 U &R TR —x F&ERL T

WET,

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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& 4-11 Cisco Adaptive Wireless IPS V)2 —2 3> DI iKi—F> ;
A -
-OOOOOO CClS(t:o |\/\élreltess
ng&%ﬂ:ﬂ onro| ystem
ARNVNEE , |:I
4MF AL TR Cisco
AR Adaptive _—
wIPS
23 EEYT4
H—EXR Iy
”’
m4s - . .
Rk —% | WLAN kA
FoHR. ’
HIE LB 2R
m’
o— 7:;1, £— |~ AP E*Ewt. K AP
e
_ | L _g/
RF 9547k \ »
R i i

225268

1 45 I

722472 kDS

WLC (2
51 Ok RE

1. LR IDS DA, WLAN A 75 AR5 7F ¥ & WLAN 7 5 A4 7 b R+
P> TWET, WLC 121, EERARE/ WLAN 77 47> b 24925 K

Vo —%ERETEET, 4-12 1% Exclusion Policies 7V 4 > R 7 Z/RL TWET, ZDT 4 K
T, BAEVR—FENTWDIRO I TATY MRIRY v —%RETE 7,

Excessive 802.11 Association Failures : R"3#72 7 7 A4 7 > b £721% DoS B
R T AT N £7213 DoS W
REE2 7 T AT v b FT2I1L DoS B

External Policy Server Failures: £ N U — 27 X—ZXD IPS 4 — BN TEH7 74T M &
5 E

IP Theft or IP Reuse :

Excessive 802.11 Authentication Failures

Excessive 802.1X Authentication Failures :

Rl 7547 > b £7213 DoS Ktz
DoS W /21T AV =R 7 T o 7K

Excessive Web Authentication Failures :

[ oL-18316-01-J
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MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Security Client Exclusion Policies Apply |
¥ AAA [T Ewcessive 802.11 Association Failures
General
» RADIUS [T Excessive 802.11 Authentication Failures
Authentication I e X
Accounting ¥ Excessive 802.1X Authentication Failures
kgt ¥ 1P Theft or IF Reuse
P TACACS+
LDAP ¥ Ewcessive Web Authentication Failures

Local Net Users
MAC Filtering
Disabled Clients
Uszer Login Policies
AP Policies

P Local EAP
P Priority Order
b Access Control Lists

- Wireless Protection
Policies
= Rogue Policies
General
Rogue Rules
Friendly Rogue
Standard Signatures
Custom Signatures
Signature Events
=

Mman
Client Exclusion
Policies

Management Frame
Protection

225272

A 1IE AP
4-13 (27”9 X 9 12, Cisco Unified Wireless Networking ¥ U = —3 2 »ZIF UK L 72 R IE AP
SRBF T HNTWET, BARARERRIZRO LY T,

o WE/RFHML : B —arBLU80211 Y u—7I8E 2B E 135252 Lick- T,
RIETFTANA 2 %L 7,

o RIE AP OKFE : it SN 7= RF RSB IO HIX R RE X U — 7 OO 7 187 4
WCESWT, RIET A ZADFTEZRZEE LD T,

o HfRH : RIETANARAZBHL, ARy NV —27 L OR#EMEEZREL £,
o RIEAP DOEIVEEL : RIEAP ~DZ T A7 v MR ZRIEL 9,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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& 4-13 TIELAER AP DEEH
S P s A —
7 =
4 _a—
NMS
Wireless Control
System (WCS)
S

ARP —>

RZ9I4Y A==
N

AP

221289

&K /RF &l

APRF#HHIZIZ, RDO2ODFETFTANH Y 4,
o FEUED AP FLE
o EE{HE—F APALE

EHLLOREET VL REHMHAZYR—FLTEBY., RIEAP TR, TREY 7?4’
TUREREZZAT b (RIEEAP ®=2—¥) OfHIC B‘eﬂﬁ”érﬁi&%w%f%iﬁ“ )
EF—RDAPIE, REF ¥ RNVDAF YV EHAT, 77947 T—X&EBELEHA,

RIE AP #9454 | Unified Wireless AP 135 ¥ /L% 50 ms {5 1L L CTRIEZ 247 b OFH
AT, JARXLTFy XNV TWEERALET (EOF ¥ XL EAF v 3500, 802.11a
BELOB02.11b/g D7 m—/ )L WLAN R R U —27 RITA—ZTHRELET), RERT T A
TURRT IR ARA LV ERBEEND L, ZOFRP 2 b r—FICEEENRET, a2k
02— NNETHERITKRO LB TT,

o RIEAP ®DMAC 7R L &

o ARIE AP D4 Hij

e RIEHEL TWNWDHIZ7TAT EDMACT KL A

o 7L —ANWPA £7201X WEP TIRES N TWDEINE H M0
o« FTUT LTIV

o [EHxHEE L (SNR)
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EHE

o ZIFEFIRAELR (RSSI)

RIEBHEZZ TR -7 WLC X, BIBED 7 47 F£7213 AP 29 <ITIFIARIE & AR &9, fih
D AP MO G FAEOIENH D0, WOV AV VNETTLHETHETE2RET, FL AP BN F
ERICLF v RXNVIIBIHIL T, RETZ7®ARA N, REZIFIATU R, /AR, BIOTH
BEHRLET, BILIZ2I79AT L NERIET 78R RA U BB EINHE. WLCIZFND
ZARIEELLTUARMLET, WLCIZRIZ, ZORIENRE—H/L Ry MU — 7 IZ#ERESN T
DHO0, HDOHVIHRDIEE AP THLI 0 ERNET, WINnoEeEb, EHROE—F
JVWLAN IZE ENTWRWAP X, RIETHD &R ENET,

HMEE—ROAPIZ2—Y b T 7 4 v 7REBEET, Ty rL A U BHEALRVET, 5
B E OFEIIZHOWT WLAN P —E 229K — b9, RIEAP ERIEEZ T AT 2 h DEHRD I
ZATHOSAIR. @R, ZORBT—RFa2#HAL £,

WCS DAL EREMEZFEHTIE, RIEAP OBBIZOMEL "t 70 7 KEZ/ERTE £
T, ZTOWEXK 4-14 1R L FET, 207 a7 REICIE, EH AP DVENT X ORI TV E
T, F72. REAP DNENRELSAT A a2 THFAEREIN TV ET,

Cisco Unified Wireless Location #§HE D FEAH 2D Tl
http://www.cisco.com/en/US/products/ps6386/index.html ZZ ML T 7Z X\,

& 4-14 FIEFAP vvESY

Cisco Wireless Control System Username: sedemo Logout  Refresh

Monitor * Configure * Locstion * Administration = Help =

Maps > I Select a command -« vI GO I
Lecation Error Lookup Zoom
I 100 % &

J r ..ch1a41.hap5 ‘J- : |

3 g i g , [

L d L] pet—= i r
B

.__._,_,.-az'cla-ub-abn ] -| S Y
! R g
=

T

EEH

3 [T [
% sjc1d-42b-a)
. LT

—
| |».[.‘..|.J.-|

o g

= e

EEEEEN m:\___' :

=

g

' |.|:I

Location

229200
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AP B LW D X 512, ER T L 72 WCS RIENLE MR HERE 2 R H T & e Wi G
HHILIE. Eﬁﬁf£7m7.ﬁ%7\3’:f§f£b‘%é\%%wiﬁ— ZD X9 RGAEIH 4. Cisco

Unified Wireless YV = —3 3 1021%, THB#H] XR—20BHEA 7T a2 oHEBESNTWE
R

o NIERHHM AP
» Rogue Location Discovery Protocol (RLDP; RIER -7 — 3 U7 v k a)

AP DARTEMRIA & L TR SN TWAIEAIE, BREENA 7120, Axry b —7 k
T, RIEEAPIZT Y Z—hINTWE77A4T 2 (DEVREZTFAT L R) O MACT
KL 22V RFTBHENHIBREDEZONET, RERIEHAPIZ, CTNODORIEZTAT
YEDOMACT RLAREENTND ARP X7y b &2 U v AL ET, WTAND ARP Z i
H39 25L&, Za WLC 124 L. “RIE AP 28 Cisco Unified Wireless Network & [R] U v b U —
IR I N TWNENE 9 MERIEL 9, ARPIEHZ T A9IZIVE T 5 121%, Switched
Port Analyzer (SPAN; A A v F K R—K 77 A4H%) K—rZHEHL T, NEMRHH AP 25
RTOTE—RF¥ AN FASIZERL TRBLERH Y £, BEORNEMREAH AP 27
BT5Z LT, R EYy NI —7 BEICHFETHEIESERT e —RF X AN R AAITH
rCExE9,

RIEZ Z AT v hBEHRLV—H (—7RFZREH WLAN 731 2) OBFRICREINTWND
A, ARy U7 TIEENS DO ARP EREZHETEEX¥A, LEN- T, RAEHHH
PO DFERMEIZRY F7, S5, (A FXx A Xy hT—27DLOHI1D) %
BOTa—RX*x AL R AL BEET HRETIE, RERIA AP IXEHAMP LGk &1
WX EEA,

DX EXIIRLDP AT v a v BENLHL ET, ZOHA. RNE AP 2T 572012, 12
WLAPIZZ IAT LV FELTAREAPIIT YV o— L, TA Xy hadarybao—F(2ik
BELET, 2FV, APIXT VT 4 7R AP THDHZ L&D, /74T F T—RIZyln#
PV ET, ZhICX-o T, BMEOREAP REBEIZRY T —7 LIZEBEINTHDEINE 9 »n
EHEERT D LT, Ry FU—2 ETORIE AP OFEINE 2R 1P 7 R L A 2 il L
F9, ifﬁtfiu F— B EWSLTDHONEH LN &, £-ARIE AP NHEFEE LICRBE SN T
WARREMERN H D Z L& 2 5 L, REMHME AP & RLDP 1%, u/—3 3 o _X—ZADARIE AP
R ZRT 2887 FEEE VW ET,

IE AP DHLASH

ARIEAPIWCEHE L CTWD 7 TAT v b, FRIIRERT KRRy 78I 947 F&EIETS
[ZIE, m— LD AP 75 802.11 EREMEER/ N7 v M A REL £7, 7272 L, BB WLAN OI1ER
AP (ZEBFEARRR ST > b ZIE(E T D DILEL/AR DT, D AP BARLICRIEAP THH Z & &
WL TOL Z OB AT O MLENRH Y £9°, Cisco Unified Wireless Network ' U = —3/ 3 )
HAIE AP O HEIPHLILBESHIFR SN TN D DIXZ D72 T,

RIEAP 7 7 ATV EBZEDOERFED WLAN 77 AT MR E I NEMERT DI, MED Y
A7 FDMAC 7T R 2 & 802.1X FRIEHFIC AAA NNEL - MAC 7 R L R L & HER L %
T, ZHICE ST, WEBEZIFTWAAREMEDH S WLAN 7547 b, E£idtx=
T4 RY =T TR W — T R ETE £97,
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EHIL—LRE

802.11 OREMD 1 Dk, BB L LARVIRIETEH 7L — AN KE S, A vb—Vsgatt
F v 7L EBMEINRNDT, AT =T 4 TRELEZITOTWVWENWD Z L TT, WLAN FH
TL—LDAT—T 47 1L, WLAN Xv NU— BRSNS BRENH Y £4, 20
MBIk B 7=, v A2, 802.11 FHE 7 L — AT Message Integrity Check (MIC; * v
TV TF oy V) BRHEATATOAN T =Fy A=A LAEFEBLELE, NI
X o> T, WLAN BEEOIEMR A RE#RIT 252 LN TE, %72 MIC B2 &b, RIE
AT ITARNTIIF Y BIORT =T 40 T EINTEZT L — L EREZEIEDEIENTEET,

BT L — 2 ME# (MFP) THA SN MIC X, A v bB—YOHMZ CRC /Ny ¥ =2 TIEH Y
FHA, ZOMICIZIZT VAL VI =F v aR—3 b EENLTWET, MFP ® MIC =
VR—=F U P ET L= ARHEALEIN TN EERIEL, TUXNL VT =F ¥ 3 R—

Z 2 ME. MIC 7 WLAN R A A DR AL N L > TOREREND Z L 2R L 1,
MFP CHRAINBT VXN v 7 =F v =k, FEE VT4 FA—THOTXTHa L hr—
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4131 Y7 b =TIZESVTWET, UBOREDHIZ, LAY 1IBIOLATY2DT /31
AMAEHRNP O LAY I TNAA ADHREET, B EOEITICE SV THERI N TWHET,

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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ILFLAY AA v FERICET2EZEEE A

X 5-26 12, /LT AY AAvF Tay70fErL £7,
& 5-26 VIANFLLAVY RLyvF IOy
Catalyst 6K-1

Sup 720
MFSC3

Catalyst 6K-2
Sup 720
MFSC3

221320

AU B—TIAR R—k
FrrL 1 (FS0D)

X 5-26 DILEAAL v TF Ty 7iE, 77 ANBIUEHROXF AL v b A=k £Y 2— 110
% T Sup720/MSFC3 E ¥ = — /L & 44# L 7= 2 B O Catalyst 6500 THifk & LTV ET,
WO RIZTEREL TLIE W,

o R GigE BV 2—/LiX. NACT /T AT v A =" ~Dfi & VR — b4 5 720
EnET,

o 77 ANGIgE EV a— L, AFXURTrY arke—J0ERIEHZILET, Cisco
Wireless Services Module (WiSM) OAMBEBE I N TWAEE. 77 AN Y a2 — Vi34~
g T,

o T ANELITHMRGIGE ®EY 2 — LD ELEL AL v TFR N T 7 IERATE T,

AAYFEES2ODERE

P.5-29 O [AA v FMOEER] THPALEZLIZ, AASyFRONF 71X, F—F Frx 3
ELTELEDE2OUEOWEY >/ THERTAZEE2EIBEODLET, £/, Zhb0V
VIOE. BAATFTEEDOA L A =T 2 A A BT 2a—VEMBHL CHMTHZ E52BEIO L
F9, ZHIZED, A—F FEV 2V EERTEENREAELTZHEIZ. NACT 7747 AR/
DFZ U I7BIOERET D —FE—F U BRI ET,

% Catalyst 6000 E T, RO LI A — K FY pLREZERL 7

interface Port-channell

description Channel Between C6Ks
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed VLAN 1-156
switchport mode trunk

no ip address

interface GigabitEthernet5/1

description To DC-6K-2

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
[ oL-18316-01-J
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switchport

switchport trunk encapsulation dotlg
switchport trunk allowed VLAN 1-156
switchport mode trunk

no ip address

channel-group 1 mode desirable

!

interface GigabitEthernet6/2
description to DC-6K-2

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed VLAN 1-156
no ip address

channel-group 1 mode desirable

FoflTlE, B—F F¥xRZANR2O0REOEY 2—L D2 5OFR—F THEKINLTWE D
LICHEEBELTLIEE W, FF 7 T VLAN Z#IfRT 585413, NAC OREBICEEZRT 5
VLAN ¢ _RCHFATHLEND D £, kRO VLAN 5L TR, ZAHICRESNEE
Mo

e WLC & VLAN
e WLC AP %H! VLAN (HOBEEH V)
e NAC O Trusted 1 > % —7 = A4 ADEH VLAN
e NAC O Untrusted > Z —7 = 4 ZADE I VLAN
o 1 OF/ITENLL LD NAC DfEHEHTERWID 2 Z 47 F VLAN
e 1OFEIFENLLED NAC DEETELMD 2 Z 47 b VLAN (RX—F %)L F— U =
A4 E—RKDH)
N

GE) FEOR—F FY¥RUVREIX, TTI7AT LV A% 1 DI TREBETAIERIIVNEDY AL, 7277
L. T7TAT UV ABBEFEONEAAyTF Ty 70— e L TEHRESN TV DIGEAITNIET
T,

VLAN DE&5E

FE?D VU A MIZRLTZ VLAN 1%, 45 Catalyst 6000 L CRETH2LENH Y £9, WLC EFHE
VLAN B X OV AP ¥ *—¥ ¥ VLAN (., BETE D Unified Wireless JEBF D —¥# & L T TIZHRTE S
NTWLIHEELHD 7,

RIZ, VLAN OB ERZRL E£7,

VLAN 9

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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name ap-mgt

VLAN 28

INFLAY ALy FERICETIEEEE N

!This supports AP-to-WLC LWAPP Tunnels!

name cas-mgt-untrust

VLAN 29

name CAS-mgt-trusted

VLAN 30

name DC-Mgt

VLAN 31

name client-VLAN1

VLAN 32

name client-VLAN2

VLAN 131

name WLAN1-CAS-Untrust

VLAN 132

name WLAN2-CAS-Untrust

!This is the datacenter wide mgt VLAN - includes WLCs!

IWLAN1 Client VLAN on trusted side of NAC!

IWLAN2 Client VLAN on trusted side

of NAC!

!This VLAN exists between WLC's and NAC Untrusted

i/f!

IThis VLAN exists between WLC's and NAC untrusted i/f!

La) VLAN 31 BLW321Z. NACT XTI A T AN VLAN v~ v B T 2R L TX—F v /L
T—=hrz2AA L TREINTWDEEE, TNFILVLAN 131 BL Y1321~y 7 X551
TX 5> VLAN #FE L 1,

[ oL-18316-01-J
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B LFLAY Ry FERICETIEESEE

SVI DERE

JEBA DT, 4 Catalyst 6000 ED A A > FFBA L Z—T = A A (SVD) OFRETHLELRD

YT Ry P BIOTRLAFRIZHONT, Ry N T — 7 EFHEHEN

LE7 (K527 258K),

& 5-27 XAy F FTayy :SvVI

SVis
HSRP

S0 INT VLAN 30

INT VLAN 28
" ~~
" -~

N
~
-~\‘~\;1~ ~‘s

~§

Catalyst 6K-1
Sup 720

P, Al

Y A 85—
FrrIL 1 (bFU9)

X 5-27 1%, & v /N A RBICERR
B @ SVI
ﬁ_o

&) NTVLAN 3
m
TxA R h— Y)

\CAFIET D AHEME N8 D SVI D
T, NA TRXAFE YT ¢ (HA) NAC EBEDOYFR—MNIHKELR2D5E OOFT

BEHLTHDZ L ZRitRL

Catalyst 6K-2
Sup 720

221321

D—HDOHERL TWVET,

GE) [X5-27120% AP 3 —Y %@ SVIII/RL TWEH A,

ZTlE, RDIEHA
AP EH VLANO
o T—X k1 X —EH VLAN 30

* NAC OfE#H T X 5% # VLAN 29
e NAC OfE#H T Z 72\ VLAN 28

2B % SVI D%

[

EflZRL £,

e WLANI 75 A7 FDEFETES VLAN3l (N—F 3L F— T x A E—FDH)
e WLAN2 75 A7 FDIEETES VLAN32 (R—F %)L F— T = E—FRDH)

interface VLAN9

description Datacenter Controller AP Management VLAN

ip address 10.15.9.2 255.255.255.0

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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standby 121 ip 10.15.9.1
standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

interface VLAN28

description CAS-MGT-Untrust

ip address 10.20.28.253 255.255.255.0
standby 121 ip 10.20.28.1

standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

interface VLAN29

description CAS-MGT-Trust

ip address 10.20.29.253 255.255.255.0
standby 121 ip 10.20.29.1

standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

interface VLAN30

description DC Management Subnet

ip address 10.20.30.4 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.30.1

standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

interface VLAN31

description WLAN1 Client Subnet

TAVLREFXRYRT—IDEFYTAHEBEYYa—2a> THAY HAF
OL-18316-01-J
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ip address 10.20.31.2 255.255.255.0
standby 121 ip 10.20.31.1

standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

interface VLAN32

description WLAN2 Client Subnet

ip address 10.20.32.2 255.255.255.0
standby 121 ip 10.20.32.1

standby 121 timers msec 250 msec 750
standby 121 priority 105

standby 121 preempt delay minimum 180

WIZ, Cat6K-2 TOFHAEMBEMBREEEZRL £7,

interface VLAN9

description Datacenter Controller AP Management VLAN
ip address 10.15.9.3 255.255.255.0

standby 121 ip 10.15.9.1

standby 121 timers msec 250 msec 750

interface VLAN28

description CAS-MGT-Untrust

ip address 10.20.28.254 255.255.255.0
standby 121 ip 10.20.28.1

standby 121 timers msec 250 msec 750

interface VLAN29

description CAS-MGT-Trust

ip address 10.20.29.254 255.255.255.0
standby 121 ip 10.20.29.1

standby 121 timers msec 250 msec 750

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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interface VLAN30

description DC Management Subnet

ip address 10.20.30.5 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.30.1

standby 121 timers msec 250 msec 750

interface VLAN31

description WLAN1 Client VLAN

ip address 10.20.31.3 255.255.255.0
standby 121 ip 10.20.31.1

standby 121 timers msec 250 msec 750

interface VLAN32

description WLAN2 Client VLAN

ip address 10.20.32.3 255.255.255.0
standby 121 ip 10.20.32.1

standby 121 timers msec 250 msec 750

GE) BETEXHRWZI7 472 b VLAN (131 BX N 132) 1I22oWTIE, SVIIIER S L EFH A,

GE) NACT 7747 ARRICUEMERRVGEEL, AAMvT Tuy 7 B LEEBRTH D561
HSRP BN TT, —FH, AAvTF T vy ZI0EENZ2WIEE, HSRP % E/NT7 A — X 3
BHY FH A,

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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NAC 7T S5A 7V ADEREICEAT 5EZEEFEEE

NAC T 7 IAT L A TXATE YT 4 (HA) X7 &L TCENMT 2 BREDTET
A FET, Untrusted 1 > X—T =2 A A& 3y N =7 ZEGEL W2 k%?ﬁ<i@@ﬁbbiﬁ‘
(X 5-28 &), Zhid, FET 2 ®vADFEITH, A Y TONL—TDEKEHIET D720

"C‘\—a‘o
5 5-28 NAC 7754 P> XD HA X7
SVis
CASH1 HSRP CAS2
(FH747) (RB21NA)

Se5) INT VLAN 30

. INT VLAN 28 !,'
I ——

.. -n
ethO s ‘ eth0 D eth

™ . INTWLAN 29 m

1 Ay n

" ~ ‘ "

Catalyst 6K-2

Catalyst 6K-1
Sup 720

Sup 720

AB—TTAR R—
FrrIA (|~7/7)

221322

NAC 7S5 A7 ADNERTE

PR EDT AR T A 122\ TIX [ Cisco NAC Appllance—Clean Access Server Installation and
Administration Guide] D% 4 EE SR L TLEIVW, ZO~v==27/LE, RO URL TAFTZ

£,
http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

FRICEHZE LR DDIE, NACT T IAT Y AREAZ VT b 2=F7 4 VT 4 TT, BNSND
FNEIZHE- T, T 77 AT > AD Trusted f > ¥ —7 = A4 AF LW Untrusted > ¥ —7 = A
AERELET, RORIZEZL TILZS 0,

o BT TTAT L AD Trusted A ¥ —7 = A A Eth0 (ZfE S HEBLIP 7 B L 2%, NAC
TTIAT VA XF—=Y % (CAM) D IP T FL R LFHIOY 7 %y b EICHET 2035
JARY: SRR S

* NACT 77 A7 A% HA M TR 254613, Untrusted f > % —7 = A 2 Ethl 0%

BIPT7RLRE (Blod 7 xy b EID) § ﬁza‘%%%ﬁ%@i% B+ 5 NAC 77 F
ATV AB 1 ODOHDOEETE. Ethl@IP?l\“l/X%:EthO LR—ICT& £1,

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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NAC 77547 ADREICHET3=E=E N

o WFNNDEH AL X —7 = A ANKFED VLAN ID IZBHEAH T SN TW A BRI, GRE
A7 VTN T AOEITH, T MREREINZLEEIC) BHEVLAN ¥ X0 7 26
ML, REAZ YN 7oA TVLANID R ETHLEND Y T, 20K HITH
ELRWES, Web AV Z—T7 2 A AFEFIXCAM 2L CT I AT AT 7 EX
T&ERL< 2 E9,

e NACT 7747 A% HA R CRERT2%561E. HAXT 2 H—0O@mE 7T 77 47 A
CLLTEBHTAHIEDDOY—ERATRL A (X—F % /)LIP) ZHELET, Xy NV —7F
PRE X, BEOT R L AZGHHT HEME T, NAC 777 A7 > AW O Trusted A > & —
T2 AAXRTHIZIODIP TRV ANRKETH D Z LIZHEEL TLZ XV, Untrusted
VHE—=T 2 A ANXTIZONTE3ODIP T RLUARKETT, Y—EXIPIX, 7774
TUANFR Y NU— T IR S NTRICREL £7°,

e CAM L NAC 777 AT AORMTIX, EAMEEZHEHL CEENMREINLET, LA
BIX, BRICFA—DOLOEFRETILENHY £T, —HL2WEARIZ, CAMBT 77 A
TUALBEETEERA,

o [EHTZXAIP 7L Z (Eth0) FE7-1% Eth0 D & R4 2SN T, — A 22 F B E 2 ERR
THMLENRDY ET, ZOMERAFEL, BTHA ST OV —EXIP T FL AL ERR M
ERTHLOICEFRL 7.

NAC 7 TSAT7UARADARA v Fif

MR ENTETLIERIZ, TTI9AT U R AA v TF Tay 7\ TEEd, NACT /7
ATV ADEENTXTHET T 5 ETIEL, Eth0 (Trusted 1> % —7 = A A) OFHEHfEL T
23 N
§§2}7VX%%ﬁﬁéx4y%ﬁ%h@\%?V&ﬁ%bkbfﬂﬁﬁéﬁgﬁ%bi
T, WIS, TTITAT LV ADE A v #—7 = A ABLNEthl A X —7 = A AHEHT 5
ALy F R—bFOREFERLET, EHLLOAAS Yy FICbEHAINET,

interface FastEthernetl/1

description CAS-Trusted

switchport

switchport trunk encapsulation dotlg

switchport trunk native VLAN 999

switchport trunk allowed VLAN 29,31,32

switchport mode trunk

no ip address

interface FastEthernetl/2

description CAS-Untrusted

switchport

switchport trunk encapsulation dotlg

switchport trunk native VLAN 998

[ oL-18316-01-J
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switchport trunk allowed VLAN 28,131,132
switchport mode trunk

no ip address

LFOFET, T2 7 NAC BEOYR— MINKEL 72D VLAN OLZFHFAT5 K5Ik
FEENTUWET, FastEthernet 1/1 1Z. NAC T 7T A T AD Trusted 1 > X —7 = A A (F&H
VLAN % &) L 2ODEETEXHMDY Z7 47>k VLAN %R —hF L 79 (P.5-36 D
[VLAN OF%E | %2 ), FastEthernet 1/2 /X, NAC 777 A 7 > AD(EHE T E /2 WEH VLAN
LEBHIT, 2 ODBEETERWHOZ Z AT F VLAN AR —bH L7,

(G¥) L OfllX FastEthernet £ > % —7 = A AT, EEDONACT 7747 AREHTIL, ¥4
By b A=Y Ry b A =T A AT ET,

NAC 7S5 A7 AD HA Y—/\DETE

T TAT VANERE S V21X, Web 7 7 U AW TE Y — /3D Web HELA L X —T = A
ANCHEPERHG TS5 Z LIk, HABBOY R —MNIUE LR IEERL T a v ERETE
F9, Trusted BB AL ¥ — 7 = 4 A~DOHRBEGENFET D 2 L NEHER T,

Y

F HTTITATARBAOEE, WOFIHILEL D £H A,

RFYyF1Web 77 UV HBAWT, Trusted 1 Z—T7 = A ADEFIP £HITHFA L EZRD XL HIZAS)
L. 77 T7AT7 2 AH#R L £7,

https://<trusted mgt IP>/admin/

5-29 (Z/R L 7z Network Settings BIIN R RS, TTIT7AT LV ADA L Z—T = A ARED
BN RENET,

& 5-29 NAC PS4 FPXIDFv b T—ORF

Nmm
cisco

Administration Administration > Network Settings

- Network Settings

Cisco Clean Access Server versons.isa

- Software Update P DNS Failover
- S5L Certificate
- Time Server
~Admin Password Platform: APPLIANCE
- Logout Trusted Interface (to protected network) Untrusted Interface (to managed network)
= 1P Address 10.20.29.2 1P Address 10.20.28.2
_ Active VPN Clients Subnet Mask 255.255.265.0 Subnet Mask 255.255.265.0
- Support Logs Default Gateway 10.20.29.1 Default Gateway 10.20.28.1
Set management VLAN ID: Set management VLAN ID:
[ Pass through VLAN ID to managed network [ Pass through VLAN ID to protected network g
o
Update Reboot v
&

AFwF 2Failover ¥ 7% 7 Vv 7 LT, TF7I9ATV AOHARTEICBHLET, 77747 AL,
WMHNTAX L R T ey T— R CEEHL 7,

AT v 7 3HA Primary Mode % %R L, Update %7 V v 7 L T, Reboot 7 U > 7 L £7,

RFYT AT T T AT AN T — ks Lizth, BHERF L C Failover ¥ 7 IZB#EIT5 &, HADZ 7 o
Xl —TagrREREREINET (M 5-30 258),

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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& 5-30 NAC PS4 P> RXDHA : 751437 YDI> T s FaLl—>3 2 8F

AFYTELOFIEELBEVIEL T, I —FHFDNACT FIAT L A% HA BH XY E—FICHRE

nmm
cisco

- Network Settings

- Software Update hid
- S5L Certificate

- Time Server

- Admin Password
- Logout

General - Synchronization

Current Status
Local Server (nacl): OK [STANDBY]

- Active VPN Clients
- Support Logs

Trusted-side Service IP Address

Link-detect Timeout {seconds)

[Primary] Local Host Name
[Primary] Local Serial No.
[Primary] Local MAC Address
[Primary] Local MAC Address
[Secondary] Peer Host Name
[Secondary] Peer MAC Address
[Secondary] Peer MAC Address
Heartbeat UDP Interface 1

Heartbeat UDP Interface 2

Heartbeat UDP Interface 3

interface 3

Heartbeat Serial Interface

Heartbeat Timeout (seconds)

Untrusted-side Service IP Address

Untrusted-side Link-detect IP Address

[Secondary] Heartbeat IP Address on eth0

[Secondary] Heartbeat IP Address on eth1l

[Secondary] Heartbeat IP Address on

Cisco Clean Access Server vesonsis.i

Administration > Network Settings

DNS Failover

Peer Server (nac2): OK

Clean Access Server Mode: |HA-Primary Mode

10.2029.100 e
0.20.23.100 -

Trusted-side Link-detect IP Address 10.20.29.253

10.20.28.253

w jry
=]

(10 ==cond= minimum; 25 saconds or longsr recommended; 30 s=conds

default)

(trusted-side interface)

(untrustad-sids intarface)

00:15:60:0E:DE:52 |~

(trusted-sids interface)

i

00:15:60:0E:DE:51 |+
etho

020293

[ eth1

(untrusted-side interface)

I

(peer ip on heartbest udp interface =thd)

(peer ip on heartbeat udp interface eth1)
NJA ¥

i

(peer ip on heartbeat udp interface 3)
COM1 [port3F8,irg:4] v
0

(5 s=conds minimum; 15 s=conds or longar recommeanded; 15 s=conds
defzult)

NI

* Mandatory. Note that at least one eth interface is required to be HA
** Mandatory if Link-detect IP is configured

225344

-~

ES

T, X 5-301F. NACT I A TV AMTHA 7 = — IV F—_—%EFNZT B0 DHRET
A—=HDYAPNERLTOHWET, KRIZ, HA ZRETHIHEDNRT A= B I OEEFHEHIZO
WT, BEERL E7,

Server Mode :
E—RICHREL £,
Trusted-side Service IP Address

F¥/LIP T KL A, Zi#lL. HSRP

: HA £— K CTEIfET 285412

1 2DOF—NEHA T 74~ F—RIZREL, bI)—FHEHA A LF )

i B NAC <7 & &4 /38—
BEDAZ L NATIP LML THET,

Untrusted-side Service IP Address : 77 7 A 7 > ADIEFE T X WA OFHFL NAC X7 2 £

N—F ¥ )LIP T KL A,

Trusted-side Link-detect IP Address : EfH CEX AR — MDY 7 AT —F AZTRT HT-0D
\Z. 777 AT AT ping DFEITXHGERDIP TRV A, HHTHIP T L RIE, 5
TEXHEHY 7 XY FOHSRP AX U NA TP T KL AT L4 RHY £9, P5-38 D
[SVI D% E] DA Z—7 = A AVLAN29 OFREEZZRL T 7EE W,

[ oL-18316-01-J
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Untrusted-side Link-detect IP Address : (§H CTE2WR—FD Y 7 AT —F A 5fERT 5
elZ, 777 AT ATping DFEITRIRELDLIP T RUA, EHTHIP T R LRI,
BHEHTEXR2WEHY 7 Ry O HSRP AX XA IP TR L AT HMENRH Y £9°,
P5-38 O [SVI DRE| DA H—7 = A AVLAN28 DR EAEZML TL7ZE W,

Link-detect Timeout

[Primary] Local Host Name, Local Serial No., Local MAC Address (untrusted-side interface),
¥ L U Local MAC Address (trusted-side interface) : 2L HD 7 4 — /L KiE, HHENTDAT)
ENTHET,

[Secondary] Peer Host Name, Peer Serial Number, Peer MAC Address (untrusted-side
interface). 3 & Of Peer MAC Address (trusted-side interface) : = DfE#HIL. b 9 —F D NAC
TFIATVADHA BH XY E—R a7 4 ¥ a2l —va V BENLRGTE 1,
Heartbeat UDP Interface : 77T A TV AN, BT — "D AT —F 2 LIRFEEOMEZRIZHEH
THALH—T = A A, ZOEIZEO (Trusted /> X —7 = A A) IZRETH I L &5 <
B L ET,

[Secondary] Heartbeat IP Address : £ 7 775 A 7> A® Trusted EFLA > ¥ —7 = A A
(=B R IPLSL) DIP T KL A,

Heartbeat Serial Interface : “O A > X —T7 = A AL, "—h~hE—KRUDP ALV X —T7 = A A
EEBHIHEAL, B TIEHEALZWTLEEWN, ET T I7A T ADEYET L) T
AV H—=T 2 A AL, 78R (X)V) TET L F—TNVEHEGREL ET,

Heartbeat Timeout

ATFYT 6T XTOREL AN L%, Update 27V~ 7 L, KIZ Reboot 7 UV v 7 L E£7,

RFYTTEHHEY (RAXNA) B—=NRELTHEETOINACT T AT AIHDNWT, LORES
MOIELET, B X UDNAC T 5347 > ATHH SN AHEEMTEN: HA 3% EOHIT
SUVNTIE, 5-31 MR L TLE&E W,

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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NAC 77547 ADREICHET3=E=E N

& 5-31 NAC 7754 7 XD HA £Hh 5 DRE

NI .
cisco Cisco Clean Access Server verions.iaa

Administration

- Network Settings
- Software Update
- S5L Certificate

- Time Server

Administration > Network Settings

P DNS Failover

General - Synchronization

Current Status
Local Server (nac2): OK [ACTIVE]

- Admin Password
- Logout

Peer Server (nacl): OK

Clean Access Server Mode: |HA-Secondary Mode v

0.20.29.100 -

- Active VPN Clients
SStuputens Trusted-side Service IP Address

Untrusted-side Service IP Address 0.20.28.100 E
Trusted-side Link-detect IP Address

Untrusted-side Link-detect IP Address 0.20.25.254

=l [=][=][=
o
P
o
P
3=

Link-detect Timeout (seconds)
(10 seconds minimum; 235 seconds or lenger recommended; 30 seconds
default)

[Secondary] Local Host Name

[Secondary] Local MAC Address

(trustad-side interface)

1

[Secondary] Local Serial No.
]
1

[Secandary] Local MAC Address

(untrusted-side interfacs)

||

[Primary] Peer Host Name

[Primary] Peer SerialNo. ~ |00_19_BB_EB_15_C2_00_19_
00:19BB:EB:15:C2 | (trusted-side interface)

00:19.BB:EB15:C3|*  (untrusted-side interface)
Heartbeat UDP Interface 1

[Primary] Heartbeat IP Address on etho 0.20.29.2

[Primary] Peer MAC Address

II

[Primary] Peer MAC Address

)
m
o
=3
=]

I

(peer ip on hearthest udp interface athn)
Heartbeat UDP Interface 2 O eth1

[Primary] Heartbeat IP Address on ethl (peer ip on heartbest udp interface athl)

ll

Heartbeat UDP Interface 3 N/A

[Primary] Heartbeat IP Address on )

interface 3 (peer ip on heartbest udp interface 2)
Heartbeat Serial Interface N/A b

=]
i

Heartbeat Timeout (seconds)
(5 zecond=z minimum; 15 seconds or longer recommendead: 15 seconds
default)

#  Mandatory. Note that st lezst one eth interface is required to be HA.
** Mandatory if Link-detect IP is configurad

225345

HA BRI COBECEARAE

NAC 77 T7ATV AEDTRET DH & XE, —MNRACELAEAEEZIERT 20 E 5 I
DOWNWTC, AV AM—V A7 VT N THEREZRDLNET, 1ERT2%HE. @FIL. Trusted 1
VHE—T 2 AAEBOHODIP TRV RAEFIFIFRA N EZHERAL CGGERAEMER S NET, 0B
CEAEHEIL, B L ORAF v HliDTZDICNAC T 7 AT A~ HTTP V& A L
IR EETTAHALE, BXWOClean Access TAZ vy =2—V 2 FRFIEB I OR Y o —3FF
MDT=DIT T TAT v ACHEHTDH XL, 2R 22— LD SSL vy a2t 57z
IR ENET, AVR—bMLEEAEEZT 774702 (BEA) KAV A—1T5Z2
L TEET,

HA BERD=DIINAC T T I ATV ADRT #RETHGEAF. T I7AT L AXT DY —
EAIPTRL AZKMT 572012, —HFHGEHEZEOFARNMLEIC R ENHY 9, F
72 RAMLEFEHL TWAEAIT. P—ERIP TR L AZKMT 572512, DNS O FEHMN
MBI D ENRH D £,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
[ oL-18316-01-J
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SEBHETIP 7T R L AMEHEIN TWAEAIT. NACT 7T AT AD Web EFH GUI O LD
A= a2— X—|Z3 5 SSL Certificate Z &R 25 Z & T, —E X [P IZFHDWTH L W\ —EFHJFEE
HELERTEET (K532 22H),

B —FHDT TFGAT L AZONWT, 2O B RAEMYELET, B—OFA N E=IT
P—E AP TRV AZHERTAIVLERH D 9,

& 5-32 —FF9% SSL GF5E DL

alaln
cIsco

Administration

- Network Settings
- Software Update
- SSL Certificate
- Time Server
- Admin Password
- Logout

Cisco Clean Access Server vesionaiz.a

Administration > SSL Certificate

Choose an action: | Generate Temporary Certificate v|

Full Domain Name or IP l:l
QOrganization Unit Name l:l
_ Active VPN Clients Organization Name l:l
- Support Logs City Name l:l
State Name l:l
2-letter Country Code l:l

Generate

2253416

%] 5-32 ® SSLEEBHED R A A 1%, 1530 D HA BEICEFNTWAEHTX Aoy —E
ZIPTRUVATHLZ LICEZELTLIIEE N,

NAC 7TS5AF7VREFERTHRAA F 7O WLAN
A hOoO—S0OERM

Cisco 4400 2 J —A WLAN 2> b 0 —J OFEMRREN A K T A 2o T,
http://www.cisco.com/en/US/partner/products/ps6366/products_configuration_guide_book09186a0080
6b0077.htm]l D~ =27 VL ZZML TIIZE W,

AR THYDOWLC 2 AL T T uay ZJIZEBRT2HEEF. 2200487 arBZH £
(% 5-33 &),

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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NAC 7 7S A7V REFEATAR4F7aY WLAN O Fa—SoEE N

& 5-33 XERFFPOWLC/ XR1LvyF FTavy
SVis
CAS1 HSRP CAS2
(TH747) (RB213A)
§255) INT VLAN 30

&55) INT VLAN 28
[==)

—)
¢ S eth0 Cfp i ethf
L4
o "II\IT~\‘/~LAN 29 o
~

5
INT.VLAN'355
N

{28—714R K—k V
FrriL1(F509) %'

Catalyst 6K-2

Catalyst 6K-1
Sup 720

Sup 720

o,
.

0/
L, "GE 4/3
<3 'Q.'
.;" 440X ~,;.'
arvkA—3

75549 -’ i

cS20 cS20

221327

Cisco 4402 &V —AD WLC IZFHE v b A —H Ry b R— K% 2 DL 4404 > ) — XD

WLC X4 5DOXHE v b f—%Fv b R—hFE2HEHFL W ET, HHARERA T > 3 i3,

WD ELEEY TT,

e H—DAA v FEFHLIET A AN I E2—2 3y LAY TIE, 4402/04 ZRETH L&
2y TRTOR—b & 1 BEOAA v FITHEHIL, WLC DA — b % Link Aggregation (LAG;
U 78K) £—F CE&ELT\ BI# 9% Catalyst A A v FDR—hZEKR—K Fv¥ x&
LCTRHRELET, 204+ 7 3 0, wummcmz4y%7uy7mainfm5
Catalyst A v T B 1 BEOILDOGEEITHKIE TY,

o WIROMNEAAYTFEZFEHLIETAA NI E2—2 a3y LAY TR, TaT7bA—0 )
VA DB5A., 4402/04 23R ETH EEIT, —FHDOER—F (4404 DFHITR—F D7) % 1
BOAA Yy TFIHRHL, I —FHOKR— F(MM@FAiT cDOXT) MDA A VT
Tuy IR LET, ZOHFEEERRTILEAIE. WLC LICRESNIEH A ¥ —
T2 A ABLOEH A F— 7I4X;OPT\7?47)kiUA/&7/7®T k
ERECTE £,

B 5-33 1R L7zaryhae—Ji%, WEAAYTF 70y 72T 2T iR — b8 S N7z 4402 %
#£LTWET, KIZ, £ Catalyst 6000 TD A A v TF R— bk DOFREFZRL £7,

Cat6K-1

interface GigabitEthernet4/3
description To WLC#3 Port 1
switchport
switchport trunk encapsulation dotlg

switchport mode trunk

[ oL-18316-01-J
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no ip address
DC6K-2

interface GigabitEthernet4/3
description To WLC#3 Port 2
switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

WLC DAR—FEIVA 2 EF—T A ADETE

WLC OWHIR— BT 27 VAR — LRI TWEEES, BETIEHE AV X —T7 2 2B
JOEH A X —T =AM X F, EHLOFR—MIZwy L TENEVETA, WEAR—F 2
He b T I T 47T HE, BIAL A —T =2 A R BV R— T 5 LEEEC, BOB A~

B =T 2 ARAFEITERA =T 2 A ADNNy I T v 7 R—F L GERHTE 9, X 5-34
12, WLC DR—FDAT—Z 2% /L ET,

o
& 5-34 WLC DiK—  DEFE
" I T I " figuration ~ Ping  Logout Refresh
CiIsco MONITOR.  WLaNs  COMTROLLER  WIRELESS  SECURITY — MAMNAGEMEN COMMANDS  HELP
Controller Forts Configureall
{ Mirraring is disabled )
General
Inventory Port STP Admin Link Link Mcast
No Status Status Physical Mode Physical Status Status Trap POE Appliance
Interfaces
1 Forwarding Enable Auto 1000 Mbps Full Duplex  Link Up Enable M Enable
Netwrork Routes
2z Forwarding Enable Auto 1000 Mbps Full Duplex  Link Up Enable M8 Enable

Internal DHCP Server

-

Mobility Management
Spanning Tree
Parts

Master Controller
Mode

Network Time
Protocol

b Qos
b CDP

221328

X 5-35 12, WLC L CHREESNTWEIEH AL A —T 2 A ABLIVCENA L X —T = 4 ZDOH
WA RL ET,

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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BENAC 7 IS A7V RAOHE

NAC 7 7S A7V REHEATARA4VF7aY WLAN O> Fa—SoEE B

-
& 5-35 WLC D12 54— 1 A XDBFE
" I T I " nfiguration ~ Ping  Logout Refresh
cisco MONITOR COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT — COMME HELP
Controller Interfaces Mew
General Interface Name ¥LAN Identifier IP Address Interface Type Dynamic AP Management
Inventory ap-manager 9 10.15.9.249 Static Enabled
Interfaces aprnanager? 9 10.15.9.250 Dynamic Enabled [ -]
Metwork Routes cas untrust 131 131 10.20.31.13 Dynarnic Disabled -]
Internal DHCP Server  cas untrust 132 132 10.20.32.13 Dynamic Disabled [ -]
¥ Mobility M rmanagement 9 10.15.2.13 Static Mot Supported
Spanning Tree service-port [LPEY 172.28.217.133 Static Mot Supported §
Ports wirtual M8 1111 Static Mot Supported bl
&

5-35 TiX, AP
1 DIFEH, b9
AP ¥ % —
Va—

voa v OEY) R EME

TR AU H =T 2 A AR2OFHAEL TND I EIZEEL TLTEE0,
1 DIEFE T, B2 AP ~F—Vy AV X —T A A X, T 74/ ED

Vx AU F—T oA AERLTWET, HIBRT DI LILTEF, Unified Wireless

IZARAIR T,

AP T R—T ¥

AB3—T 4R

BRI AP ~ 2=V ¥ AV A —T 2 A AZ, 1 ODOR—KMZOBREYBTEHZ ENTEET,
Ny 2T v R—FEEHVYTHI LILITEEEAL, LERST, AP R —V ¥ AV
H—T 2 A A%HR—KrFT25HWLC A—h £72id Catalyst AA v F AL X —T = f ANRKL T

Lﬁ_ﬁl:l\ %@:l
HoNThHlD=

Aru,—l—’

VR a—FZ CEE L T R_RTO AP 1L, 22> b a— T OERIEM & E I
Me—ZICEERE L 9,

COUMEZERET 52T, AP EFHEF R - T 5 2FHBOBN A ¥ —T = A REZREL T,

O FE WLC R — b |
B YT H R RE

H—T A RA%&EF|

&7 5-36

B9 AP v 5

BV UMCTET, WLCIT, SWEHR—MIZAPEBHRA L X —T = A4 AN
Bl ET, 1 oOFR—FTEERRAELEZLGAEDL, APYX—V % (v
%ﬁ%ﬁ%?%i#(ﬂ&%ﬁi@!&ﬂ%%%h

— Sy 28— TT A RDRE

nfiguration Ping Logout  Refresh

Controller

General

Inventory

Interfaces

Network Routes
Internal DHCP Server

Mobility Management
Spanning Tree
Ports

Master Controller
Mode

Network Time
Protocol

¥ QoS
b CDP

HELP

Interfaces > Edit < Back apply

General Information

Interface Name ap-manager

MAC address 00:0b:85:40:85:a3

Interface Address

]

IP Address @|
Metrnask @l
[toases |

VLAN Identifier

Gateway

Physical Information

Port Mumber 1 |
Backup Part [
Active Port 1
Enable Dynamic AP

Managernent

DHCGP Information =

Primary DHCP Server |10.20_.@._11
———

221830
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& 5-37 B AP PR — ¢ A =TT L XDRE

Configuration Ping Logout Refresh

MONITOR  WLANs COMTROLLER  WIRELESS  SECURITY M2 MEN G HEER
Controller Interfaces > Edit < Back apply
General
General Information
Inventory
Interfaces Interface Mame apmanager?
Network Routes MAC Address 00:0b:B5:40:Bs: a4

Internal DHCP Server
Mobility Management Interface Address

-

Spanning Tree VLAN Tdentifier E
Ports 1P Address 10.15.9.250 |

Master Controller

Mode Metmask 255.255.255.0
Network Time Gateway 10.15.9.1

Protocol
» QoS Physical Information
F CDP Port Humnber ’27|
Backup Port |_|
Active Port F
Enable Dynamic AP

Management

DHGP Information -

Prirmary DHCP Server

221331

|

WLAN 95472 b 4A23—0x4RX

WLAN 7 9 A7 b &EYR—bT28H A Z—7 = A A /VLAN X, WLC EDOWFN0
BHAR—-NMIEDYCTHZENTEET, T2, ZTNHDA L HX—T 2 A RN I T v 7 KR—
FEAEDLTHZ L TEET,

X 5-35 TliX, RD2DODWLAN 75 AT A Z—T A ARBREINTVET,

e cas untrust 131

e cas untrust 132

5-38 BEUK 5-39 12, ZNENOEIA L F—T = A4 ADFEEHEZRL £T,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
OL-18316-01-J |
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NAC 7 7S A7V REFEATAR4F7aY WLAN O Fa—SoEE N

57 5-38 lcas untrust 131 BH)1> 8—7 1 1 IXDRE

nfiguration Ping

HELP
Controller Interfaces > Edit < Back | Apply
General
General Information
Inventory
Interfaces Interface Mame cas untrust 131
Network Routes MAC Address 00:0b:85:40:8a: a3

Internal DHCP Server
Interface Address

L d

Mobhility Management

Spanning Tree YLAN Identifier 131

Ports 1P address 10.20.31.13
Master Controller

Network Time Gateway 10.20.31.1

Protocol
b QoS Physical Information
b CDP Port Humber
Backup Port
Active Port 1
Enable Dynamic AP B
Managerment

Configuration

Quarantine Ll

DHCGP Information

o
Primary DHCP Server 10.20.30.11 (‘mj
Secondary DHCP Server b} §
. -
&7 5-39 lcas untrust 132 ##91> 54— 1 IDRE
nfiguration  Ping Logout
NTROLLER ? 2TV MEN HELP
Controller Interfaces > Edit < Back | Apply
General
General Information
Inventory
Interfaces Interface Mame cas untrust 132
Netvrork Routes MAC Address 00:0b:85:40 8553
Internal DHCP Server
» Mobility Management Interface Address
Spanning Tree VLAN Identifier 132
Ports 1P address 10.20.32.13
MasteRGuritraller Hetmask 255,255.255.0
Mode
Network Time Gateway 10.20.32.1
Protocol
» QoS Physical Information
F CDP Port Mumber
Backup Port
Active Port il
Enable Dynamic AP O
Management
Configuration
Quarantine O
DHGP Information
Eoam | 3
Primary DHCP Server 10.20.30.11 o
Secondary DHCP Server i) &

DAYLRERYRI—IDEFYTAHEYYa—ay THAY HAF
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% 5-38 BL K 5-39 IZSRLT7ZWLAN 7 5 AT N A B —T = A4 ZADFETIL RO BITHE

BELTLEEN,

o BAVH—T A RT, BARLZYEAR-NMIEOYMTCOENEST, T KA X —T = A
AW, b —HFOMER— BNy 7Ty ELTCEIV Y THENET,

e REENDIPTRLA, ¥ 7Xxv b, BEOWF—bUxAg RTRA—=H|I NACT T T A
TUADEFETELMICY vy shvET, BIERMIZIE, A4y F T ry 7D VLAN3L &
32, SVI31 & 32 T,

e VI ATLFDWLAN b T 7 4w 271X, VLAN 131 BEX DR 132 B A A v F &, NAC T
TIATVADEBETERWMANZN 77 ENET,

EETEHELOVWLC AV EA—T A AAND WLAN DT YE LY

P5-52 D [WLAN 75 AT h A B —Tx2AA] ITRTEICT, 2008 A Z—T = A
ABER S, NACT 7 I A7 AD Untrusted £ > % —7 = A4 A (Ethl) Ik ForF o7&
D VLAN IZEI DY ToHoNET, A0 X —T A ALITERDLEEBY TT,

e cas untrust 131

e cas untrust 132

NAC T 7 IAT VAR TR Ensarybtu—7 f0Z4—7 A4 AL T (NAC D
P—ERELELTDH) v /XA WLAN 28D Y4 TH01F, iR atEATT,

X 5-40 TiX. casuntrust 131 &\ KETD A F—7 = A A2 WLAN CCKM V&0 4 TH
TWEJ, 20O WLAN ORFEEZ%1F% (£7ZIXWLAN LDOT7 Vv o— g v BT 5) T
RTDITFTAT v ME, RiF, R —FIERRAF v M. BLOMEEO-DIZ, LIS
CTNAC T FI5A TV ARBATAAL vy FEINET,

. - —_ Ry
& 5-40 WLAN : 891> 8—F 1 1 XDFY 4T
.|||.|||. . Ping  Logout Refresh
cisco MOMITOR  WlaNs COMTROLLER WIRELESS SECURITY  MANAGEMENT  COM
WLANs WLANSs > Edit < Back Apply
General | Security | QoS | Advanced ‘
¥ WLANS
WLANS
AP Groups VLAN Profile Name CCKM
WLAN SS1D CCKM
WLAN Status Enabled
Security Policies [wPaA2][Auth{B02.1X + CCKM)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy |_AH :!

Interface | cas untrust 131 %]
cas untrust 131

Blatcasiesll ©&s untrust 132
management

221334
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NAC 77547 A ERT3BEO WisM oEmR B

NAC 77 S5A 7V REFERT HEED WiSM O RE

WiSM D A > A M — VB X ORECHET25MART AR T 41220 TE, D URL &ML
TL7EEW,

http://www.cisco.com/en/US/docs/wireless/technology/wism/installation/note/78_17121.html

http://www.cisco.com/en/US/products/ps6366/products_installation_and_configuration_guides_list.ht
ml

WiSM <E ¥ = —/L (X Catalyst 6500 |ZE#EHEEFE SN L5720, Y 2 — /VOREICET 50—
Travit, BV a—VOEERLERDAAL T TT, TOHARTRL K EOHESEHFIR
WZHED L. WISMIEINAC T 7 I AT ADL A 2B ) —RIZ/ 0 £9, LEER-T, £H
BDONACT T IZAT LV ANT I T 4 TR0 THDINIIhhbbd, EHELDAAL vy TITH
FECTEET (MRAAMYTFIE. AAvF Tuay 72 ERLTHWDEILbD0ELET), 2
AB R Ty aryhe—ZREOEELFRIETT,

& 5-41 WiSM €S2 — /L D#HS
SVis
( %AS17‘) HSRP ( C;ASZ 4
TIT4 BN
= S INTVLAN 30 = S
INT VLAN 28 !
AB—TTAR Kb 4 —
FrR 3 (F5%) etho R4 N eth0 Gt dib eth
WiSM 171 INTVLAN 29 HE
Catalyst 6K-1 |N'|:§/L'A~N31 E i
WiSM 1 Sup 720 \\ o q,.,f.?
E 5 &) INTVLAN'32 333
ziz! ====0 ~d Catalyst 6K-2
: 4} ; {\ Sup 720
:::!::::O i V) AB—TTAR R—
' ‘& FyrIL A |~7/7
TR e GE 43" ~%k B “GE 413
FrArIL 4 (|~7/7) N 440X .*~
WiSM 1/2 y:uH:l—7
) 6500 P ’ H—
A et 77747)- (xsulw
N2 N2

221335

WiSM /Ay 9T L —> XA v FD#ELR

WiSM £ 2 — L, 6500 DNy 7 F L —ICEEHEFGLET, ZOFEY 22— 2 50
WLAN 2> hr—J%2#H L TBY, £ be—JF 420X Ty b £—H% Ry b LR
DNy I T = ~OEHHEEEZEZ TWET, 4 5OXFHE v MERN, TN EL
TAHR—=F F XM A—TENET, KD CatoK-1 DERTFHEZSBL T E W,

interface Port-channel3
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description To WisM 3/1 10.20.30.50
switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

interface Port-channel4d

description To WisSM 3/2 10.20.30.52
switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

interface GigabitEthernet3/1
description To WiSM 3/1

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 3 mode on

interface GigabitEthernet3/2
description To WiSM 3/1

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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mls gos trust dscp
spanning-tree portfast

channel-group 3 mode on

interface GigabitEthernet3/3
description To WiSM 3/1

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 3 mode on

interface GigabitEthernet3/4
description To WiSM 3/1

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 3 mode on

interface GigabitEthernet3/5
description To WiSM 3/2

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

NAC 77547 A ERT3BEO WisM oEmR B
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channel-group 4 mode on

interface GigabitEthernet3/6
description To WiSM 3/2

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 4 mode on

interface GigabitEthernet3/7
description To WiSM 3/2

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 4 mode on

interface GigabitEthernet3/8
description To WiSM 3/2

switchport

switchport trunk encapsulation dotlg
switchport mode trunk

no ip address

mls gos trust dscp

spanning-tree portfast

channel-group 4 mode on

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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Clean Access Manager & UNAC 775147 ADBEH IS 1> W

WiSM A > 32— 2 4 ADEKE

WiSM (X, AZ v R7aroaryhn—7 LEBRICGKEL, EHLET, Lzn-> T, WiSM
DERALH =T 2 A ABLOEN A X —T 2 A ADREIL. WLAN 77 AT b A

B—TxARA] OHETRLIEAZ R T oy arha—50RTESHEBL TWET, Bi5HH
ko LB Y TY,

e WiSMzay hua—FF, BH U HFVAPRX—V Y AU F—T A AENELLEHA,
o V73 A7 N WLANIZEID Y TENDIEA L X —T = A AF, NI T v 7 R"—F%

PR—FLFEHA, ZHNIFE, 2 he—5DOy 7L — 85N LAG £— R TEIfET %
7~ T,

WiSMWLAN /1 23— A ADENY HT

WLAN/ A v % —7 = A ADFEIL, P.5-54 O [ TE/RWVWWLC A ¥ —7 = A A~D
WLAN O~y 7| THMALESL D EF—TY,

Clean Access Manager 8 KU NAC 7T SA TV AD

= » R—

RMEHARSAY
Z MIATIX. Cisco Unified Wireless Y U =2 —3 3 > & OFAEIEH IZBE£ET 5 Clean Access
Va—varyOREICOVWTHHAL ET, KU v—, KAF v, L OBEEGkICS
WX, ZOHOKGHN T, FEMREENT AR T A IO T, [Cisco NAC

Appliance—Clean Access Manager Installation and Administration Guidel % 2B L T XV, Z
D~==aT /WL, KO URL CTAFTEET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

DIBEDIETIX, CAM ZBI)ICiRE L TR ELZE T L, W7 77472 T4k
2B ALVAN—NLELT. NACT I ITAT v A~DHBEENIFEEL TWAZ L 2R L L E
T,

CAM ~ HA NAC R7 DiEN

NACT 77 A7 A% HAXT L L THRELEZHA.CAM T 1 DOWBENACT 7747
ZLLTCH#BENET, HAXT 2O TEMT 2 L &1, XTOFEFETE2EOY—E 2 IP
TRUVAZFEHAL GEMLET, HTILWT T T A4T 2 ZAOBINIOWTIE, K542 B8LO)
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Cisco Clean Access Standard Manager veeionaiz1

Device Management > Clean Access Servers

Device Management

- CCA Servers List of Servers New Server
- Filters

- Clean Access

Server IP Address [102029.100 |
Server Location |SE!I'\HCE! module |
Server Type |Virtua| Gateway V|

Switch Management

- Profiles

[ Add Clean Access Server ]

- Devices
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[ 5-43 TIL, Server Type W AA—F ¥ /L F— 7 2 A ITRESN TS Z LIZFERL TLES
W,

&7 5-43 Y—/ \DEMDZET

Cisco Clean Access Standard Manager versins..2.1

Device Management > Clean Access Servers

Device Management
- CCA Servers

- Filters

List of Servers New Server

- Clean Access

IP Address
@
10.20.200.22 Virtual Gateway Branch 2 Connected ,@’ 5§ % =
10.20.29.100 [10.20.29.3] Virtual Gateway service module Connected § ;;g L) X 2
&

X 5-43 @ IP Address 7 4 —/VRIZIEBH L TL7EE W, 229D P 7T R L ARFRRINTWOET,
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Administration Administration > Network Settings

- Network Settings
- Software Update P DNS Failover
- 55 Certificate General - Synchronization

Cisco Clean Access Server vesonsis.i

- Time Server

- Admin Password S LRI

~Logout Local Server (nacl): OK [STANDBY] Peer Server (nac2): OK

Monitoring

- Active VPN Clients

Clean Access Server Mode: |HA-Primary Mode
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& 5-45 FF7OT 1T Y—rsV

NI
cIsco

Administration Administration > Network Settings

- Network Settings

Cisco Clean Access Server vesions.izi

P DNS Fail
- Software Update arover
n General - Synchronization
- SSL Certificate
- Time Server Current Status
- Admin Password Local Server (nac2): OK [ACTIVE] Peer Server (nacl): OK

- Logout

- Active VPN Clients

225350

Clean Access Server Mode: | HA-Secondary Mode v

CAM ~DE—D NAC 7T 547> ADEM

O e AT PS5-59 O [CAM ~® HANAC X7 DM ¢F—7Tt, =72 L, 77947
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Cisco Clean Access Standard Manager versins..2.1

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Status Network Filter Advanced Authentication Misc

- Clean Access

. Module | St |

IP Filter Started
DHCP Forward Started
Active Directory S50 Stopped

Switch Management Windows NetBIOS S50 Stopped
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RATF97S 2Advanced ¥ 7 % 7 U v 7 L ET, M 5-47 IR F X 912, Managed Subnet 7 A = 2 — )RR
INET,

& 5-47 Managed Subnet JEEH T A =2 —

clISco Cisco Clean Access Standard Manager vecnaiaz

©

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

Authentication
ARP - Proxy

Advanced

Static Routes -

Network
Managed Subnet - VLAN Mapping -

[] Enable subnet-based VLAN retag

IP Address L 1
Switch Management Subnet Mask l:l
- Profiles
VLAN 1D (-1 for non-VLAN)

NAT - 1:1 NAT -

- Filters

- Clean Access

- Devices
Description |
[ Add Managed Subnet ]
User Management _
- User Roles 355 355 2550 Tiain Subnet = |

- Auth Servers 10.20.31.254 / 255,255.255.0 Client WLAN 31 x
- Local Users 10.20.32.254 / 255.255.255.0 Client WLAN 3z x
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VLAN T vEVY

VLAN = v B0 7%, B TERVMAIO VLAN 25 T 50 VLAN IZ7 U v LT, &£
ERIICH —O VLAN 2T 56 D Td, VLAN = v B 7O D> TiE, P54 0 [ A
VNV R =] TEAL TWET,

Managed Subnet 7 A == —"C, VLAN Mapping V7 A==a2—% 27U v 7L %9, VLAN ¥ v
BT OBREFICONTIE, X 5-48 ZZ ML TIEE W,
& 5-48 VLAN Mapping %7 X =21 —

'éll's'élc',' Cisco Clean Access Standard Manager veons...

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Authentication
ARP - Proxy

Network Advanced

Managed Subnet - VLAN Mapping -

1:1 NAT - Static Routes -

NAT -

- Clean Access
VLAN Packet Handling
Enable VLAN Pruning
When enabled along vith VLAN Mapping, disallows any VLAN Packet to pass through

to other interface in either direction if VLAN mapping cannot be done for the packet.
If enabled alone, discards all VLAN packets from passing through in either diraction.

Switch Management Enable VLAN Mapping Update

- Profiles . .
VLAN Mapping Assignments

Untrusted network VLAN ID l:l (-1 for non-VLAN)
Trusted network VLAN ID l:l (-1 for non-VLAN)

Description |

- Devices

User Management
- User Roles Add Mapping

- Auth Servers

- Local Users Untrusted VLANID | Trusted VLANID | Description | Dbel |
131 31 CCKM WLAN X g
(=l
132 32 PKC WLAN ® v
o
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Bk & 720X, ROBETT,

e Filters V7 A =2 —DRETREFHDT NAAERITH T Ry b

e DNS /%4 v I (Unauthenticated 2 —/L Tl{Z, T 74/ N THFAINTWET)

e DHCP /347 v |

NAC T I9A TV ANNR—F vy L HF— AL THRESINTWAEEIEL., DHCP /S 2 %
W—FHHIL T, Z2F9AT N TRAANIP TRLRAEZRBTEL LT IHEND Y
£9, ZHiX. DHCP YV — "N REFRCHY  NACT 7T A T > ADOEHETE HMIEE
ENTWDZ ENRMRICAR Y £, WLAN == h 2 —F 28 DHCP #— & L CTEIfEL TW 5
4. DHCP NAZ)L—1IMEH Y FHA, 2770, BHOKRET N v o N ZBETIZ. 20k
RITBEID L 5 A,

Z2F9 T 1CAM OLEMNICH H A =2 — T, Devices D F D CCA Servers Z 1R L. P.5-539 ® [CAM ~D
HANAC X7 DB THELZNAC T ST A7 AD Manage 7 A 2> %7 U >y 7 LET,

RF9T 2P — z—r~&x@«~~‘/f Network # 7 Zi® R L, DHCP %7 A =2 —ZHEN L £,
X 5-49 (Z7RT X 912, DHCP RED_X—IUNERENET,

& 5-49 NAC 7754 72X : IN—F + /L "—F D1 1 /DHCP DEE

Nmm
cisco

Cisco Clean Access Standard Manager verins..2.1

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Authentication

Network
DNS - Ceris

Status
IP - DHCP -

- Clean Access

DHCP Passthrough | [ Seleci DHCP Type
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ATy F 3K 5-49 IR LIZR Ry X T A=a— 5, DHCP Passthrough % 3R L 9,

AT v 4Select DHCP Type Z %> %27 Vv 7 LT, 77 I7AT7 VA LETRAAL— F—R &L E
ﬁ_o
~
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NAC 77 T7AT AL, RO 22D SSO AH=ALZEHR—KFLTWNET,
e VPN SSO
* Active Directory SSO

n\\ﬁ VPN SSO -CO)DEHIEO)DQE

L SSO ZHNTT B I120E, ROEENMLETY,
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RADIUS 7H T T 427 La—R%&Z NACT FIAT vV ANTEETAHALIORET HME
NHY FT,

ATy T 1CAM OEMIZH H A = =2 —"T, Devices D F D CCA Servers &R L. P.5-59 ® [CAM ~D

HA NAC X7 ®OiE0] THERELZNAC T 77 A7 AD Manage 7 A 2> %27 U v 7 LET,

RAFy T 2P — RF—H ZAD~X— T, Authentication ¥ 7 #1E R L, VPN Auth V7 A = 2 — % EIR

L/ij_o
5-50 IR T &L 912, VPN RREED— R BREDR—U PRI INET,

& 5-50 VPN ZZE : —RA95RTE

cisco Cisco Clean Access Standard Manager veionsiza

Device Management > Clean Access Servers > 10.20.29.100

Device Management

- Filters

Authentication

Status Network
Login Page - VPN Auth - Windows Auth - 0S5 Detection
General | VPN Concentrators | Accounting Servers | Accounting Mapping | Active Clients

- Clean Access

Single Sign-on:

Agent VPN Detection Delay: El seconds (0 means no delay)

Switch Management RO O G oL

- Profiles RADIUS Accounting Port: 1813

- Devices
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5-50 1X. VPN GRIEICOWTHO 7 B — VR EA T v a 2Rl TWET, SSODF = 7
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Port H#E LR ETHLENRSH Y £3, 73 3T, AutoLogout F = v 7R v 7 A4\
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Cisco Clean Access Standard Manager veriona.iz.1

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Status Network

Login Page :* VPN Auth : Windows Auth : OS Detection
General | VPN Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Authentication

- Clean Access

Shared Secret: l:l Confirm Shared Secret: l:l
Switch Management
 Profiles Description: ‘ |

- Devices

[ Add VPN Concentrator ]

w

[¥e)

VPN Concentrator T e
WLC 10.20.30.43 WLC3 &

5-51 lOR LR EHEE TlE, WLAN 2 he—F 2R ELET, NACT T AT ADE
PRI 802.1x/EAP ~X— 2 WLAN Z {4 L CW\A WLC Z &1, => b U Z{ERRT A LERH
DNET, LOT7 =N RiE, TRTCHAREOHM L O TT,

EOVPNartvr =40 N ) THERATSIP 7 R L A, WLAN 2> b e—F OEH
IPT7RLRIZTALENRDL Y £9,

RADIUS 7OXxY ZhHOoFad (AT ay)

X LS R ER :Jbb\‘( RADIUS 7H DT 47 La—KR%EZ7 v AKNT—AD AAA
P—N (BT ICEHEETIVLENDLIEAIT. WLC TRESNET YT 407 La—
FEZ7oaxF B L TIEETAHILIECNACT I IA4 TV AZRETETET,
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Cisco Clean Access Standard Manager vesins.isa1

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Status Network
Login Page - VPN Auth - Windows Auth - OS Detection
General | VPN Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Authentication

- Clean Access

IP Address: l:l Port: l:l
Retry: l:l Timeout (seconds): l:l
Shared Secret: l:l Confirm Shared Secret: l:l

Switch Management

- Profiles
- Devices

Description: | |
[ Add Accounting Server ]
User Management .
- User Roles Accounting Server IP Address | Port [Retry|Timeout] ___________Description _________[ Del 3
- Auth Servers ACS1 10.20.30.16 1819 3 10 Campus AAA Server x g
—— <

K 5-52 (R LT BT 42T = ROFEN—VIZIE. NACT T 7 ATV ATT axy
WMBRDNGIG LR BB T v T AR Y =5 AAA Y — (Th T T 407 =) RFERE
nNE4, WOFEIEIZ, WLAN 2 b —F T v T AN A THU T 407 —r30DIH
W7 UBREERT D2 LT,

AT w7 2VPN Auth 7 A== —"TC, Accounting Mapping % &R L £7 (X 5-53 &),

&7 5-53 FhHAD T4 20DV vELS

Nmm
cisco

Cisco Clean Access Standard Manager verins..2.1

Device Management > Clean Access Servers > 10.20.29.100

Device Management
- CCA Servers

- Filters

Status Network

Login Page + VPN Auth : Windows Auth - 0S5 Detection
General | VPN Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Authentication

- Clean Access

VPN Concentrator: WLC [10.20.30.43] »
Accounting Server: ACS1[10.20.30.16:1819] |+
itch Management
Add Entry

- Profiles
- Devices

WLC [10.20.30.43]
| AccountingServer | IPAddress | __Port | Dol | Move |

ACS1 10.20.30.16 1819 x
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& 5-54 WLAN 3> FO—5D RADIUS 7H D> 7 4 > 0 DERE
nfiguration  Ping  Logout  Refresh
MONITOR.  WLaNs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMENT  COME HELP
Security RADIUS Accounting Servers Apply New...
v AAA Network User Server Index Server Address Port IPSec Admin Status
G |
5 RADIUE 0 1 10.20.29.100 1813 Disabled Enabled (-]
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Authentication
Wecounting
P TACACS+
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& 5-55 WLAN DR EEE

guration Ping Logout Refresh

MOMNITOR s  COMTROLLER  ‘WIRELESS HELP
WLANs WLANSs > Edit < Back I Apply
T ‘General Security | QoS | Advanced }

WLANS — v
AP Groups VLAN Layer 2 Layer 3 ADA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers

Authentication Servers Accounting Servers Server 1 |1one v‘

Enabled Server 2 | Mane ¥
Server 3 |Mone %
fgr"e' IP:10.20.30.16, Porti 1812 v |5

Server
> ‘ Nane

v”Nnna v|

gsrver ‘Nﬂne vlanna v|

Local EAP Authentication

Local EAP Authentication  [] Enabled
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& 5-56 Call Station ID Type D#E
. ||| -ll " S figuration  Ping  Logout Refresh
cisco MONITOR ¢ CONTROLLER  WIRELESS SECURITY — MANAGEMENT HELP
Security RADIUS Authentication Servers apply | | New.
v AAA Call Station ID Type [1pr Address [v]
General
¥ RADIUS
P TACACS+ Credentials Caching [
LODAP
Local Met Users . .
MAC Filtering Use AES Key Wrap [0 Designed far FIPS custamers and requires a key wrap compliant RADIUS server)
Disabled Clients
User Login Policies Network Server
AP Policies User Management Index Server Address Port IPSec Admin Status
» Local EAP O O 1 10.20.30.16 1812 Disabled Enabled [~
o
¥ Priority Order O O z 10.20,30.15 1812 Disabled Enabled -] o
¥ Access Control Lists §

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
[ oL-18316-01-J



Chapter5 $E#HNACTFTISATLAD#HE |

B Clean Access Manager 5& U NAC 7 TS A 7V ADBREHIE S

#4R Active Directory SSO TOIRIDERTE

ATy T 1CAM OEMIZH D5 A= =2—T, Devices D F D CCA Servers Z#IR L, P.5-539 ® [CAM ~D
HA NAC <7 DB THRELZNAC T 77 AT AD Manage 7 A 2> %27 Uy 7 LET,

RTFY T 2P = A5 — X ZAD~X— T, Authentication ¥ 7 % EiR L. Windows Auth 7 A== —%
BIRL F97,

ARF9F IV T A= —%HL T, ZTONAC T 77 A7 AD Active Directory —/344 | Directory I
AAE, BEIOT Y FEMEHRERELET, THV U NEINACT I 74T AT &
WAER T D ERH D £77,

5-57 1l z R L TWET,

& 5-57 Windows ZZ5F : —BH975RE

'é','s'élc',' Cisco Clean Access Standard Manager veins.1.1

Device Management > Clean Access Servers > 10.20.200.18
- Filters
[- Clean Access

©

Status Network Filter
Login Page -+ WPN Auth + Windows Auth -

& Acti Direct S50 NetBIDS S50
Switch Management R RRANEY I "

- Profiles
Eoenicss Enable Agent-Based Windows Single Sign-On with Active Directory (Kerberos)

Advanced
0S5 Detection

Authentication

Account for CaS on @ Single Active Directory Server (O Domain (&Il Active Directory Servers)

User Management

Active Directory Server (FQDN) .I:ISI:D"puEﬂ d:.mubi\j
- User Roles —_—_——————
- Auth Servers Active Directory Domain MOBILITY.CISCO.L(
- Local Users Account Name for CAS casuser \
#Account Password for CAS (essssessssns
forccl

I Active Directory SSO Auth Server
5 Summa_rv

- Online Users

vt

- SNMP

(add one in [User Management > Auth Servers )]

225430

(G¥) NAC ©O=x—H /XX T — N |Z DES W5k a4 il A H 3 5 121X, Active Directory —/% (&
T ER AA2) BT, ktpass 2~ REZMEHTHLERHY £3, Zoa~vr RaEfHL 2N
%6 . Windows (X Linux THAR— K &2 RC4 ZEHA L £9°, 72 & 1L, kipass.exe -princ
<casuser/cca-eng-domain.cisco.com@CCA-ENG-DOMAIN.CISCO.COM> -mapuser <casuser> -pass
<Ciscol23> -out <c:\casuser.keytab> -ptype KRB5_NT_PRINCIPAL -target
<cca-eng-domain.cisco.com> +DesOnly & AJJL £7, NAC D~ == 7 /L ClX, -target 7 U
Ea—bhOFEAREESNTOERFA, ZTOT7 KU E2— KX, ktpass 2~ R OEEIZHE
ERDGENRDHY ET, ZOHEIE. AD P "OEREH N A A EREL T,

AT YT 4CAM DOLEMIZH D A = =2—"T, Auth Servers %R L. Auth Servers ® [ New %R L
T, T A=a—ONEEK 5-58 IR LTZEIICANL T, T a/XA X —41%, Active
Directory SSO @ Auth Server D4 fij & [fl— T,
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& 5-58

Nimim
Ccisco

- CCA Servers
- Filters
- Clean Access

- Profiles

- Devices

User Management

- User Roles

- Local Users

Device Management

Switch Management

Clean Access Manager & UNAC 775147 ADBEH IS 1> W

AP —/ DRE

Cisco Clean Access Standard Manager veeionas.1.1

User Management > Auth Servers

Auth Servers Lookup Servers Mapping Rules Accounting
List - Edit

Authentication Type rf\c_:hveDlreCtU_rySSE)_ivﬁ Provider Hame PD):II—DC

Default Role [WINDOWS AD 550 v LDAP Lookup Server
Description E:Winduws AD S50
I
[ Update ” Ressat ] [ Done ” Cancel ] §
[sY)

R w7 5Active Directory (Zxf 9% Windows 7 7 A 7 M RE A MEFEITEITT H 121, KBIED 7 7 A
7Y b Windows 7 7 AT T T 4y 7 DEEDTIZDIINAC T 7T AT 2 A /R AR

N—FBHZ LI

&7 5-59

alaln
cisco

Device Management

CCh Servers

|- Clean Access

Switch Management

o

Profiles
Devices

User Management
- Auth Servers

!- Local Users

Monitoring

E Summary
[~ Event ogs
|- SNMP

DWT, NACT 7 I7A T ATHATLHLEND Y £ (K 5-59 22 M),
Active Directory ZZ5FF 57 1 v O DFH

Cisco Clean Access Standard Manager veeions.1.3.1

User Management > User Roles

©

List of Roles New: Role
IP - Host - Ethernet

Traffic Control Bandwidth Schedule

Unauthenticated Pole ¥ | |Untrusted -> Trusted + | | Select .
‘ H H ] Add Policy to All Roles *
Uinauthenticated Role Add Policy
Untrusted [ Trusted _________[EnablelEdit{Del[Move]
Allow uop it 10.20,30.11 /255,255,255,255 188,389,636 Ll‘? X '
allow  TCP ok 10.20,30.11 /255.255.255.255 :88,135,359,445,636,1025,1026 i X i
Allow  UDP onst

Block ALL

(+ DS in Real-IP and HAT Gateway; DNS/DHEP in Virtual Gateway)
(# All roles other than unauthenticated rale)

226432

5-60 2, NAC 777 A7 > AM 5 Active Directory IZBBETEX 5 L H 12T 57DIT, Active
Directory WIZIER SN NAC T 7T AT A T A7 F Ol L £3 (Podl NACI B L

Podl NAC2),
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& 5-60 ADDOSALF> &L TDNAC 7T5 147X

-:J. Active Directory Users and Computers i ’? .-

< Fle  Action View Window Help
Fr @B XEFRR AE AR GVYE R
[ [] Saved Queries —,—l_——
=) 49 mobility.cisco Jocal Nén:an:h e L::: Zosniniin l
ZEI E:IL:I:uters ﬂ Branch User 2 User
& (<] Domain Controllers ﬁCert Publishers Security Group ... Members of this group are permitted to pu, ..
= [Z] ForsignSecurityPrincipals @CERTSVC_DCOM_ACCESS Security Group ...
i o | !ﬁDHCP Administrators Security Group ... Members who have administrative access b,
@DHCP Users Security Group ... Members who have view-only access ko th...
Dnsédmins Security Group .. DNS Administrators Group
DnsUpdateProxy Security Group ... DNS clients who are permitted to perform d...
Damain Admins Security Group ... Designated administrators of the domain
Damain Computers Security Group ... All workstations and servers joined to the ...
Domain Controllers Security Group ... All domain contrallers in the domain
@Domain Guests Security Group ... All domain guests
mDomain Users Security Group ... All domain users
ﬁEnterprise Admins Security Group ... Designated administrators of the enterprise
ﬁ:Group Policy Creator Ow,.. Security Group ... Members in this group can modify group po...
%Guest User Built-in account: For guest access to the co...
ﬁHelnServicesGruup Security Group ... Group For the Help and Support Center
ﬂ Podl MACTL User NAC Client to support AD S50
€7 Pod1 NACZ User NAC Client to suppart AD 550
Pod1 Userl User
€ Podi Userz User
ﬁr{ns and 1AS Servers Security Group ... Servers in this group can access remote ac, .,
4 | | LI QSchema Adrmins Security Group ... Designated administrators of the schema

225433

ER1—FOO—ILDOIERK

ZOHTLURIORT 2 —PERN— Y OREFE, NAC 77747 A% L TEHR SSO
i VAR — T 5720 OMEFE/NRORETT, LEOHOWNEIL, MoORFEH A, KA
F v fHlAR Y —, FRIXEEBEMNEFATRICT 272D OufEN2R T A K TiEdb b 8,
Fo, RN ERIICEATESLAS Va2 BELEZLOTIEL D FHA, ZAHOE
EZx Yy 7T 25720 A X 2 222\ TIL, [Cisco NAC Appliance—Clean Access
Manager Installation and Administration Guide] #ZM L T3V, ZO~v== T /VE, RO
URL TAFTEET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

P A AR =N T L2k, NAC v %— ¢ (CAM) [ZIZKRD 3 H5DF 7 4L kb aa—H
0 — /LR FEEL £,

e Quarantine

e Unauthenticated

e Temporary
BHHZEY T Ry b EOA—PFRNAC T 7T A7 ADRFAEEZ T TR WEE, 77 40
I Cl% Unauthenticated = —/LZ |0 4 TH I £ 9, Temporary 2 — /L35 L TN Quarantine #— /L

X, VAT LAEHEICL > TEBSNTRY O —BEZHT-L TR, BEONLER a2 —)
DIE=DITTFRENTWET,
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n»qu%ET L. "9“’\‘(@1_ ) :/_EEDAL‘ %Lfi:l‘—‘]j_fj:\ :L~-?j-0)137 A4 a—)Liz 'JD él
TohEd, =2—Fonr/ Ay a— L, 22—/ V=G TEREZDPHLDIZTEET,
Lo T, EBRa—TFTHO2—F 0— LV EZRETHLERDH D £,

AFyF1CAM BEH O LANZEH H A ==a— 57 LT, User Management @ T User Roles =7 U > 7 L
£9, K5-611% 3O50F 73/ a—LERLTWET,

& 5-61 User Roles [E/F

Nmm
cisco

Cisco Clean Access Standard Manager verionsasa

User Management > User Roles

Device Management

~ CCA Servers List of Roles New Role Traffic Control Bandwidth Schedule

- Filters
- Clean Access

mmmm
Unauthenticated Role Role for unauthenticated users g

Temporary Role Role for users to download requirements % B ﬁ x

Quarantine Role Role for quarantined users % 4 ﬁ X

POD1 WIRELESS VAN 550 full access wireless g 4 X
Profiles BRANCH WIRELESS VPN 550 full access branch wireless L= g i X %
- Devices WINDOWS AD SS0O Role for AD SSO Clients &7 E ] X ©
&

ATy F 22 DHEE T, NewRole # 74 27V v 7 L ¥7, 5-62 [ZART LT, FrLwve— L OREH
HAFRENET,
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& 5-62 FlL 21— O—ILDRE

'éll's'él‘;' Cisco Clean Access Standard Manager vewons.:3.1

@

User Management > User Roles

Device Management

~ CCA Servers New Role Traffic Control Bandwidth Schedule
- Filters
- Clean Access

[ pisable this role

Role Name ‘Wireless Users |

Role Description ‘Unrestricted Access |

Switch Management Role Type Maormal Login Role

- Profiles *Max Sessions per User Account (
- Devices D Case-Insensitive ) {1 - 255; 0 for unlimited)

Retag Trusted-side Egress Traffic | |(0- 4095, or leave i blenk)(*This option hes basn depracatad, and it will se

with VLAN (In-Band) removad in upcaming releases)

=put-of-Band User Role VLAN VLAN ID v I:I (if left blank, it vill default to the default sccess vian

settings in the Port Profile)
User Management - :
Bounce Switch Port After Login
(00B) 8 0 Enable (& Disable (This option is ffective only when port profile is set to use it)

- Auth Servers - : . : -
Rafrash IP After Login (OOB) ) Enable @ Disable (Thiz option only applies to L2 QOB Virtual Gatevay with Role VLAN
- Local Users as Access VLAN and switch port is NOT bounced after VLAN change)

“After Successful Login Redirect & previously requested URL
to .
O this URL:

(=.g. http://vam.cisco.com/)

M Redirect Blocked Requests to @ default access blocked page

- Summary ) this URL or HTML message:

- Online Users ‘
- Event Logs
_ SNMP =Show Logged-on Users User info Logout button

[ Create Role I [ Reset I

225360

5-63 IR T LI, m—ADARTEFMEZANL £, RSN TWVWDLZDOMDA T 3
X, TXCF 7 4/ ME T, Role Type 2% Normal Login Role TH 5 Z LIZIHEREL T 7EE W,

XFvF 3CreateRole 27 Vv 7 LET, =2—VF o— DU A NBEHF I, FrLne—LRnEg il
REEIZ Y 97,

RTF w7 4Wireless Users @ — /VIZBBEATIT STV 5 Policies 7 A2 %27 ) v 7 LT, T T7 497
R —%FELET (K563 x5MH),

X/ 5-63 FLOEKEI— O—/L

Nmm
cisco

Cisco Clean Access Standard Manager versionais.a

User Management > User Roles

Device Management

_ CCA Servers of Roles New Role Traffic Control Bandwidth Schedule

- Filters
- Clean Access

| RoleName _______Jwian] _________ Descripion [ Policies]| 8w | Edit | Del |
Unauthenticated Role Role for unauthenticated users % B

Temporary Role Role for users to download reguirements % 2 m *

Quarantine Role Role for quarantined users % 2 ﬁ x

- POD1 WIRELESS VPN 550 full wirel wd} b

Switch Management ull access wireless %3 B o .

~ Profiles BRANCH WIRELESS VPN S50 full access branch wireless &z b4 i X
Devices WINDOWS AD SSO Role for AD SSO Clients &z 4 i X o
w
i i el L
Wireless Users Unrestricted Access % B [ * Y
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5-64 |2, R —F o — L TOKNT7 4 v 7HIBEIREDOEMEZRL £9, T 74/ FDK
Vo —Tk, T _XTCDOINTF 74w InTay 73 NET,

& 5-64 FEHRI—F O—/ILTDFSZ7 1y 2%t
'éll's'élé' Cisco Clean Access Standard Manager veriona.iz.1

User Management > User Roles
_ CCA Servers List of Roles New Role Traffic Control Bandwidth Schedule
Filters P - Host - Ethernet
- Clean Access
[Wireless Users ~ [Untusted > Trusted v Select | Add Policy to All Roles *
Add Policy
|__Action | _Protocol | Untrusted | ______ Trusted ______|Enable| Edit | Del |HMove]
= Block ALL
- Profiles S
- Devices (t DNS in Real-IP and NAT Gateway; DNS/DHCP in Virtual Gateway) S-;)
(# All roles other than unauthenticated role) <
— . — o ~
RAFyF 5Add Policy #7 UV v 7 LT, 774/ DRI v —%EEL 7,
< — - 2 ° ~ BN N —
5-65 (TR LIS, HLWAR Y —OREMEPFERSNET,
& 5-65 LY >—DRE
g -
‘c||s‘clo‘ Cisco Clean Access Standard Manager vewens.1s.1
User Management > User Roles @

Device Management

- CCA Servers

New Role Traffic Control Bandwidth Schedule

Ethernet

List of Roles
Host -

P -

- Filters

- Clean Access
Add Policy for Wireless Users [Untrusted->Trusted]

Priority
Action @ allow O Block
Switch Management State @ Enabled O Disabled
sEofles Category ALL TRAFFIC 13
- Devices
Untrusted (IP/Mask) | | / | ‘
Trusted (IP/Mask) | | / | ‘
Description | |
User Management
- User Roles [ Add Policy ] [ Cancel ]

- Auth Servers

- Local Users

|_pri | Action | __Protocol | Untrusted
-

Drop ALL

225263

A5 w7 6K 5-65 (278 L 7= Category 7' /L& 7 A=2—"7T, ALL TRAFFIC % %R L T, Untrusted { >~
Z—=T 2 A A6 Trusted A X —7 = A A~D KT T 4 v 7 %9 ~TFHA L, Add Policy % 7
Uy LET (K5-66 #ZM),
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& 5-66 FHEINSERI—F FS TR >—

Cisco Clean Access Standard Manager verins..2.1

User Management > User Roles

Device Management

_CCA Servers List of Roles New Role Traffic Control Bandwidth Schedule

IP - Host - Ethernet

- Filters
- Clean Access

|W|re|ess Users VH Untrusted -> Trusted "‘ [ Select ]

Add Policy to All Roles *

Wireless Users

Add Policy
—r——— Urirted I S T T R T
 profiles Allow ALL TRAFFIC ] b
- Devices Block ALL

(t DNS in Real-IP and NAT Gateway: DNS/DHCP in Virtua| Gatevay)
(#* All roles other than unauthenticated role)

225364

IEFIZRERES v, R AT v il *%Lt, EfR e — I, X 5-62 IR L2 EHEADORY o —
IZEEDSNWT, HROHD Y Y —AZERIRICT 7 A TEET, IEDOZ—H m— /LT L

“C\ SHICEORY v F T2 v REHT A L b TR ET,

ZZTRLEFNZ, NACT T IAT v A2 BE TR FA T FORy T —27 T 7 EA

EYVR— N T 50 DUBERE/NROFREICHE FEA, 2—F 2= LOREDFHEMIONT

i%. [Cisco NAC Appliance—Clean Access Manager Installation and Administration Guide) D% 6

BRLTLEEN, ZO~v=aT7 ML, RO URL TAFTE ET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

mina —4H O— )LORT—/\DEE

a—Yours Ay a—)LIZ L, BIEV— N2 TEETILENLY T, NACT T I7A4T
ATy R 2a—YORFEIHEAIND HIELX, vl A4y v—nilkoTkED FJ, kDX
IIRFEEORIES A T B LORAEFENY R —F SN TWET,

e Kerberos

* Windows NT
e RADIUS

e LDAP

o LUV H A A Active Directory
o VTN YA LF L VPN

P5-12 D T > 7 v A4 VPN, P5-14 O [ 27 )V #1424 Active Directory ], 3
KOVP5-64 O RS 70 A oA O THRIALE XS 1C, EfEa—HF D SSO i,
NAC 777 A 7 > A® VPN SSO ¥HE % 721% SSO Active Directory #§FEZ 92 = & THR—
FERNET, KOZRETFIETIE, X 555 TIT>72NAC 777 A7 > AD VPN iBiEiR i€ % |

[ 5-67 THERE L IZHHBUERDOER 2 —Y n—Zwy 7L ET,

ATV T 1CAM BEEHOLEMNZH H A ==2— 517 5T, User Management @ | @ Auth Servers & 2 V > 7
Liﬁ_o
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& 5-67 S —/DRTE

Nmm
cisco

Cisco Clean Access Standard Manager veriona.iz.1

User Management > Auth Servers

Device Management

- CCA Servers Auth Servers Lookup Servers Mapping Rules Auth Test Accounting

- Filters

List : New

- Clean Access

Authentication Cache Timeout (seconds): Update
Authentication Type IEEI
Local DB local Cisco local authentication r_|
Switch Management Pod1-DC active directory sso Windows AD 550 o] X

- Profiles

225365

- Devices

5-67 2R L=k DT, CAM tovo—mn F—E2R—-REBFHT L5 7 5V s OFGETF—
FARNNEZINTVWET, ZOFFFEY—NF, YA 7278 RA b — R EHTE T,

AT w7 2Auth Servers ' 7 A=a—O New R X %7 U v 7 LET (X 5-68 5M),

& 5-68 FLOZBIHY—/"DRE

N
cIsco

Cisco Clean Access Standard Manager versionais.a

User Management > Auth Servers

Device Management

- CCA Servers Auth Servers Lookup Servers Mapping Rules Auth Test Accounting
- Filters List - Edit
- Clean Access

Authentication Type Cisco VPN 880 v Provider Name l:l
Default Role |W\re\ess Users V‘
Switch Management Description Wireless S50
- Profiles
- D
I [ Update 1 [ Reset I [ Done ] [ Cancel

225368

%] 5-68 TlX. Authentication Type 7% [Cisco VPN SSOJ |ZF%E & 4L, Default Role (% [ —
"j‘@ a—/ L OERL | TREE L 72 Wireless Users [ZEXESNTWET GERLIZ AT =X AN
Active Directory D354 1% Active Directory SSO)

A7y T 3FHAZBIL. AddServer 7V v 7 L THRELXZT L £, 5-69 \ZRT X 9T, BHLw
R UNBMENET,
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& 5-69 £ELR SSO D VPN SSO FZ5FH—7sv

Cisco Clean Access Standard Manager veionsasa

User Management > Auth Servers

Device Management

- CCA Servers
- Filters

Auth Servers Lookup Servers Mapping Rules Auth Test Accounting

List - New

- Clean Access

Authentication Cache Timeout (seconds): Update
Authentication Type Mapping IIEI
Local DB local Cisco local authentication r_| x
I
Switch Management Cisco VPN vpn sso Wireless 550 ﬁ * %
N Lo
- Profiles Pod1-DC active directory sso Windows AD S50 ﬁ x g

R SSO (2 HOWTIE, W 7SN ORBAEY — N IR EShEEA, KbV IZ, B —
75>Z\/ NI =2 DT Y=g U EMBML TXy U= 218K L L9 & LTesa . NAC
77747/2#7747/F@NMC7%Vzkivm%%mb‘MANz/FD 7#6
xFLKTw?/T4/7V:~F@mﬁ&%ALi¢ —HED R S NS, B o —
ia%ﬁﬁ’j NAC :Efnftéﬂjzj— J:@ﬁ]‘( i mun —]j-‘_‘/\ FVpl’l $SO | %{E)ﬁb(munj}.éj’bf;
B — P XCEMH L —FOr— Wy TL T ET, @ik — v B T2l
M2 LT, EHRa—Y T L, FRFERL—V JL—T T LITMBEOr— L A2ERTE £
o ZOHE, AR ERIFIIN—T ORIV Y THLRDLNACT T T AT A B—)1iL,
RADIUS VSA ZfEH L THIF T £9, FEMIZ W TIL, [Cisco NAC Appliance—Clean Access
Manager Installation and Administration Guidel] D% 7 EEZZBL TLEEW, ZOv=aT /b
¥, kKD URL TAFTE FET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

A—HPF R—TCDER

=P N—=TF, BEE. RATF v i, BEZEMNEL =N =Rkl &, B
TV HF AL 7 FInTE ZITRMNICERINDG A=V TT, =2—PiX, FH5EInFa—%

12—/ CRE Z LTS Clean Access I (RAF ¥ BLOR Y > — Ol ) 12k -T
I%. Clean Access Agent DfEFNMEH L R DGERH Y £9, TN DEEIXZ, NAC T 7 7
AT VAMEAD Ry NV —7 AF v UREREEZM M L TR Y O—3ll & R 2T v §El & 54T T
XFT, FTIAT b v Agent DA U AR — L ENTWDHHA, EAMICIE, =2—FiX
=P X=X AL T F I ET, 72720, Agent AU AR —/L I TR
a—HFH, KU —OFEFIZIS T T, FHRGER L OGN 72 AR A F XY FHi O 7Dz — 3 ~—
CTOBENEHANCKEIZR D Z BB £,

AT T 1CAM BEHOLEMIZH D A== — HT 5T, Administration @ F @ User Pages 7 U v 7 L &
7 (M 5-70 25/,
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& 5-70 A—HF 051> XN—SDYX A

'éll's'élc',' Cisco Clean Access Standard Manager veons..:.1

@

Administration > User Pages

[-ccaservers
[“Fiters
|- Clean Access

Login Page File Upload Guest Registration Page

List - Add

VLAN ID | Subnet | _o0s | _Edit | _Del | Move |

- Devices

[-userrales
[~ Auth Servers
|- Local users

- Summary

- Online Users
- Event Logs
- SNMP

- Admin Users
- Backup

225368

27y 7 2LoginPage ¥ 7D TDAdd %7 Vv 7 L ET,

Lol Ay X=VDFxy NT—IBLOAR—TFT 4 7 VAT KZET LR EAST
TariionTiE, K571 28R TLEEN,

& 5-71 O742 RXR—=2: Ly fT—0ELUVINL—T 120 X TLADRE

mm
cisco

Cisco Clean Access Standard Manager verinaiz1

Administration > User Pages

[-ccaservers
[-Clean Access

Login Page File Upload Guest Registration Page

List - Add

van o R
Subnet (IP/Mask) |* ‘f|* ‘
Operating System ALL v

225384
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o7 4y X=VEREL T, SEIFERZATOa—FRa—Y F L —F IR T 5
TN TEFET, 2P RXR—UFELTIECLERT A HEZ, AddE 2 Y v 7 LT,

X 5-44 [ICRLTEET 74NV M EZTAND Z ETY, BERORX—VERETHHLEND DEHHA
L. VLAN BX OV T 2y FOBEWEERTHZ LICED, 2—VIZERINEIX—V T
T ET,

(ZOH AR TE/RLT) BEIER T VLAN OfF#i 2 X T 25 61%, (FE TX 50O VLAN
ID TiE72 <, B TE VMl VLANID Z#fEHL £4 (P5-54 ® MEFEH T 72\ WLC 1 >
H—T 2 A A~D WLAN O~ 7| 258), K 57212, LOTFT 7V MNMEEFEHALR2
TAy R=T&ERLFET,

& 5-72 TR SN QT 1> X"—2

Nmm
cisco

Cisco Clean Access Standard Manager veins.i3.1

Administration > User Pages

Device Management

- CCA Servers

Login Page File Upload Guest Registration Page

- Filters List - Add

- Clean Access

VLAN ID |  Subnet [ _os | Edt | Del | Hove |
= = ALL ] ot

225370

AFyFBEdit RZ %27 Vw7 LT, ROEEITERET,
B 5-73 1T L OIS, R n T A0 N=UREFT L a VBRI SNET,
ZOR—YTHETEDA TV a v OFMIZOWTIX, [Cisco NAC Appliance—Clean Access
Manager Installation and Administration Guide] #ZM L T3V, ZO~v== T /VE, RO
URL TAFTEET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml
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Clean Access Manager & UNAC 775147 ADBEH IS 1> W

& 5-73 o4y XN—2 : —BR3RE

c1sco Cisco Clean Access Standard Manager veonsia:

©

Administration > User Pages

Device Management

- CCA Servers

Login Page File Upload Guest Registration Page

List - Add - Edit
General | Content | Style

- Filters

- Clean Access

Enable this login page

I

VLAN ID
(separate multiple VLANs with a comma)
S Management Subnet (1P/Mask) |, |f|’
- Profiles
- Devices Operating System ALL hd

Page Description

Web Client (ActiveX/Applet) |AC1IVEX on |[E, Java Applet on non-IE Browser "‘
: Use web client to detect client MAC address and Operating System.
- User Roles
- Auth Servers [ use web client to release and renew IP address when necessary (Q0B).

(Helps OOB client acquire new IP address after authentication without bouncing the switch port)

- Local Users

Install DHCP Refresh tool into Linux/MacOS system directory.
(Avoids root/admin password prompt te refresh the IP address for Linux/MacOS clients when the web client is used to perform DHCP release and
renaw)

225371

[ Update ] I Cancel ] I WView ]

AT w7 4% 5-73 @ Enable this login page = = > 7R v 7 ANF TR o> TNWDH Z EAfERL TLES
W, ZOREATOXSEMIZET T, MOEEDOA T a 2% EL, Update 7 U v 7 L %
ﬁ_o
R—UNHEH S =%, Login Page 7 A ==—® Content 7 V v 7 L £7,

AFyF Ry FU—IOFEHEIL, K574 TR LIEary T o YRER—VEMMT LI LT, =¥
WCERREINDN—TVENAZAXTEET,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
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& 5-74 OO 4> X—=2D3> 72V (BT SR ETH-ELER
'éll'_.:él‘;' Cisco Clean Access Standard Manager versiona.3.

@

Administration > User Pages

Device Management

- CCA Servers

Login Page File Upload Guest Registration Page

- Filters List - Add - Edit

- Clean Access General | Content | Style

Image ‘ Cisco Logo V| Title |C|sm Clean Access Authentication |

Switch Management Login Label [ provider Label |Provxder || Drop Down Menu
= (e Default Provider Local DB w Available Providers [ Local DB

Instructions

- Devices

Please provide your credentials to access this network. ‘

[ Guest Label [ Root CA Label |Install CA Cert
User Management [ Guest Registration Requirad Root CA File Clean Access CA Cert | »
- User Roles [ Help Label

- Auth Servers
‘ Help Contents Please provide your credentials to access this necwork.
- Local Users

M Update ] I Cancel ] I View ]

- Summary

- Online Users
- Event Logs

- SNMP

Administration

- CCA Manager

- Admin Users

225372

- Backup

T—Y = FR—ZAOER SSO DR REIFFFICLESD D A, FEMIZOW T, [Cisco
NAC Appliance—Clean Access Manager Installation and Administration Guide] D55 5 &2 M L T
SV, ZO===27VE, RO URL TAFTE £,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht
ml

Clean Access DARXB LURY O —DERTE

BHEORETIEL, TEO2—Y v— L THHAINDI R AT ¥ il XN E2RIRT 252 LT,
CZETOFIAICEL ST, YV a—Ta  3EHra—9 SSO 29 AR — 35 LI ITHEINT
WET, TTIZFHB L 7= XL 512, Clean Access Agent % (P.5-64 O TR > 7L YA A
DAL THEELZ) VPNSSO LHMAAGET-HEA KRRV 2a— =7 23 =
VANEHE N, X0 AFENRRAF XM L OR Y M T E T,

AF9T1CAM BEOLEMNZH D A== — HT LT, Device Management @ F @ Clean Access % 7 U v
7L ET (K575 22 H),

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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Clean Access Manager 3 &K UNAC 7T SA 7V RADBRESF A K SM4>

& 5-75 Clean Access Certified List

Device Management > Clean Access

Device Management

- CCA Servers

Certified Devices General Setup

- Filters Certified Devices List + Add Exempt Device -

- Clean Access

[ Reset View I[ View ]

Cisco Clean Access Standard Manager verionais.a

Network Scanner
Add Floating Device -

Any CCA Server ¥ Search For; |ElEEEINE e ¥ | equals v H ‘

Clean Access Agent
Timer

[ Clear Exempt ] [ Clear Certified I I Clear All ]
Certified Devices 0-0 of 0 | First | Previous | Next | Last |

. Clean Access Server MAC Address VLAN Time m *
Switch Management [ clean Access server | [ user | | Role | vian | ime |

- Profiles
- Devices

225373

B 5-75 DY ARiE, 7V —2) THDZENEHINTWVETRTOTNA ZAZRLTWE

ﬁ_o
ATy 7 27 O[T, General Setup ¥ 7% 7 U v 7 L ET,

X 5-76 12, Web 27 A > R L CRFEEZEITL, XY b T —2 XX v F HXEHEHL TR
AF X iM% T 52—V L CEITESNDET 7 a r OMEEZRL £7°,

& 5-76 Web OJ4>DF Y FT—20 XF+>D/5A—5

cisco Cisco Clean Access Standard Manager versins.iz1

Device Management > Clean Access

Device Management

Network Scanner

- CCA Servers General Setup

- Filters Agent Login
User Role |Unauthemicaled Raole (not comman) V|
Operating System ALL v

Switch Management

- Profiles

- Devices X X X
[1 Require users to be certified at every login

(By defsult, 'ALL' s=ttings =pply to =il disnt opersting syst=ms if no OS-spacific ssttings =re spacdifisd.)

[ show Network Scanner User Agreement page to web login users
[] Enable pop-up scan vulnerability reports from User Agreement page

[ Exempt certified devices from web login requirement by adding to MAC filters

@

Clean Access Agent

[[] Block/Quarantine users with vulnerabilities in role: |Quaramme Role (4 minutes) "|

- User Roles
- Auth Servers

- Local Users

AF w7 3K 5-76 @ General Setup ¥ 7 O FlZdH % Agent Login 4+~ > a> %27V v 7 LEd, ¥ 577

Show quarantined users User Agreement Page of:

225374

(2, WAEL—H D a4 2T Clean Access Agent Z{E T HILAICBRT DR ENRT A—F %

ﬂ—_\‘bij‘o

[ oL-18316-01-J
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W Clean Access Manager & & U

& 5-77

NAC7 IS A7V RADBREHAAF 4>

Clean Access Agent DO 1> /¥5 X—&

cisco Cisco Clean Access Standard Manager verions.za

Device Management > Clean Access

Device Management

- CCA Servers

- Filters

- Clean Access

Certified Devices General Setup Network Scanner Clean Access Agent
Web Login Agent Login
User Role | POD1TWIRELESS VPN 5SSO i
Operating System ALL v

Switch Management (By default, 'ALL settings spply to all client opersting systams if no OS-specific ssttings are specified.]

- Profiles
- Devices

by the Clean Rccess Agent, a component of the Cisco Clean
User Management Access Suite. The Clean Access Agent ensures that your

- User Roles

- Auth Servers Cisco NAC Weh Agent Launch Psge Massage (or URL):

- Local Users

Monitorin .
Restricted Access Button Text:

- Summary

- Online Users

- Event Logs
- SNMP

Administration

- CCA Manag
- User Pages

- Admin Users

- Backup

[ Require use of Clean Access Agent (for Windows & Macintosh OSX only)
Clean Access Agent Download Page Message (or URL):
<b>Network Security Notice:</b> This network is protected

< 0[5

[[] Require use of Cisco NAC Web Agent (for Windows 2000/XP/Vistz only)

<b>Network Security Notice:</b> This network is protected
by the Cisco NAC Web Agent, a component of the Cisco Clean
Access Suite. The Cisco NAC Web Agent ensures that your

< 0[5

Allow restricted network access in case user cannot use Clean Access Agent or Cisco NAC Web Agent
Restricted Access User Role:

Restricted Network Access Message:

[ show Network Policy to Clean Access Agent and Cisco NAC Web Agent users (for Windows only)

Network Policy Link: |

In-Band setup)
(Satting the time to zero secs vill logout user immediately. Valid range: 0 - 300 secs.)

or [ Refresh Windows domain group policy after lagin (for Windovs only)

Automatically close login success screen after secs

(Setting the time to zero secs vill not display the login success screen. Valid range: 0 - 300 secs.)
Automatically close logout success screen after secs (for Windows only)
(Setting the time to zero secs will not display the logout success screen, Valid range: 0 - 300 secs.)

@

Logoff Clean Access Agent users from network on their machine logoff or shutdown after SECS (for Windows &

225375

AF w7 4K 5-77 O User Role T, Wireless Users Z %4 L £7°, Require use of Clean Access Agent

F=v7

Ny J AT NT HDHERDY £F,

ZOXR=VOMDA T T 3 o OFEMIE L OMEH FIEIC DWW TUE, [Cisco NAC Appliance—Clean

Access Manager Installation and Administration Guidel] %ML T2 &,

KO URL TAFTE ET,
http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht

ml

AFyF 5T LS, Update 7Y v 7 L 9,
7= Unified Wireless BB & VR — KT 5729

ZDOHA

wWH7 7
NAF ¥
Znbo
g B

Installation and Administration Guide] D% 12 BE B L T EE W,

ZDO~v=a TV,

INT.NACZURARAU M ¥ T 4 BEAL
\—MEC‘:iié W/J I-SE@ ﬁiﬂ%EJILE\‘Z))ETL/iL/f\_O

FCELeRELEMNT 52 & T, HEH—HIX, Clean Access Agent Zif U T
NAC T 7 A7 ARH THBMICHER CTE £7. HEORAF YRl 7 7 a v RRY v —

TarEZTLLETH FH A,

AEAfh A %JZUW@@K&D@T)‘/‘—%VFEE?EJ I, SHICRENLETT,
FE Yy ZIZOWTIE, 2O~Y=2T VO T, Clean Access Agent D /L— /L
L — VEEOFBEREIZOWTIE, [Cisco NAC Appliance—Clean Access Manager

URL CAFTEET,

http://www.cisco.com/en/US/products/ps6128/products_installation_and_configuration_guides_list.ht

ml

IDO~v=aTIVIE, RO

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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Clean Access Manager 3 &K UNAC 7T SA 7V RADBRESF A K SM4>

IR A—Y0H. BE TV A FY

5-78 ~[X] 5-86 |Z. CiscoNAC T 7 ITAT LV ADTZLY RRA N BX=2U T 4 2EAL -

B —H SSO Dl ERL £77,

& 5-78 CSSC YT YH> F FRALRB O S14F> F

& Cisco Secure Services Client E|E|E|
Settings Groups Help

Awvailable Connections for Group 'Podl’

Configured connections appear in boldface CISCO
Connection Signal Security Status
:CCKM o e s s CC Kﬁ—Enterpr'lse Associating
guestnet (== ] Open{non-secured)
branch (== o= ] CCKM-Enterprise
IPS — === WPA2-Enterprise

Connect Edit... Delete

Add SSD... | [Connection Status...

w
I~
Connection: CCKM  Status: Assodating  Strength: %
& 5-79 802.1x/PEAP ZBHEH S UITF VT —23 > DET
& Cisco Secure Services Client
Settings Groups Help
Awvailable Connections for Group 'Pod1’
alvadn
Configured connections appear in boldface CISCO
Connection Signal Security Status
CCEM = CCKM-Enterprise Connected
guesinet & T Open(non-secured)
branch — — oo ] CCKM-Enterprise
IPS =T WPA2-Enterprise
[ Connect ] [ Edit... ] Delete
| AddSSD.. | |Connection Status...| N
-
Connection: CCKM  Status: Connected  Strength: VeryGood  IP: 10.20.100.23 g

[ oL-18316-01-J
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B Clean Access Manager & U NAC7 IS A 7V ADBREHIRE S A

CFX

. =4 ~ | €] htips:/fbranch-naci.mobility.dsco.local fauth perfigo_weblogin. jsp?am=ws32viim&uri=http %34 %2F %2Fwww.dsco.com%2 % | | *4| | X

ol

File Edit WView Favorites Tools Help

¢ @ {0 Connecting... =

- 8

& - [rPage - {3 Toos -

You are being redirected to the network authentication page.
If you are not redirected automatically, then please click HERE.

& mtermnet

225378

#100% ~

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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Clean Access Manager 3 &K UNAC 7T SA 7V RADBRESF A K SM4>

@._5 4~ . hitpss/jbranch-nact.mability.dsco.localfauth/perfigo_weblogin.jsp | 2 Certificate Emor_| | ##|| X 2=
File Edit Wiew Favorites Tools Help

- = £ »
% 4 | @htips:/fbranchnacLmobility. dsco.Jocalfauth/berfiga ... fit - B - & - [ Page - G Toos -

ﬁ‘ To help protect your security, Internet Explorer stopped this site from installing an ActiveX control on your computer. Click here for options...

Cisco Clean Access Java Applet web client could NOT be launched. The reasons for this might inclnde:
+ Java Plug-in is not mstalled in your browser.
« Java Applet is disabled in vour browser's security settings.

And vou might be able to fix this by Iy
+ Download and mstall Java Plug-in from here

» Enable Java Applet in vour browser's security settings.

If vou cannot run the Cisco Clean Access ActiveX/Java Applet web client. please download the Cisco Clean Access Agent. If vou cannot install and run the
Agent, please contact the systems administrator.

[ Download Cisco Clean Access Agent4.1.3.1 ]

@ Dore (8 & internet % 100%

[ oL-18316-01-J
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& 5-82

£ https://branch-nac1.mobility.cisco.local/auth/perfigo_weblogin.jsp - Windows Internet Explorer

Clean Access Agent 1> X f—SD&H>O0—F

5\;; - \g, https://fbranch-nacL.mobility. dsco.local fauth/perfigo_weblogin.jsp

e |
©
K
x
|
4

* & [ ghm;mmxmu,m,mmmmg.lil

Cisco Clean Access Java Applet web client could NOT be launched. The reasons for this might inclnde:
+ Java Plug-in is not mstalled in your browser.
« Java Applet is disabled in vour browser's security settings.

And vou might be able to fix this by

o Download and install Java Plog-in from here 0
« Enable Java Applet in vour browser's securit] o

If vou cannot run the Cisco Clean Access Active/

Estimated time left 3 sec (2.33MB of 2.64MB copied)
Agent. please contact the systems administrator.

Download to: C:\Document... \CCAAgent_Setup.exe
Transfer rate: 2.26MB/Sec

|: [ Close this dizlog bax when dowrload completes

jess Agent. If vou cannot install and run the

Command Prompt Sequre Serv... ¥ Control Panel

/= hitps:ffbranch-na...

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
5-88

205380
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Clean Access Manager & UNAC 7 7S A7 ADBEH IS, B

& 5-83 Clean Access Agent DE&j1> X —/L

£ _Cisce Secure Services Client

Available Connections for Group 'Local networks'

Configured connections appear in boldface

E-/ Control Panel

See Also Cizco Clean Access Agent Setup is preparing the
) In=tallShield Wizard, which will guide you through the
% Windows Update program sstup process. Please wait.

@) Help and Support

Checking Operating System Yerzsion

[----- ] [ ]

228381
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B Clean Access Manager 5& U NAC 7 TS A 7V ADBREHIE S

& 5-84 #1798 D Clean Access Agent 1> X F—/L

$i Cisco Secure Services Client

¥ Control Panel

Qe - ©

Address G Control Panel

BS Help Available Connections for Group 'Local networks'

¥

;ESearm H—:‘Fnida aiafn

Configured connections appear in boldface CISCcOo

E" Control Panel |
| Welcome to the InstallShield Wizard for Cisco
~ Clean Access Agent

The InstaliShield(R) Wizard will install Cisco Clean Access Agent
4.1.3.10n your computer. To continue, dick Next.

Clean Access Agent
g by Cisco Systems

WARNING: This program is protected by copyright law and
international reaties.

22R382
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&7 5-85

o« Cisco Clean Access Agent

Clean Access Manager & UNAC 7 7S A7 ADBEH IS, B

Agent ZEL /= NAC P75 A P XRADEHO T 1>

Clean Acdess Agent

Performing automatic login into Clean Access
environment for remote user

226382

Available Connections for Group 'Local networks'

Configured connections appear in boldface

stfan]n
Cisco

branch

Connection i et tah i ~

== Cisco Clean Access Agent

VOCera
guestnet

QoSTest
iap-dsco
alpha

SP-MS5-TEST

H-REAPWLAN [ ==

S
s Clean Access Agent

Successfully logged in to the network!
Add ss14

Connection: branch  Status: Connectq

This window closes in 7 secs ...

22R354

[ oL-18316-01-J
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BN SSUFEEB&UNACRY F 9—4 £Z2—)L( NME)

ISV FRABEIUNAC RY T —9 EVa—)L
(NME)

Fy RNU—7 TV a—)b Ay FEEHL, TV a2 — LIS T 5 Integrated Services Router
(ISR; ' —E Z# A/ —HF) TiL, CiscoNAC Xy hU—7 Y a2 —nPHR—F T
F£9 (Cisco 2811, 2821, 2851, 3825, BL 3845 7T v b 7+ —24), ISR D Cisco NAC
Fy hU—27 Y 2—/L (NME-NAC-K9) 1, 5D CiscoNAC 7 /T AT VA R—h 7 F
VA %N e r—ya UV ETIRE L, KEND T 72 F 47 4 AE TP Network
Admission Control (NAC; %Xy hU—72 7K I v a i) ieoEA2ZEL £9, NAC
TTITAT VAV —rEENISR ADX Y U —7 TV 2a—NMIZHASINDZ LT, T—4,
EE,. BLOEx 2 70 LOBEHZONWT, Xy NI EHENT T F 47 4 ANDHE
—TNAAEEHRTEDHEH1CRY, Xy MU= OBMS, ITAX 71T DL —=r
T OB TN REEOLEN, BIXORTFaA M2 RETExETd, 77 0F 47 4 R
B SNV — 2HEEH L —Z O Cisco NAC X b U — 27 22— Vi, IBIER BN
WAN Z#EH L TRy MU — 7 [ZEEELZ LIFTHINC. 2 — D TEBIUIKRLL 97, 5-87
{2, NAC-NME, ¥ X O'NME @ ISR ~DO#t & ORSX %2/~ L £9°, NAC-NME %, IE#ED
NAC T IAT V ALE—DimE A X —7 A4 A (Trusted 1> ¥ —7 = A A & Untrusted 1
VHA—=T 2 A RA) ML £9, Untrusted £ > X —7 = A AL NAC-NME - O#H RJ-45 =2 %
JHZTHY, Trusted {2 F—7 = A AILISR Ny 7 7L — U3 L 720 £,

& 5-87 NAC-NME & ISR D&k
NAC-NME

VLAN %wE S ERALY-
N—F %)L 7 —hozA

EFETELGL
SEGO
0 "
v -
' EfETED
<> “|nt-Svc-Eng 2/0
= Sy '
——— WLAN VLAN/% T Hwk
Wired VLAN/H D Ry - S 0/0/0 —
NAC VLAN =v 7 B9 TRyk 2
----- NAC VLAN 77 WLAN 4 Jxvk | ISR §

NAC-NME iZ,. NACT 7 I ATV ALRE—D A X —T =2 A A%HERAL CTEBRIN., 7774
TUAER—OHEEELY FEHATHET, R7EZL.NACT ZI7A TV ADNA TXATE

V74 BXORF—Y 7T 5HEIXRE 9, NAC-NMEIZINAC 777 A4 7 > A L[H

—DEBA LA —T 2 A AEEAL THREL, WELFR—ObLORERAINDL =D, REICD
WTIEZ TV IEL $H A, 22T, KS-88ImLzFRy bU—7REBI DI % FOITH
AL £,

N FRASEY T4 ICBATHEESEE

CONACT T oF VY a—arTik, FREFPH D Clean Access Manager & Di@{g 234431
TY, LER>T, ZORFHINA TXATE YT 4 WAN Eife i L L TWET, 2o
A T_AZE U T+ WAN £t Clx, 802.1X/RADIUS FBES AR EAFIC/ 0 £, 770 F

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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ISUFEEBELUNAC Ry F7—5 £2a2—)L (NME) H

WLC TlZ., v— /L@ EAP FBEMEREAZ 0 — W VGRS T A2 &b T F408, Zhboo
FRFAEIZ RADIUS 7T hH U v T 4V TIERE LR L 72072, VPN Vo IV A A HETD
fFEACEEL FE A,

&7 5-88 NAC-NME & 75> F1EGHDH

& NAC-NME
VLAN ¥ yE S #ERALT=
N—=Fx)L 7—hroxA

EFETELGL

| g

II-I-I~

-
Catalyst d.:> Int-Svc-Eng 2/0
3750G H

’E%_@ S 0/0/0 —

79t AXVLAN

203

’ e
WLC 2106 —— WLAN VLAN/H T $yhk
Wired VLAN/H T ey bk
NAC VLAN Ty HEH TRk
----- NAC VLAN v~ WLAN #J #vh

225386

WDOFREIL. NAC-NME ® Trusted 1> Z—7 = A AN ISR ETED X H IR T 20 % - L
TWET, ZTOREICRLZLDIZ, NAC-NME O Trusted > #—7 = A A%, interface
Integrated-Service-Engine2/0 =~ FiZX > TChTv 7 AU ¥ —T 24 AL L THKIEL £7,
NAC-NME OEBA S =T =2 A AFIAXAT 4T A =T =2AATHY, 2F7ATF 7
T4y ZIEROY T A F—T 2 A A LICREESNET,

!

interface Integrated-Service-Engine2/0
ip address 10.20.200.17 255.255.255.252
service-module ip address 10.20.200.18 255.255.255.252
no keepalive

!
interface Integrated-Service-Engine2/0.4
description WLAN 204 Clients
encapsulation dotlQ 4

ip address 10.20.204.1 255.255.255.0

ip helper-address 10.20.30.11

!
interface Integrated-Service-Engine2/0.6
description Wired Clients

encapsulation dotlQ 6

ip address 10.20.206.1 255.255.255.0

ip helper-address 10.20.30.11

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
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BN SSUFEEB&UNACRY F 9—4 £Z2—)L( NME)

732 F NAC & SSO

SSO L, ¥ U RADEPE LEEIL, 770 FTHLEERLDILRYVET, 77 FREAT
%, #% . NAC NME 787(51‘%774’7’/ F&EWLAN 7947 MOMFITHERL 5, A7
FAT U NMNT T70F 2 A v F T80RIXBIEEZZ T HHE. VPNSSO A% 72V ) 2— 1
SR DHZELH Y ETN, ARENAC 77 472 b2 802.1X/EAP SRGEZ i L TV WiEE
I%. Active Directory SSO 37 7 > F TOHxED SSO Y J =2— 3 TT,

WLCM & NAC-NME

ZONR=VarDTFFAL AR TR, 770F TARTHONT, WLC 2106 &4 L 7=
BLOEEHT A M &R L L7, 7272 L. Cisco Unified Wireless Network @~ J
JEBR 21X Wireless LAN Controller Module (WLCM; R LAN = b —F £V a—)1) BNEF
NTWLHEAELH D7D, NAC-NME OFEHETIE, ZOEFHIOWTH ML £ L 7=, Cisco
Unified Wireless Network 35 KX O NAC D HEARPZ27% E 1L, WLC 2106 & WLCM O X H 5 (ZD0)
TH[R—T7, WLC 2106 BB & WLCM JEBI @ 728\ %, ISR E TG4 5 WLCM (2 X -
THL726E3NET, 2FEVD., WLAN 7T AT 8 NT7 v ZIiZNAC-NME |2V —F 4 7
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1. EAL~L 77 &
— E A—/L~D7T 7 & A : SMTP, POP
- A 7%y b~DT 7 A HTTP B L O HTTPS
2. AN (HR) 77 t=
- ERL~ L T B
— HR #— "~D 7T 7 & A : HTTPS
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- ERLUL TR
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4, FEHET 7 A
- MEHIRT 7 'R
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2, MEUED 802X HIEAN =R L %@L T, 22— N EAP 2 L T AAA — L ORGE%E
FETLET,

3. AAAV—NZE->TEREINDEAP RN Ay E—VDO—HL LT, 2—HFDIN—7F X
VR FITEAS N VLAN A RSy FIRER N WLC ICHEE SN ET,

4, WLCIX. 2O WLAN 7 947 v FEEfiE AAA Y — O EELT7- VLAN I~y 7 L £9°,
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EngUser
HRUser
AdminUser

6-8 12, K —H D VLANHID Y ThE, ZORECHEHHET L7 NV—THREOH ZRL &
T, THHOENY Y TIL, 7V /—7 O IETFRADIUS 47> 2 » O—TY, X 6-8 I~ L 724
I%. BasicUser 7 )V —7 Dt O T, Tunnel Type 33 N Tunnel Medium Type 1%, VLAN & # 23
EINDZ Ex2EFRL ET, Tunnel-Private-Group-ID 13X VLAN & 5% £ L £9°, BasicUser,
EngUser, HRUser. ¥ X O\ AdminUser 7'\ —=7 @ VLAN %D 4 Cix, #hEh 151, 152,

153, BELWV 154 TT,

INGDIETF A7 Y a idT 74/ F TIEE ENTWARW=H, ACS O Interface
Configuration A == —% i L CGEMT 24ERNH Y £,

5 6-8 JI—FD VLAN DEE

Cisco SYsTEms

Group Setup

RADIUS (IETF) -

-

| User
Setup

g [T [029] Framed-4ppleTalk-Zane

L]
T
-
=
-

% Shared Profile
Components

[T [062] Port-Limit

Jo
Network ID
Configuration

[T [062] Login-LAT-Part

Interface
Configuration

¥ [064] Tunnel-Type

=] value [vLan =l
Tag |2 ﬂ Yalue | j

¥ [065] Tunnel-Medium-Type

Tagll

j-l | Excternal User
B Databazes

j Yalue |802 j

,................;EWJE...1Lv¥uaL............ﬂ.

Fosture Tag I 1
ooool| YWalidation

Netovark P.ccess
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Cisco Sverems

User
@ Setup
pé

Group
Setup

User Setup

User: UserBasic

% ‘ Shared Profile |

[T account Disabled

Components

Hetwork
Configuration

Supplementary User Info

e T System
Configuration

Interface
Configuration

e e

Real Name

Description

——
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Adrninistration

Control

T

£ | External User
t_g Databases

User Setup

w Posture
maaal| Yalidation

Wetwnrk drresd)
Frofiles

‘ Reportsand
hotivity
‘ Online

ez Documentation

j

2]

Password asuthentication:

IACS Internal Database j

CiscoSecure PAP (Also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

Password I**************

Confirm Password I*w«***w***w«***w

W Separate (CHAR/MS-CHAP/ARAP)

Password I**************

Confirm Password I*w«***w***w«***w

When a token server is used for authentication, supplying a separate CHAP password far
a token card user allows CHaAP authentication. This is especially useful when token
caching is enabled.

L L L L L L L L L L
5 Group to which the user is assigned: 1
L] N L
I Basiclser j .

| |
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MR EIL. WLAN OFRTEB IO WLC A v X —T =2 A A D
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X 6-10 1=, WLAN OFREDOHIZ R L £, 802.1X 3% WLAN X 2 UF s OHEMEICL T,
VLAN = v VU JIERZEIETEDL L H9ICL TWAHIED, Ib BERIFEMBEEIL. WLAN O
<y TR WLC f v X —T = A ATT,
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& 6-10 WLC @ WLAN DEE
o I N I " : Configuration Ping Logout Refred
CIsSCO MOMITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMEMT COMMANDS  HE
WLANS WLANSs > Edit < Back Apply
e General | Security | QoS | Advanced |
W LAMNS
» Advanced Profile Mame asa
Type WLAMN
SsID asa
Status ¥  Enabled
Security Policies [wPA]lAuth{802.1X)]
(Madifications done under security tab will appear after applying the
changes.)
Radio Policy all -
Interface ( |basicusers =l ) a
| Broadeast SSID ¥ Enabled %
| &l

ZOBITO~ BT, FWSM BB TOT 78R ULk b IEV basicusers A > X —
7 = A ATF, RADIUS O accept /3% v b TiEE 415 VLAN {E#HA, WLC LEoOxtET 58
A A =T A AE—FL TWRWEE, WLAN 77 A4 7 2 F O8S515. WLAN O E
THREENTWS (F74V0ED) A Z—T = A A2 Y £9, WLAN @ VLAN < v &'
Tk AAA — "PERTEXDHX5127512iE, ¥ 6-11 123 T X912, £ WLAN (22T
AAA F—N—F A REZRETHLENDH Y £7°,

A — \d
&7 6-11 AAA F—nN—5 1 F
afiafn
Cisco
MLANS YWLANSs > Edit < Back Apply
- L | General | Security | QoS | Advanced
WLAMNS

» advanced C-‘"'DW anb override M Enabled ) DHCP

H-REAP Local .
DHCFP Server
Switching 2 O Enabled T override
Enable Session I IlSUU DHCP add
- ™3 L
Tirneout Session Timeout {secs) Assignment O Required
Aironet [E ¥ Enabled Management Frame Protection (MFP)
Diagnastic Channel ™ Enabled
IPv5 Enable - Infrastructure
verride Toert MFP ¥ (Glabal MFP Disabled)
verride Interface Protection
AcL INDne vl
MFP Client m

P2P Blocking Action IDisab\ed 'I Frotection £ ptional =z
Client . ¥ Enabled|s0 DTIM Period {in beacon intervals)
Exclusian 2 Timeout Yalue (secs)

802.11a/n (1-255) |t
802.11b/g/n (1 - 255) [t
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X 6-12 {2, fFFHAJHE72 4 FWSM VLAN REI A v ¥ —T7 = f AL L TERI N TWDH WLC A
VHE—T 2 A ARELERLET, 72770, M 6-10 D WLAN 3% %E T basicuser N7 7 #/V b A
=T 2 A AL LTERNINTWVWAEZ EIZEEL TLIEEY, S ¥ —7 = A A adminusers.
engusers, 3 XN hrusers X WLAN [ZEEfHIT O TE LT, fEHI N DIX, EFE 7%
802.1X/EAP FBFED—#E L CVLAN 7 U B 2 — R B ESIND L XIZRONET,

& 6-12 WLC 7> 8—T 11 XDEE
" I ' I I onfiguration  Ping  Logout Refres
CIsSCO M0 R WLANS DMTROLLER  WIR JRITY  MAMAGEMENT ¢ AMDS  HEL
Controller Interfaces New...
General ¥YLAMN Interface Dynamic AP
Inventory Interface Name Id{ntifier IP Address Type Management
- 154 10.20.54 5 Dynamic  Disabled
Multicast Ap-manager 100 10.20.100.151 Static Enabled
Net K Rout basicusers 151 10.20.151.5 Drynamic Disabled
etwork Routes
i IR e ENQUSErs 152 10.20.96.5 Dynarmic Disabled
nterna erver
hrusers 153 10.20.153.5 Dynamic Disabled

» Mobility Management

rmanagement 100 10.20.100.150 Static Mot Supported
(HIGRE nacZ-untrust-vlan195 195 10.20.105.3 Dynarnic Disabled
b= nacZ-untrust-vlanl9e 196 10.20.106.3 Dynarmic Disabled
> CDP nacz-untrust-vlanl37 197 10.20.107.3 Dynamic Disabled @
» Advanced openvlan 52 10.20.52.6 Dynamic Disabled %
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FWSM F71-1& ASA DEEE

ASABLIOFWSM D7 7 AT U —NVBEEDHLIL, 77 ATV +r— VKR —2FETS
A, EAMIZIEFE—TH 0 EREVIL 6500 ~DHEE T, ASA IX. 6500 Ny 7 FL—
\ZHE5E D FWSM TEFH &% VLAN A > 4 —7 = A ATiE R, A vTF Y 22— LIl
SN TVWIME AL X —T oA AEFHL £9, RELOEVWELIEAIT. 52O
THEfL £9, Rk, FEN BT 255 BHEML TV ET, FWSM Z5E T HHIIC, 6500
ECHMAERDEENRD D T,

WDOREFNL. FWSM £7213 ASA DB Z YR —F T 257200 L 725 6500 O VLAN iR E
R L CWEd, VLANSO (X, FWSM OEH A X —T7 =2 A AL L THEHENET, VLAN
51 ~54 1%, HEEO2—Y 7 )L—7HOEE TE % VLAN, VLAN 151 ~ 154 |[Z{EHH T 72\
VLAN T, IP7 RV AZFEHL TA L X —T =2 A ANREEINTWNDHDIE, VLAN 50 ~ 54
DHTHDHI LICEBEL TLEE N,

VLAN 55 & 56 1%, 2 DD FWSM 721X ASA A 7T_XA T U T 4 HRETERAT S, UK
OFFFITHEA SN ET,

VLAN 57 & VLAN58 (. FWSM $7-1ZASA DEX 2T 4 a v FXF 2 N OFEBIIEE A
H—T 2 A AFIZERZRSINTOVET,

vlian 50

name FWSM-admin

!

vlian 51

name FWSM-Trusted-BasicGroup
!

vlian 52

name FWSM-Trusted-EngGroup

!

vlan 53

name FWSM-Trusted-HRGroup

!
vlian 54

name FWSM-Trusted-AdminGroup
]
vlan 55

name Failover-VLAN

!
vlian 56

name State-VLAN

!
vlian 57

name FWSM-EngineeringContext-admin
]
vlian 58

name FWSM-StaffContext-admin
!
vlan 151

name FWSM-Untrusted-BasicGroup
!
vlian 152

name FWSM-Untrusted-EngGroup
]
vlan 153

name FWSM-Untrusted-HRGroup
!
vlian 154

name FWSM-Untrusted-AdminGroup
!

!

interface Vlan50
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description FWSM Admin

ip address 10.20.50.2 255.255.255.0
standby 121 ip 10.20.50.1

standby 121 preempt

!

interface Vlan51

description BasicUsers

ip address 10.20.51.2 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.51.1

standby 121 preempt

!

interface Vlan52

description EngUsers

ip address 10.20.52.2 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.52.1

!

interface Vlan53

description HRUsers

ip address 10.20.53.2 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.53.1

standby 121 preempt

!

interface Vlan54

description AdminUsers

ip address 10.20.54.2 255.255.255.0
ip helper-address 10.20.30.11
standby 121 ip 10.20.54.1

standby 121 preempt

!

interface Vlan57

description EngineeringContext Admin
ip address 10.20.57.2 255.255.255.0
standby 121 ip 10.20.57.1

standby 121 preempt

!

interface Vlan58

description StaffContext Admin

ip address 10.20.58.2 255.255.255.0
standby 121 ip 10.20.58.1

standby 121 preempt

WORTEHIL, FWSM THEASNDA v X —T 2 A AZRETH2DD 6500 DFRTEa~ L K
ZaRLTWET, FWSM I~y 7 ENDHN—TFT 4 T AREA LV X —T = 4 ADEITIH SN T,

firewall multiple-vlan-interfaces |/ ZH & 705 Z L IZHER L TLE X,

ASA IZOW T, 6500 A DHRTEa~ RITHEDH Y £H A,

firewall multiple-vlan-interfaces
firewall module 2 vlan-group 50
firewall vlan-group 50 50-58,150-155
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TE

6-13 |2, Cisco Adaptive Security Device Manager (ASDM) ® FWSM (F721% ASA) DOXE
Wz Rl T, 22T FWSMICHT 53 EREX 2T 4 a0 TF A MEERL,
HaLTHRARNMIEIVY TS VLAN ZHEEL £9, ZOFITHE, ER=2—F, HR=2—F &
JFOEHE 22—V 2R—DOER I NV—T RN HR—FLET, LEBR-T, ZUHbDO2—FD
VLAN ~7 (% staff<‘:b\5lﬁléﬂ‘/?‘:\"}< MIfdE T T, HifZ v —7OERYHR—
BIOER TNV =TI L > TEITENET, ZNHDO2—HD VLAN X7 X, engineering &9
A= 7F A MIEE SN TOET,

FWSM Z &3¢ 570082 7% A~ admin bIERK IS TWET, ZDar 7% A M
Fv hT—7 OEETEDMICER IND VLAN & 1 SR L TV ET,

ADSM . Cisco FWSM, PIX, BIXWESMEX 2 T4 775472 (ASA) H® GUI
REY—NLTHY, JavaT 7V r—varFiddvra—RagEr7 7 r—rarond i
NOATHEMATEET, UANZHBALEL 212, wvF a2 7% A MK -> T WLAN ERH
WZH 720 ENDHFEE L OFHMEEZH/ L7012, BRoa >y THFANRREINLTWET, =
DT F VA FITIE, REOFMERFE T, W O IT BRI 5 BI#E O & P RE N L EEIT R D
EIRELTWET, Lo T, staff & engineering £\ 25027 X% A RMEK SN E
9, FWSM 2EH 3T 5700822 7% A b admin b BEIIZIER 0 Ed, FWSM X CLI
FLIXASDM OELLEZFERHL THRETEETH, BFITREA V=X L ZHAEE THEH
L7anWZ &aBEdL £,

&76-13 ASDMFWSM &¥a2 Y71 I>TFX F

= Cisco ASDM 5.0F for FWSM - 10.20.50.7 | System =10l x|

File Rules Search Options Tools VMizards Help

Cisco Svsiems

g (0 0Q &

l—_ln %
System Configuration  Monitoring Back  Forward | Search | Refresh  Save

onfiguration = Security Contexts

RE&;:?E Create, edit or delete security contexts,
l%’ Context Inkerfaces Resource Config URL Group ACL Partition Description |
Security
Contexts
engineering ®Transpar... YlanS2 default disk: fengineering... 1 -- Default - Ed't
% H Vlan152
Failover staff :Transpar‘.. Ylans1 default disk: staff.cfg 2 -- Default - Change Firewall Mode |
I Wlans3
E&D . lanse Delete |
: » Wlan151
Propetties » Ylan153
»
»

Wlan154
-------

Nurber of ACL Partitions: (12 {1-12)

Mote: Changing the number of ACL partitions causes repartitioning of the &CL memory. This change will take effect only after a rebootk,

Anply | Resel

221986

EY Active  cisco 15 ENE] B 21007 23310 PMLTC
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VAT AREOH ELLTIRL 9, 2. 6500 725 session =~ K &2 L T FWSM &
BETIHIHEEICERINDFERTT, TORETHEETIEERLIT, #HOa L THAD
B, 2 TF AP~D VLAN OE[ VST, BIPaVTHFANREERGTT DT 7 A /LDfn
Z"/C:‘TO

FEDa L TH AN ERRBILOET HIZ1X. changeto context name FE L L £97,

FWSM Version 3.1(6) <system>
!

resource acl-partition 12
hostname FWSM-1

domain-name srnd3.net
console timeout 0

admin-context admin
context admin
allocate-interface Vvlan50

config-url disk:/admin.cfg
!

context engineering
allocate-interface Vlanl52
allocate-interface VvVlan52
allocate-interface Vlan57
config-url disk:/engineering.cfg

context staff
allocate-interface Vvlanl51
allocate-interface Vvlanlh53
allocate-interface vVlanlb54
allocate-interface Vlan51
allocate-interface Vlan53
allocate-interface Vlan54
allocate-interface Vlan58
config-url disk:/staff.cfg

admin 2> 7T X A MIERTH7-0H D=2~ FiESCIE, changeto context admin TJ, KD
X, admin 2> THF A NPLOREOH ZRL TWET, 22 TiE, FHED VLAN,
VLAN OfE#E 1 ~L 8 X U Bridge group Virtual Interface (BVI; 7' U »v ¥ 7 /L — 7 {RAE A
=Tz AR) DAV E—T 2 A AEERZLTWVET, IVTFAMNIFN T AXT LU b
F-RIZRoTWnDHed, 7Yy P LTEELET, BVIAEHINLGZ LT, IPTRLX
DIRENFREIZ > TWET, F72, ASDM OV R —hrZHFHIL T, ASDM 7 747> K T
EHAESNDIPTRL AZERTHZOO http 2~ FIZHLIEHL TLE &,

FWSM Version 3.1(4) <context>

firewall transparent

hostname admin

interface Vlan50

nameif inside

bridge-group 1

security-level 100
!

interface BVI1
ip address 10.20.50.7 255.255.255.0 standby 10.20.50.8

route inside 0.0.0.0 0.0.0.0 10.20.50.1 1

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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v+utop A

http server enable
http 10.20.30.0 255.255.255.0 inside

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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6-14 12, admin 2 7% A D FWSMASDM A Z—7 = A ZADF -z~ LET, 22
N N R
X, VLAN B EXUBVI A —T7 = A APREIINLTVET,
&7 6-14 FWSM ASDM @ admin 3> 7F+XFDA1>F—T 11X
E= Cisco ASDM 5.0F for F¥SM - 10.20.50.7 | active context: admin - 10] x|
File Fules Search Oplions  Toolks  Wizards  Help
e & [ 4 0 0 (O O|Q (O @ 2 —
Hiore: Configuration Monitoring Back Forweard Search Refresh Save Help
' LLLLLEETY ation = Inte
[, + 2 F KRR E S
L Transparent Interfaces I Bridge Groups I
L I.ﬂ LEEEE, -
Eidy Interface Enabled | ST_;‘::;V | BG?SEE ML Description dd
Security Paolicy
Edit |
@ |
Routing Delete
Global Objects
Properties
Il 0
[~ Enable traffic between bwa or mare interfaces which are configured with same security levels
Ay | Reset | .
S
B active  cisco 15 | &8 | | B an7aoneapMute | 5y
- -

6-15 12, FWSM O engineering 2> 7% A b &R L £7°,
H—7 =2 A A0 BVIHFRBBRHES N TN ET,

— —

X, VLAN B X O'BVI 1~

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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v+utans W

& 6-15 FWSM ASDM & engineering 4> #—27 14X

r FWSM - 10.20.50.7 | active context: engineering

221388

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
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L DR E XY

6-16 |2, ASDM O engineering = > 7 % A k @ Security Policy X E~X—Y &/~ L £,

£ 6-16 ASDM & engineering D+ U5 1 Y —

ﬁ Cisco ASDM 5.0F for FWSM - 10.20.50.7 | active context: engineering

S =TET]

File Rules Search Options Tools Wizards Help

z Cisco Svsiems
LS, e e e e N

Configuration Search Refresh Save Help

FE2F AT IEREE G

Interfaces {* sccessRules  { A&ARues  { FiterRules  { Service Policy Rues  { Ethertype Rules

[
£, 1 showRuesforlnterface:  [alincerfaces = Show Al |
L

Security Policy
=== Fule ) Source Destination Fule Applied ) Syslog Level add
& | Enabled | S | Hostiletwork | To Tratfic | [redeee | SR | Interval |
Faris 1 B ¥ @y Fincoring_ nskietng B |
1 rd @ an incomin OutsiceEng
g -- - i E ' 2 -? - 0 1 Delete
Ce s 3 [ v @ any 1020301 Bincoming | OutsiceEng | 2= GroupibasicUDF
Properties
4| | 2l
o Allow traffic &) Deny traffic (% show Summary Show Detail
Apply Reset | Advanced... | o
o)
w
Runring configuration suscessfully saves to flash memory. &2 Active  Joisca 15 I = L H

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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v+utans W

X 6-17 BL UK 6-18 12, ZDOKRY > — =T THEHARERNL— VOB EZRLET, ZOFT
L. HEIFIEA > ¥ —7 = A A OutsideEngineering 1%, ¥—t A 7 /)L—7 BasicUDP TE# I 1
72UDP 7'u b 2)v 7 v—7%FEH L T, InsideEngineering % i@ U T4 A b 10.20.30.11 {27 7
TATHZ EEFAINTWET, K 6-18 1L, h—E R Z )V —7 BasicUDP % —/3~D
DHCP #RIB L UVDNS ZoRZFF AL TV D Z LA/ L TV ET, Ziud, = —VFITxd 25K
)72 DHCP 7 R L Z$5EFHB L U'DNS 7 R L A5 EZFF AT 572 TT,

& 6-17 FWSMASDM @7 2 X JL—/b

g= Edit Access Rule

221340
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& 6-18 FWSM » UDP #—E'X J/—2F

@= Edit UDP Service Group

[* bootps (&7}
# domain (53}

2213

WOREFNZ, ZOarTFAMIBEBRTIEECLI 2~ RE2RLET, 22T, %=
U7 AU —8HBL0 T, 10.20.30.0/24 7 % v b EOZOMOERK 2 —E A, BIY
10.20.21.024 7% v b LK — A~DOT 7 B AZF AL TWET,

GX) BPDU OREIEL. "A TRATEVT LIZOVWTOLED M v 7 ICE#ET L EH DO TY,

FWSM Version 3.1(4) <context>
1

firewall transparent
hostname engineering

1

interface Vlanl52

nameif OutsideEng
bridge-group 52
security-level 0

1

interface Vlanb52

nameif InsideEng
bridge-group 52
security-level 100

1
interface Vlanb57

nameif EngineeringAdmin
bridge-group 57
security-level 100

1

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
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interface BVI57
ip address 10.20.57.7 255.255.255.0 standby 10.20.57.8

!

object-group
port-object
port-object

object-group
port-object
port-object
port-object
port-object
port-object

service basicUDP udp
eq bootps

eq domain

service BasicTCP tcp
eqg www

eqg imap4

eq https

eq pop3

eqg smtp

access-list OutsideEng_access_in remark access to engineering network

access-list OutsideEng_access_in
access-list OutsideEng_access_in

object-group

access-list OutsideEng_access_in

basicUDP

BaiscTCP

access-list InsideEng_access_in extended permit ip any any
access-list BPDU ethertype permit bpdu

monitor-interface InsideEng

access-group
access-group
access-group
access-group

BPDU in interface InsideEng
InsideEng_access_in in interface InsideEng
BPDU in interface OutsideEng
OutsideEng_access_in in interface OutsideEng

route EngineeringAdmin 0.0.0.0 0.0.0.0 10.20.57.1 1

http server enable
http 10.20.30.0 255.255.255.0 EngineeringAdmin

TAVYLRERYFI—=IDEXL)T4HEYYa—ay THA

v+utop A

extended permit ip any 10.20.21.0 255.255.255.0
extended permit tcp any 10.20.30.0 255.255.255.0

extended permit udp any host 10.20.30.11 object-group

[ oL-18316-01-J
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X 6-19 (12, staff 2> T F A M&ERLET, 22 TiE, VLANBLIRBVI A Z—T = A AD

BVI EHRARESINTVET,

& 6-19 ASDM D staff D1 > F—Z 11X

221392
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L) F Db

6-20 (2, ASDM O staff = > 7 F A k @ Security Policy X EX—Y &R L £7°,

5 6-20 ASDM O staff DE&F¥a )5 K S—

[E& Cisco ASDM 5.0F for FWSM - 10.20.50.7 | active context: staff % 1ol x|

) Cisco SsTENsS
2.8 2 )

Search Refresh Save Help

File Rules Search Options Tools ‘Wizards Help

Mode: »

I@ staff =

© (4 00 O

Home: Configuration Monitoring Back Forward

tio| LIty

*R2F XA SBDEREE S
Interfaces @ AccessRules  ( AAMRules O FiterRules ServicePolicy Rules Ethertype Rules
)
IUE%D Show Rules For Interface: IAII Interfaces [ Shiow Al
Security Policy
Rule - Source Destination Rule Applisd S Service Syslog Level Add
Qés Enahled HostMetwork HostiMetwork To Traffic Interval
Routing 1 = ¥ @y @ any Sincoming  IsideBasic o Edit |
1 ~ W @ any @ any Sincoming  InsideHR ®ip —
elete
1 ~ ¥ @ oany @ any Sincoming  Insidesdmin = jp
wicios: | S TN o
@) 2 = ' = 10203011 OutsideBasic P Group:Basicl...®
Properties 1 ~ ¥ @y 8 102020024 Sincoming  OutsideHR 12 Group:BasicTCR
2 ~ ¥ @ any = 10203011 B incaming  OutsideHR B Group:Basicl...
3 ~ ¥ @ oany =8 1020 Qumq Sincoming  OutsideHR 12 Group:BasicTCF
1 ~ ¥ @ oany =8 1020300724 Shincoming  Outsideddmin - . jp
2 ¥ ¥ @ oany 8 1020200724 Bincoming  Outsideddmin . jp
1] | |
& Allow traffic €3 Deny traffic % Show Summary  ( Shaw Detail
Aply | Reset | Advanced...
Running configuration successfully saved to flash memory. |§5 Active ‘ciscn |15 | L@l | | | é |2t1 M7 4:36:53 PM UTC

staff 22T F AL OREF, RO EBY TH,

firewall transparent
hostname staff
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Vlanl51l
nameif OutsideBasic
bridge-group 51
security-level 0

!

interface Vlanl53
nameif OutsideHR
bridge-group 53
security-level 0

!

interface Vlanl54
nameif OutsideAdmin
bridge-group 54
security-level 0

!

interface Vlan51
nameif InsideBasic
bridge-group 51
security-level 100

!

interface Vlan53
nameif InsideHR

OL-18316-01-J
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bridge-group 53
security-level 100

|
interface V1
nameif Insi

anb54
deAdmin

bridge-group 54
security-level 100

!
interface V1
nameif Staf

an58
fAdmin

bridge-group 58
security-level 100

interface BV

ip address
!

object-group
port-object
port-object
object-group
port-object
port-object
port-object
port-object
port-object
object-group
port-object
access-list
access-list
access-1list
access-list
access-list
access-list
object-group

I58
10.20.58.7 255.255.255.0

service BasicUDP udp

eq bootps

eq domain

service BasicTCP tcp

eq www

eq https

eq imap4

eq pop3

eqg smtp

service HRTCP tcp

eq https

InsideBasic_access_in extended permit ip any any
InsideHR_access_in extended permit ip any any
InsideAdmin_access_in extended permit ip any any

OutsideAdmin_access_in extended permit ip any 10.20.30.0 255.255.255.0
OutsideAdmin_access_in extended permit ip any 10.20.20.0 255.255.255.0
OutsideHR_access_in extended permit tcp any 10.20.20.0 255.255.255.0

BasicTCP

access-list OutsideHR_access_in extended permit udp any host 10.20.30.11 object-group

BasicUDP

access-list OutsideHR_access_in extended permit tcp any 10.20.30.0 255.255.255.0

object-group

BasicTCP

access-list OutsideBasic_access_in extended permit tcp any 10.20.30.0 255.255.255.0

object-group

BasicTCP

access-list OutsideBasic_access_in extended permit udp any host 10.20.30.11 object-group

BasicUDP
access-list

monitor-inte
monitor-inte
monitor-inte
no asdm hist
arp timeout

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

BPDU ethertype permit bpdu

rface InsideBasic

rface InsideHR

rface InsideAdmin

ory enable

14400

BPDU in interface InsideBasic
InsideBasic_access_in in interface InsideBasic
BPDU in interface InsideHR

InsideHR_access_in in interface InsideHR

BPDU in interface InsideAdmin
InsideAdmin_access_in in interface InsideAdmin
BPDU in interface OutsideAdmin
OutsideAdmin_access_in in interface OutsideAdmin
BPDU in interface OutsideBasic
OutsideBasic_access_in in interface OutsideBasic
BPDU in interface OutsideHR

OutsideHR_access_in in interface OutsideHR

route StaffAdmin 0.0.0.0 0.0.0.0 10.20.58.1 1

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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http server enable
http 10.20.30.0 255.255.255.0 StaffAdmin

ASA DELE

ASA B XUtEFxal)FT4aVvTEHRE

FWSM Y 7 b =27 DR—=Va L ASA Y T R 2T ONR—=Ua U RNRRA7-0, ASA OF%
FEIWEHEN S ASDM O3 — g3 U, FWSM IZEER &END b D L 13BN —T 3 Tl T,
[Gl—®D ASDM A > X —7 = A A&HHTE 25 FWSM BLWASA ODNX—T 3 U B FEEL 9
M. ZDOF%EFTIX, Cisco Safe Harbor 7' 2 7 J A > 72 FWSM N—V g U AT Z L %
BIRL 7272, BRI T ERA,

ASDM A > X —T7 = f ADENERLS &, EAREWMVIaLTF A DR ETT, FWSM T,
AVTXARNIEICEBOA L A —T 2 A AEFHTEET, —FH., ASATIEaTF AT
LIZ2D0DA L F—T oA RAZMHHTEET, 2FD, (B TEZS VLAN LEHHTE 20
VLAN OXT7Z L8, BXaVT 4 arTx A 2ERT 2046813 H0 £4, ¥ 62112, =
OEMOayTF A ERLET,

& 6-21 ASDMASA DtFa 7 3>TF+X FDRE
File Wiew Tools ‘Wizards ‘Window Help Look For; ’— G0

) - Nmim
I = . &
@ Homei()ﬁ} Configuration @ Monitaring | Q Save @ Refresh | @ Back J Forward | u.) Help i . CISCO
Device List o 7 = Configuration > Context Management > Security Contexts m}
4 add [ Delete 8 Connect
5 w.2057.7 :‘ Create, edit or delete security contexts,
= 10.20.30.32
SRt 1'3- Context Inkerfaces | mesorce | corfigunL aroup | Description | add |
£ é Ct admin Managementof0 default diskD: fadmin.cfg
B B admin basic GigabitEthernet0/0.151 default diski: fbasic.cfg Edit
& basic GigabitEthernetf1.51
ﬁ engineering enginesring GigabitEthernet0fD. 152 default diskD: fengineering.cfg Delete
& — GigabitEthernetof1.52
@ itadmin hrusers GigabitEthernetin. 153 default disk0: fhrusers.cfg
= 10 250 3 = GigabitEthernet0f1.53
ik adrin default diskD: fitadmin.cfg
Context Management @@ 7 X
B3 Interfaces
rity Conbexks
esource Class
I~ Mac-Address auto
Enabling Mac-address auto, autogenerates MAC addresses for context interfaces that shares a system interface.
Maximum TLS Sessions
I™ Specify the maximum number of TLS Proxy sessions that the ASA needs to suppart. By default, ASA supports 300 sessians.
| [E_"ah Context Managemenit .
I mber o
&) Device Management I
i
= Apply Reset ©
&
Running configuration successfully saved to flash memory. tme-mob 15 B I@ E ['j 91608 7:53:21 PM GMT 27
ol

ASADCLIOYTFFRMETE

ASA Version 8.0(3) <system>
!

firewall transparent
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hostname asa-1
!

admin-context admin

context admin
allocate-interface Management0/0
config-url disk0O:/admin.cfg

context engineering
allocate-interface GigabitEthernet0/0.152
allocate-interface GigabitEthernet0/1.52
config-url disk0O:/engineering.cfg

context basic
allocate-interface GigabitEthernet0/0.151
allocate-interface GigabitEthernet0/1.51
config-url diskO:/basic.cfg

context hrusers
allocate-interface GigabitEthernet0/0.153
allocate-interface GigabitEthernet0/1.53
config-url diskO:/hrusers.cfg

context itadmin
allocate-interface GigabitEthernet0/0.154
allocate-interface GigabitEthernet0/1.54
config-url diskO:/itadmin.cfg

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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v+utop A

(4 6-22 |1, admin =7 F A M D ASAASDM A H—7 = A ADE R Z L T, T TIL

VLAN BXOBVIA v —T = A ANRBEINTWET,

& 6-22

File view Toaols ‘Wizards Window Help

ASA ASDM D admin 3> 7+ X FD A2 Z—T 11X
Look For: l— Go

@ Home: @ Monitoring Q Save GRefresh| 0 Back d Furward| ? Help|

G% Zonfiguration

Nmm
| cisco

Device List o B X Configuration > Firewall > Access Rules
& add [ Delere g8 Conmect
- 10.20,30,33 B

m}

#add - @ et [oclete 4+ § ¥ [, - @ Find | [ Diagram [ JExport - |

Services o & x

add - @ Edt [ Delete @

: = 10.20.30.32 | # | Enabledl Source | Destination | Service I

Action

Filter: I

Filker|Clear

EQ 10.20.30.31 =I-.B% management (1 implicit incoming rules)
T @ system e o

=2 @ Contexts
:
[ basic
enginesting
hrusers
itadmin
=} 10.20.50.5 -

irewall o 8 X

-3 MAT Rules

@, Service Policy Rules
g A% Rules

%': Filter Rules [%
B3 Fthertype Rules
URL Filtering Servers
Objects
= EA Advanced

&) Device Sefup
% Firewall Q| |

@J managemel L@
Qs ] = oy

e dp
Deny
@) Device Management 9

= Aaply I Reset | Advanced. ., |

]

Bl

Mame |
=l Predefined -

i gk aol

-5 hgp

- 1k chargen
-1 cifs

b Eeks cibrix-ica
[ ctighe

- 1k davtime
- mp- discard

~ 1k domain
{-mek echo
it exer

- mee- finger
-k Ftp

- ek Frp-data
i mp- gopher

- Hb h323
-5 hostname
gk hitp
gk hitps
- ident

i - Tk imap4

-~ EEk- irc

~xib- kerberos
- xae- Kogin
ek kshell

i b |dap

i~ 5 Idaps =]

Services | Time Ranges

Device configuration loaded successFully. Erne-miok 15

&

225287

B 9/16/08 11:07:30 P GMT

ASA ZiX, admin BEX 2V T 4 2 TXFAMIEESNTCHEHOERA L ZF—T 2 A ARH Y

£9, BESTLIREZKRIRL ET,

ASA @O admin AV TFFXF R FDHRE

firewall transparent
hostname ciscoasa
enable password 8o0edxwIWpACbUICP encrypted
names
!
interface Management0/0
nameif management
security-level 100
ip address 10.20.30.31 255.255.255.0
management-only

!

route management 0.0.0.0 0.0.0.0 10.20.30.1 1
http server enable

http 10.20.30.0 255.255.255.0 management

[ oL-18316-01-J
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HB—E R FIL—F B LU Windows F » 1 > EBEE

FWSM O] TiL, ¥R —hFL LD &FTHHEAN UDP 71 F 2 /LB L NTCP 7’1 h 2 /12D
WT, =B R L —7ZER L £ L7, ASAIZOWTH, RILFATDOY— 2 F—TF
ZERCTE LT, 2D ASAOBITIX, 7AMIHEHET L2207 Vv —7%BMLELL, 21
507 —7 AD-UDP (¥ 6-23) 3L AD-TCP (¥ 6-24) %4 % & . Microsoft Active
Directory CitaE 22 T ATeDIZ I TA TV MR BEETHRNT T 4 v 7 OEEEZFTFAITEE
Ty TDXATDNTT7 4w 7iF, BF., ZOBEKOBETHINTILENHY £, F
7. ZOETLUBICHATSES12, ASA ENAC T 7347 v AEMBEE 5 5A 1T AES
e £9,

57 6-23 AD-UDP #—F'RX J/N—

§= Edit UDP Service Group 3 x|

Group Mame: AD-UDP

Description: IUDP Ports for active directory|

% Existing ServicefService Group: Mg apers in Group:
Tame | Mame
EHIDP Setvice Groups - ioe- 389
| 4 BasicUDP Tl - 636
E-Predefined “uke B8
e biff

i use- boatpc
i, hootps
i cifs

i we discard

i une dnisix

| T
e domain

iuies echo == Remove

i

. we http

'm/ isakmp
m/ kerberas
-m/ mobile-ip
-m/ nameserver

e niethios-dgm

ik netbios-ns
e =

= Create new member:

Poart/Range: I

K I Cancel Help

25288
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& 6-24

AD-TCP #+—FX JN—7

& Edit TCP Service Group

iaroup Mame: AD-TCP

s

Descripkion: ITCP ports ackive directory|

* Existing Service/Service Group:

Mame

Service Groups
#1 BasicTCP
E-Predefined

k- aol

B-TCP

k- bgp
1k chargen

1k cifs

Members in Group:

Hame

- frp

" Create new member:

PoﬂIRange:l

Tk citrix-ica
ek chigbe
k- daytime
ek discard
k- domain
1e- echo

Tk eXEC

xie- finger

k- frp-data

- e8- gopher Ll

Add == |
== REmove |

Cancel Help

[ x 1]

H—ERX TIL—TDHRE

object-group
port-object
port-object
object-group
port-object
port-object
port-object
port-object
port-object
object-group
description
port-object
port-object
port-object
port-object
port-object
port-object
port-object
object-group
description
port-object
port-object
port-object
object-group

service BasicUDP udp

eq bootps

eq domain

service BasicTCP tcp

eq www

eq imap4

eq https

eq pop3

eqg smtp

service AD-TCP tcp

TCP ports active directory
eq 1025

eq 1026

eq 135

eq 445

eq 88

eq ldap

eq ldaps

service AD-UDP udp

UDP Ports for active directory
eq 389

eq 636

eq 88

service DM_INLINE_TCP_1 tcp

group-object AD-TCP

TAVYLRERYFI—=IDEXL)T4HEYYa—ay THA
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group-object BasicTCP

object-group service DM_INLINE_UDP_1 udp
group-object AD-UDP

group-object BasicUDP

& 6-25 basic DRFE
File “iew Tools ‘Wizards ‘Window Help Loak For: Go
T - |l|lul|ln
. " &
@ Harme: G{é} Configuration @ Manikaring | L) Fave @ Refresh | o Back \_) Forward | ? Help | CISCO
Device List o /X Confiquration = Firewall > Access Rules (m] Services a 7=
_‘ fdd [ Dz S Connect Badd - @Eck [oelet: + & % . - QFind | [EDiagram [ Export + | Efect el @
= 10.20.30.33 )
# Enabled Source Drestination Service Action F"tsnl Filter| Clear
i Mame |
1 @ Any less secure net... e ip o Permit [=-TCP Service Groups -
pes @ any I ip @ Deny
- 5% OutsideBasic (3 incoming rules)
1 ¥ @ any = 10.20.30.11 o Permit
; 2 ¥ @ any = 10.20.30.11 o Permit
-~ = 10.20.50.8 -
3 @ any @ any @ Deny
Firewall o B X
MAT Rules
ek hity
-, Service Policy Rules = http
g Al Rules LRSS
227 Filer Rules
Ethertype Rules
URL Filtering Servers
23 Objects
£ Advanced
=l-Predefined
k ek a0l
wer- bop
&) Device Setup k- chargen
ek cifs
% Firewall | | LI k- citrix-ica
= — —-& — k- ctighe
1P5 il i
@ = Source Address | oo | Destination Address ek daytime
« Action k- discard
@) Device Management o
Ll ek~ domain LI =]
\ &
= Aoy I Reset | Advanced. .. | L
T g

firewall transparent
hostname basic
enable password 8Ry2YjIyt7RRXU24 encrypted

names
!

interface GigabitEthernet0/0.151
nameif OutsideBasic
security-level 0

!

interface GigabitEthernet0/1.51
nameif InsideBasic
security-level 100

access-list OutsideBasic_access_in extended permit udp any host 10.20.30.11 object-group
DM_INLINE_UDP_1

access-list OutsideBasic_access_in extended permit tcp any host 10.20.30.11 object-group
DM_INLINE_TCP_1

pager lines 24

access-group OutsideBasic_access_in in interface OutsideBasic
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v+utop A

&7 6-26 engineering D5EE
File WView Tools Wizards ‘Window Help Look Far: G0
I Nmm
@ Hame O%} Configuration @ Monitaring | D Save @ Refresh | 0 Back \_) Forward | ? Help | l CISCO
Device List o 3 = Configuration > Firewall > Access Rules m} Services g o ox
Add Delet < t -
o6 [7]pzne S 3 dadd » @Edt fosete + & % B - QFd |[EdDagan depot - el - B e o
- = 10.20,30.33 -
® 10.20.30.32 Source Destination Service Action Filcer: [ Filter|Clear
5 @ 10.20.30.31 Mame |
; & system @ Any less secure net... v « Permit E-TCP Service Groups -
= @ chtedxt_s HP & any @ any = ip Q Deny : D-TCP
Z min = 5% OutsideEng (4 incoming rules) i
asic
@) g M @y o engfzs = o Pemit
B2 hrusers z V@ any = 10.20.30.11 e udp o Permit
itadmin 3 ¥V @ any = 10.20.30.11 e tep " Permit
-~ 10,20,50.8 - 4 @ any @ any 1 ip @ Deny [
ome sl
Firewall L e ‘1 bop
' 1k chargen
=3 NAT Rules Lm s
- @, Service Policy Rules % , - citrix-ica
g A4A Rulss g ctighe
228 Filker Rules — o
8 Ethertype Rules L fay e
L URL Filkering Servers K discard
= biects gk domain
[+~ Advanced -1 echo
T Exer
-1k Finger
1 fp
12 ftp-data
ﬁa Device Setup "B gopher
- -z h323
% Fireveall 2| | | 18> hostname
af _I "E r |_ L= (%] ‘5 http
IPS ;
m o Saurce Address Sz Destination Address 12t https
o Action e ident
@ Device Management N
- ~TeBr imapt LI
= Anply | Reset I Advanced... | = = -
Services | Time Ranges | 3
e L o - o . b L o @ - e PO L
Device configuration loaded successfully, tme-mab 15 2a 1Y (9416008 11:04:00 PM GMT | 25
i — i . S = B —— ]

firewall transparent
hostname engineering

!

interface GigabitEthernet0/0.152
nameif OutsideEng
security-level 0

!

interface GigabitEthernet0/1.52
nameif InsideEng

security-level 100
]

object-group service DM_INLINE_TCP_1 tcp
group-object AD-TCP
group-object BasicTCP
object-group service DM_INLINE_UDP_1 udp
group-object AD-UDP
group-object BasicUDP
access-list InsideEng_access_in_1 extended permit ip any eng 255.255.255.0
access-list OutsideEng_access_in_1 extended permit ip any eng 255.255.255.0
access-list OutsideEng_access_in_1 extended permit udp any object-group DM_INLINE_UDP_1
host 10.20.30.11
access-list OutsideEng_access_in_1 extended permit tcp any object-group DM_INLINE_TCP_1
host 10.20.30.11

access-group OutsideEng_access_in_1 in interface OutsideEng
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) F Obl

& 6-27 hrusers 3> 7+ X FDETE

File View Tools Wizards Window Help

Look For: Go

@ Hame

0% Configuration

[ﬂ Manitoring ‘ Q Save @ Refresh ‘ o Back. J Forward ‘ ? Help ‘

N
cIsco

Device List g 7 %

& Add [ Delete S Connect

Confiquration > Firewall > Access Rules

m}

Fadd » BfEd: Poc= + % 0 - QFind | [E3Diagram [y Export + |

Services g g X

#add - B Edic Jf Delete @

Source

i @ any

ig @ any

E_’ CutsideHR (4 incoming rules)
1 ¥ @ any

@ any

=} 10.20.30.11

Foj itadmin @ any =, 10.20.30.11

---= 10,20.50.8 -

@ any
@ any

Firewall

(=]
o

s 4

@ any

3 NAT Rules
-0, Service Policy Rules
g AAA Rules

-
<5 Filter Rules

URL Filtering Servers
Obijects
Advanced

4 |

Service

o7 Action

@ Device Management

= Apply: | Reset

Destination

af 10.20.21.0/24

@ any less secure net... 12 ip

s ——a—
Source Address

Service

 Permit
& Deny

 Permit
«” Permit

" Permit
& Deny

gl=

=2

Destination Address

| Advanced... I

Drevice configuration loaded successfully.

firewall transparent
hostname hrusers

R

interface GigabitEthernet0/0.153
nameif OutsideHR
security-level 0

!

interface GigabitEthernet0/1.53
nameif InsideHR

security-level 100
!

object-group service DM_INLINE_TCP_1 tcp
group-object AD-TCP

group-object BasicTCP

object-group service DM_INLINE_UDP_1 udp
group-object AD-UDP

group-object BasicUDP

tme-mob

Filker: I

Filter| Clear

MName |

rvice Groups -

i BasicUDP
E-Predefined
-1 aol
18 bgp
\--1ee- chargen
i1 cifs
1 TgBs citrix-ica
i~ xeer ctighe
i~ xee- daytime
i+ mee discard
i+ 1ee- domain
i1 echo
[T exec
i~ xeer finger
g Frp
18 ftp-data
i~ 1e8- qopher
T h323
18- hostname
g hitp
1 https
1B ident

T8 imapd 5l

Services | Time Ranges

205292

access-list OutsideHR_access_in extended permit udp any host 10.20.30.11 object-group

DM_INLINE_UDP_1

access-list OutsideHR_access_in extended permit tcp any host 10.20.30.11 object-group

DM_INLINE_TCP_1

access-list OutsideHR_access_in extended permit ip any 10.20.21.0 255.255.255.0

access-group OutsideHR_access_in in interface OutsideHR
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&7 6-28

Nt 7rq4s5y574 M

itadmin #F¥2 Y71 3> TFX F DRE
Loak For: Go

File ¥iew Tools ‘Wizards ‘Window Help
_ b
= . I - & B

@ Home | 2375, Configuration @ Mumturlng| Q Save @Refresh| o Back \_;) Furward| T? Help| l CISCO
Device List o B X Configuration > Firewall > Access Rules (m] Services o g x
L e #odd - @eck o + & % B - o Fnd |[FHpagen Pepot - Pl - @ Wocks

@ 10,20,30,33 =

i # | Enabled Source Destination Service Action Filker: [ Fier|Clear]

- ® 10.20.30.32

Ei‘] 10.20.30.31 = InsidelT (2 implicit incoming rules) Mame |
(B System 1 @ any @ Any less secure net... = jp  Parmit El Predefined -
=} @ Cﬂntzxts 2 @ any @ any = ip @ Ceny gk a0l
g e i uksidelT (2 incoming rules, It
E’“‘” =B Outsidel (2 =) bap
goesc 1 ¥ @ any @ any = ip & Permit ek chargen
3 enginesting =
higers 2 @ any @@ any = ip @ Deny e cifs

B citrix-ica

=} 10.20.50.8 - 1w ctighe

T daytime

Firewall g B X =
ek discard

= ules

-3 NAT Rules et domain
@, Service Policy Rules

gl AR Rules

22 Filter Rules

+-{f74 Objects
2] Advanced

¥ echo
B exec

e finger

e fip

k- frp-data
e gopher
me- h323

T hostname
1 hitp

1 hitps

ek ident

Tk imapd

!ﬁ_) Device Sefup
g—) Firewall | | |

o — - [E
B5 Source Address B e Destination Address
Service

Tk irc
ek kerberos

e Kogin
np- kshell

Action
@) Device Management v i 4 Idap
i mk- Idaps LI
= Aply I Reset | Advanced. ., | . @
o
Device configuration loaded successFully. Erne-mob 15 l@ ﬁ 9/16/08 11:05:10 PM GMT || o
o

N FRAFEYT o

ZO=a2 T )V TURNIZHA L 72 FWSM O EIL. AZ 2 K7 122 ® FWSM/WiSM O # A&
TG L72b 0T, £ < OEBBERTE TIE, (R EITEERAEICL > TFWSM 23MEH
RIS T=HATHLEAZHEEICHE TEDL12, N TRATE VT 4 REDNLILL 7
D £9, 62912, "NA TRXRAFGE VT L OFICOWTHIKRKZ RLET, 22T, 25D
6500 |ZZ N Z 1 WiSM 23825 &4, FWSM (%, 2 5D 6500 1 C FWSM VLAN 27 U v ¥ § %
MU EBL CHERINTWET,

ASA DA TRAFTE YT 4 REDOTEMCHONTIL, RO URL ZEWL T EW,

http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00
807dac5f.shtml
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Nt 7rq4s5y574 M

AN=25 Y1) — KU BPDU

(E)

6-29 IR LT LD Ry MU —ZHERTIX, (B TE72) VLAN LfEfHT& 5 VLAN %
FWSM F721% ASA BRREIRFIZT Y v U3 B85E6, 2 B 6500 B TL—7 B ERK S 25 "lREMEDR
% D i—é‘o

FWSM F£721X ASA O 7 = — VA ——HEEHEHT D L. HA XTI T 120 FWSM 721X
ASA X2 VT 4 AV TXANDODHNNT T 4 v VEWRIETDHZ ENPRIESN, 2OV AF2
=T DOFRAIIE S E T,

FWSM £721X ASA 7 = — /LA —R—DREICEAV NRNBH - T-HBEIHz T, ZhboLr—7%
k327200 BMOFNEEZEITL, 77 AT VA — WML > TAR= 7 ) — BPDU M
RIZPEEINDEHICLFET, TT7HNLVEDFWSM £721TASA 7 7B A KR Y —Tlik, A=
7Y UY—=BPDUNRT oy 7 ENFET, ZDED, 6500 D A= 7 Y Y —RETIIN—T
MNHREINEHA, FWSM 771X ASA D& X 2T 4 2 TFAMIEENTVAHE
VLAN ET, A= 7 VU —BPDUBNEINDILIICTI7EA VA NERET HLEN
HYET, ZNHITHOWNTIE, P6-19 ® TFWSM £7-1L ASA OFRIE] OFEFNE TN TN
7,

BPDU 78 FWSM F 7213 ASA 2 XA AL —F A Z L &2Fa 45 L, WRIck>TidtEx=l
T4 LOBHRENEC £, 2P L, ZORReY TR, (oo WLC 122 C) WiSM 23
WLAN 7 5 A7 h b D AN= 7 7 U — Ethertype S 72\ oh, A= 7 ») —
BPDU 73 FWSM 721X ASA Z T 52 L 27Fr L Th, BXx a2V 7 0 LOEEEIH
i, EENEYTHAEE. BH DO FWSM 7 = — LA — N—8{ETIEL A ¥ 2 L— 71354
L7272, BPDU O/ Z2 ZL— M TIED D T/ A,

HA B OHE, FWSM 7 = — LA — R—EDOHHIZEZE T, ZOMEICL->T, <72
LIZIOOFWSM X 20T 40 2V TFHFANDENNT 7 4w V7 ZEREL, FWSMHT7 7
AT T H =)L 7T AT b OREBEENIEEIND Z EMEEE NS 2D TT,

WLAN 2 S A7 rOA—SU58E&UV T 74T 94— ILDIKAE

FWSM £ 2 — /L7213 ASA IZOWTIE, LAV 2 v—7ICBET 25 EFHELINC, 774
TV EBATOITNTCON T 7 v 7 7a—ZBL THRESNLI T 0 b a/LIREFRZ
EBETHVLENDHY £9, HA REDHEE. FWSM £721X ASA L, 29 AT L DNTT 4w
7 RE—@ FWSM F£7213 ASA #B U CTHIXE SN, 7 =— VA4 —/"—FWSM O 7' 1 | 22 )L iR
T BRI OWREICHERF SN D Z E 2 RFET DXL ERH Y £9, ik, FWSM F721%
ASA %7 = — VA= NRN—FEICTDHZ L TERINET,

FWSM (21X, RD 25D T =— v F—R_—F 7 a8 Hh 0 £7,

o TIT 4T ARZNA 11 DODFWSM 720X ASA BT 77 4 TIRBEIWZ2 0 4, AHZ
NADFWSM 7213 ASA R, 77T 4777 7 AT U +—VOREL L OUREEZBEF L
FITN, N T T4y 7 EREERL EHA,

o TUTF4TITIT 4T T IF 477X =2F 4 a2 FF%F A% FWSM F7-1% ASA
MTHHTEET, £/, TNTHORIEE A VIZIBBI L, & FWSM 721X ASA T )5
DT T 4w 70—, HREIIHEMS ZENTEET, 777470 8x=2T 4 3
TXANEZOHIETHAETHZ LIZLY, AffE FWSM £721% ASA IZb7-> TH#T
xFET,

B FWSM £7213 ASA IZblzoTHE SN, 2 74T FOEE U T 4 IZHE L2\
W, ZORENET VT 4TI T VT 47 D ik T,
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(E)

wOFEFIL, FWSM 1 OBIND 7 = —)LF— " —

RIENT A—2 &Rk L TWET, FWSM?2

DFRE D F—TF A, failover LAN unit primary % failover LAN unit secondary |22 5 9 5 &
NE2Y £9, FWSM OE—KRX, Yo7V ar XA MERTILTF avoTF A MOWT
NPNCRET DRENH Y £, 72— A — "= VAT AT, TOREZRVTFWSM 1 D%
B FWSM2 (2t — L., REDRMEHMERL 7,

FEX2UT 4 AaVTHRAMDERTIE, IV TFANDOBMELRDT =— VA== 7
N—TZRELET, LENR-T, TOaLTHFANTEDFWSM BT 7 (v 7 &Rkt

LMEERL ET,

interface Vlan55

description LAN Failover Interface

interface Vlan56

descriptionSTATE Failover Interface

failover
failover lan unit primary

failover lan interface failover Vlan55
failover polltime unit msec 500 holdtime 3

failover polltime interface 3
failover replication http
failover link STATE Vlan56

failover interface ip failover 12.20.200.1 255.255.255.0 standby 12.20.200.2
failover interface ip STATE 12.20.201.1 255.255.255.0 standby 12.20.201.2

failover group 1
preempt

failover group 2
secondary
preempt 5

admin-context admin

context admin
allocate-interface VvVlan50
config-url disk:/admin.cfg
join-failover-group 1

context engineering
allocate-interface Vvlanl52
allocate-interface Vlan52
allocate-interface Vlan57

config-url disk:/engineering.cfg

join-failover-group 2

context staff
allocate-interface Vvlanlb5l
allocate-interface Vvlanlh53
allocate-interface Vlanl54
allocate-interface Vlan51
allocate-interface Vlan53
allocate-interface Vlan54
allocate-interface VvVlan58
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LAY 2p5&UL4v3on—=>s A

config-url disk:/staff.cfg
join-failover-group 1

BRETDHFWSM 2> TF AT LI, ROFDEIICAFZ L NA TRLURAEEH A Z—
T2 A AERETDHHEND D £3,

o T x—)VE—/3—OD engineering = T F A B

interface BVI57
ip address 10.20.57.7 255.255.255.0 standby 10.20.57.8

monitor-interface InsideEng

o Jx— VA —N—Dstaff 2T F AL

interface BVI5S8
ip address 10.20.58.7 255.255.255.0 0 standby 10.20.58.8

monitor-interface InsideBasic
monitor-interface InsideHR
monitor-interface InsideAdmin

LAV 2EKXUL1VY3DA—ZVY

41 3—RF VU —2REVLAIOWLC 77— AU =7 DOEE. BAerH 7T %y NMbzb
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LT, TV AN IR 0347 b7 407 7u—038 4L FL7Z, WLAN 7 5
ATV NEmtdTDHNT T 4070, 2T7AT7 b0 [T H—] WLC IZEES, 20
WLC TEoIP h > /L ZHLE THEDO WLC ICh 7 & EL7, LavL., K631 BX&
O 6-32 1T LI, WLAN 7 T AT Mk TEESND ST 7 4 v 71, 45 WLC
WL TRy NY—Z ([ CEEREINTWELZ,
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LAY 2p5&UL4v3on—=>s A

5 6-36 SEEDES

=\

= =
M
ol Gl
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L1 3
0 2YLT—4 222ZZ4
=
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= Z5
&7 =
— 5
ZZ
= &) -

SUARNYHELANY3IA—SV Y TOHRENDESR

IOV=a T IVTRUERER TIX, K 6-36 D8 WLC 7 VEHHAT 856, %E LD
FEARWREERITH Y FH A, i, @R 7Ry NEREZITo e r— a Ok
ELF—IZR572D T, WLC BTy A MY w7 A Y3 n—I 0720027 21203,
config mobility symmetric-tunneling enable =~ > R Z i L 7,

Zoa<wryRiE, FEEYVT 4 TA—TIZEENTWVWAHETRTHO WLC ETANTEHILERDH Y
¥4, ZEEZHENITHITIE, WLCZ Y T — T H0ERH Y £7°,

LAY 3A—S2TEF/NAILIP TIEEL

LAY 3 a— T ZRMATOEMICOVTRET DL &L, LAV 3 a—I 7 REN AL
IP LRA—TIERWZ AT L2O0/EETT, BERAL LAY3Ir—IL T TIrI47
VEDBE—DOIP TRV AZMETE LD, 77 A7 2 kD Unified Wireless JEFOEE Y
TA TN—TNTHIOY 7 Xy MIBEILIZGEIZRONLD &) 2 & T,

ENANVIP T, 7747 MCENZRIP TRV AZEVYTT, 7747 hOENSAL
IPHR—b ==V MNIERINDIHOLDPDLFY NTU—2 (WLAN R°E/L7— WAN 72 & D
Sy hU—27) NT, TOIP TRV AZBHL THERa#FcxEd, LA Y32 —3I7T
X, WLAN 7 9 A4 7 MIF—2 Y72y b ETT RV AZESEL, WLAN n— 3 72
KoTHlOH T2y MIBEIT 5560 Z08RAHMECEET, TANAMALIPOT R A
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VLAN 52 & 152 7 IER
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LAY 2p5&UL4v3on—=>s A

& 6-39 SDM TDZ 7 4 74 —/dF UFACL DERZE
File Edit %“iew Tools Help
. . L) .
@ Home: Configure tonitor ‘ Heﬁ’sh SEE Se?r;:h H?p él:sélé
Tesie

Create Firewall | Edit Firewall Poliw!ACL\[Appllcatmn Sacurity |

‘Selecladirectmn From |Tunne\U j Ta: |G\gab\tElhemetUJU 203 j Ga Wiew Option
Tunneld GigabitEthernet0i0.203

e

£~ Returning trafiic =

al

S

¢ Originating trafiic E. ;ﬁ

105 Firewall : Active ( from TunnelO o GigabitEthernetiD.203 )

50 .
Security Audt Senices G Add~ [ Edt § Cut By Copy IR Fesle | [Tunneln - inbound =Zl| & Arply Fireval
" Action | Source Destination Semice Laog Option Description ad
& 7 Perrnit B 192,168 1. 1 .2
FRouting ' Permit = 192.168.1.1 = 10.20.200.2 BSR
f. « Permit B 109216811 = 10.20.200.2 e dest isakmpi
o « Permit B 19216811 = 10.20.200.2 we- dest nons00-
H’ET  Permit E192168.1.1 = 192.168.1.2 gre
i @ Deny F10202050m00 % any ae-ip =
| | gl
spplications @ Add ~ [ Edit [f Delete ‘ [ Global Settings ‘ |EI Summary B, Details
Application Protocol Description -
dns Domain Kame Server
ftp File Transfer Protocol
h323 H.323 Protocal (.4, MS Netieeting, Intel Video Phane)
hitps HTTPS Protocol
icmp ICMP Pratocol

Rdditional Tasks

Apply Changes | Discard Changes I

225208

DT 7T OFITIE, Fx o NREREZMIKILL T, 2 00RBRLR) > —%2FELZL O
PERHALTCHET, 1 DOFAN~DORERZ HTTPS 77 v AER EN D EADKRY v —
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B OFREOIERIZIZ. SDM M S TWwWEd, BT 5 CLI R EARIRL £,

— %8475 10S Firewall BEXTF—F A+

ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name
ip inspect name

EFR) O —

access-list 101
access-1list 101

SDM_LOW cuseeme
SDM_LOW dns
SDM_LOW ftp
SDM_LOW h323
SDM_LOW https
SDM_LOW icmp
SDM_LOW netshow
SDM_LOW rcmd
SDM_LOW realaudio
SDM_LOW rtsp
SDM_LOW sglnet
SDM_LOW streamworks
SDM_LOW tftp
SDM_LOW tcp
SDM_LOW udp
SDM_LOW vdolive
SDM_LOW http

remark auto generated by SDM firewall configuration
remark SDM_ACL Category=1
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access-list

access-list

access-list
access-list

access-list

access-list
access-list

access-list

access-list
access-list

access-list

access-list
access-list

access-list

101
101
101
101
101
101
101
101
101
101
101
101
101
101

deny

permit
permit
permit

permit
deny
deny
deny
deny
deny
deny
deny

ip

10.20.200.0 0.0.0.3 any

icmp any 10.20.0.0 0.0.255.255 echo-reply
icmp any 10.20.0.0 0.0.255.255 time-exceeded
icmp any 10.20.0.0 0.0.255.255 unreachable
permit udp any eq bootps host 10.20.30.11 eq bootps
permit udp any host 10.20.30.11 eq domain

tcp any host 10.20.30.14 eqg 443

ip
ip
ip
ip
ip
ip
ip

10.0.0.0 0.255.255.255 any
172.16.0.0 0.15.255.255 any
192.168.0.0 0.0.255.255 any
127.0.0.0 0.255.255.255 any
host 255.255.255.255 any
host 0.0.0.0 any

any any log

interface GigabitEthernet0/0.203

description wlan203 subnetS$FW_OUTSIDES
encapsulation dotlQ 203
ip address 10.20.203.5 255.255.255.0

ip access-group 101 in

ip verify unicast reverse-path
ip helper-address 10.20.30.11

ip inspect SDM_LOW out

snmp trap ip verify drop-rate
standby 103 ip 10.20.203.1

standby 103 preempt
standby 103 track Serial0/0/0

=TV FHER KYo—

access-list

access-list
access-1list

access-list

access-list
access-list

access-list

access-1list
access-list

access-list

access-list
access-list

access-list

access-list
interface GigabitEthernet0/0.205
description wlan205 subnet$FW_OUTSIDES
encapsulation dotlQ 205
ip address 10.20.205.5 255.255.255.0

ip access-group 102 in

102
102
102
102
102
102
102
102
102
102
102
102
102
102

remark
remark
deny
permit
permit
permit
permit
permit
deny
deny
deny
deny
deny
deny

auto generated by SDM firewall configuration
SDM_ACL Category=1

ip

icmp any 10.20.0

10.20.200.0 0O any

.0.0.3
icmp any 10.20.0.0 0.0.255.255 echo-reply
.0 0.0.

255.255 time-exceeded

icmp any 10.20.0.0 0.0.255.255 unreachable

udp any eq bootps host

ip
ip
ip
ip
ip
ip
ip

10.20.205.0 0.0.0.255 any
172.16.0.0 0.15.255.255 any
192.168.0.0 0.0.255.255 any
127.0.0.0 0.255.255.255 any
host 255.255.255.255 any
host 0.0.0.0 any

any any log

ip verify unicast reverse-path
ip helper-address 10.20.30.11

ip inspect SDM_LOW out

snmp trap ip verify drop-rate
ip 10.20.205.1

priority 110
preempt
track Serial0/0/0

standby
standby
standby
standby

105
105
105
105

10.20.30.11 eq bootps log
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JEBH L. Cisco Management Center for Cisco Security Agents (CSAMC) #EBL £9 (X 7-3 %
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» T, Microsoft Wireless Auto Configuration H%Hu L 1%, Windows Server 2003 D413
Wireless Configuration —t 2 Windows XP D545 1% Wireless Zero Configuration #—t &

L E£9,
ZOMEFTHIER L OAREFHOF O OZELICSOWTIZ, P7-58 © HEEE 22K TL
720,

CSA DEFIEBDEBZET ARV IL—IL EDa—)L

CSA V5.2 TliE., BT ARy 7T 572912, Prevent Wireless Adhoc
communications & FEE L5 FHEIER D Windows /L—/L EV o — /L REAINEL =,

TON—)v BV 2= )VEBHATLIEICED, BTN ARy 7 T KRR AV b E2FBED
LIR#ETE F9,

EREEL—IL ED2—ILOBE
WIZ., ERIEZROERT KR v 2 Windows L—/L Y 22— LDF 7 4 /)L N BIEIC O CHEE
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TRTHESEINET,

7-5 L TSN,
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B sg7rfy o EG

o TUTFATRERT KRy ZHEMNMHELRNES, L—L 22— 3k L 4,
o =)L BV 2—VDREZIT, a X BRAEL FHA,

v 2N o » =
EMESHIL—I ELa1—IILDBRE
HAIEZRDOERT KR 7 L—)L £ =2 — /L%, Prevent Wireless Adhoc communications &
5 & Bl Windows /L—/L £ 2 — /)L CF,

CSA MC T Configuration -> Rule Modules -> Rule Modules [Windows] # &3 2% & B> 2%
ZENRTEFET, TIECL< MK T DL, adhoe EWVWILEITT A VX EEHRLET (K 7-6

w2 M),
i 0 . -
& 7-6 BEIEHDIRE 7 F 7k 2 Windows L—)b EZ2—/LDY X F
el for Gi 8 ity A ts v5.2 Logout | Help | About
nlllnllln anagement Center for Cisco Security Agents ¥5.
CISco Events Systems Configuration Analysis Maintenance Reports Search Help
Configuration » Rule Modules » Windows Rule Modules
Items: 1
T Narne | Fitter: |5dhod ok [[ wersion [ <all- =] Rules Description [ iter: [<none= ok [ Target o5 Synitax [windows =
[T Prevent Wireless Adhoc 9.2 r203 1rule Prevents all communications over All Windows
communications 802,11 when the wireless connection
is in adhoc mode (i.e. peer to peer)
w0
@
New Delete Clone Generate rules emeed o 250 &¢ti §

=L B a—VDL&RETEZ IV 73T5HE, ZONA—L ELa—)LOMA, L —F 1
T VAT A, BEXOWRESEREREINLET (K77 25H),

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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77 BRI ERDELRT N v 2 Windows L—/)L X1 — /DTSR

ol I i ||‘ Management Center for Cisco Security Agents ¥5.2

Logout | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » Windows Rule Modules > Prevent Wireless Adhoc communications SR AL MEEULESD)

Quick links

+ Modify policy associations
+ Modify rules

+ Explain rules
+ Wiew change histor
+ Consistency check: QK

Name ¥ersion

5.2 r203

PreventWireless Adhoc communications

Description

IPrevents all communications ower B02.11 when the wireless conn
Detailed

Operating System

Syntax: Windows

Target: |<AIIWmd0Ws> -

Rule overrides

State Conditions

Apply this rule module regardless of any state conditions.

w show reference list

save |  Delete

Logged in as: admin

281537

Modifyrules V> 27 %27V v 735 &, BHEMITONATWDOL—ABERINET (K78 %

M), L=V T 2— DY ANTlrule Vo 7% 7 )y 7L T, ZON—)LIIEEZET /&
AFTHZ EHLTEET,

& 7-8 EFIERDIELR T v 2 Windows JL—)L ES 2 —LIZEEF5 A THE/L—IL

,|||,|||, Management Genter for Gisco Security Agents V5.2

Logout | Help | About
Cisco

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Module :‘jli;iasndules \ odules  » Prevent Wireless Adhoc communications [¥6.2 r203] » Rules EHER FULE HEEULESS)
Applications ¥
Rules: 1 [1 enforce; O detect] Wariables ¢
r D Type Glokal Evert Camrelstion |t s Action Log  Description
I 518 Network access control Enabled 0 FE  Deny all dient and server communication over Wifi Adhoe interfaces.
wadd rulez

0] 'I rule module |PreventWireIess Adhoc communications [%5.2 r203] j

Delete |  Enable|  Disable

18 rule changes pending

Generate rules Logged in as: admin

221638
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N—=N2Z )y 73D e, V= VOFEMBRENTRINET (K79 25H),

& 7-9 FHEBDERT F7vy 0 L—IDRE

.|||. | I I Management Center for Cisco Security Agents ¥5.2 Logout | Help | About

cisco

Events Systems Configuration Analysis Maintenance Reports Search Help

Conﬁguration ? Rule Modules  » Windows Rule Modules  » Prevent Wireless Adhoc communications [V5.2 r203] » Rules » Network access C!;

# Mo events generated by this rule
#Miew change history

Description

IDeny all client and server communication over Wil Adhoc interfa
Detailed

¥ Enabled

| Take the following action

|0 Priority Deny j
and
M Log " Take precedence over other Priority Deny rules
| when
Applications in the following class: < All Applications>
But not in the following class: “none:

Attempt to act as alclienlurser\/er ~ | for network services: |$UDP [V5.2 r203] ?
$TCP [V5.2 r203]

Insert Metwork Service 2

double-click variable to view

Comrmunicating with host addresses: <all>
Using these local interfaces: SWi-fi Adhoc fV5.2 r203] ||
4| | v "
3
Save | | Delete | @ o iz changes pending [N T Logged in as1 admin | &
o

ZHIE, ERT R ARy 7 FOUDPBEXORTCP D NS5 7 4wV h, TV Ar—arB L
WIP 7 R b A ETEEARICT R THESRT 2V — VO EZ R L TWET,

FEHRIL—II EDa— oaxXyy
HTEROER T KA~ 2 Windows b—/L FL 2 — L TlE, Ak BX I NRF 7 40 K
THINZ > TWET,
N— I Ea—ANRN Y H—ENBE B AXL AT LIC, TI9—MBREKREINET, 7

T AN T, F—D FVFICONTARN s vl = b UBNMEREN D DT, 1 W &
W1EOLTY, HM7-101c, v = s OFlZRL ET,

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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& 7-10 EPIERDEL T v 2 Windows JL—)L ES 12— LIk > TEREEHE CSAMC 1

.
AA O
ol I i I Ve Management Center for Cisco Security Agents ¥5.2 Logout | Help | About
CISCO Events Systems Configuration Analysis Maintenance Reports Search Help
Events » EventLog =
Yiewing 104 - 55 of 104 events
Event log generation time: 1/30/2007 6:19:30 AM
Severity: Information - Emergency
Host: All
Rule Module: Al
Rule: 516
Events per page: 50
Sort by: Order received
Filter out similar events: Mo
[Latest =+ Eaiest]
# Date Host Severity Event
104 1/25/2007 Unknown <115> Alert The process 'C:\Program Files\Internet Explorer\iexplore.exe' {as user SRND3\user4) attempted to
10:09:02 initiate a connection as a client on TCP port 443 to 10.20.30.18 using interface
A wifivadhochenc: wephadhocCSa, The operation was denied.
Details  Rule 516 - no longer enforced on Unknown <115> | Wizard @ Find Similars
102 1/25/2007 WUnknown =115> Alert The process 'CAWWINDOWS\System32isvchost.exe' {as user NT AUTHORITYYSYSTEM) attempted to
10:06:51 initiate a connection as a client on UDP port 1900 to 239.255.255.250 using interface
A Wifyadhockenc: wephadhocCSa, The operation was denied,
Details Rule 516 - no longer enforced on Unknown <115>  Wizard @, Find Similars
102 1/25/2007 Unknown <115> Alert The process 'System' {as user NT AUTHORITY\SYSTEM) attempted to accept a connection as a
10:06:04 server on UDP port 138 from 10.1.1.1 using interface wifi\adhoc\enc:wephadhocCSa. The operation
Al was denied.
Details  Rule 516 - no longer enforced on Unknown <115> | Wizard @ Find Similars
101 1/25/2007 Unknown <115> Alert The process 'System' (as user NT AUTHORITY,SYSTEM) attempted to initiate a connection as a =
No rule changes pending Generate rules Logaed in st admin | &
ol
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VP&, X2y b TI—270tX 2V TF BB IORY v—2FRT 58N N"H Y £7,
TR 2=V OB KA

2—WE, FHD 80211 ERAAMCLI-FE, RABRICHKET S Z ENELHY £7,
TOTEIE, VAT FICERESHTWAER T 7 7 A L2k > T, RIEARTFA
AANTTAT Y MCERTHESE L, X2 7 1 R#EORW (BHT KAy 7)) Fa
T ANVEERAL CHEBRIFY NI =217V v T2 52580 0nHY £, 20
WA RETZ01E, B, Addkory b ARy b, REEFEDO KR —2L WLAN, X2V
TAREDIRNN— N — A L BELDSD WLAN Z2—FREHAL, LiIXH <
BoThOERELAN 28 DOHEBRA Y N — 7 1CHRwT 2% 6 T,

CSA NEAEZDFR EELFORIBER/IL—IL EVa—)L

CSA v5.2 TlX. A & B O FIFEEG I XL 5 72 |2, Prevent Wireless if Ethernet active &
FEIZN D FRIEFRDONL—/L TV 2a— NV REAINFELE, ZOFHFEFRD/NL—/L TV 2—/)b
%, 802.11 a/b/g/n, A —7> TREv 7, BIOEX =27 802.11 Bk z ST X TO
802.11 MBI A xR L L CWWET, 3G Fv NU—7 ~DOf/E ., 802.11 LIS D MR
ITEFENTOEREALR, HMEDOL— L EERT DI ETHEICTE T,

ZON—) BV a—VEBATSLE, BNy FU—7 R v—2@EHA S, *v b
T DAY TIFARNSG I7F v BLORY Y —R M T, 7547 FAKbIR#ETX T,
TURAAL MZCSSC BREBENTWAEAIE., ZOBBEHIET27-00RBETFELL
CIDTTAT Y N OFRGEERORIRFEGERE A FIH TE £,

EREZRIL—IL T 12— ILDOEME

WIZ, FRIEZEDOA R & R ORI Windows /L—/L £ 2 —/L (4 7-12 B R) OF
7 v NEEICOWTHEEEZ R L £77,

A=Yy NERNT 7T 4 772> TCWDEE. 777 4772 802.11 BfR =D UDP
BIXRTCPO LT 7 4w 713, 77V A —2arBLOIP 7R L R LI TEBGRICTXTHE
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HATEFR DA & AR O FRIRFESE Windows /L—/L EY 2 — Lk, IROEBEFREEHEALTWET,

o A —H Ry NEENT 7T 4 71> TWT, fEEDT 77 772 802.11 M T
UDP 272X TCP DT 7 4 v I RMHEENTHE. V—b BTV 2— LR ENET,
UL, A—=T v, TRAv I, bR TEREEHE Y. 802.11 i ¥ A 7 IXBAfR L F

A,

o 802.11 G TNL—TFT 4 T ENHUDPBLIURTCP DT 7 4w 7%, ¥ XTRrmy
TENFET,

o 802.11 EMLIS OB LICHD T 7 4y 7iF, ZON—)b TV 2a— VOB ES T EH
oo

o o= U —ZEFINEEA,

. Avb—URnricEgksnET,

o« TUTATRA—H Ry MERBEELRVES. L— TV 2a— L ERP LT,
o JL—)L BV a—LDRMEIL, XU BEEL FHA,

EMESHIL—I ELa1—IILDBRE
HRIEZRDO AR & B O RREg L —/L &2 = — /1L, Prevent Wireless if Ethernet active & \»
5 & #10 Windows L— /L E ¥ 2 — L TT,

CSA MC T Configuration -> Rule Modules -> Rule Modules [Windows] # &3 2% & B> 2%
TENTEET (M7-13 22M]), TIEP° <MK T DITIE, ethernet & WO AFITY 4V F %
EFRL FT,
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& 713 FFIERDELR & SR D RS Windows JL—/L EZ 21— /LD Y X F

Wl I ] ,||| ' Management Center for Cisco Security Agents ¥5.2

Events Systems Configuration Analysis Maintenance Reports Search Help

Logout | Help | about

Configuration » Rule Modules » Windows Rule Modules

Itermns: 1
T Marne | Fier: ok [[ wersion [ <all= =] Rules Deseription | fier: [<none> ok [ Target o5 Syntax [ windows |
[ prevent wireless if Ethernet 5.2 r203 1rule Prevents all access to wireless 802,11 All Windows
Active interfaces if one or more Ethernet
interfaces is active

New|  Delete |  Clone C YYTTESCTREIIN  coneratece: )

TAVYLRERYFI—=IDEXL)T4HEYYa—ay THA

Logged in as: admin
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N 58 sRoREES

NIV 'Y a— VDA E T Dy 7T DHE, ZON—IL EY 2a— VDI, AL —T 1

7 A

& 7-14

T Ao, BIOWRESHERETREINET (K 7-14 22H),

EFTERDELR & SR D FREEST Windows JL—/L EZ 1 —ILDETE

N
cisco

Management Center for Cisco Security Agents ¥5.2

Events Systems Configuration Analysis Maintenance Reports Search Help

Lagout | Help | About

Configuration » Rule Modules » Windows Rule Modules  » Prevent Wireless if Ethernet Active

|»

OTHER RULE MODILES 2

Quick links
+ Modify policy associations
+ Modify rules

+ Explain rules

+ Yiew change histor

+ Consistency check: OK

Name Yersion
Prevent Wireless if Ethemet Active E.2r203

rDescription

|Prevents all access to wireless 802.11 interfaces if one or mare E
Detailed

rOperating System
Syntax: Windows

Target: | <AllWindows> 'I

Rule overrides

State Conditions
C Apply this rule module regardless of any state conditions
© Apply this rule module only if the following state conditions are met:

¥ System State Conditions:
The systern state matches any of the following selected systern state sets:

AND Hew i

Mone of the following selected systemn state sets:

Mewh

Cisco Trust Agent Infected Posture [WE5.2 r182]
Cisco Trust Agent Infected Posture [WE.2 r203]
Cisco Trust Agent Quarantine Posture V5.2 r182]
Cisco Trust Agent Quarantine Posture V5.2 r203]

double-click itern to wiew

=

Cisco Trust Agent Infected Posture [WE5.2 r182]
Cisco Trust Agent Infected Posture [WE.2 r203]
Cisco Trust Agent Quarantine Posture V5.2 r182]
Cisco Trust Agent Quarantine Posture V5.2 r203]
Ethernet Active [v5.2 r203]

double-click itern to view

E

S

[T User State Conditions:
The user state matches any of the following selected user state sets:

Mewh

Adrministrators [v5.2 r203] il

Ananyrmous Logon (hull session) V5.2 r203]

Authenticated Users [W5.2 r203]

Backup Operators [56.2 r203]

Batch [+5.2 r203] 4|
double-click itern to view

|

save |  Delete

@ ~o e changes pending

Generate rles

Logged in as: admin

R, O VIZIEET AREREEZRL TWET, Z0HA. L—ABERH IS
EA—Y XY N AV B =T 2 AANT IT LTI TWDMLENRH Y 9,

Modifyrules V> 27 %227 U v 735 &, L—LOMENFRENET (X 7-15 258]),

221544

-
—

J—)L FE 2a—/LDYANTlrule V7% 7Y
EHTEET (KM7-13 23H),

v LT, ZON—)VIZHET 7 2A+5Z

HAE

B 7AYLRERYINI—HDEX YT 4HEY Y13y THAY
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ENMNVIZATU EFal) T4 DD CSA

N

GE)

ageEnoRszs N

& 7-15 BRIEBDER L ERDELHESR Windows L—/L €52 —/LICEEHT5 AT EIL—
y/4
ulllnllln Management Genter for Cisco Security Agents ¥5.2 Logout | Help | About
CISCO Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » Windows Rule Modules  » Prevent YWireless if Ethernet Active [v5.2 r203] » Rules GTHER RUILE MEEULESE

Rules: 1 [1 enforce; 0 detect]

I I Type Events Status Action Log  Description
I 466 Network access control Enahbled 0 FE Deny all access to Wi-fi interfaces
*add rulez 0 = rule madule [PreventWireless f Ethemet Active [V5.2 r203] =l

221645

Delete |  Enable |  Disable

18 rule changes pending

Generate rules

Logged in as: admin

=V DFEZIX, FHINTWEEAZ D AT LS T TER D £,

[ oL-18316-01-J
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N—=NHa 7 )y 73 H L, = VOFMRENFRINET (¥ 7-16 22M]),

B 7-16 FHIEBDER L R D ER/IL—/ILDRE

vl I i I M Management Center for Cisco Security Agents ¥5.2 Logout | Help | About
Cisco

Conﬁguration » Rule Modules  * Windows Rule Modules  » Prewvent Wireless if Ethernet Active [v3.2 r203] » Rules » Network access control |

Events Systems Configuration Analysis Maintenance Reports Search Help

¥ No events generated by this rule
#Miew change histary

Description

IDeny all access to Wi interfaces
Detailed

¥ Enabled

‘ Take the following action

|° Priority Deny j
and
¥ Log [T Take precedence over other Priority Deny rules
‘ when
Applications in the following class: < All Applications>
But not in the following class: <none:

Attempt to act as a | clientorserver 7| for network services: [$UDP [V5.2 r203] ?

§TCP [W5.2 rZo3]

Inzert Network Service 2

double-click variable to view

Communicating with host addresses: <all=
Using these local interfacas: SWi-fi fv5.2 r203}
4| Mo
&
Sawe|  pelete ( BOTNCTTIIIITN conerateruics ) Losams i st i |5
: =]

7-16 1%, 41—V Xy bEGRRT VT 4 T2l o TWAEE, 77V r—varyBXOIP T
KL R EITmERIZ, 77T 4772 802.11 TiREHE EO UDP BIXWRTCP DN T 7 4 v 7 &
NRTHEGT DI —VOFEMEEEZRL TWET,

ERIEEIL—IIL EDa—)0axyy

HETEROAR & B O RIS Windows V—/L Y 2 — /L TliE, AV F BX 0 IR F

7 XV R THEIN > THET,

= T 2— AR N T —ENDE—BA AR AT LWL, 79— MDA ENET, 7

T AN T, F—D FVFICONTARN s ol = b UBNMERENDZ DT, 1 W &
W1EOLTY, HM7-171C, v = s OFlZRL £T,

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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N I i I Ve Management Center for Cisco Security Agents ¥5.2 Logout | Help | About
CISCO Events Systems Configuration Analysis Maintenance Reports Search Help
Events » EventLog =
Viewing 329 - 280 of 320 events
Event log generation time: 1/30/2007 6:09:26 AM
Severity: Information - Emergancy
Host: All
Rule Madule: Al
Rule: 463
Events per page: S0
Sort by: Order received
Filter out similar events: Mo
[Latest  _Eadiest]
# Date Host Severity Event
329 1/25/2007 client04.srnd3.com Alert The process 'System' (as user NT AUTHORITY¥\S¥STEM) attempted to initiate a connection as a
12:03:48 client on UDP port 138 to 10.20.31.255 using interface Wiftinfra\other\CSATest. The operation
PM was denied.
Details | Rule 463 - no longer enforced on client0d srnd3.com | Systemn State  Wizard @ Find Similara
328 1/25/2007 client04.srnd3.com Alert The process 'CAWWINDOWS\system32isvchost.exe’ (35 user NT AUTHORITYA\SYSTEM) attempted
12:03:48 to initiate a connection as a client on UDP port 138 to 10.20.31.255 using interface
PM Wifisinfrayother\CSATest, The operation was denied,
Details  Rule 463 - no longer enforced on clientd4 .srnd3.com = System State  Wizard @ Find Similarz
327 1/25/2007 client04.srnd3.com alert The process 'C:A\WINDOWS\system32isvchost.exe' (a5 user NT AUTHORITY\SYSTEM) attempted
12:03:46 to initiate a connection as a client on UDP port 123 to 10.20.30.11 using interface
PM Wiftsinfrahother\CSATest, The operation was denied.
Details  Rule 463 - no longer enforced on client0d .srnd3.com | Systemn State  Wizard @ Find Similars
326 1/25/2007 client04.srnd3.com  Alert The process 'CWWINDOWS\system32isvchost. exe' (35 user NT AUTHORITY\SYSTEM) attempted |,
: 2
No rule changes pending Generate rules e R -
o
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TEFET,
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=T 2 A Ay bERHAL T, 27472 bBF T 4 ZADOAERIZW D54 1E VPN O %
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- A=V X BT I T 47
— CSA MC O#E|z= et
— Cisco Trust Agent D78 AT ¥
- XY RNT—=T A H =T =24 A &Y b
— DNS ="V 7 ¢ v 7 A (cisco.com 72 &)
- VATLADEX2UT 4 LU
o XY bNTU—2 A H—T ARty DR KOHEHZET) -
- Xy MU= RO X A7 (F#. Wi-Fi, Bluetooth, PPP 72 &)
— WLAN OE—K (fVT7TANT I F v EIEXT KK v 7)
— D SSID
- MEHRORE S 4~ (AES, WEP, TKIP 72 &)
- Xy hU—27 T KL AOHH

CSANITTATroalr—y gzl L%, BEMfITF5 05 CSARY v— jb—
MZEoT, 20— arTHASNIBHEDEX 2V T 4 R —PRESNET,
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e B —YalrEFAON—IVEERL, BEMT ET,

e n—valERON—IVEY 2 — VERRGFERITHHOR Y O —I 2B T £,

s O —ValrEADRY V—DEHANRLRLIFANE, ur—varEAEDOKRY —MN
SEENTNBTIL—TDALNITALERD Y £,
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FYRT—=D AV EB—T2AR Y FDERRELUVER

CSAMC R—Y THHIERD XY T —7 A F—T x4 Aty MTTZ7EAL, HLWVF v
NO—2 S B —T7 ARty N EEMKT HIZ1X. Configuration -> Variables -> Network
Interface Sets M L £7 (X 7-20 &),
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,|| I ||| f Management Center for Cisco Security Agents ¥5.2 Logout | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » ‘ariables » Network Interface Sets

Itemns: 3 |Do not list iterns visible only in "Show All' mode =

T Mame [ rier: [B ok \ersion [ 5.z rzo3 B Description | Aker: [<none= ok ]

T wifi 5.2 r203 This covers all 802,11 wireless interfaces

I wifi adhoc 5.2 r203 This covers B02.11 interfaces running in Adhoc mode (i.e. peer to peer)
T wired 5.2 r203 This covers all ethernet and other wired interfaces

New Delete Clone Compare 18 rule changes pending Generate rules Logged in as: admin

221651

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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R NT—T A F—T 2 ARy "OARTZEZ Y v 7 35E, ABIOEEMTONT
WARENT A—ERNFRrINET (K 7-21 258H),

& 7-21 FEHEHDWI-Fi £y b T—0 28— 4 X Y F

' ||| ,|| M Management Center for Cisco Security Agents V5.2 Logout | Help | about

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » variables » Metwork Interface Sets  » Wi-fi

OTHER INTERFACE SETS =

#Wiew change history
Yersion
IW\ffi 5.2 r203

Description
ITh\s covers all 802.11 wireless interfaces

" Display only in Show all made

Configuration

Interface characteristics matching: [WiFiy = &4 * ?

but not:  [<nones ?

Insert Interface Characteristics 3 Insert Interface Characteristics 3

Network address ranges: calls ?

Insert Hetwork Address Setsl

double-click variable to view

# Show reference list

Save Delete 1% rule changes pending Cenerate rules

221862

Logged in as: admin

X 7-21 1%, BRIEZEO Wi-Fi Xy UV —F A =T x4 Ay bE2RLTVWET, £
B—T = 4 ZAEMHEZRD TWIFNA\N\:) ([THDITANVR =PRI Lo, F—F., Bk,
F721E SSID ([0 BT, TR TOMERPER SR RIS 0 5,

Iy RNU—7 A B —T 2 ARy hTIE, 8O X A TG E TEEL DRT A—F 5 E
BTEFET, 2E201F, WLANIZOWTIEHKRD LSBT A—2RnH0 £+ (X 7-22 2%
),

o =R AV TTANITITFxERIFIT KAy

o K;H1b : AES, WEP, TKIP 72 &

e SSID

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
[ oL-18316-01-J



Ay—a o BEERY o —0#EA

Chapter 7

& 7-22

BNV ISAT EF2UT 4 DHD CSA |

BRETGFEL Wi-Fi /Y5 X— A5 L UEFE WLAN DEZD

Nmm
cisco

Management Center for Cisco Security Agents V5.2

Configuration »variables » Metwork Interface Sets » Corporate WLAN

Events Systems Configuration Analysis Maintenance Reports Search Help

Logout | Help | Abaut

#Wiew change history

Mame

ICorpDrate WLAN

Description
ICDrpDrate “WLAN Defintion

" Display only in Show all made

Configuration

OTHER INTERFACE SETS =

Interface characteristics matching:

Insert Interface Characteristics 5

Metwark address ranges:

Insert Network Address SetE

WiFi% infra'enc:aesicorporace

<all>

double-click variable to view

¥

Insert Intel

but not:  |<nonex

S Interface Characteristics Selector B
Type: lm

Mode; m
Encryption: lm
SSID! [corporated |

w Show reference list

_ok |

Save Delete

1% rule chang=s pending

Cenerate rules

201563

7-22 1%, E—F,

I/\i?o

VRATLREEY FORTEIUVER

CSA MC T

Byt 2

A E 3=

Logged in as: admin

2. SSID 72 & . BEREEICHOVWTERTEXARY NI —F (L H—
T A AREETRL TWVET, 72, B2 WLAN 2 E%T 2 HFIEICOWTH K 7-22 127 L T

DY AT LRREEY MIZT Z7EBAL, LW AT AREE Y b 2R
% 121X, Configuration -> Rule Modules -> System State Sets = 2 L 3 (X 7-23 25 M),

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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& 7-23 BHIERD X TLREL Y F

"I" | ||. Management Center for Cisco Security Agents V5.2 Lagout | Help | About
Events Systems Con n Analysis M
Configuration » Rule Modules » System State Sets
Iterns: 25
T Mame [ Ater: ok]| \ersion [ <all> =l Description | Aker: [snone> ok ||
" Cisco Trust Agent Infected Posture 5.2 r182 Cisco Trust Agent Infected Posture
[T Cisco Trust Agent Infected Posture 5.2 r203 Cisco Trust Agent: Infected Posture
C Cisco Trust Agent Quarantine Posturs 9.2 rz203 Cisco Trust Agent Quarantine Posture
" Cisco Trust Agent Quarantine Posture 5.2 r182 Cisco Trust Agent Quarantine Posture
™ Corporate WLAN Connectivit
© Ethernet Active 5.2 r20z This state is active when one or more ethernet interfaces are active.
[T Installation in progress 5.2r182 Installation in progress
[T Installation in progress 5.2 rz203 Installation in progress
[C Management Center not reschable 9.2 rz203 Management Center not reachable
[T Management Center not reachable 5.2r182 Management Center not reachahle
[T Management Center reachable S.2rlg2 Management Center reachable
" Managemsnt Centsr reachabls 9.2 r203 Management Centar reachable
™ Prior Insecure boot of system 5.2 r202 A previous system boot was insecure
T prior Insecure boat of system 5.2rlg2 A previous system boot was insecure
[T Rootkit detsctad 5.2 r182 Rootkit detected
I Rootkit detected 5.2 r203 Rootkit detected
[ security Level High 5.2 r203 Security Level High
O security Level Law 5.2 r203 Security Level Low
r Security Level Medium 5.2 r203 Security Level Medium
™ system Booting 5.2 rigz System Booting
r System Booting 5.2 r203 System Booting
r Unprotected access 5.2rig2 Unprotected access
T Unprotected access 5.2 rz03 Unprotected access
[T wirus detected 5.2 r182 wWirus detected
I wirus detected 5.2 r203 Wirus detected
.
Hew|  Delete| | Clone|  Compare e Lomaed n 51 admin g

WD XD 2L DIRT A=HZHESNT, HILWU AT AREYE Y b E2ERTE £¢
(4 7-24 % 5H),

» Cisco Trust Agent DR A F ¥
o VAT LDEF2UT 4 L
o VAT AOul—val (ROMHEHRNPIEKE)
- XYy RU—=T S B =Tz A4 A &Yk
- DNSH7 14w 7 A
e Management Center OE|FERIHEMEZR & BN AESFE

[ oL-18316-01-J
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alvaln
cisco

Events Systems Configuration Analysis Maintenance Reports Search Help

Management Genter for Gisco Security Agents ¥5.2

Logout | Help | About

Configuration » Rule Mocules » System State Sets > Untitled_1

OTHER §VSTEM STATE SETS 2

#\iew change history

Name

Untitled_1

Description

Network Admission Control

Cizco Trust Agent posture: m
Healthy

Checkup
Transition x|
System Security
Security level:
Lo
Medium
High -
System Location
Network interfaces: <all> ?
Insert Netyork Interface Set2l
double-click varisble to view
DNS suffix matching: <all> ?! but not; [<none>

Additional State Conditions

IMaﬂagememCemerreachable j |<Dun'| care> j

Wirus detected

= System booting

Installation process detected
Untrusted rootkit detected

Unprotected access detected

Insecure boot detected
= =

17 rule changes pending Generate rules

Logged in as: admin

221555

O—>aVBBRIIL—IIL EL1—IL0ERTEBLUVUES

PRBNERE L R AR MUY= AU =T 2 A A By FBIXOV RT AREE

v hEERLE

#ix, Zhooky hERAL Y=Y a VBHEBAEOL—LV BV 2 — L EERL, B —
Va sl ESW T OL— VBT E T,
CSA MC ~— Y THAEFHD Windows /L—/L Y 2—/LZ7 7 £ AL, #H L\ Windows /L—
V'Y 2 — )V EERT 51Z1E, Configuration -> Rule Modules -> Windows Rule Modules % %
LET (X725 25H),

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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& 7-25 HEETESD Windows JL—)L T2 —/L

' || " I I Management Center for Cisco Security Agents ¥5.2 Logout | Help | About

cisco

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Ruls Mocules » T E LD =
Iterns: 113
T Mame [ Aker: [enone= ok [ Wersion [<ail- | Rules Descripfion [ Aer: [<none> ok | Target 05 Syntax | windows =
T A pilot Test 5.2 r203 O rules Pilot rules for testing Al Windows
r Agent UL Module 5.2 r203 1rule Module to control the Agent User Interface &l Windows
T agent UI Module 5.2r121 1rule Module to control the Agent User Interface &l Windows
r fpache Web Server 5.2 r203 13 rules Module for Windows Apache web server all Windows S
™ application Behavior Monitorin 5.2 r203 S rules Module to monitor an applications resource &l Windows
Module requests
™ packup and Inventory Module 5.2 r203 3rules Maodule for data backup and software 2l Windows
inwentory
™ Cisco Secure Desktop Module 5.2 r203 S rules Module for Cisco Secure Desktop All Windows
™ Cisco Secure Tunneling Client 5.2 r203 S rules Module for Cisco Secure Tunneling dient for &l Windows
Module SSLWPN
™ cisco Trust Agent Module 5.2 r203 12 rules Module to facilitate operation and protect Al Windows
the Cisco Trust Agent and its components
I Cisco WPN Client Module 5.2 r203 6 rules Module for Cisco WRN client all Windows
I Common YWeb Server Security 5.2 r203 16 rules Rase weh server request filter madule far all - all Windows
Module Windows systems
© coaMc Security Module 5.2rlg2 23 rules Module for servers running the Cisco All Windows
Security Agent Management Console
T csamMc Security Module 5.2 r203 23 rules Module for servers running the Cisco 2l Windows
Security Agent Management Consale
C csamc tuning module 5.2 r203 13 rules Common custormizations which may be all Windows
useful on CSA MC systems
M coamc tuning module 5.2 rig2 13 rules Common customizations which may be 2l Windows
useful on CSA MC systems
I Data Theft Prevention Module 5.2 r203 10 rules Module to prevent theft of sensitive data 2l Windows
files
™ DHCP Server Module 5.2 r203 G rules Module for DHCP/BOOTP servers Al Windows
™ DS Server Module 5.2 r203 6 rules Module for DNS servers all Windows
I Document Security Module 5.2 r203 3rules Module to protect user documents Al Windows
™ Document Security Module 5.2r121 Jrules Module to protect user documents All Windows
™ Email Client Module - all Securit 5.2r121 8 rules Email client behavior enforcement, all 2l Windows
Lewels Security Levels
™ Email Client Moduls - all Security 5.2 r203 S rules Email client behavior enforcement, all Al Windows
Levels Security Levels
™ Email Client Module - all Securit 5.2r1g2 8 rules Email client behavior enforcement, all 2l Windows
Lewels Security Levels
T Email client Moduls - hase 5.2 120 rules  Fmail client annlications onerating, hase Al Windn LI @
I
[
New Delete Clone Compare Generate rules | =
— al

HHIEFE D Roaming - Force VPN Windows /L—/L £ = —/Uid, Bl —3 3 VBiAAR Y v—
OEAMEE BT 2 FE0OH L7 9, FEic >V TIE, P7-32 D [m— I > JIFIZ VPN
O 85635 CSA ODHEFIEFHRL—/L TV 2a—L ] ZBBLTLIE XN,

A—2a URREERY L —DOERBEEDOHRTEICET 5 ERNTIEEE

nr— g VERIRIR Y O — DO FIE DR TEICET A SRR EEHELE L T, kOB D

o Xy hNIT—T AU H—Tx2A ATy FOTEFRTIE, —&SMHLE L THEHT R EEZ&FEO
JIENEDIZTHZEL, EFICREN R LDICTH L TEET, &z, &HOLA
WEY hU—7 A Z—T 2 A Ay hTlE, TRTOEREREZEDDLZLNTE X
T, BEMWR Ry NI —7 f v H—T A Aty F Tk, BED SSID B L ORFEAL & A
FPEEORED WLAN 707 7 A VDI r &) F9,

o XY PNU—Z AU B —T AR Ty ML, BEDWLAN 707 7 A L3 E, GiNEE
HHIENRTEET,

o H—DRXy "NV =7 A F =T xR Ty NMIBEROER S A TRIEEZED L ENTE
T, LExE BEOXY NI =T AU ¥ =T ARy ME, AL WLAN OFpE
AR TERTEET,
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Configuration » Rule Modules > Windews Rule Modules
Items: 1
[~ Mame |mter.- 0K | \fersion | 5.2 rz03 | Rules Description |Ffﬂ‘ter.' |<none= 0K | Target 05  Syntax | windows -]
™ Roarning - Force WAM 5.2 r203 Srules Force WPH connection if MC &l Windows
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NIV 'Y a— VDA E TV vy 7T DHE, ZON—IL EY 2a— VDO, AL —T 1
7 VAT A BEORESFENFRINET (K 7-28 25 ),

5 7-28 — 32 HIZ VPN DEFF## T EEFI TS Windows L—/)L ESa1—/ILDEEH

' || " I N Management Center for Cisco Security Agents v¥5.2 Logout | Help | About

cisco
Configuration » Rule Modules » Windows Rule Modules  » Reaming - Ferce VPN OTHER RULE MODULESE |

Events Systems Configuration Analysis Maintenance Reports Search Help

Quick links
* Modify policy associations
+ Modify rules

+ Explain rules

+ Wiew change histor

+ Consistency checl: OK

Name Yersion
|RnammngDr:e PN 5.2 r203

Description

|an:e WPM connection if MC unreachable
Detailed

rOperating System

Syntax: Windows
Target: | <All'Windows> *

Rule overrides

State Conditions
© apply this rule module regardless of any state conditions
© apply this rule module anly if the following state conditions are met:

[¥ system State Conditions:
The systarn state matches any of the following selected systern state sets: ——

kanagement Center not reachable

Cisco Trust Agent Infected Posture [V5.2 ﬂ 82]

Cisco Trust Agent Infected Posture [V5.2 r203]

Cisco Trust Agent Quarantine Posture [v5.2 r162]
AND newn| Cisco Trust Agent Quarantine Posture [W5.2 r203] LI

double-click item to view

None of the following selected system state sets:

Cisco Trust Agent Infected Posture [VB.2 r182]
Cisco Trust Agent Infected Posture [V5.2 r203]
Cisco Trust Agent Quarantine Posture [W5.2 r162]

newn| Cisco Trust Agent Cuarantine Posture [V5.2 1203] =|

double-click item to view

[~ user State Conditions:
The user state matches any of the follawing selected user state sets; Administators [V5.2 1203] ﬂ
Anonyrnous Logon {null session) [v5.2 r203]
Authenticated Users [W5.2 r203]
Backup Operatars [v5.2 r203]
neww| Batch [WE.2 r203] =
ldouble-click item to view|

Save Delete 18 rule changes pending Generate rules Logged in as: admin

221559

ZOHERERNV—/V BY 2=V ORBEERMAETIE, A=V BRFRH SN DI, ROKM 27
T LRI TVET,

e Management Center 73|~ HE

o VATLNT—HFL TR

Explainrules V> 7% 27 V) v 745 L A—LOHHABLOEEM TSN TWET 72 3 )
FRESNET (K729 22H),
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Configuration » Rule Modules » windows Rule Modulss  » Roaming - Force WPR [V5 2 r203] » Explanatien STTHER FUNE CIEEMLESH)

Explanation of rule module Roaming - Force ¥PN [¥5.2 r203]

The detect rules (€) Monitor € Add Process to Application Class @ Remove Process from Application Class @) Set)
| are always evaluated after the enforce rules,
® The following rules are applied only if the following conditions are met:
- the system state matches system state set Management Center not reachable [W5.2 r203] but not system state set System Booting [V5.2 r203],

Metwark access cantrol
Network access control

@ Irrespective of any other rules,

Attempts to connect to any server whose address is contained in address ranges 0.0.0.0-255.255.255. 255 using any local interface for network services
HTTP [¥5.2 r203], ALT-HTTP [¥5.2 r203] by processes in application class ¥eb browser applications [¥5.2 r203], but not in application class Roaming - Allow
Web Browsers [V5.2 r203], will cause the process to be added to Roaming - Browsers allowed Terporary Metwork Access [W5.2 r203] if the attempt is
allowed. An event will be logged when the rule is triggered.

1164

Attempts to connect to any server whose address is contained in address ranges 0.0.0.0-255.255.255.255 using any local interface for network services
HTTP [¥5.2 r203], ALT-HTTP [¥5.2 r203] by processes in application class ¥eb browser applications [¥5.2 r203] will cause the process to be added to
Roaming - Allow Yweb Browsers [W5.2 r203] if the attempt is allowed. No events will be logged when the rule is triggered.

1166

& In the absence of any applicable 'priority deny' or 'priority terminate process' rules,

Attempts to connect to any server whose address is contained in address ranges 0.0.0.0-255.255.255.255 using any local interface for network services
HTTP [V¥5.2 r203], ALT-HTTP [¥5.2 r203] by processes in application class Roaming - Browsers allowed Temporary Network Access [V5.2 r203] will be
allowed. Mo events will be logged when the rule is triggered.

1165

& In the absence of any applicable 'priority deny’, 'priority terminate process’ or 'allow’ rules,

Attempts to connect to any server whose address is contained in address ranges 0.0.0.0-255.255.255.255 using any local interface for network services
HTTP [¥5.2 r203], ALT-HTTP [¥5.2 r203] by processes in application class Wweb browser applications [%5.2 r203], but not in application class Roaming - Allow
wWeb Browsers [V5.2 r203], will be allowed, unless denied by the user. An event will be l[ogged when the rule is triggered.

1162

€3 In the absence of any applicable ‘allow’ or 'query’ rules,

Attempts to connect to any server and accept connections from any client whose address is contained in address ranges 0.0.0.0-255.255.255,255 using any
local interface for protocols TCR/0-65535, UDP/0-65535 by processes in application class «all Applications: will be denied. No events will be logged when the
rule is triggered.

1163
[=)
@
prim [ o peis | e 5
P 18 rule changes pending Generate rules Legged in asi admin | oy

Flo, =V BY 22— )LOEFKM A T Modifyrules V> 7 %227 U v 7 LIzGES ., BEAAT S
NTWLNL—ABR—RFERRINET (K 7-30 22 H),

=) T a— VDY AN TSrules V> 7% 27Uy LT, WV—VIZEET 7EATHI L
HLTEET (¥ 727 258),

GE) NL—NLOFEZF. FHENTWAELZ DY AT ATSED TERAR Y 3,

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
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& 7-30 O—3 > #- VPN DEEFZ## TS Windows L—/L £ 2—)LIZEEZSHF54TL
SN—N
" I i I h Management Center for Cisco Security Agents ¥5.2 Logout | Help | About

Cisco

Configuration » Rule Modules » Windows Rule Modules » Roarming - Force VPN [W5 2 r203] » Rules STHER RULE MODULES 2

Events Systems Configuration Analysis Maintenance Reports Search Help

Rules: 5 [3 enforce; Z detect]

I 1D Type Events Status Action Log Description
[T 1165 Network access control Enabled Q ‘6{ Allow Web Browsers Temporary Network Access
[T 1162 Network access control Enabled e _5',5 Query the user to make a VPN connection
[T 1163 Network aceess control Enabled @ ¥ Block &l applications from Network Access
[T 1164 Network access control Enabled 0 FE  add to allow Web Browsers Temporary Network Access
[T 1166 Network access control Enabled 0 ¥ add to Allow Web Browsers
»Add rules to =] rule module |Roaming - Force VPN [V5.2 1203] |

221861

I Ei Di @ & rulc changes pending Generata rules e o o Xt
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BEDOL— N7 ) v 03B e, ZOL—ILOEMRRENETRINET (X 731 258),
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N ||,|||. Management Center for Cisco Security Agents ¥5.2 Lagout | Help | About

Cisco
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Configuration » Rule Modules > Windows Rule Modules » Roaring - Force VPN [V5 2 r203] » Rules » Network access control [1162]  orier ruLess

¥ Mo events generated by this rule
¥ Miew change history

Description

IQuerythe userto make a PN connection
Detailed

¥ Enabled

| Take the following action |

Query Settings [show all|New|Clone|Yiew]

[@ query user =] [Wireless - Estanlish PN Cannection [V5.2 r203] =
and
M Log [" Take precedence over other Query User (Default Allow) rulas
| when
Applications in the following class: Web browser applications [V5.2 r203] &
But not in the following class: Roaming - Allow Web Browsers fU5.2 r203]

Attempt to act as a|client x| for network services: |§ALT-HTTP [V5.2 rZ03] ?
$HTTP [V5.2 r203]

Insert Metwork Service 3l

double-click variable to view

Communicating with host addresses: <ali>

Using these local interfaces: <ali=
o
B

Save| | Delete [t e changas pendng | Generate rues Logged in 351 admin | =
Eal
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FYvITRAM)—L QoS I—F T DFIR

By NI —F T OBLENORLE, Ty 7 AR Y —2A QoS v —F 2 7 DERF|
I, D22 £,

Xy hT—=J P —ERXDTXATEY T 4 : Xy NT—=J P —ERXODTXATE Y
TAERMRTDZ ., Ry V=2 D8R T 4 b BICBIEORELSZ TN
VoIP 72 ED¥EKT 7V r— a2 CIXEERERTT, VoIP 1T, 7—F#HK, B, BX
WOy X OEBEZITRT < o TWET, ZORNRFKFICEELRDIDIL, WEOHDH Y
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CSA Trusted QoS Marking

CSAV5.0 T, =V RARA L M EDKRAN T7FVr—ay 70— 7 v 7 Ak U —25 QoS
v —FX T AT OEENEAINEL, Lo T, CSAZFEHTLIZ LiICLY, FA
MNERETLETEITRXTOT Y TAMNI—A T 7 4971 L T, Xy MU= FRY—
WIS L7 QoS v —F U VT HMFEICRETEET (¥ 7-33 25H),
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CSA I X > CTREEND QoS ¥ —F 7 |4, Differentiated Services Code Point (DSCP; DiffServ
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Name

=]
Wiireless Security Policy Events in Last 24 hours

Description
Wirgless ad-hoc and simultaneous wireless and wired events

Event Specification

@ Include all event types
 Include only the following selected event types:

ettninate action B

@ Include all severity levels
C Include only the following selected severity levels:

@ Include all hosts

 Include only hosts in the following selected groups:

 Include all policy rules

& Include only rules in the fallowing selected rule modules:

Agent Ul Module (Linus) [LL Y521 2]
Agent Ul odule (Linw [UL %5.2 r203]
Agent Ul Maodule (Solaris) [ V5.2 r121]

=
 Include all timestamps
& Include anly these timestamps:

© Custom Custam start time
 Today £.0.: 24 hours aga, mm/dd/yyyy
2% ast 24 Hours Custom end time

' Last 7 Days

&.0.t 24 hours ago, mm/dd/yyyy
 Last a0 Days

© older than days

Save View Purge events Delete |

18 rule changes pending Generate rules

Logged in as: admin
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RFYF2H LK ER LAV By b EARV s 740 F2 L THAL, BB EARLZERITSTE T,
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BRENEINZTN—THO AR b VR — N EERBLOER L £9°. Reports -> Event
Severity #Z M L, HL{ERLZEBHREFOA NN By FEARXU R 7 4V ZIZREL
T, LWL AR—FEERL ET (X 7-35 258),
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BNV ISAT EF2UT 4 DHD CSA |

B CsAZE&tX1UF« RS —OLE—F

& 7-35 EXEFIDFLA Y >— A N2 F LiF—F DEEH
.|||.|||. Management Genter for Gisco Security Agents ¥5.2 Logaut | Help | About
CISCO

Events Systems Configuration Analysis Maintenance Reports Search Help

Reports ¥ Events by Severity » Wireless Security Violations in Last 24 hours

OTHER EVEMTS BY SEVERITY REPORTS Z

Mame
IWireIesa Security Wiolations in Last 24 hours

Description
IWireIess adrhoc & simultaneous wireless and wired events

Criteria

Event Filter: F'ireless Security Policy Everts in Last 24 hours

ITime hd
IYes 'I
IHTML Frarme 'l

Sart hy: [ ascending

Filter out similar events:

Yiewer type:

j [Mew|wiew]

Save |

View report

Delete |

Logged in asi admin

N

221566

(E)
ZAE, BERRAEL 7256 OBBNIER T,

BERENDOAR M LR—=FTIE, AXVEFERARICY—FTEFET (X736 2H)

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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CSA XU T1 RYL—DL7

& 7-36 EXEFDERNRY >— A2, Lio—F DG

Events By Severity "C||ls'é|°l'

Event Received on Host Event code  Event Descriplion

curity Level: Alert |

Network Associates\Common Framework FrameworkService.exe' (as
AUTHORITY\SYSTEM] attempted to initiate a connection as a client on TCP port 82 to
179.143 using interface Wifitadhoc\enc:wepladhocCSA. The operation was denied.

2007 111018 AM  client0d.srnd3.com 452 I'he process 'System’ (as user NT AUTHORITY\SYSTEM) attempted to initiate a connection as a
client on TCP port 138 to 10.20.30.11 using interface Wifiladhoc\enc:wepladhocCSA. The operation
was denied

007 11.06.48 AM  client0d.srd3.com 452 I'he process Program Files\TightV VinVNC.exe' (as user NT AUTHORIT
attempted to accept a connection server on TCP port 5800 from 10.20.30.2
Wired\Intel(R) 82559 F : AN on Motherboard. The operation v

007 10.53.09 AM  client04.srmd3.com 452 The pro =\ Progr ctwork Associates\Common Framework' B
user N JTHORITY\SYS]] attempted to init onnection as a client on TCP port 21 to
0.0.0.0 using interf ephadho "he operation was denied.

01/30/2007 10.09.43 AM  client04.srd3.com 452 The process 'System’ (as user AUTHORITY'\SYSTEM) attempted to initiate a connection as a

client on TCP port 139 to 10.20.30.11 using interface Wifiladhoc\enc:wepladhocCSA. The operation

was denied

00709.51.49AM  client04.srnd3.com 152 The pre 'C:\Program Fil
use AUTHORIT TT
171.71.179.143 using interfa

01/30/2007 09.09.086 AM  client04.srnd3.com 452 The process 'System’ (as user

01/30/2007 11.12.06 AM  client04.srd3.com 452 The process 'C:\Program Fil
r N

M)
g interface

‘\Network Associates\Common Framework FrameworkService.exe' (as
) attempted to initiate a connection as a client on TCP port 82 to
Wifi'adhoc\enc:wepladhocCSA. The operation was denied.

T AUTHORITY'\SYSTI ttempted to initiate a connection as a

-

client on TCP port 138 to 10.20.30.11 using interface Wifiladhoc!\enc:wepladhocCSA. The operation
was denied

0173072007 08.36.10 AM  client04.srnd3.com 452 s 'C:\Progra

m Files\Network Associates\Common Framework' FrameworkService.exe' (as

SYST tempted to initiate a connection as a cli TCP port 21 to

} he operation was denied.

Network ‘ommon Framework' FrameworkService.exe' (as

attempted to initiate a connection a: ent on TCP port 82 to

Wifi\adhoc\enc:wepladhocCSA. The operation was denied.

01/30/2007 08.08.40 AM  client04.srnd3.com 152 The proc ystem' (as user NT AUTHORITY'\SYSTEM) attempted to initiate a connection as a
client on TCP port 139 to 10.20.30.11 using interface Wifitadhoc\enc:wepladhocCSA. The operation
was denied

01/30/2007 07.07.57 AM  client04.srd3.com 152 The process 'System’ (as user NT AUTHORITYA\SYSTEM) attempted to initiate a connection as a
client on TCP port 138 to 10.20.30.11 using interface Wifiladhoc\enc:wepladhocCSA. The operation
was denied

0173072007 06.03.47 AM  client04.srnd3.com 452 ['he process
initiate a connection a
Wifitadhoc\enc:wep

007 08.30.05AM  client04.srd3.com 452

2\svchost.exe” (as user NT AUTHORITY?
ent on UDP port 123 to 1 30.11 using interface
\adhocCSA. The operation was denied.

attempted to

01/30/2007 11.27.46 AM Events By Severity Page 10of 3
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HERAN 27— L Tv—F 7%

Cisco Secure Services Client (CSSC) #fiHL T, X =2V 7 4 RU =L TH> b

U—0 778 A a7 ANE#EATHII EE2RFL ET, THITIL, wum7m774
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I/ Tﬁﬁ%mu Té
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CSA DERHIEHRIL—IL EPa—ILDOEBERLEDEEERIE
M7 KRy VS

AT KAy 7 R Y v—i AR D FEEZ MRFIL TV 5E1X, CSA OFHFTERERT N
Ry — EY a2 — ) LOEHTEIC b‘f WRDOEEEBETH EE2BEIDL 7,
o M7 RARy JHHGED AT —HZ A

— EHT R ARy 7RI, RIS L DS OB SN, T AL ET,

— MENLENT-ERT KAy 78RmIT. 777 47 CHEmEINTZREZEHFL, vX=
T4 VAT LR FES,

TR 2—WIE, BRT R ARy JERITT 77 4 7 TR S IR EEE FRE L TV
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e NI T UV IDT4NEY LY

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF

OL-18316-01-J |



| Chapter7 FENXAILHSAT7UF £Fal) T4 Df=6HDCSA

zoiotEn H

Fay7E&ND501%, BET RAy 785 EOUDPBLIURTCP DT 7 4 v ZITRED
NEJ, ZOMo CSA X =) 7 (A AZE AL T, UDP B XU TCP LA DB E)
575 AT L N ERETIVNERNDH D T,

MR T R Ry VR CHENL. SN TWS UDP £721X TCP N—AD ¥ v g L, L—/b
FV 2= RN ENS EHEREEZEIELET, Zhix, V¥—2IP 7R L ANER
TREY JERERANTIERT X T ZOEOTHY, 74NV 2) T ENDH780H
TY, ERT R ARy 7UNOREREZBEL T, By a 2HEMELTI2LERH D 9,

HART KRy 78k CNL—T 47 SD ICMP ping 1X, T 7 4/V K Tl ZoL—v
EFEV 2= NVIZE T4 NZ ) 73T BEITE-T-E £ £7, &[5 ICMP
s34+ NI, CSA Network Shield L —/V EY a— L a@AT LTI ALY T
TEET,

%%{Z2 ICMP |%. CSA Network Shield L —/L ¥ 2 — L3 @HA SN TS HEATH . EiH
TRAY VHHECTH SR SMEEL £9, BT MRy ZHERILT 7 7 1 7 THREE »
T V., ICMP ping 135 e SHEREL £92%, #5mi0s [IEFICHEEL Ty Ko
RA2570, =0 F 2—VORILEBELIIGERHY £3, ERAXX v 7iE, v— FE
Va—AREHAINTWDIEATHL, 727472 FbOFIE ICMP ping (15] X i
FERET D Z L AL TV OAMERH Y £,

IIAT S NDON—T 4T T—T )

- = BV a— VR STtk BT R ARy TR T N TERIE AT 2T

TREEFTHIED, V—T 47 T—TNVEEHINEE A,

BEDFHAATIP £7213 1%y P T —ZIZOWTERT KRy 78 ICE T L— hn
BEINTVLEAE. L=V TV a— AR END &, ZOmEICV—T (v
TENDD, ZO5EERBT S UDPBELUNTCP O k7 ¥ 7 a i3+ X CHERE L
BEIELET, ZORE~D T 7 4 v 7%, BT KRy 7 DS OREBEER LU
DONL—EPHFELTNTH, T XTRkry S EzT,

EHAY 71X, R —OmAxG & 7 2 B L@ lLv— F B FEL T D
%A . (UDPBIXOTCP X—AD) —fOT 7 U r—3 a TUEENIKT 5 aljEME
NHDHIEEBHHBL TWARLERDL Y 77,

i TEr&RE

- BT KRBy JHRBLORET 78X RA Y Mk 527 7 47 v MUOBHEEE

E. kv P U —ZAITORE EBBIC L > THEL. ZENHEARERT S 0ERS Y
%4, Zhlk. WLC OFRIE AP &% = U 7 (ke & il % Cisco Unified Wireless
Network THEEHTX FJ, IOV TIX, WLCO~v==T7 /xR TL7EEW0N
(P.7-58 O [ZE¥EE] #5M]),

IR & RIR D EIFF &R

AR L MR O FIRFERER U > — il ERE DR AMET L TV D581, FAEROAMR & i
DEEFHER T RAR Y 7 b—/v TV 2= VOEHEHIZOWT, ROREBEET DI LaBE0
LiTo

MERRPEIGTE D AT — A A

- A=V X N A H =T 2 AANT 7T 47 RBETH., MHEAIZH LV 802.11 MERR

TR S, XIT AL ET,

— fENL 7z 802.11 ARG, A — YV Ry N AV F—T 2 AART I T 4 TRGAT

b, TIT 47 TCHEBREHAOEEITRD T,

— VR a—WITIE, 802.11 MEMIERILT 7T « 7 T SN EE R ERE L T A &

IR ZFET,
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— 802.11 #EEMPEGE T/L—T 4 > 7 &5 ICMP ping 1L, ZDL—)L TV 2a— Tk T
T4NEY U TENT, BEIIEoT-ERICR Y 9, EE ICMP %4 v biL. CSA
Network Shield b —/v Y a— VA2 @WHATHZ LTI 4 X VT TEET,

— %{5 ICMP /X, CSA Network Shield /L —/L E¥ 2 — A REHE N TV DIHETH .
802.11 MEMRBERE Col e XHERE L £ 97, MMREERLITT 77 4 7 THEREFEATH D |
ICMP ping (35| & Fe SHEEL 928, B TIEFICHREL Ty KO IcR x5 7
W, TR a—FORILEBBEENRH Y £T, BHRZ Y 71E, L—NL TV 2—L
NEHEINTWLEATH, 727 A7 Fvb O3 (E ICMP ping 135] f5t < HERET 5
ZEEEFHEBLTVWABYLERL Y 7,

o UIFGATLUINDODA—TFT 4T FT—T )L
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Logout | Help | ab

Management Center for Cisco Security Agents ¥5.2

i
Cisco
Configuration »variables » Query Settings » Simultaneous Wired-Wireless Use Query and Filter

Events Systems Configuration Analysis Maintenance Reports Search Help

OTHER QUERY SETTINGS 3

#Wiew change history

Name
|Simultaneuus Wired-Wireless Use Query and Filter I:l

Description

|N0t\f‘y user of wired-wireless risk, by default filter UDF/TCP

" Display only in Show all mode

Gonfiguration

English: IACtiVE wired & wireless connections have been detected. For security reasons, co

Syntax | More languages

allowed guery actions:
2| |Terminate

Default action: -

Logged query responses:
Terminate

¥ Enable "Don't ask again" option  ?

swo| _poise CETYOTCRTIRITIN conerte ces ) I
l_l_ ’_’_ré_ %] Local intranet

”Text used to query user

221878

@ Management Center for Cisco Security Agents ¥5.2
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Z Dl D1EEH

ATy 7 3HAIER DA & WA O FRIRFPEEE Windows L—/L EY 2 — /L& RO Cabt—L, 4aiz%
L x4 (X739 2#88),

& 7-39 Y2 TNDEFHLIVAR E VA I FREREFRDAFETN—N EZ 21—/

2l Management Center for Cisco Security Agents ¥5.2 - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Fle Edt View Favortes Toos Help ‘ i
y A ) I

OEack - - ﬂ é" o | ) seach ¢ Faverites (o] ‘ =N J ﬁ

Address [{€] hrtps://10.20.30. 18/csames2iwebadmin =l & H -

.III.III. Management Center for Cisco Security Agents V5.2 Logaut | fielp | About

cisco Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules ¥ Windows Rule Modules > Wireless and Wired Use Query and Traffic Filter

OTHER RULE MODULESS — |

Quick links
+ Modify policy associations
« Modify rules

+ Explain rules

« View change histors

+ Consistency cheek: OK

Name

|W|re|eas and Wired Use Query and Traffic Filter

~Descripti

|N|:mw user of wired-+wireless status & drop TCP/UDP traffic on
[ Detailed

perating Sy
Syntax: Windows

Target: |<All Windows> x

Rule override:

State Conditions
 apply this rule module regardless of any state conditions

& apply this rule module anly if the following state corditions are met

[¥ System State Conditions:

The system state matches any of the folloning selected system state sets;

Cizco Trust Agent Infected Posture [V5.2 121]

Cigco Trust Agent Quarantine Posture [W5.2 r121]
Installation in progress [¥5.2 r121]

AND neww |Management Center not reachable [V5.2 r121] |
double-click item to view

None of the fallowing selected system state sets:

Cisco Trust Agent Infected Posture [V5 2 1121] -
Cisco Trust Agent Quarantine Posture [V 2 r121]

Ethernet Active [v5.2 1121]

Installatian in prograss [¥5.2 1121]

wewn |Management Center not reachable [V5.2 1121] |

double-click itern to view

[~ User State Conditions:

The user state matches any of the fallowing selected user state sets:

Administrators [¥5.2 1121] il
Anaonymous Logon {null session) [W5.2 r21]
Authenticated Users [v6.2 1121] ;I

Save |  Delete

| &] Management Center for Cisco Security Agents ¥5.2 =

Logged in as: admin

[& |4 mtemet

221579
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ARTFYTAZ DN AL~ A X LT85 L WA & BROFE R L —V Y 22— VM T 5T D
N—NVEEREL T, 2P/ ) —%r-TrL5CL, HrLnwo ) —REZ@EHAL T
(% 7-40 &),

& 7-40 Y2 TNDHRE T XFAEREFERDRBFETGN—N EZ1—N~DFLIVST
Y —REDEF

‘2 Management Center for Cisco Security Agents ¥5.2_ - Microsoft Internet Explorer provided by Cisco Systems, Inc.

[| B Edt gow Fovories Lok b | A
@Back - \j - l_L| é" . - search \;% Favorites 41‘ ERE= |_J ﬁ by 8
Address [{€] hrtps://10.20,30. Lo/csamesziwebadmin = Be “ @ -
alialn Management Center for Cisco Security Agents V5.2 Logaut | Help | About

CIsSco Events Systems Configuration Analysis Maintenance Reports Search Help

Conﬁguration > Rule Modules > Windows RUle Modules > Wireless and Wired Use Query and Tramic Filter > Rules > Network access control [885] —

#153 events generated by this rule
» Vi ange history

~Description

|Query use of Wired-WWireless and Drop UDR/TCP an wireless b
[HCetailed

¥ Enabled

| Take the following action

Query Settings [show all|New|Clone|View]

[@ query user ] [Simuitaneous wired-WLAN Use Query and Fiter =l
and
¥ Lag [" Take precedence over other Query User {Default Deny) rules
[ when
Applications in the following class: <Alf Applications>
But not in the following class: <none>
Attempt to act as a |clientor server x| for network service: [$TCP [W5.2 rizi] ==

§UDP [¥5.2 riz1]

Insert Network Serviced L4 Ll_l

double-click variable to wiew

Communicating with host addresses: <alt>
Using these lacal interfaces: $Wi-fi [U5.2 r121]
=
Save |  Delete Generate rules Logged n asi admin &5
o
(€] bone [T &I [ [ [ mtenet by

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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N zotowEs

AFY T BH LWL —)L B 2 — L ABIEORY O —IZBEMIT A2, HTLWAR Y O —Z{ER L £9
(X 7-41 #5H),

5 7-41 Y2 TNDHX GV A XFHEEREFRDEGRERNL—IN EZ2—NDFY —~DE
Zfft

.|||.|||. Management Center for Cisco Security Agents ¥5.2 Logout | Help | About
cisco Events Systems Configuration Analysis Maintenance Reports Search Help
Configuration » Poicies » Wireless Security Wired-Wireless Query UDP-TCP Wireless Filter OTHER POLICIES S =]

Quick links

+ Madify group associations

+ Modify rule module associations

+ Explain rules
+ View change histar

Name
Wireless Security Wired-yireless Query UDP-TCP Wireless Fi

~Descripti

|Query use of wired+wireless, filter UDP/TCP on wireless by de:
[ Detailed

~Target Architectures
™ Linux [0 modules]
[~ Salaris [0 madules]
¥ Windows [1 module; 1 rule]

Attached Rule Modules

Tterns: 1 [0 UNIX; 1 Windows]

Name wersion  Description Target OS
wired and Wireless Use Query and Traffic Filter Motify user of wired+wireless status & drop TCRAUDR traffic on wireless, by default All Windows

combined Policy Rules

Enforos rules: 1 (click the header links to sort)

1D Type Status -Action Log Description Rule Module Events
885 Network access contral  Enabled 0 FE Query use of wired+wireless and drop UDP/TCP on wireless by default wired and Wireless Use Query and Traffic mgrg 153

w5how reference list

22158

Save | Delete Emerisnly Logaed in asi admin

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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zoiotEn H

ARF9T6HEF LR U —FITH L VWAR Y =2 BRED Z L —7ICBEEMT 20, LW L—7
ZERRL £9 (X 7-42 25H),

B 7-42 B2 TINDHR R VA XEFHEREFRDEEFRERR Y > —DTI—T~DEGE I+

il Management Center for Cisco Security Agents V5.2 Logout | Help | About

CISCO Events Systems Configuration Analysis Maintenance Reports Search Help

Systems » Groups > WLAN Wired-Wireless Query and Filter

OTHER GRoUPSE 4l

Quick links
+ Modify host membershi

=+ Modify policy associations
* view relsted events

* Explain rules

Name
WLAN Wired-Wireless Query and Filter

Description

|WLAN palicy: Wired+wireless Query +Default UDP/TCP Fliter
Detailed

Target architecture
Windows

Polling interval (hh:mm:ss)
01:00:00 ¥ Send palling hint
Rule overrides ] Log overrides

‘ Application Deployment Investigation enabled: No [Enable ]

Attached Policies

Policy Mame wersion Description Rule Modules
B Wireless Security Wired-Wireless Query UDP-TCP Wirsless Filter Query use of wired+wireless, filter UDP/TCP on wireless by deafult 1 module

Combined Policy Rules

Enforce rules: 1 (click the header links to sort)

1D Type Status  wAction Log Description Rule Module
885 Metwork access control Enabled 0 3E Query use of wired+wireless and drop UDP/TCP on wireless by default Wired and Wireless Use Query and Traffic F|Iter

jN

Save Delete 21 rule changes pending Generate riles

Logged in a1 admin

22158

RFYTTH LT NV—TZER LSBT, RAFNDAU Ay TELTHEHFRL T, N4 TIHIHRA L
AR —EAINS LIl ET,

AFY T L= BERL T, $NTORENFZEMAL £7,

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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AFYTOHAX AR LTEFH LWL — T a2 — LOBERHERT AR, RANNEFORY > —
FEITL TSI L 2HERL TLIEEW (M 7-43 #BH),

B 743 Y= XT—BFRETN—T Aoy THRREIA TSI FFMEHR

isco Security Agents V5.2 Logout | Help | About

I|||.|||I Management Center for

co Events Systems Co

uration Analysis Maintenance Reports Search Help

Systems » Hosts > clientdd.srnd3.com

Quick links

* Modify group membership
o View related events

* Explain rules
e Reset Cisco Security Agent

Name
client04.srmd3.com
Description
windowsNT 5.1.2600 Service Pack 2 [W] (English) [%86 fam 6 model 8 step 3] 510MB Tag: (mobility at tse)
Contact information

Status I

Host Identification
[ Host Status
Events issued in past 24 hours:
Software version:
Policy version:
Time since last poll:

the latest software

security level: Mediur
Insecure boot detected (state condition): Mo [History (]
Unprotected access detected (state condition): Ho
Untrusted rootkit detected (state condition): Ho
BIOS supported boot detection: Ho

Time since last Application Deployment data upload: -
Detailed status and diagnostics

Host Settings

Group Membership and Policy Inheritance

Group Name ‘ersion Description Policies
Al Windowsz Auto-enrollment group for Windows hosts 2 policies
B wLan ad-hoc Query and Filter WLAN policy: Ad-hoc Query +Default UDP/TCP Flltar 1 policy
Policy Name wVersion  Description Rule Mudﬂ
wireless Security Ad-hoc Query and Default UDP-TCP Filter Query use of wireless ad-hoc connections and filker UDP/TCP by default 1 module

e mer e T [ e aglicies

=] WLAN Wired-Wireless Query and Filter WLAN policy: Wired+Wireless Query +Default UDP/TCP Fliter 1 policy
Policy Name wersion  Description Rule Modules
ireless Security Wired-Wireless Query UDP-TCP Wireless Filter o oeD Gl atdke s, oy UBRATER om e by Coeids L medule
| o
0
Hove o Recyre Bin [P
N
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zoiotEn H

AFYFT 104 —Y Ry NEGLT 7T 4 712> TWAKRZ N ET, 802.11 EHEH O 23171

T DAXSARLTEH LWL — L BV 2 — LR L T (K 7-44 2 508),

B 7-44 Y2 TNDHR G T X FAEREFERDRBGETN—N EZa— /L FEHEL 58D
IR 2—HE4

My Metwork
Places

Metwark Mame:

G Speed:

Signial Quality:
IF &ddress:

“wireless Metworks (8]

Recyde Bin

.! e You are connected to CSATest.
CSaTest -
54.0 Mbps

Excellent

n was detected

[I%I! H adhocCSA
Wireless_v1... Dl]l]” j This network has secy
H FwW/SH
7‘ \ D[ll]” ﬂ This network has secy
(S
CCKM
Internet |] H
Explorer D[”] ﬂ This network has secu
FwWSHMEng

_olll

= 'y Active wired & wireless connections have been detected. For
\l) security reasons, connectivity to wired and wireless networks is
MOT recommended. Turn WLAN radio off when not required.
Permit dual connectivity?

(i¥es

(2o (Default];

[ Don't ask me again

Default action will be taken in 4 minutes:41 seconds

(T

BOTIWDARETAXFHIL—IL EDa—)L0AXVT

a—Y 7 — T I a v NEREENTWEIREZ A REHRL—L T 2—/LTAX b
OX T REMTIR S TWDEEIE, =2—FITBEY 1 R URRRIIND & Notice 1~ b

WAERSHET,

221584

PIED 1 BN, RIUEMEIC L > Th— b EV 2a— AR N U T—SN78E6. 00N

TI7—h AR EPERSIVET,

ZO7T7—FTIE, 7y BRI =N TWVDHITH N

NHLT, =PI =PRI TR EIRSNET, 77 4/L K Tl Don’t
ask again 7 7 ¥ a U INVERNICR > TWARWEATH, 22— 72 ) —RNETINDLDIE, FF

EDAR b X AT LI TR L BoALTT (X 7-45 25 8R),

[ oL-18316-01-J
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BCSAMC £~ F O

.|||.|||. Management Center for Cisco Security Agents V5.2 Logout | Help | About

CISCO Events Systems Configuration Analysis Maintenance Reports Search Help

Events » EventLog

Viewing 68 - 19 of 68 events

Euent log genaration tims! 2/2/2007 3:05:33 AM
Severity: Information - Emergency
Host:

Rule Madula: ll
Events per page: 50
Sart by: Order racaivad
Filter out similar events: es (filkered out ~32% of 300 events)

Latest # Earliest

# Date Host Severity Event
68 2/2/2007 client04.srnd3.com Alert The process 'Ci\Program Files\Network Associatesh\Common Framework\FrameworkService.exe' (as user NT AUTHORITY\SYSTEM)
10:05:06 attempted to initiate a connection as a client on TCP port 82 to 171.71.179.143 using interface wifi\infra\enc: wpa\FWsM. The
AW operation was denied.
Details Rule 535 System State  Wizard 76 similar events (same Type/Rule I0/Application) % Find Similarsl
67 2/2/2007 client04.srnd3.com The process 'C:\Program Files\Network Associates\Common Framework\FrameworkService.exe' (as user NT AUTHORITY\SYSTEM)
10:05:06 attempted to access a resource which resulted in the user being asked the following question. 'Active wired & wireless connections
AM have been detected. For security reasons, connectivity to wired and wirelass netwarks is NOT recommended. Turn the WLAN radio off £
when not required. Permit dual connectivity?' The user was queried and a 'Mo' response was received. f
Details Rule 885  System State  Wizard 12 similar events (same Type/Rule ID/Appiication) % Eind Similarz m

TARNREDN—FOz7ELUVYI 07

#7310, TOV=aT VOB EYR— M T5720CE LT AN THERHINE, £
Sy N7+ —LBLIREOY T N = THERERL 7T,

# 7-3 TXINREDN—F DT 7HELUI V70T 7

CSA VI =T V5.2.0.203
CSAMC 7 v 7 #—2A |Microsoft Windows 2003 Enterprise Edition

Service Pack 1

ENALN TF5A | A —F 47 25 A |Microsoft Windows XP Professional
7~ b Service Pack 2

W7 T AT 2 b CSSC v5.1.0.39

AR T X T A Intel PRO/Wireless 2915ABG

RT AN 3= 929.0.4.26

SEEH

Cisco Security Agent (CSA)
 CSA B A b

http://www.cisco.com/go/csa/
e CSA Trusted QoS
— Implementing Trusted Endpoint Quality of Service Marking

http://www.cisco.com/application/pdf/en/us/guest/products/ps6786/c1225/ccmigration_09186
a00805b6a81.pdf

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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http://www.cisco.com/application/pdf/en/us/guest/products/ps6786/c1225/ccmigration_09186a00805b6a81.pdf
http://www.cisco.com/application/pdf/en/us/guest/products/ps6786/c1225/ccmigration_09186a00805b6a81.pdf
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Cisco Secure Services Client (CSSC)

Cisco Secure Services Client (CSSC)
http://www.cisco.com/en/US/products/ps7034/index.html

Cisco Unified Wireless

CS MARS

T A SRR,
http://www.cisco.com/en/US/products/hw/wireless/index.html
Ry hT—7 EX 2T o

http://www.cisco.com/en/US/netsol/ns340/ns394/ns348/ns386/networking_solutions_package.htm
1

ARIEZR AP 36 L OMERR T R 78 v 7 56 DO RE A
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns279/c649/ccmigration_09186a00808d9
330.pdf

CS MARS O =—H Fj A R
http://www.cisco.com/en/US/products/ps6241/products_user_guide_list.html

B|RT F Ry VEROKSEHE

7RIy 7 Bt T OMass M & 72 % Wireless Auto Configuration OE)EIZ DUV CTEBI L 72
Microsoft 7l 5+
http://technet2.microsoft.com/WindowsServer/en/library/370b019f-711f-4d5a-8b1e-4289db0bcafd
1033.mspx ’mfr=true

Windows D7 N A& » Z@{ERREMMA SN L 5HEOFHIZOW THlM L 72 Wi-Fi Planet O
FCH [The Windows Ad-Hoc Exploit)

http://www.wi-fiplanet.com/news/article.php/3578271

[ oL-18316-01-J
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http://wwwin.cisco.com/esg/wnbu/products/secure_services/
http://www.cisco.com/en/US/products/ps7034/index.html
http://www.cisco.com/en/US/products/hw/wireless/index.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns348/ns386/networking_solutions_package.html
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns279/c649/ccmigration_09186a00808d9330.pdf
http://www.cisco.com/en/US/products/ps6241/products_user_guide_list.html
http://technet2.microsoft.com/WindowsServer/en/library/370b019f-711f-4d5a-8b1e-4289db0bcafd1033.mspx?mfr=true
http://www.wi-fiplanet.com/news/article.php/3578271
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SRAOANEHIDS/IPS £y F7—4
IDS/IPS D&

A7 Cisco Unified Network (X, A EBEOW T OT 7 A28 LE L., RN T—BHD
HHRY L —HHICE > TEERXY N =2 2 N8B OBHECERRE, ¥X=
T ANK T EMENOLESET 7 o —F 2B U E9, BHRIDS/IPS &%y hU—7
IDS/IPS (T &, Ry hU—27 X2 VT 4 OBEERBEHETH Y | OB B L OB T
AP Rl D= S

Z OFETIL, MR Intrusion Detection System/Intrusion Prevention System (IDS/IPS; {2 A1 A
TN RABEY AT L) & Fw b U — 7 IDS/IPS OAief72 % E], 1 X O OMisen) 7 %%
% Cisco WLAN Controller (WLC; WLAN 2> hu—5) 7J v F 7 4—25 & CiscolPS 77 v
N7 =L DZENENPRIZTHECOWTHALET, £/, Zhb 250y a3 7F v b
TA—LDATRL—varEANITLLICLY, INHDOT Ty b7 —LEHEHL
T, fAH TR BEVE R — V24T 2 FIEIC O W TH R L £,

Cisco IPS #JEBH L T Cisco Unified Wireless Network & AT 5720 DH A KT A 2L, B
BRI O - WLC &IPS D TR L —2 g 2N T 3 HEICHOWTHAL £3,
ZOETRTY 7 by =7 EE A7 V—rvay b, BIOEMEZ P851 D [FAK Xy
RON=RT =T YT R =T ] ICRBOY Y —RTESINTWET, FEHIL, 7T
Cisco Unified Wireless Network & Cisco IPS Ol FiZksiw@ L TWA Z L& fifE s L E9,

ZDETIL, CiscoWLC 7T v 7 +—25 & CiscoIPS 7T v b 7 +— AIZEH O IDS/PS #HE
HEETZ T N9,

WLAN X2 ) T4 ICTHBITHEHIDS/IPS £y kT —
4 IDS/IPS D1&E|

CiscoIPS 1T, XY hT—I R—ZADTF Ty h T+ —LTHV, T—h, AL =T, TR
TxT ., FYNT—=T TDANAR, TV r—2a ORFEMEHR, RV —EREWoT-EED
HDNTT 4w 7 BEMISGEN., S8, BIOMHIETA729IC&FFEnTnET, Zud, v
AX2~T7 TOFEMBR N T 7 4y VREIZL > TEBEEINET,

Cisco WLC DR IDS/IPS #EHE & CiscoIPS 77 v b 7 3 — AL DX v b U — 7 IDS/IPS FEREIZ,

WLAN ¥ 2 UV 7 1T 5 ERNO L@ T 7 n—F OEELRBEHRTHY, WLAN (25
2O & BRI WO THRIZER DO 2 BB 2 R L T,
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Chapter 8 L XM IDS/IPS &%y k 7—% IDS/IPS O#HE |
B WLAN £%2U 57 12545 %8 IDS/IPS & Ry k 7—2% IDS/IPS O&E

4R IDS/IPS &y kT —% IDS/IPS Df#H5THIZ %2

n‘% IDS/IPS & %~ b U — 7 IDS/IPS Dse 2 &ZENC L, ARty hU—7 THEHA SN T
LB B O SR Y > —% WLAN | iﬁf%ﬁf%iﬂ

ﬁ%ﬁ@%lDS/IPs L Xy FU—27 IDS/IPS %, D XD IZHOEWET,

o MEHR IDS/IPS IE, 802.11 RF A7 4 TIZEHADOEW EBRFEOE=4 ) 7 K, BLOH
Wiz s > TEETT,

o Xy MU—ZIDSAPSIE. 7 I AT h NTT7 4w 7 D—RREREREOE=21
7. ., BXOBEOEELRY, R NI —T AV TTANTIFXxDOT A ABILD)
F—E ADOR#EICHEETT (K 8-1 25M]),

&7 8-1 WLAN D@ gtk | EEBIZ R/ 7= %R IDS/IPS & % v F T—2 IDS/IPS

WCS »vax WLC

Y -

Sel

802.11 h &
BLUEE |
y—=

225389 Tt eaaa--
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| Chapter8 < X3 M#EéR IDS/IPS & Ry b TJ—% IDS/IPS D#ES
WLAN £% 25 11251 5% IDS/IPS &% v ~ 7—% IDS/IPS O&E MW

% 8-1 12, WLAN OO L #BIZ31T % Cisco WLC & Cisco IPS DO EE 2 4l 52 E1 3

FOMREOE 2R L £,
7 8-1 WLAN DEZEDIEH & ERICH TSRS
IDS/IPS DEHZ WLAN O ER WLAN QOEZBZBREE S UERT S -ODHEE
WLC O IDS/IPS |~ 1FE AP B, NESTE., BIOMHILE ARty hU—
HEHE! 7 LD =2y 7 EET)
RNEZTAT R e Fs L OFHAE
WRT KRRy 7 2y T —7 B H ¥ X OBHE
802.11 DoS 802.11 DoS K& 7/ =F x?
Cisco Management Frame Protection (MFP; & B
7L — Lgi#)3
802.11 W'Y — )L 802.11 fH%:Y /' =F ¥ 2
BRI 80211 TV 2 —2arBILOR (7747 MRAREIZEDHBH, FT7vFo
Ak 7. B ILOHIE
IP O &R K OV A BB X OPHIE
RF ¥ B AR ) V) — RE
CiscolPS 7T v |BEEDOHDWLAN VT3 4Tk T EBEEOHLDNT 747D, VI =F ¥X—RA
AR NNOE SV gAY O, A B IOV
- =
Vo7 IDSAPSBREE |1 b 23 v—n w AL R, FTUL— |TI—F. SNMP R T v 7. vk Fay
varOREFH, ALy =T TR T BTy s RAN Tay sl
TT, R —ER RS AR/ — DA T 73 a3 v

1. #E# IDS/IPS B§fEIL. Cisco WLC IZ & » THEfE X S £, Cisco Mobility Services Engine (MSE; €t U 7 4 ¥ —bE R =2 T ) O Adaptive
Wireless IPS #EAEIC DWW T, ZOH A N TV EE A,

2. WLC BLUYWCS Tit, DT 7 =F vy BHBEIN TWETR, BHMRHERELZILRT 272DICHB TELNAZ A VT =F xR —
FLTWET,

3. VAaOEHET L —AME#EIT, 802.11 X— 2D DoS WEBIZHIGT 270DV 7 =F v _XR—ZAOEFHR 7 L — LBk 2 etk 57210 ¢, R
1IE AP ORG 72850 fTREICT 2 E OEETT, FHEH 7 L —2REOFEMIZ OV TIE, P4-18 O MEFHEH 7L — L] 22 <X
W,

4. WLAN BEH5ICEB &N/ CiscoIPS 7T v b 7 4 —2E, WLAN 7 7 A4 7V MIH LT, BRI IA T MCETTHHOEFEL, BED
HDHNT T4y 7 DE=HXY T R, BIOBBAFEITLET, £, @FE. RUARV—>2REAIET,

MR IDS/IPS BEBEIZ- DWW T, P4-1 @ [Cisco Unified Wireless Network 7 —3F 7 7 F v : FAK
B2t =T o kfE] BLOP4-10 D MERIDS] THLLHHAL £7°,

Cisco IPS DFEMMIZ OV TIL, P8-52 D [HBEEE] 2L T EW,
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W WLAN £ T (251+2 %88 IDS/IPS & & F 7—% IDS/IPS DOEE

Cisco WLC & Cisco IPS Dif iz 1&E|

Cisco WLC & CiscoIPS D IR L — g 2k v, i TR B BB — /L )N E
fkasnEd, ZoV—niF, TR =y P T, va—hVlEHIC L DER LS Ll & S
LET, 20Oa7R b —rarTiE, BMON—RT =7 NAET, RENEFICHETH
D, ZNH 22077y M7+ —LDRERICEY, BEOBRE EEBICBITAZNHTS 7> b
T A —LOMER S HIZEEY £ (X 8-2 25 H),

57 8-2 EBEREER/Z /7= Cisco WLC & Cisco IPS D#4

1) ZEENDHS WLAN 951472 57499
M SN, Cisco IPS ThAR TAYHH
BtRSh 2

2) WLC TRk Favs
PEAENE .o Tmea IUIJ

EEDHS WLAN
ISAT U NS5T1095

[o:,o"o"o;].! s WLAN 547>k y:
,,' "‘@9/ _ X . ’
’ > Lo 3) WLAN 55472 khSgI8
s ' 2\ SN BERORTER
: @ 1
EEDHHNTT1vY
EEELTNS

225390

WLAN 9547+

CiscolPS X, 77 AT N NI 74y 7 &ML, BERCREEZBNTLE, AAN Ty
I OVERRIZE > T T7 47 M2 b U H—L FJ, WLC 2 CiscolPS & D TR — 3
LY, WLAN 77 AT MK L CZ OB 7y ary2HE8MCEALET, 2947
YhME, TR D UTRYy RTINS, FAN T ay 2 RHIBRS DN A
AT NI bETHTZ MY EZESSNET, LA > T, Cisco WLC & Cisco IPS D=7
R —va kv, BEZREBEOR BRI TE 280 B 8& Bk > — L 23E H A

Sy 7Rt shE T,

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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Cisco WLC & CiscoIPS DaSHRL—o 3 v O{#H

Cisco WLC & CiscoIPS D2 SR L —3 a3 028V . HEVEBREY — LVt En. IPS o
RAN Ty 77T 4= 9% WLAN CEH#SZEBA TS5t EY, 20 IR
L— a2, ROEREEEENEG TN ET,

e Cisco WLC ¢& Cisco IPS O [al#i1l
e WLCIZX 2 CiscoIPS AA K~ 71w 7 DiEH
e CiscoIPS 7 ARA N 7wy Z70OWMHIEL

Cisco WLC ¢& Cisco IPS () FIH{1E

Cisco WLC & Cisco IPS {X.WLC 2 Shun U A b ZERIZ XLV IPS #EMHICAR—=Y 352 L

T, TIT47RFEAN 7y 7IERERYP ST £, CiscolPS 1, 77T 4 7 7REAN T
oy 7 UARNTRELET (K83 %25M),

X 8-3 Cisco WLC & Cisco IPS DaHiE

TLS 1.0 ZfEALT=
HTTPS B 0&EE

WLC #AS[E]##) R &K IPS N7V T1477%
[Z&Y IPS ZEHIHIZ AR~ JTOvIIER
R=)2T9% ZiRMI S
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WD FRIZEEL TLIEE W,

e Cisco WLC & Cisco IPS ] ™i#{E1%. Transport Layer Security (TLS) 1.0 ZffH L C HTTPS
TITbET, ZNICEY, X509 FEHFELZMEML TIPS ® ID BNRFES D &, BLW
F—HZMNSHA-1 "Ny a2 TATY ZLTHELEND Z EMRIESNET,

e IPSLtDaTFRL—RIZiL, FE YT 4 JA—FHND 150 WLC 2B MLETT, FE Y
TA TN—THNOTXTOWLCIZ, 77T 477K AN 7Ty JIERDEBBOICES L
¥4, L. MEMEHETAZDIC, EE YT 4 ZTA—7NOEED WLC 23F U IPS
Ea TR —FTBHLICHETEET,

e 1 DD WLC BEHDIPS TNRA AL aTRL—h T&E £,

WLC [Z& B CiscoIPS/ KRR~ TOvHDER

Cisco WLC & CiscoIPS D2 IR L — g k> T, HEVEEERE ARSI ET, Zhic
XD, CiscoWLCIZ CiscolPS R AN 7y 7 NEZIL, —HTDHWLANZ 94T N B3H D
. CiscoWLC WFDRAN 7y 7 EEHATEL LR £7,

JTAT N VT T4 INORERT VT 48T 4 BNIPS Ik > TS D%
DOFBEIZLY, FOREEERL TCWDIIAT 2 e ay 735 &b‘oﬁ%ﬁﬁﬁﬂ‘éhé_
ENRHYET, ZOT vy 7L, CiscolPS TBAAL T, IPS CHEHEMAT 50, F721E WLC
REDHDHY T =7 TNRAZRLDaTRL—va Nl Lo THEATHIZ ENTEET,
Cisco IPS TOHEHIIIER T 7 a 2k o THThiL, MOFy bV —27 Fo3 4 2 TOH I
Ty Ty avilEo T T IT 470 £,

CiscoIPS DR T /a7 ay 7 77 arOEFEMzOWTIE, P.8-50 @ [Cisco IPS @
Tay 7 TrvartEET I ar] ZBRLTLIEE N,

GB) T 7y aroOFTENS, BEGEMICEN, 28, BIOMLr =23 TS Z E2MHRT D
ZENEETT, ?56 T, BEREENARZ MIKHT D DoS AT TRNWZ L 2R L TLEE
AN

WLC 2 EDRIDO Ry T =7 TNRAATHERAN Ty 7 2EATE52L5127572012, &
DNWTNDFIEICEY . CiscolPS THRAN T ay 7427 75 4 70 TEXET,

e FENCLAFAL 71y 7 OERL
» [Request Block Host] 77 v a v o7/ =F v OB#E-SIFIZ L 5 A BhiE H

o [Request Block Host] 7 7+ = & R ® Risk Rating (RR; U A 7 Ffi) L ZVMEIZESD
ARV T I ary A== 4 FNOEESITIC LD BB

G nmovxrr TrvaroaEhEAE, IPS O—RHREREHT AR T A 0o THEEICEH
TOMERDY EF, IPS DR LMBEDOT AR T A BRiR#llS N~ =a2 T /MO0 T,
P8-52 ® I2EEE 2L TIZEW,

WLC (X, ®IZShun U A FERIZE D IPS 2R —VU 7 L &2, IPSH AL 7oy Z7ER
EZELET, TOKRAN 7ay ZIERIC—EHTDH WLAN 7 747 F R WLC IZT Y v o—
FENTWBEES., WLC X, ZDOHRARD WLAN 75 47 FESNZAERL T, ZDOHRA B
Tnuys%EALET, WLAN 77472 MMEWLAN 2B HIli &L, AN 7y s 77

arYnT I T 47 ThDLHM., BERET ey 7 ENET,
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8-4 12, WLC X WLAN 75 A 7> hMIZ CiscolPS AA N 7T uy 7 2@+ 5F2 R E
ﬁ‘o

57 8-4 WLC /=t B Cisco IPS 75X F 70w o DBEH

1) BED®HS WLAN 95472k 857499
M Eh, Cisco IPS THRRK TAyIH
TOT17123N 3

2) Ty T—hEh=E#)RH WLC
[LkoTRESH. F51T7 VMRS
AHEREN e mll

~
~

EEDHD WLAN
ISALT U ES5T495

LAP -l % 3) WLAN 55472 Mg
‘ h., BEGORITEIC
JOvoyEnsd
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WIZ. WLC 28 CiscoIPS R A~ 7 uy 72T 5FIEERL £7,

AFYT1HRAN 70w Z7M CiscolPS THBEN. 70y 73257747 MOEETIP TRV AETE
FLET,

AFyF 2WLC 25, KIZT Shun UV A FERICE VD IPS AR—V T L&, T T—hr &7 7
TATRAEAN Ty 7 URAMNEZIEL 9,

AFYTIWLC NEWETI T AT b VAMNET v 7T —F LT IPS DEFOT 7T 47 KA Ty
JIERERM ST ET,

AFYTAWLC N, BHET Vv 2= SNTWDHITTAT U MDOFEETLIP TRV ANREGEY 7 A7 > b
UAMNNO=Y N V=T D0 E I D0Z2HERL ET,

RAFYTET VTV E—FEZINTWAWLAN 7 T AT FOEETIP T RV ANEREY T 47 MZ—
THHE. WLCIZ, FD 7 F AT FDOMAC 7 RL RIZESNWT T T4 7 v Mg EERR
L. IPSHEAN Zay s 7r7aryzmAl £1,
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AFwF 67 0y IEED WLAN 7 5 47 s NIl S E1,

AFYT TIPS KA 7ay 7 BREHTHHM., BRAISINIZMAC TR L A%&FDOWLAN 7 5 A4 7 K
X, 73— E2RBLTZNCWLC Ik » TUIrEn£4,

AFyFT8KRAN T uy 7k, MIBRBUAIZRE0HIBREINDETIPS ECT 77 477 EETT,

RFVT T TAT v FMEIMI, ZA LT MNIRDETCWLC ECTT 75747 %%FETY, 2947
NEANDZ A LT ME, WLC TWLAN 27 7 A LD LICEREINSL DT, IPS TEE
SNDBEAN Tay 7 XALT T EITERBZR T,

AFY T 10WLC TZ 7 AT > FRADERBYINICZR>ThH, IPS THRAN Ty I NEET 75 47T
LGS, Ty IHBROEETIP TRV AE2EESIVIA TV R WLC KT Y —F&h
Lo, TV Z— 2R TWSEE, WLCITFHFLWIZ T A7 v s aERk L £,

CiscoIPS7 KXk A HOEWYBEL

CiscoIPS R A N 7y ZOWVIHELIL, ROWT LD ARy MIFESWTIThiET,
o RAKNTUVIDHALT TR
o RAL T uvyZOFEIHIE

CiscoIPS R A M 7u v 7RV EEND &, WLC 1L, IPS ~DOREIDOHR—V 7T, T
TFT—hINEZT VT4 TRAAN 7Ty 7 VANEZIEL, B IATF VANET v

IF—rLFET,
HKIZ, WLAN 77 A7 F®DCiscolP RA S 7oy Z7OEYEL TWLC BNFETTDFIELR
L/i—a—o

AF9 T 1CiscolPS DT V7 4 TIHRAFEA N Tay JIERBT v 7T — Sk, DEi7ay 7 ST
RAFNDOEETIP TRV AEE E 0 F3,

AFyF 2WLC 28, IZ Shun UV A FERICE VD IPS ZR—V T L&, T T—hr &7 7
TATIRARAN 7y 7 VANEZELET,

AFYTIWLC NEWETI T AT s VANET 7T =ML, IPS OEFOT V7T 47 RAN 7wy
BHRAENMREE, 7ay 7 &NRL< oA A MZ2T XTHIFRL £9°,

AFYFTALUR T oy 7 ENTWERARMNIT Vo= ENTWAET 7T 47 WLC 7547 Mg
M. V75 AT BRI TS WLAN 707 7 ALD I TAT v NEIZ A LT 7 R
HIZESNWTH A LT MR £9,

RTFYTETTAT U MR ZALT UMD, LIV Ry 7 SN TWERA BT By 7 IR
<72 F9,

Cisco Unified Wireless & IPS O#i4&

Z OIETIX, Cisco IPS & Cisco Unified Wireless Network OFES I HAE R FNE, 3 L Cisco
WLC & CiscoIPS D2 FAHR L — 3 U ERENIL T, i CRhEM 7 B B & Ry — Lz i
B9 2 FIEICOWTHAL £, Zoa IR —yaid, BION—F U =27 BRET, &
TSI L T

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
8-8
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Cisco IPS D% &%, Cisco IDS Device Manager (IDM) Zf{iH L T/R & TV EJ, Cisco WLC
DBGEIT, WLC O GUI 2l L TRS TV ET,

IPS DR EHE

Cisco Unified Wireless Network TlX, X TD WLAN 7 7 A 7>~ T 7 4 v 778 WLC &4
LTRERAY NI —ZICAVET, ZNIZED, ZONT T 4w Z7IZ8 L TEBOBH & BRI
B FEITTHEODOEERBAT. BE O Cisco IPS D= DR HARFEERN A bRt EIh £+
(X 8-5 #&R),

& 8-5 Cisco Unified Wireless & IPS EBE—F
‘Cisco | DS . Cisco IPS
(ISP T EZAYT DIGE) (TOT4T A4 E=ZA) T DIHE)
I\ T EZR)UT DA WLAN TOTAT AVS54Y TRV
I95AT Uk bST09 0 R—bDEZ DIHE.WLAN 9547k 8574
AU EFBLTIDS [THERSIhD w9 T—H IRRIL IPS #2HT D

IDS

wic e—zpozs ([N
RykI—HORED
WLAN 55472k F5T49%

YT =IO DEID
WLAN 547k b5749%

| pgERIFTI— R ERYRT—S

l/'ll' /,I/II
LAP £ LWAPP ho R LR D LAP 477 LWAPP kR LIZED
=' LAP & WLC OREID =' LAP & WLC DRD
ROR DTAT U NST499 $e00Y ISAT U 8ST199
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CiscoIPS Z# IDS & L TJEBH L . Promiscuous (FEZER]) E— ROy 7 =2V 7 %&1{H
950, F23XIPS ELTEBALT, AV T4 T—RFRDOT 7747 T=Z V7 EFERAT
HIEMTEET, CiscoWLC LD FRL—2 30O ABIT, CiscoIPS % IDS E— R £7-1%
IPS E—RFOWIT NN TREBTXEI, IPS TiE2< WLC THA L 7oy 7/ RNwEH b=
O, BV =3 AT A TRITENENETA, Lo T, IPS ERET—F OERIL,
Fv N U — I RE ORI EIR T,

IPS JEBRE— K OISV TIX, P.8-50 @ [Cisco IPS DEFHE—F | 2L T E &V,
WOBIZEEZEL TLIEE,

e CiscoIPS X, WLAN 7 AT N b T7 7 4w 7 LT, ARITAT M V77407 F
EFRILE=ZY T BIUOEFRHEAZFITL 7,
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e CiscoIPS ZEBLTEDA L X —T =2 A A, BT A X —T =4 A, BLOVLAN ZEH
TOHNEHFRETEET, L -> T, IPS #EBAL T, WLC fE# VLAN O3 X CTE7=i3H
Ty hEEHRTEET,

e IPSiTZ. WLAN "9 7 4w 7 DE=F IV 7HERATHALEITHY SHA, BHLT
T4 7 EWBRNTT7 4w 7OMGEERTH72DI21IPS #EEATE £7,

IPS OEEMRERE A X 2 ZZDOWTIE, P8-52 D [BEGE ICHHO~v=a T L EZRL
TLIEEWY,

Cisco WLC & CiscoIPS DaSHRL—2 3 v OEDE

Cisco WLC & CiscoIPS a2 Z AR L —v a3 > Tlk, ROFFHERFIAZFTTH20ER’H Y 5,
e CiscoIPS TWLC ®x—H 7 Hh o b EERT D,

e CiscoIPS TWLC Z#F R AR RN EL TEHKRT D,

e Cisco WLC T CiscoIPS % CIDS o ¥ — L L CTE#KT 5,

e WLAN 707 7 A)VTIT7A4T Y NpAEFNCT D,

WIZ, & FEEFATT D HIEOFMERL £7,

Cisco WLC & Cisco IPS ® = TR L —3 2 » 2 HNTT 5 12 DRMI O FIEIZ, WLC 78 IPS %>
BT 7T A4 TIABAN TRy ZIFHREAFTELLIICT LI LTT,

Z2F 9w F 1Cisco IPS T, WLC O=—H% 7o N Z{ERK L 7,
ZHIZED WLC R IPS BT 7T 4 7R A 7oy JIEREAFTEDE 120 F4,

IDM C. Configuration -> Sensor Setup -> Users OJIEIZHEA £, = —H 17—/ Viewer THi L
W —HFEBEINL, NRATV—RERELET (X 8-6 x5/H),

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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& 8-6 Cisco IPS TWLC 21— FHDO> F EEHET &
g% Cisco IDM 6.1 - 10.20.200.30 -8 ﬂ
File Wiew Help
Nmm
@ Home (Dg,:% Configuration @ Monitoring ‘ o Back J Forward ‘ @ Refresh ? Help I CISCO
Sensor Setup o R X Configuration » Sensor Setup > Users (]

T Startup Wizard

Specify the users that hawe access to the sensor, The service role is a special role that allows you to bypass the CLI if needed, Only one service account is
allowed,

Username I Role | Status | Add |
cisco Viewer Active

csmars Viewer Active &I
e -
g Add User x|

Username: |wic-206-br
User Role: |Viewer >

d

Password: FEEEREEREE
Confirm Password; [###sx#ssss

iZancel | Help |

| e
‘ﬁ) Sensor Setup

W, Interfaces

% Policies

%1 Sensor Management

2 Apply | Reset |

IDM is initiglized successfully,

225304

tme-mab administrakar @]

WOBIZEEZEL TLIEE,

o WLC Z LI D =2— T hHU v N EERTH ZEEBED LT, ik, b
TNy a—T 4 TRE=X VT REZITRD 7,

e WLCIZIX, =—% m—/L [Viewer] CTIRIEINDIRRT 7 AL T2 THLERH D
F9, ZOT 7 BRFEFNRMETT, ZNICXY, B2 VT 40 XA TFTI7T 40 REL
THRINTWD LB, LEHR/NNBOT 7 AMRIZITMTEEND Z ENEEEE N E
‘a—o

o WA NRAT—RK R —DEHAEINTWEZ EZ2MERL 7,

e IPS tDaTFRL—hIZiE, FEE YT 4 JA—THND 15D WLC 72 BMNETT, 7272
L. ILEMEZERT L7012, B850 WLC 23X ETE £7,

AT w7 2CiscolPS T, WLC ZF# A HF AR ELTERLET, ZNICED, WLCHAMNRT 72747

RARAN 7Tay 2l UZARNEERETAHTE-OICIPS LHEETXAL9172Y 9,

IDM v6.1 T, Configuration -> Allowed Hosts/Networks DJIE(Z##Z FJ, WLC OEXETLTIP 7
KL AERYy NT—7 v A7 T, FFAlAANZBMNML ET (K87 &),

Nl

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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X 87 Cisco IPS TWLC #H T+ XL TEET S

B Cisco IDM 6.1 - 10.20.200.30

REE]
File Wiew Help | I " I |

' ) '
@ Home @ Monitoring ‘ o Back J Forward ‘ @ Refresh ? Help I

Sensor Setup o R X
T Startup Wizard

(Dg,:% Configuration

Configuration > Sensor Setup > Allowed HostsMetworks

Specify the addresses of all hosts or networks that have permission to access the sensor through the network,

1P Address Mebwork Mask | Add |

10.20.30.0 255,255.255.0

10.20,30.34 255,255.255.255 &I

10.20.100.150

55 55

g% Add Allowed Host x|
1P Address: 10.20.201.2
Network Mask; FSS.ZSS‘ZSS.ZSS -

[a]:4 I Cancel | Help |

G
|§|O Interfaces

% Policies

m} Sensar Management

%

Apply | Resel |

Refresh completed successfully,

225285

tme-mob administrator ]

WD FRIZEEL T &0,

o WA Ry NU—Y A IEFEHL T 1 OORANIPTRLVAEFRITZRY NTI—Z 1P T
KL AFHAZERXCTEET, ZUE, BFE., BEORY NT—27 X2 VT 4 R —IZ
LoTHRED FTH, —RNITFEBORSG S LEX2 T 0 URITOMO ML —RA7
-/C:‘—aAO

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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AF9F 3CiscolPS DTLS 7 4 H—7V o N e AFLET,

TLS 7 4 > =7V ik, IPS OV — MAD X509 ZEHETT, 27 4o H—71U v Mg,
P—NERAET D72, BLOWLC &IPS HOMWEEZ X2V 7 ¢ THR#ET 572912 TLS 1.0
THEM S EF, IDM T, Configuration -> Sensor Setup -> Certificates -> Server Certificate ®
NEZHEA £9 (X 8-8 B M),

%] 8-8 CiscoIPS D TLS Z 7> H—F 1> DA

g% Cisco IDM 6.1 - 10.20.200.30

File Wiew Help
s s Nmm

@ Harne O?:,} Configuration @ Monitoring | 0 Back J Forward | @ Refresh '? Help l CISCO

Sensor Management o' & X Configuration > Sensor Management > Certificates = Server Certificate o
&g Authorized Keys =] | The sensar has the Following server ¥ 509 certificate:

Known Host Keys
&8 sensor Key
ificates

MDS:  16:A%:7AED:12:38:74:76:65:EA:F0:47:C8:63:4F 60
SHAL: SDiF9:29:43:CB 15 EC:E0: 1B:07:C1:8A:64:76:20: 1 B9 6E:92: AR

To generate a new server certificate, dick Generate Certificate,

[y Router Blacking Device Tr

[igly Cat 6K Blocking Device Ir

I8l Master Blocking Sensor

- stwp

E\% izeneral Configuration
x Traps Configuration

|48 External Product Interfaces

(—&=10 Passwords

— . Licensing

|t Sensor Health

-+ IP Logging Wariables

&% AutojCisco.com Update —

(43 Update Sensor

—¥] Restore Defaults -
4 »

\i} Sensor Setup
W Interfaces
% Folicies

o !, Sensor Management

¥

Generate Certificate §

225398

IDM is initialized successFully, tme-mob administrator ﬁ

TLS 7 4> H—7"V > ki, CiscolPS ® CLI TR~ RE AN L THERBTL ¢ TxF
TO

show tls fingerprint

TLS 7 4 H—7 Vo rofllx, ko LY T,

ips-3845-2# show tls fingerprint
MD5: 16:A9:7A:E9:12:38:7A:76:68:EA:F0:47:C8:63:4F:60
SHAl: 5D:F9:29:43:CB:15:EC:60:1B:07:C1:8A:6A:76:20:14:B9:6E:92:AA

AT 9T 4CiscoIPS ¢ a3 TR L — 454 WLC T, IPS ZCIDS B ¥ —L L TEHEL £1°,

WLC T. Security -> CIDS -> Sensors DJIEIZHEA F T, IPS DIP 7 KL AT, #HL\CIDS &
VY —EBMLET, IPS TER L7 WLC 2—% T H U b Da—HLZ ERXRAT—F (A
Sy 71 THEE) ZANLET, State Ry 7 224 NI L TRy —%2T 75 0712l IPS
DTLS 7 4> H—=7V > rZ AL T, Apply RZ U ZBIRL £ (¥ 8-9 B M),

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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&7 8-9 WLC TIPS # CIDS &> % —4 L TEHET S
ing ogout  Refres
lllllllll Ping  Logout  Refresh
CISCO MOMITOR ~ WlANs CONTROLLER WIRELESS —SECURITY
Security CIDS Sensor Add < Back | apply |
* ARA
General Index 3 j'
= RADIUS
Authentication Server l—
p——— address 10.20.200.30
Fallback
P TACACS+ Port 443
LDAP
Local Met Users
MAC Filtering Username [wlc-2106-br
Disabled Clients
User L_ogin Policies Password I*****m****
AP Policies
¥ Local EAP Confirm [
. Password
¥ Priority Order
. Query
60
¥ Access Control Lists Interval seconds

¥ Web Auth

* Advanced
» CIDS hash})

Wireless Protection
Policies State ¥

P [PSec Certs

Fingerprint ISD:F9:29:43:CB:15:EI::6IJ:lB:l]?:l:l:BA:SA:TG:ZD:14:89:6E:9:
(SHA1 40 hex chars with every 2 char separated by colon

Sensors
Shunned Clients

Ca Certificate
1D Certificate

2265367

WD FRIZEEL TLIEE W,

7 ) —EIZE > T, WLC 28 Shun U A FERIZX Y IPS 2R —V > 7 DB ENR £
D £9,

T7 N hO 7Y —fEiIE. 60 BT,

7 ) —fl@IX, CiscolPS TT VT A TRIRAN 70y II3T 7T 4 7IZ/RoThb
WLC CiiH &5 E CORFMICHEL £3, £/, 72V —MlRL 7747 Mgsh& A
LT ME, CiscolPS TT 7T 4 7A AN 7y 73RV EENTHS WLC T 2y
I RRBREND £ TORRICEEL 3,

IPS tDaFRL—hMZiX, FEYT 4 JL—7FHND 120 WLC i NMETY, EE Y
T A TN—THNOTXTOWLCIZ, 77T 47RFEAN Ty ZERPEBHHIEIN
9, NEMEHET 272012, TV T 40 ZA—7HNOEHD WLC 5 1 -2 Cisco IPS
LagdRL—FrTBLIICHRETETET,

1 20O WLC WD IPS TXA AL aTRL—h T&EET,

IPS EBHIZ. < OHH. TORMLE NS TRATE VT 4 ZEBATH0, BLIOSE
SERHEM e r— g EHB e A — g SKHIST A DI, B OB — 2k
MLET, ZORy hT—T72EKOEBMmH  BEEEE + o IEHT 72012, 1250
WLC NEE D IPS TRA AL a TR —hT&ET,

RFYTESWLAN 7 7 A7 h 7y 7 O#MAE2Y R — T 23208 NRHD WLAN Z L2, WLAN
TaT g ANT I TAT LV NN EENNTHLERH D £,
WLC T. WLANs [Ci#Z. WLAN 7’27 7 AT 7 EALET, 7547~ 7ayk

T BN THEEED WLAN 727 7 A )L 2B L . Advanced ¥ 7 12 Z E£4, Client
Exclusion @ C. Enabled = v 7Ry 7 AN L THAHIZ L 2HALET (X 8-10 %

)

o

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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&7 8-10 WLAN 254 7> F FO0yF*> I DEHE YR —FFEWLAN C°EICO5 17> FERHA

FEHICTS

nfiguration Ping Logout  Refresh

MONITOR  WLANs  CONTROLLER  WIRELESS  SECURITY  MAMNAGEMEN COl HELP
WLANs WLANSs > Edit < Back_| apply |
General | Security | QoS | Advanced |
¥ WLANS
WLANS
b advanced Allow Asf Override ¥ Enahbled DHCP
H-REAP Local Switching 2 [T Enabled DHCP Server I override
Enable Session Timeout FIlBDD
Session Timeout {secs) DHCP Addr. Assignment Required
Aironet IE Flensbled Management Frame Protection {(MFP)
Diagnostic Channel [T Enabled
override Interface ACL None |« Infrastructure MFP =
Protection (Global MFP Disabled)
PzP 1on | Disabled 2 _
. l—ED MFP Client Protection 2 IODt|0ﬂa| 'I
Client Exclusion = v
Bkt Timeout Yalue {secs) DTIM Period {(in beacon intervals)
gnz.itafn (1-285)
&02.11b/g/n (1 - 255) Il
Foot Notes

1 CRIP s not supported by 10xx mode! AFs

3 H-REAF Local Switching s not supported with Ifsec, CRAWITE authentication

4 When client exclusion fs enabled, & Timeout Value of zero means infinity {(will requive administrative override to reset excluded cfients)
5 Client MEP is not schive urdess WPAZ is condfigured
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TATIRAAN T oy JIEREZEL T, TOWLAN 707 7 AL TlIHA AN 7
oy 7R EHINEY A,

WLAN 707 7 AV T TAT V NRADEDNTHLLGEIL. YA LT Y MEEZERT D
VERHY FT, TOXALT T I, TOWLAN 707 7 A )LIZEBFDOL OTI,
WLC (X, £® WLAN 707 7 A L CEHINLGTXTOI T 47> MAMIRL T, Z
DEALTT NEEAHL F9,

FTITANVIDITTAT L MEINE A LT 7 FiL 60 BT,

IIAT LV RERADBERIND E, VAT MR ZXA LT MIZXL->T, WLC T Z
ATV FDOMACT RV RIZEDSE IV ITAT U R T ay 7 ENAHBINREY £,

CiscoIPS R AN 7y Z7ORERLEL THEREINTZZ AT 2 MINE, 7 74T > FERst
BALRT T MNIRDETT VT 47 EETT, 727472 MERIME, CiscolPS FA K 7
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Cisco WLC & CiscoIPS DaSARL— 3>y E=2 YT DEFHIE

Py NT—=T T IT4ET 4 DF=HF Y 71T, IR xy VU —7FHICE > TEET
T, ZOETIE, ROHEAMFEHL T, Cisco WLC & CiscolPS D2 IR —2 g vV DE=H
Vo Z NI TAHEICOWTELLHBEL £,

e WLC H—H/)L uxo 7

e SNMP F 7w~

e WCS

e CS-MARS

WLAN 95472k TOvY ARV RO WLC O—A)L O T OEDE

WLC iZ.WLCGUI £721Z WLCCLI C7 7 A T&2u—0/ Avt—y ol 2Rt L £,
DAy =Y O SIZWLAN 79 A7 7y A MEaX 79 5121L, WLC O
0y LoV ER/ANERE 1 (Alerts) ICRETHAIXLENRH Y £7, TOHA. WLC IE, IPS &
Abh TRy IORELLTCWLAN 7 9 A7 v heTduy rs35E ua—h) Ayvk—y as
TV EARLET, 2O R UIIE, IPSHOZELEIPTRL A, BIOT Yy o—
FENTZITAT U FDOMAC T KL ARG £ ET,

TITAT Y MRAMCE SO TWLC BHER LT AT N TYvxo—a e RRT HHLEN
HIHEAEIE. WLC O L)L &/ NEKE 4 (Warnings) ([CiXET 24 ERZH D £3, 7
Oy 7 ENTEITITIAT VIR, TDH%., TOMACT RV ADT 7T 477747 FgEs+
NFEET LT Y v 2= 2R 8E. WLAN 2 947 7ay 7 AXUVFTZOxT
Y MUBNERESNET,

FE2IZ, ZhoDEuaX o 7 A7 vary THEERZ XV LNLVOMELZRL £77,

#* 8-2 CEZOF>T LA

ARk BRINEKE

IPSHAA N 7y Z7EHAOREREEL  |Alerts N
TDHD WLC 7T AT > ballEA -~
k

TIT AT T7A4AT 2 RIS Warnings BEAE 4
LoTHERENTZIVTAT VN TV
vT—3 g VER

>

g
of

OJDEXE% [Warnings] 255 &, FRIZBLDARVFRERSNET, cond L
NViE, BEICHERYILENHYES,

Buffered Log Level & Console Log Level @ 7 4 /L b %, Critical (2K 2) TF, Z D7

7 AV R ETIL, CiscolPSTFA N 7uy 7OEREL CHEASNEZWLAN 7 247~ 7
Oy ARV RaX S EnET,

R LAVEERT DT A=ZE, RO LEEY T,
* Buffered Log Level

WLCGUI Avk—y nlonl LN LaERL £,

e Console Log Level
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WLCCLI 7 Or s LV EERL £7,
PLRGD U YU —AD WLC TiX, /37 A—4 Message Log Level \ZX VY GUI & CLI OjiFow 7
~ULNEFR L E T, Significant System events &) X E T, WLAN 7 747>k 7y 7
AR DR T PEBIRY £,
WIZC WLAN 72 T AT b Ty 7 ANV eRRTELEICT L0 LULDOF
EFIEEZRL 7,

A5 v 7 1Buffered Log Level & Console Log Level D737 A — 2 PWHEKE 1 IZHESNTND I L A2fERL

¥, ZOFITIE, B LUL% Critical ICRREL £, Zhi, EAE 2 OB ETT,

WLC T, Management -> Logs -> Config DJIAIZ#E 7 £ 3, Buffered Log Level & Console Log
Level D JFD/8F7 A—H T, 1l L% Critical IZ3XEL E£3, Apply #27 Vv 7L T, T
RTCOEEZEAL £9 (X 8-11 #5H),

& 8-11 WLAN 25472 F TO0Y 0 AR FF28HE/HDWLC O—H) OF 2T LAL
alvaln
Cisco
Management Syslog Configuration
Syslog Server IP Address I Add Apply
Summary
¥ SNMP Syslog Server
HTTP
Syslog Level ICriticaI 'I
Telnet-SSH
Serial Port

Local Management
Users

Msg Log Configuration
Buffered Log Level ICriticaI 'I Apply |
Console Log Level m

age lags File Info

User Sessions

* Logs

Mgmt Yia Wireless Proc Info =
¥ Tech Support Trace Info |l
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WLAN 75472k TAYY ARV DO SNMP + 5 v TDOEZE

IPS ARA N 7ay 7oL, 7747 MRAOBENERZE L T WLC IZX > THEITIN
4, Lo T, ZOAX MORAFIZSNMP F 7 v 724K T 5121E. WLC T T4
T RO SNMP F 5 v AT ALERH D $9,

RFYTAWLC O— RN T A—EZNEL L ERZRENTNWDZ L 2MHRL £,

WLC T, Management -> SNMP -> General OJIHIZHEA FF, Ve L v AT LA/ ETEL W
T T R BEENERSNTNDZ Lol L, AR SNMP AN—V g 2 c L £F
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8-18

& 8-12

cisco

WLC T—#697% SNMP /Y5 X — 45 {585

nfiguration  Ping Logout  Refresh

MOMITOR ~ WIANs CONTROLLER WIRELESS SECURITY —MAMAGEMENT  COMMANDS — HELP

Apply |

Management SNMP System Summary
Summary Name |wlc-2106-br
* SNMP
General Location |SW-Branch
SHMP W3 Users
Communities
Trap Receivers Contact I
Trap Controls
Trap Logs System Description Cisco Controller
HTTP
Telnet-SSH System Object ID 1.3.6.14.1.9.1.528
Serial Port

SNMP Port Number 161
Local Management
Users

. Trap Port Number  [162
User Sessions

¥ Logs SNMP v1 Mode [Disable =]
Mgmt Yia Wireless

» Tech Support SNMP v2c Mode |Disab|e vl

SNMP v3 Mode IEnabIe vl

ROFITEEL TIZE W,
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e SNMPvl & SNMPv2c i, 2 3a2=F 4 ANV U T E2ED, T RTCOF—FE27VT7 T%

A RNTIEETBED, A=7 4 » 72% L THfegs <7,

SNMP vl F721% v2e 1%, RERGEIIINCTAMERDH Y 7,

SNMP v3 28 SNMP O b R/ FEERMET 2720 . PR — b SN TV BEE1E SNMP v3
T BEIDL £9,

SNMP vl F£721% v2e DL BERBEEIZ. T 7 4/ TIEARWSNMP 22 2=5 4 A U7
NERHINAZ E2ERL T EIN,

TI7FNEDONRT Y 7 A3 a=T 4T T7AX—h a3a=T A DEZREHIBRL TLZ
0,

SNMP vl F721% v2e M EREEIL, ARV ERAT 7R TE2HFRATHILERD D F
ﬁ_o

SNMP vl F721% v2c M EREAIL, ACLZMHHAL T, FSNZEHT Iy b7 4 —24
P77 A EHIBT2HLERNH Y F9°,

SNMP 7 7t A% ¥% o U F ¢ CIR#ET B HED

FEHIZOWTIL, P8-52 D [BEEE ©

(XY FT—7 X2V T 4 XR—=RF7 4] LTI,
RFYF 20T AT FEID WLC SNMP ~ 7 v 72 HF8hL £,

WLC T, Management -> SNMP -> Trap Controls OJJE{Zi#7 £9°, Client Related Traps .
Exclusion &= v VR Yy JANF L ThHZ L 2MERAL ET (M 8-13 #5H),
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&7 8-13 WLC TOS1 7> FBHIDSNMP + 5w TH#EHICTSE
-lll-lll- uration  Ping  Logout Refresh
Cisco MOMITOR  WLAMS  CONTROLLER  WIRELESS SECURITY  MANAGEMEMT — COMMANDS — HELR
Management SNMP Trap Controls Apply
Summary Miscellaneous Traps Auto RF Profile Traps 802.11 Security Traps
¥ SNMP ¥ SHMP Authentication @ Losd Profile ¥ WEP Decrypt Error
General
SHMP W3 Users ¥ Link (port) Up/Down W Moise Profile M IDS Signature Attack
Cornrnunities .
Trep Rosters ¥ Multiple Users W Interference Profile
Tran.Contrals V¥ Rogue AP W Coverage Profile
Trap Logs
V¥ cConfig Save
HTTP Auto RF Update Traps
Telnet-SSH Client Related Traps 2 Channel Update
Serial Port [ &0z.11 Association [ Tx Power Update

Local Management .
Users o [T 802.11 Disassociation

AAA Traps
User Sessions [T 802.11 Deauthentication

¥ Logs [T 802.11 Failed Authentication

Mamt ¥ia Wireless &0 ailed Association

Cisco AP Traps

¥l User Authentication

¥ RADIUS Servers Not Responding

¥ &P Register

¥ &P Interface Up/Down
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WLC #F1-H1% WLAN 1 R> D WCS TOE=XR Y5 DE ML

WCS iF, T THO WLC DA FOELE 2a—%fkL £9, ZDOE =—|%, Unified
Wireless Network ERIZHO 7227 77 4 7 4 O A2 EH T B 7-DIZIEFICEE T,
WCS IX, % WLC OB EENZSNMP T v 72#FHL T, 2O L) A =2a—%4ERL
F9, L7 ->T, WCSIZSNMP T v 72X ETHL OIS WLC ZRETHVLENRNH Y F
ﬁ_o
T R_RTO WLC DAY T A WCS DE=X Y U T E2HNCT A0, WO E/REZRN
=TT,
e %2 WLC E :
—f%H)72 SNMP /X T A — X B HERT 5,

— SNMP h 7 v 7l 2 fEiR4 5,

— WCS # SNMP v3 =—# & L TEHZT D,

— WCS%ZSNMP F T v LI —NELTEHRT S,
e WCS I :

— & WLC 2D SNMP /RT A—HEEHKT D,

WIZ, TNODRBERERLERET DHHIEOFEMEZRL £9, WCS IZ SNMP v3 Z %R — Kk L TV
B2, SNMPv3 OFREZ/RLFEFT, SNMPvl & v2c b AR —h ENTWET A, SNMP v3
N SNMP O b ZRRFERETHDHTH, PR — b INTWDEAILZSNMP v3 288 L £7,

RF9F 1% WLC T, — %72 SNMP /XT7 A= NIEL K EXINTWNWDZ L E2MERL EI,
WLC T, Management -> SNMP -> General DJIEIZHEA FF (4 8-14 25 M), FEMIZONT
X, P8-17 D TWLAN 77 A7k 7y A2 FDSNMP k7 v 7 OHEME] 2#5HRL
TLIEEW,
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& 8-14 WLC T—#HGZ SNMP /V5 X — 2 Z{EZE TS
o I ot I 05 nfiguration  Ping
CISCO MONITOR ~ WLANs COMTROLLER WIRELESS SECURITY M MENT  COl
Management SNMP System Summary Apply |
Summary Name |wlc-2106-br
¥ SNMP
General Location |SW-Branch

SMMP W3 Users
Comrmunities I

Trap Receivers Contact

Trap Controls

e LEEs System Description  Cisco Controller
HTTP
Telnet-SSH System Object ID 1.3.6.14.1.9.1.525
Serial Port

SNMP Port Number 161
Local Management
Users

. Trap Port Number  [162
User Sessions

¥ Logs SNMP v1 Mode [Disable =]
Mgmt Yia Wireless
» Tech Support SNMP v2c Mode |Disab|e vl

SNMP v3 Mode IEnabIe vl
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ZOFITIX, WCS @ SNMP v3 R — 2R L E£9, L7z23>7T, SNMPv3 E— K2 T
HHVERD Y £,

AF v S 24 WLC T, LERTXTHOSNMP k7 v 7HIENRGNTHDLZ L 2HRL £7,
WLC ¢, Management -> SNMP -> Trap Controls O JIH|Z#EA £5 (X 8-15 #5H), WLAN 7
FSATUMDOERAN 7ay 7 AXFTSNMP b7 v PR ERENDS LS ICT 572012, B
NORNT Y TBENTHDZ EaEHERL T, sfic>WTIL, P8-17 D TWLAN 7 F 47T >
7wy 27 AXVFDSNMP k7 v 7 OEML] 2R TS0,
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& 8-15 WLC TSNMP + 5 v T#IHIZRZE TS

pi
vl b
CISCO MOMITOR “OMNTRO SECURITY M MEH C 5 HELP
Management SNMP Trap Controls Apply
Summary Miscellaneous Traps Auto RF Profile Traps 802.11 Security Traps
¥ SNMP ¥ SHMP Authentication W Load Prafile M wep Decrypt Error
General
SHMP %3 Users ¥ Link {port Up/Down ¥ Noise Profile W IDS Signature Attack
Cornrnunities .
Trep Rosters ¥ Multiple Users ¥ Interference Profile
Tran.Santrals ¥ Rogue AP ¥ Caoverage Profile
Trap Logs
V¥ cConfig Save
HTTP Auto RF Update Traps
Telnet-SSH Client Related Traps el Channel Updats
Eeriallnntt [T 80z.11 Association v Tx Power Update
b‘;l;?_lsManagement [T 802.11 Disassociation
AAA Traps
User Sessions [ 802.11 Deauthentication

¥l User Authentication
¥ Logs [T 802.11 Failed Authentication

Mamt ¥ia Wireless i alled Association

Cisco AP Traps

¥ RADIUS Servers Not Responding

¥ &P Register

¥ &P Interface Up/Down
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—rre—r—r—re e

ARFwF 3% WLC T, WCS %# SNMPv3 = —H# L L TEHL £1,

WLC T, Management -> SNMP -> SNMP V3 Users DOJE|Z# A F9, New =R L, WCS O
a—H TFuT AN EEHRLETT, WCS TWLC OREEZERTE 5 L0 CT 28HA1L.
Access Mode K 2 v 7% 7 /Ry 7 A% Read Write IZiZE L £7, BFEXAT—K L7 T A
V= NATU—REERL, Apply 27V v 7 L E7 (X 8-16 #5H),
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&7 8-16 WLC TWCS # SNMPv3 12—+ L TEHT S
N I el I L Save Configuration  Ping Logout  Refresh
CiIsco MOMITOR ~ WLANs COMTROLLER WIRELESS SECURITY  MANAGEMENT COMMAMDS — HELRP
Management SNMP V3 Users > New < Back | apply |
Summary User Profile Hame wcs
¥ SMNMP

General Access Mode I Read Write vl

SHNMP W3 Users

o Authentication Protocol |HMAI:—SHA "I

Trap Receivers

Trap Controls I*********** I***********

THER oS Auth Passward Confirm Auth Passward

HTTP

Privacy Protocol | CFB-AES-128 vl

Telnet-SSH v

Serial Port - -
Priv Password Confirrn Priv Password

Local Management
Users

User Sessions
¥ Logs

Magmt ¥ia Wireless
¥ Tech Support
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ROFITEBEL TIZE W,

e WCS CTWLC #RTETHHMENLZWVWEAIT., 778 A T—F 25D ERICERTET 24
BNH D FI,

e FIUFNINDOHIT O haNETITANY— Fahalid, EbLEEN., HERENAHRE
<7,

o WEFNRARAT—R LT TANRY— N2V —FROEIIL, 12 XFLLEICTALERH Y £17,
AFvT 4% WLC T, WCS ZSNMP T v 7 Ly —RELTCEEL 7,

WLC T, Management -> SNMP -> Trap Receivers DOJEIZHZA F9, New 23R L., WCS D4
A& IP 7R L A%ZEFRL 7, Status Ky 7 X7 /Ry 7 A% Enable |Z5%E L. Apply &
7V w7 LET (X817 25 M),
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o I 1ol I 0 Configuration  Ping Logout  Refresh
CIsSCO MOMITOR  WlLANs CONTROLLER  WIRELESS — SECURITY  MAMAGEMENT  CO
Management SNMP Trap Receiver > New < Back apply
Summary Trap Receiver Name |wcs
* SNMP
General IP Address |1D.2D.30.14
SHMP W3 Users
Communities
Trap Receivers Status IEnabIe j'
Trap Controls
Trap Logs
HTTP
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
¥ Logs

Mgmt Yia Wireless
¥ Tech Support
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RFY T EWCS T, & WLC & %D SNMP T A— X HEHL £,
WCS T, Configure -> Controllers DJIEIZHEA F T, =2 b —F%EBMNT5» (2 hrn—7
DEFEELRWES), SR TiiEESR Wb arybha—75%227 1 v 7 LT SNMP 3T
A—REEELET, 8-18 ML TL7Z &V,
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&7 8-18 WCS TH WLC L EDSNMP /NS X—RFFEHT S
I I . Usernarme: tre-mob | Logout | Refresh | Print
ity Wireless Control System view
cisco " ’ ——
m Monitor = R ~ cConfigure * Location  Administration * Tools v Help =
Quick Search Add Controllers
_ m Add Format Type IDevice Info 'I
Search Controllers IP Addresses |10.20.201.2 {comma-separated IPF Addresses)
Network Mask |255.255.255.0
£ = 165 Edit SNMP Parameters®
Version w3 -
Retries |3
Timeout (seconds) |4
User Mame Iwcs
Auth, Type IHMAC-SHF\ vl
Auth, Password |*""""‘*"‘"""
Privacy Type ICFB-AES-IZS vl
Privacy Password I*""“"‘"”“""“
0K | Cancel |

* Blease enter SNMP parameters for the wiite aocess i you
have one. If pou enter read-only access parameters then
controfier Wil be added but WCS will be unabie to modify
configuration,

Alarm Sun‘ln‘lar\.l"P
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e SNMP /XT A— %X WCS ® SNMPv3 =2—¥% 717 7 /L L CWLC IZEZEIN TS
LD E—HTDHLENL Y 9,

WLAN 4 R kZx}9d B CS-MARS DE=4 1 VT DHEZE

CS-MARS 1%, BB OB LEBEICE > TEER, Xy U — 7 2 £7-085 Bb 2k
H LB EMEZ 45 E L £9, CS-MARS % Cisco Unified Wireless Network & fiad+ 52 &2k,
ZOREMEYEEL CTWLAN 280 5 Z LN TE E4, MOV TIE, 4 9 % [Cisco
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1P Loggng

= Dynamic Duta
[~ Anomely Detection
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-5 Propertins cisco % R WLfNs  CONTROLLER  WIRELESS  SECURITY
& Csar Flow States —
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Suppart Infermation

Saye Configuration  Bin Levout | | pefresh
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CIDS Shun List}
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Cingriestics Rapert
L 3 statistics ¥ RAA Re-sync ’ Y
4 Systam Infermation e 1 .
R 1P dddress Fost MAL Address Expire or [P f Index L)
10.20.211.14 $o:00:00:00:00:00 10 10.20.30.33 7 2 ‘.
10.20.203 &£ FU0:00:00:00:00: - 10.20.200.30 / 1 :
10.20.203.101 118:de; : b 10.20.200.30 / 1 L
10.20.3085/73 ,'
L

v anc | Logout | Befresh

Cisco WLC Client Exclusion

.41 HI JI

Monitor Excluded Clients

Summary

_mn P Access Points

Loy Sersor Montering  + Statistics
» cop

Search by MAC address

Client MAC Addr
00:18:de

AP Name
APZ.3802

L HAL Addr WLAN Protocol Exclusion Reason Port
00:17:df:27:50:40 branch ED2.11a UnknownEnum:$ 1 [ -]

2e:36:71

s=== F Rogues

Clients
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i nmm
) oy
@ Home O@} Configuration ["” IMonitaring ‘ o Back d Farward ‘ @ Refresh ? Help ' CISCO
Sensor Monitoring [= LI Monitoring > Sensor Monitoring > Time-Based Actions > Host Blocks O

Specify the address ko block and the duration Far that black.
fE] 1P Logging

Source IP Destination IP | Destination Port Protocol [lizs Ve WLAN e e k]
Remaining (minutes) Enabled
Delete
<5 Dynamic Data

& Add Host Block
Anomaly Detection 12 ost Blocl H
Q, 03 Identfications

<5 Properties Source IP: [10.20.203.101
5

Clear Flow States
Resel Network Security Heal
<5 Support Infarmation I™ Enable connection blocking

. Diagnostics Report Connection Blocking
‘i) Statistics

& System Infarmation Destination IP: |
Destination Pork {optional): I—

Protacol {optional): Janly B

WLAM {optional): I
1+ Enable Timeout

| Timeout: |60 minutes frange 1 - 705607 |

" No Timeout

4 »

Sensar Manikaring
s Refresh

IDM is initiglized successhully, tme-mob administrator E‘

iZancel | Help
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Sensor Monitoring a 7= Monitoring > Sensor Monitoring > Time-Based Actions > Host Blocks (m]
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#%5 Denied Attackers H
s Blocks Saurce P | Destination IP | Destination Port | Protocol Minutes fimeout VLAN il || ||
[ Remaining (minutes) Enabled
£ Mebwork Blocks Delete
&5 Rate Limits
0 &0 &0

& 1P Loggng 10.20,203.101 0 0 False
=3 Dynamic Data
[, Anomaly Detection
€, 05 Identifications
=3 Properties
& Clear Flow States
Reset Metwaork Security Heal
%3 Support Information
[5 Diagrostics Report
| /3] Statistics
& System Information

el

4 13

Sensot Manitating
2. Refresh |

IDM is initialized successFully.

225400

tme-mob |administratar | ||

ROFITEEL TIZE W,

o HRAN Tyl UARMI, WLCIZE o TEREINDZ T AT N Shun UV A+ &0 £
T,

o AMITAT L NTHDLHNWLAN 7T AT b THLHMEBERL, $_CTOT7 7T 47
TRARAN Ty BN WLC IZESNET,

AFy T 2WLC 28, IPS (2T AKEIOR =) 7T, T T T—bENTET V7T 47 REAN Ty

7 VARNZEZEL, Shun UA N7 v 75 —FLET, ZilE, WLC @ Security -> CIDS ->
Shunned Clients |2 XMt F 3 (X 8-22 &),
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WM CiscolPSHRF JOYHDF7H 54 Tee WLC (& BB

8-28

&7 8-22 WLC £ CIDS Shun U X + D4
o I 1ol I 0 figuratio Ping gout  Refresh
CIsCOo MOMITOR  WlAMs COMTROLLER — WIRELESS SECUR COMMANDS  HELP
Security CIDS Shun List
* AAA Re-sync |
General
»* RADIUS IP Address Last MAC Address Expire Sensor IP f Index
Authentication P ——
Accounting 10.20.211.14 00:00:00:00:00:00 10 10.20.30.33/ 2
Fallback 10.20.203.66 00:00:00:00:00:00 19 10.20,200.30 /1
P TACACS+
AP 10.20.203.101 00:18:de:Ze:36:71 &0 10.20,200.30 /1
Local Met Users 10,20,210.156 00:00:00:00:00:00 35 10.20,30.55 / 3
MAC Filtering

Disabled Clients
User Login Palicies
AF Policies

-

Local EAP

-

Priority Order

-

Access Control Lists

Wireless Protection
Policies

-

-

Web Auth

* Advanced
P CIDS
SEensors

¥ IPSec Certs
CA Certificate
1D Certificate

Do 10202012 (&% o

2254110

ROFITEBEL TIZE W,

e CIDS Shun Y A M iZiX, WLC BEfFT 257X TP CiscoIPS NHZFL7ZTXTOHRA R
Tuay I RnEENLTHET,
e Expire # 7 A2, AAL T vy 7 OFNHIRE TITEI LTV DR HEALTRR S

NET, ZOFZMRIE, CiscolPS ICRESNTWAEZ A LT ML TEHREINE
j‘o

e WLCHEE VT 4 JN—TIZEENTWVDLEA, Shun U AMIEE U T 40 FL—THND
T_TO WLC IZHEIMICES N ET,

RFYTBRAL 7y Z7OBETIP 7T KL RZ—EHT 25 WLAN 7 747 > h B WLC 127 V¥
TR ENTWVWEHEAE, WLCIZHBIWICZFD IV IA T DI AT v MRS EERL, +
DIIAT v NEYWL E£3,

WLC CEIER 72T _XTD 7 747 > MRANVE R AT 5121EL, Monitor -> Summary O JIE {2
7%, Client Summary = 27 ¥ 2 > C Excluded Clients D(Z&% % Detail 227 UV v 7 L £9
(2 8-23 &),

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
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CiscoIPS "R+ TV IDT7 I T +4T{LE WLC 2k D EA

& 8-23 BHASIHhEOS 17> FD Detail 1) > 0 FEE WLC D Monitor Summary EE

Monitor Summary
Summary 6 Access Points Suppaorted
b Access Points
b Statistics LIMKACT @) ) /3 W) @ Pone B Stens @ 2lerm @ AP
k CcDP ¢
¥ Rogues
Clients
Gontroller Summary Rogue Summary
Management 1P Address 10.20.201.2
Active Rogue APs 41 Detail
Software Wersion 5.0.145.2
Active Rogue Clients 3 Detail
Systern Name wlc-2106-br ;
Adhaoc Rogues o Detail
Up Time 4 days, 21 hours, 29 minutes
Rogues on Wired Metwark ]
Systern Time Tue Aug 12 14:22:27 2008
Internal Temperature +50C
502.11a Network State Enabled Top WLANS
802.11b/g Metwork State Enabled Profile Name # of Clients
Local Mability Group branch branch N Cetail
branchz a Detail
Access Point Summary 1Ps ] Dietail
Total Up Down
802.11a/n Radios 2 [ ® 0 Detail Most Recent Traps
802.11h, Rad 2 z a Detail
fa/n Radios L4 Ld e Client Excluded: MACAddress:00:18:de:ze:36:71 Base F
all aPs 2 ®: ® 0 Detail . . "
AAA authentication Failure for UserMame:/" User Type:
Rogue AP : 00:16:9c:93:34:d0 removed from Base Rac
Client Summary Rogue AP : 00:1c:f6:62:63:e1 detected on Base Radio I
T ‘ Rogue AP : 00:1cife:i62:683:el detected on Base Radio I
Wi All
Excluded Clients 1 @ 1en
Disabled Chents T Letail This page refreshes svery 30 seconds. =
&
cl
= = o
Y . N — =
% D%, Excluded Clients U X b DR R INET (M 8-24 25 H),
&1 8-24 IPS 75X f 7’0 2 #7759 Excluded Clients Y X + D#I
guration EBing
HELP
Monitor Excluded Clients Entries 1 - 1 of 1
summary Search by MAC address [ Search |
¥ Access Points
L. Client MAC Addr AP Mame AP MAC Addr WLAN Protocol Exclusion Reason Port
b Statistics
O0:id:de:ze:36:71 APZ,3802 00:17:dfra7: 50040 branch g02.11a UnknownEnurm: 5 1 [~}
b CDP
¥ Rogues
Clients
o
=
)
I
&

ROFITEEL TIZE W,

IPSHRA L 7y ZOfEREL TER SN 747 MRS, BrAVELHR
[UnknownEnum:5] TERINET,

MRILE N7 WLAN 7T A 7 bid, WLC TZI9A T FRANEDITHLM. 2DV~
U—EmicERINET,

[ oL-18316-01-J
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o UG ATU NI, FORED WLAN 707 5 ANDITFAT Y NENZ A LT T KT
EoSNWT, ARHIBERNOINDS ETT 7T 4 TR EE£TT,

o U AT NEEAMNE, CiscolPS R AL 7y Z7OERYIEL TIHAIBRS L EE A,

o AN TAT U N M VIE, FDOT T AT R WLC I S LT W= 3 g
XNzt ERLET,

Cisco WLC & CiscoIPS DaS5AKRL—o 3 vDEZA
JR2s)

Cisco WLC & Cisco IPS DEIERT—Z ADHER

Cisco WLC & Cisco IPS OO EF 2@fEIL, WOEDA L Z—T = A ATHHERTEET,
e WLC GUI
e WLC CLI
« IDM GUI
e IPSCLI

Cisco WLC & Cisco IPS O D IEHE 72 BE R I N6, EHAX v 71X, ZoaFR
L—a r CHAMNIR > T BB — Va2 TE £,

WLC GUI

WLC GUI T, Security -> Advanced -> CIDS -> Sensors DJIHIZER, FEDOE H—D 1
Ty I AEGE ) v 7T 5 LT, FFED Cisco IPS & DIBIEDBAED AT — X A& fifggd T
T FEJ, WLC & IPS D IEH IZi#15 T& 58415, Last Query 7 4 —/L N |Z [Success| &FoR
SNFET (X825 &),
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Cisco WLC & Cisco IPS @aS5HL—vavoE=4y>5 N

. e p= —_ =
&7 8-25 WLC GUI TP WLC & Cisco IPS BIDEEX 7— % X DREZE
ol I Il I [N figuration ~ Ping
CIsCOo
Security CIDS Sensor Edit < Back Apply
¥ AAA
General Index 1
» RADIUS
Authentication Server
Accounting Address 18.20.200.30
Fallback
P TACACES Port 443
LOAP
Local Net Users
MAC Filtering Username |w|c—2|l36—br
Disabled Clignts
User Login Policies password [FF
AP Policies
¥ Local EAP State ~
¥ Priority Order Q
uery
¥ Access Control Lists Interval 60 seconds

:‘:Ei:sz‘ Protection g erprint [5D:F9:20:43:08:1 5:EC:60:1B:07:C 1:8A:6A:76:20:14:89:6E:92:A2
(SHA1 40 hex chars with every 2 char separated by colon

-

¥ web Auth cady set)
¥ Advanced Last Query
» CIDS (count) Success (764)

Sensors

Shunned Clients
P IPEec Certs

CA Certificate

1D Certificate

225413

WLC CLI

WLC CLI Tl., XROFNEZAEITL T Cisco IPS & DEE A MR TE E7,

AFwF 1CiscoIPS £ T FRL —h L TW5H WLC O CLLICu 2 AL £,
AFYFT 2RO L HICATIL T, WLC-IPS BIEDT RNy FZH/HT L £9,

debug wps cids enable

AR ERBETD LTI, TAY ZREEFRICEEICRRTINET,

IZ, WLC 25 Shun U A FEERIZ X Y Cisco IPS ZIEFIZAR—Y 7 LT HE0HZ5RL £,

Tue Aug 12 14:21:43 2008: cidsProcessSdeeQuery: ip=10.20.200.30,port=443 state=1
interval=60

Tue Aug 12 14:21:43 2008: cidsQuerySend:
https://10.20.200.30:443/cgi-bin/transaction-server?command=getShunEntryList
Tue Aug 12 14:21:43 2008: curlHandle is bbd422c

Tue Aug 12 14:21:43 2008: Perform on curlHandle bbd422c

Tue Aug 12 14:21:43 2008: Response code is 0

Tue Aug 12 14:21:43 2008: xmlDoc buffer freed

Tue Aug 12 14:21:43 2008: Parser cleaned

17‘773 44%6%WL4‘L/7L\_ T/\\\/y %fn\\)‘j:]&:bi?o

debug wps cids disable
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IDM GUI
IDM Y — /L% i i L T, Cisco IPS %% Cisco WLC & OIBEHIZAEM L To A XY FERRTEE
TO
IDM <. Monitoring -> Events DJE{ZHEA £,
Show status events % #7252 L . Show past events THE W ZEFR L T (X 8-26 TIX3 &+
%), View ZEIRL £9°,

5] 8-26 IDM TP Cisco WLC & Cisco IPS DS 1/ N> F DFE+

g% Cisco IDM 6.1 - 10.20.200.30

File WView Help

O Nmm
p &
@ Hame O,;':,} Configuration | | * | Monitaring | 0 Back J Forward | @ Refresh uD Help l CISCO
Sensor Monitoring a f = Monitoring > Sensor Monitoring > Events o

‘fou can display the events in the sensor Event Stare, To filker on event type andfar time, select the appropriate check baxes,
-5 Time-Based Actions

" Show AlertEvents | Show Error Events
i Denied Attackers
[y Host Blocks [V Informational W Low [ Medium [V High [~ Warning
{8y Network Blocks _ .
Sy Rate Limits Min - Max I |Error
b E| 1P Logging Threat Rating (0-100): |0 - |00 ¥ Fatal
=55 Dynamic Data

56} Anamaly Detection
) Sh
03 Identifications [ oo

Response Controller events Select the number of the rows per page;
=<5 Properties 100/ =
& Clear Flow States
Reset Metwork Security Heal

_ £ Show al he sensor
<& Support Information L
. DIGQHOISEICS Feport <~ & Show past events: IS Im\nutss ~
!fi] Skatistics
& System Information ™ Show events from the Following time range

Start Time (UTC)

£ o IJanuary et | [ IIQTD 'I 00 =24 | IUU 'I H IUU 'I

i@ Ferom e ol destevent faryard

[V Bhow stafiis events

End Time {UTC)

G IJanuary et | [ IIQTD 'I 00 =24 | IUU 'I H IUU 'I

LOITE )

Wigw. .. Resst

4 »
Sensor Monitaring
»
- =
<t
1DM is initialized successfulky, tme-mob administrator &Y
o

IDM Event Viewer B[ TiEL, WRICHHT IS, IPS Y 7 b =7 VU —RIZE->T, EW
IRBEORREE L THERSINDEE AR N BRERD F9,

e IPS Release 6.1 & Y Hi
2OOE U BERSILET, 1 DIEA X | User logged into HTTP server (2%
5 MU T, 95 1 2/F A~ getShunEntryList succeeded (233 52 [ U TY,

o IPS Release 6.1 LLF#

F 7 )V kN TliX, 43 b User logged into HTTP server (Zxf 35 1 DD x> kU 721234
i SALE T, getShunEntryList X2 ks Z%& /R L T, Shun U A M ERD AT — & X % fifgid
T A%, IPSCLITHIE N SoF 27 aoonX o V2G0T a0ERH Y 3, 2EM
IZ2W T, P8-34 @ [PSCLL #ZML T FEW,

EOWLCBIPS 222 A2 ULTza>, Shun UV A FBLRBEF I I N0 E 9 0k Y, 354

EFRRTDHITE, AN bR TV v 7 LET, 8-27 BLUM 8-28 #HZ ML T 72X
Wy,

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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X 8-27

Cisco IDM 6.0 - 10.

File Hela

Cisco WLC & CiscoIPS ®aS5HL—>avnE=4y>y N

IDM T® Cisco IPS [Z4fF 8 WLC OF 1> 4~ F
33 =/ £

<

Horne: Configuration

Active Host Blocks

Denied Attackers

Metwork Blocks

Rste Limits

-G, 05 Identifications

':g Learned OF
Imported 0%

Anomaly Detection

IP Loging

-G, Support Information
Disgrostics Re
Statistios

System Ihfarm

| DM iz intialized successfu
—_

OQ‘G 2

Monitoring ‘ Back Forward Refrash Helgp CISCO

LI Type | Sensor UTC Time Ewent I Everts
EHEETS Angust 7, 2005 4:50:33 PM UTC 11997 25592006501 605 | getHostsupportinto succeeded ;I Details.. |
29 status August 7, 2008 450033 PM UTC 1199725892006301 607 getEvertStoreStatistics succeeded
60 status August 7, 2005 4:50:34 PM UTC 11997 25592006501 605 _ gethd tie-sweaacded

Bl status 34 PMUTC 1199725892006 eded

August 7, 2008 4

B3 status

54 - AR AP AR P LT A A TS SO A

| 8% Details for 1199725892006801610

August 7, 2008 4:50:34 PM UTC 1199725852006801 61

88 eystatus: eventld=1199725592006801610 vendor=Cisco
67 originator:

68 hostId: ips-asa-2

69 appName: cidwebzerver

I appInstanceld: 320

M time: August 7, 2008 4:50:34 PM UTC offset=0 timeZone=UTC
2 logindction: action=loggedIn

3 description: User logged into HTTP serwver

Lis userName: podl-wisw-2-1

;: userdddress: 10.20.100.150 port=60537

7

T

74

a0

&1

82

LT

Close

\'
Sy
5
A
\'
S
N
T

TANVLREXRYFT—IDEFa)TAHEYYa— 3
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& 8-28 IDM TD WLC /=S Shun Y X F IEFEBRFL N> F
ot Cisco IDM 6.0 - 10.20.30.33 B =1E]
File  Help
‘ Qo O @ 2 alialn
Hotne: Configurstian Monitoring Back Forwward Refresh Help CISCO

Active Host Blocks
Metweork Blocks:
Rate Limits

= OF Identifications LI Type Senzor UTC Time Event ID | Eventz )
t% Learned OS 58 status August 7, 2005 4:50:33 P UTC 11857 25892006801606  getHostSupportinfo succeeded ;I Detsils...
Imported 05 59 status August 7, 2005 4:50:33 P UTC | 1189725892006501607  getEventStoreStatistics succeeded
Anarmaly Detection 60 status August 7, 2005 4:50:34 PM UTC 1139725592006801603  getinterfaceStatistics succeeded
~ - == 8] e

IP Logging B1 status August 7, 2008 4:50:34 Py UTC 11997 25892006801 605
| ents B2 status

3 vents) Uszer logged into HTTP server
= Support Informstiol

Diagnostics Re
Statistics 8% Details for 1199725892006801611
System Inform 65 [evstatus: eventId=1199725892006801611 vendor=Ciaco
67| originator:
53 hoztId: ips-asa-2
=] appllane: nac
70 appInstanceld: 320
Tl time: August 7, 200F 4:50:34 PM UTC offset=0  timeZone=UTC
72 controlTransaction: command=getihunEntryLlist successful=true
73 description: Control transaction response.
7 requestor:
75 user: podl-wism-Z-1
78 application:
i hostId: 10.20.100.150
7 appName: maindpp
79 appInstanceld: 320
a0
&1
&2
4

i 1D iz intialized successfu

226415

Close

IPS CLI

IPS CLI Tlit. RO FNEAE EFIT L THE D Cisco WLC & DEE# MR TE £,

AF9vF 1CiscoWLC £ a2 T AL —hFLTWABIPS D CLIIZR Y £ L F£9,

AFyF 2RO L HICANL T, £D WLC DI D A b ZERL £7,
ips-3845-2# show events past 0:03 | include 10.20.201.2

wIZ, WLC S IPS ICEEIZe 2 4> L, Shun U A R ZEE L8500 AR L 3,

evStatus: eventId=1199725892006801610 vendor=Cisco
originator:
hostId: ips-asa-2
appName: cidwebserver
appInstanceId: 320
time: 2008/08/07 16:50:34 2008/08/07 16:50:34 UTC
loginAction: action=loggedIn
description: User logged into HTTP server
userName: podl-wism-2-1
userAddress: port=60597 10.20.100.150

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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evStatus: eventId=1199725892006801611 vendor=Cisco
originator:
hostId: ips-asa-2
appName: nac
appInstanceId: 320
time: 2008/08/07 16:50:34 2008/08/07 16:50:34 UTC
controlTransaction: command=getShunEntryList successful=true
description: Control transaction response.
requestor:
user: podl-wism-2-1
application:
hostId: 10.20.100.150
appName: mainApp
appInstanceId: 320

(GE)  IPS Release 6.1 LAETIL, 5 7 4/ T, £ X b getShunEntryList succeeded 734k & 11 £
ho TDARYFEBELUShun U A MESRD ZT — X A% £+ 51205, ROXHIICAHL T,
IPSCLICHIEI N oo aroaX s V20T 2 0ERLY £,

ips-3845-2(config)# service logger
ips-3845-2 (config-log)# event-store

ips-3845-2 (config-log-eve) # status-event-logging-categories controlTransaction enabled
true

EFRBEEZMHRLEE, BFICLERRWEY, ROXSICAHLTZOLvoux /%
EAHIZL TLTEE WY,

ips-3845-2(config)# service logger
ips-3845-2(config-log)# event-store

ips-3845-2 (config-log-eve) # status-event-logging-categories controlTransaction enabled
false

FERIZDOWTIE, IPS D~ =27 Va2 SR T2 (P8-52 @ [Cisco IPS] 5 M),

WLAN 25472k 7899 4RV FDRTR

WLAN 547>k Oy ARV FOWLC A—A)L OXFV S

WLC TrR—H/V aX o FRE/NERE LICERESNTNDEAE, WLCIXIPS KA~ 7 ry 7
DOFERL L TCHEHENTZWLAN 7947 7ay 7 ARV EERHELET, n—H/Lb o X
VI ERBRETDHITEDOFEMIOWNWTIL, P8-16 D [WLAN 75 A7 s 7y 7 A D
WLC v—7V ax 7Ok 2281 T7E3v,

WLAN 25472k 7Ry SO WLC O—AHJL O #K

WLAN 79 A7 b 7ay Z7OBAKICWLC IZL > TARENZ2a—TL Avt—Y as
T N O— R ERIT, ko LB Y TY,

mm_listen.c:4696 MM-1-CLIENT_SHUNNED: Adding client 00:18:de:2e:34:ca to exclusion list as
a result of an IDS shun event for 10.20.205.51
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WLC O—A)L a4

WLC ©7— 7%/ 17X, Management -> Logs -> Message Logs THE/R CTX £9 (X 8-29 2%

&7 8-29

EE)O

AN

Cisco

Management

Summary

F SNMP
HTTP
Telnet-SSH
Serial Port

Local Management
Users

User Sessions

* Logs

Mgmt Yia Wireless
¥ Tech Support

WLAN 254 F7> F Oy 0 A FMEFFRFTWLC O—LH)L O

Configuration Ping

COMTROLLER.  WIRELESS MGEMENT

Message Logs

Logout

Aug 12 14:22:41.053 mrm_listen.c;4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10.20.203.101
Aug 12 14:21:43.474 mrn_listen.ci4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:Ze:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:15:50.533 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:15:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:17:52.953 mrm_listen.ci4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20,203.101
Aug 12 14:16:55.376 mr_listen.c:4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:15:57.792 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:15:de:2e:36:71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:15:00.214 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20,203,101
Aug 12 14:14:02.632 mm_listen.ci4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10.20.203.101
Aug 12 14:13:05.061 mrn_listen.ci4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:Ze:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:12:07.583 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:15:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:11:09.520 mr_listen.ci4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20,203.101
Aug 12 14:10:11.9358 mr_listen.c:4696 MM-1-CLIENT_SHUMNED: Adding client
00:18:de:2e:36: 71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:09:14.364 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:15:de:2e:36:71 to exclusion list as a result of an IDS shun event for 10,20.203.101
Aug 12 14:058:16.787 mm_listen.c:4696 MM-1-CLIENT_SHUMMED: Adding client
00:18:de:2e:36:71 to exclusion list as a result of an IDS shun event for 10,20,203,101

Refresh

MOS  HELP

Clear |

228448

ROFITEBEL TIZE W,

JFATVMIPTRLVADT 757 477 IPS R A 71y 7 NMEEL TWARIC, WLC
TIAT L NERADBHIBOINICAR D &, WLCIX, 29 AT M WLAN IZT7 Y —— b
TN, TYIVE—PFERBEDEZRC, LW TAT 0 M2 BEIMICIER L £97,
L7EMBoT, IPSTHEAN 7y IREHNTHLIHME I TAT U MR A LT U T
FoTE, BEO I FAT U FBAANR P BREAEL, BEOAyE—Y 0l = MU N
EREns52E08H0 £7,

WLAN 547>k AV ARVFDSNMP LAR—F 424

T AT 2 MEALD SNMP k7 v 7 RALTH 58615, WLC 2 WLAN 7 Z A 7 > b [El58E %
FAEL TIPS AR 7oy 7Z2@EMT5E, SNMP 7 v 7S £4, WLC., WCS,
CS-MARS. BILU—MM7/ SNMP FHAT— a0, ZDLHI72SNMP K5 v P& HT
X F9, SNMP ZEANITHHEOTFHEMZHOVWTIX, P8-17D TWLAN V5 A4 7k Tay
AU RNDSNMP N7 v 7OFEME] 2ERLTLEEN,
WLC GULIZ, KD 2 SOEFHTTSNMP k7 v 728 L £,
WLC O~ U —TH

WLC ® SNMP F 7 v~ a2

WM 7AYLRERYFIT—IDEF2YTA#EYYa—ay FTHFLY HAF
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WLAN 25470 7Oy SO SNMP 3y TRk

WLAN774’7/I\ 7Ty 7 OEARIIZ WLCIZ X 2 TEREIND SNMP b T v 7 O— iR 7a
XX, koY T,

Client Excluded: MACAddress:00:18:de:2e:36:71 Base Radio MAC :00:17:df:a7:50:40 Slot: 1
Reason:Unknown ReasonCode: 5

Z OFITlX, Reason:Unknown 3} X U ReasonCode: 5 73, IPS /R A~ 7o v 7 OFER & L T
AR I BRERSNIEZ EERLTWET,

WLC DY <) —Em
WLC ®%~ U —HEHIZH 5 Most Recent Traps 27> 2 12, WLAN I AT s Ty

ARVIENBTTAT U RBRIVA R R &L TERENLET, WLC T, Monitor -> Summary O
NEZHEA £9 (X 8-30 25 M),

X 8-30 WLAN 25472+ 70y 0 AR FFFRT WLC DY 7Y —EEF

AT TRGMCEEUBIPEEFeR

Ccisco CONTROLLE]

Monitor Summary

Summary 6 Access Points Supported

¥ Access Points

¥ Statistics @ Povier @ Statuz @ Alar @ AP
¥ CDP
¥ Rogues
Clients
Controller Summary Rogue Summary
Managernent IP Address 10.20.201.2
Active Rogue APs 38 Detail
Software Yersion 5.0,148.2 . ;
Active Rogue Clients 1 Detail
Systern Name wlo-2106-br N
adhoc Rogues il Detail
Up Time 0 days, 23 hours, 10 minutes
Rogues on Wired Network i}
Systemn Time Fri Aug & 15:56:23 2008
Internal Temperature +51 C
80z 11a Netwark State Enabled Top WLANS
802.11b/g Net ke Stat Enabled
/9 Network State navs Profile Name # of Clients
Local Mohility Group branch branch . etail

branchz ] Detail

Access Point Summary PS

Detail

Total up Down
802.11a/n Radios 2 ®: ® 0 Detail Most Recent Traps
80z.11b/g/n Radios z 2 o Detail
/af ] * Client Excluded: MACAddress:00;18:dei2e:36:71 Base |
All APs 2 &z @0 i
Rogue AP : 00:lciféif2:83:e1 removed from Base Rac
Rogue AP : 00:16:9c:93:34:d1 detected on Base Radio
Client Summary Rogue AP : 00:16:9c:93:34:d1 removed from Base Ra
. . Potential Honeypot AP @ 00:17:df:a7:4f:e2 detected o
Current Clients 1 Dretail
. Wiew All
Excluded Clients 1 Dretail
Disabled Clients a Dretail

This page refreshes every 30 seconds.
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WLC @ SNMP kSvZF a4

WLC @ SNMP + J v 7 1272l WLC IZX - THERENZSNMP k7 v 70T _XTEH EN
TWET, WLAN 7 747> h 7ay 7 A2 N THERSIE SNMP R 7 v 7, 7?47
VRS A RN L TR IIIZERINET, WLC TSNMP 7 v u /2R d 51
Management -> SNMP -> Trap Logs DJEIZH#EA 9 (4 8-31 25 M),
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&7 8-31 WLAN 251472 F 70y ODEREL TEESAEWLAN 251472 FBRIF ST

figuration ~ Ping Logout  Ref

CONTROLLER URITY R g HELP
Management Trap Logs Clear Log |
Summary Number of Traps since last reset 2431 o
* SNMP Number of Traps since log last viewed 4
General

SHMP U3 Users

L Log System Time Trap
cammunities

Trap Receivers 0 Tue Aug 12 Client Excluded: MACAddress:00:18:de:2e:36:71 Base Radio MAC :00:17:df:a7:50:40
T controle 14:42:23 2008 Slot: 1 Reason:Unknown ReasonCode: 6
rap o . Tueaugiz Client Excluded: MACAddress:00:18:de:2e:36:71 Base Radio MAC :00:17:df:a7:50:40
Trap Logs 14:39:00 2008 Slot: 1 Reason:Unknown ReasonCode: 6
HTTP 2 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:el removed from Base Radio MAC : 00:17:df:a7:50:40
14:37:54 2008 Interface no:0{802.11bh/q)
Telnet-55H 3 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:el removed from Base Radio MAC : 00:17:df:a7:4f:e0
al 14:37:54 2008 Interface no:0{802.11hJg)
Serial Port Tue Aug 12 Client Excluded: MACAddress:00:18:de:2e:36:71 Base Radio MAC :00:17:df:a7:50:40
Local Management 14:35:37 2008 Slot: 1 Reason:Unknown ReasonCode: 6
Users 5 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:e0 removed from Base Radio MAC : 00:17:df:a7:4f:e0
14:34:47 2008 Interface no:0{802.11bh/q)
User Sessions 6 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:e0 removed from Base Radio MAC : 00:17:df:a7:50:40
v Logs 14:34:47 2008 Interface no:0{802. llhfg)
9 Tue Aug 12 Client Eru:lude- MALA £:36:71 Base Radio MAC :00:17:df:a7:50:40
Config 7 14:32: - 1

ue Aug 12 Rogue AP : 00: 16 9c:93:34:d1 remnved from Base Radio MAC : 00:17:df:a7:
14:25:47 2008 Interface no:0{802.11h/q)

ue Aug 12 Client Excluded: MACAddress:00:18:de:2e:36:71 Base Radio MAC
14:21:43 2008

ue nug 12
I

Message logs

Mgmt ¥ia Wireje®
¥ Tech Support

:00:17:df:a7:50:40)

Tue nug 12 Rogue AP : 00: oved from Base Radio MAC : 00:17:df:a7:50:40

6:9C:
u 14:19:47 2008 Interface no:0{B02. llhfg)
12 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:e1 detected on Base Radio MAC : 00:17:df:a7:50:40 -
14:18:42 2008 Interface no:0{602.11b/g) with RSSI: -101 and SNR: 0 and Classific n: unclassified =N
13 Tue Aug 12 Rogue AP : 00:1c:f6:62:83:el1 detected on Base Radio MAC : 00:17:df:a7:4f:e0 Q‘;
14:18:42 2008 Interface no:0{802.11b/g) with RSSI: -98 and SNR: 3 and Classification: unclassified LI g

ROFITEBEL TSN,

o UIFGAT U MNIPTRLVADT V7T 47 RIPSAHAN 7y 7 BEEL TWAREIZ, WLC
7?47VF%%ﬁ%@ﬂhK&5& WLC X, 77 AT7 L FN WLANIZT Y ¥ om— |k
THD, TYVZ—hERBDLEZN, LW T 472 RS2 BEIRICIER L £97,

o L7EMN-oT,IPSTHEAN 7uy I RENTHIHBE I TAT U MR A LT T T
LFoTE, BEDIZ T AT RN FBFEAEL, BED SNMP 7 v IR EREN
LI ENDHY ET,

BRAMTAOYY ARKIZEET B IPS AR
RAN Tay IJNT 7T 472/ -7-& &I CiscoIPS 12X » THERENTZ AV M, IDM
TERTEET,

IDM T, Monitoring -> Events DJIF|Z# %4 F 9, Show status events = H %2 L, Show past
events CHWHIM ZE&R L T (X 8-32 TiE 34y &£ #/R), View ZiBIRL 9,

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
8-38 OL-18316-01-J |
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&7 8-32 IDM TOHIF FTOY 0 AR FDEF

f% Cisco IDM 6.1 - 10.20.200.30

Nmm
cisco

=3 Time-Based Actions
di5 Denied Attackers
[ Hast Blacks
[y Metwork Elocks
& Rate Limits
fZ] 1P Logging
=<3 Dynamic Data
Anomaly Detection
€, 05 Identifications
=<3 Properties
4 Clear Flow States
Reset Metwaork Security Heal
— T

@ System Information

g | g o o |
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%Mt . IDM Event Viewer 3%/~ 3L E£9, IDM Event Viewer B[ CliL, 777 4 7 IZ& =
ARAN 7y 72 L2 Block Host X2 AR SET, 7y 73N/ IP T RL AL
DFMERTTDITNE, AN EETLI7U v 7L ET (K833 28R),

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLY HAR
[ oL-18316-01-J



Chapter 8

L AN IDS/IPS &y b J—% IDS/IPS DS |
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(E)

&7 8-33

IDM TD70v 0 R b AN,

g% Cisco IDM 6.1 - 10.20.200.30

File View Help

2
@ Home %y Configuration

B Monitoring

| ) sack () Fervard | @ refrest D heo

Sensor Monitoring ' 1 X

-5 Time-Eased Actions

#i Denied Attackers
{# Host Blocks

7y Network Blocks
55 Rate Limits

& 1P Logging

=55 Dynamic Data
Anomaly Detection
Q, 05 Idertifications
=3 Properties

@ Clear Flow States
Reset Netwark Security

< Support Information
5] Diagnostics Report
'@ Statistics
@ System Information

4

Sensor Monitaring

IDMis initialized successfully,

Monitoring > Sensor Monitoring > Events

You can display the events in the sensor Event Store, To filker on event type andjor time, select the appropriste check boxes.

6% Event Viewer

BEE
NI
cisco
a

E|

# [  type | SensorurcTime | SensorlocslTime | Evert 1D Events | Siain | Performed Actions
1 status Aug 12, 2008 14:19:... Aug 12, 2008 14:19:... Ser Togaed into
2 status Aug 12, 2008 14:20:. .

4 erroreror
S|status [evstatus: eventId=1217975967077340614 vendor=Cisco
© status originator:
7|status hostId: ips-3845-Z
8 status appllame: nac
9 status appInstanceld: 1069
10 status time: Aug 12, 2008 14:21:46 UTC offset=0 timeZone=UTC
11 status shunEntryidded:
12 status description: Block Host
13status shunlnfo:
14 status host:
15 status srehddr: 10.20.203.101
T3 e srcPort: 0
17 status destiddr: 0
18 status destPFort: 0O .

protocol:  numericType=0
19 status

vlan:
) Sliliip interface:
2Lstatus cimeoutMinutes: 60
22 status
23 status
24 status
25 status
26 status
27 status
28 status
29 status

Close

| Detals...

LI Refrash

d: 8/12/08 4:49:32 PM

e e -
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IPS TT7 a v X 7 NEMTHROD, FREFERESNTWRWES, FAN 7ry 7 2FTT
XRWI EERTET— ARV NEREINET (K834 #5M), /=1L, 77747727k
A2k 7uay 7 JARMIZFORAL 7y 7 TELL T vy 775 —hF &, WLC-IPS 2 IR L —
varilkoTTZuy s RERICEHISNET,

TDOTT— Ay —UlE, HWIZ, IPS BTFNRALZRIZKRARN Ty 7 RIS —%F v a TR
Mol=Z &L ET, WLC-IPS = IR L —> g Tldk, ZHULERRE{ETT, IPS BT 7
TFUATIWCHRAN Ty 227y a2dT250TERLS, WLCWNIPS WO T 7T A T RHR AN 7
gy 7 YARNES VT B TT, ZDOxT—|L, Attack Response Controller (ARC) #&HED
Ty 2B E AL DOTYT, ZOMEEIX, AAN Taey JEHODIC, TuayX I nE

Mz,

L TLFEW (P8-52 D [CiscoIPS] #HM),

RESNDZ L Z28FHL £9, ARCHBEDFEMIZOWVWTIE, IPS D=2 T V%%

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
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& 8-34 IDM CTDFAIF FTOwvo TS5— AR,
NEE

File Wiew Help
== =2 M
- y 3
72} wonoring| () sack () Forverc | Q¥ refresh D o l cIsco
Sensor Monitoring & ® X Monitoring > Sensor Monitoring > Events O

2
@;ﬁ Home @ik Confiauration

—0 fau can display the events in the sensar Event Store, To filler on event kype andfar tme, select the appropriate check boxes,
—-5 Time-Based Actions -

435 Denied Attackers % Event Yiewer ﬂ
£y Host Blocks

£y Metwork Elocks

{5 Rate Limits
M 1P Logaing # [  tvee | SensoruTCTime | SensorLocd Time Event 1D | Events Sig ID Performed Actions | Detals, .
L % Dynamic Data 1 status fug 12, 2006 14:19:... |Aug 12, 2008 14:19:... |1217975967077340. . User logged into HTTP server 2]
Anomaly Detection 2 status Aug 12, 2008 14:200.. Aug 12, 2008 14:21 « 121797596707 75340 WEEF logged inko HTTH s&fve
Q, 05 Identifications 3 status fug 12, 2008 14:21:... |Aug 12, 2008 14:2 ; Black Host

-5 Properties
& Clear Flow States
Reset Network Security. 5 status
4% Support Information & etatie 1%, Details for 1217975967077340615 ]

Diag"“”‘”*ewt 7 status evError: eventId=1217975967077340615 wendor=Cisco severity=error
L

. stetsties & status originator:
System Information 9 status hostld: ips-3845-2
10 status appliane: nac
11 status appInstanceld: 1122
12 status time: dug 12, 2008 14:21:46 UTC offeet=0 timeZone=UTC

13 status errorMessage: Unshle to execute a host block [10.20.203.101] because blocking is disabled names

14 status
15 skatus
16 status
17 status
18 status
19 skatus
20 status

21 status
A 22 shatus
_mni 23 status
nsor Monitoring 24 status
25 status
26 status
27 status
28 status
29 skatus =l ﬂl

d: 8/12/08 4:49:32PM

I0M s initialized successully.

=

E
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WLAN 9547k 7OYS ARFDODWLCCLILAR—F 424

WLCCLI #fEHL T, IPS MO ZELTWAET VT 4T RAAN 7uay s UAL, BLXOT v
TF—hFENTWD Shun VAN EZRRTEET,

INLDARY FDOT Ny 2T HIIE, ROFIEZETL ET,

AFwF 1CiscoIPS £ T FRL —h L TW5H WLC @ CLLICu 2 AL £,
AFYF2RDEHICA S LT, WLC-IPS BIEDF N 2 HHT L F9,

debug wps cids enable

AR EBRRBETD LTI, TAY T PHBICEEICKR RS NET,

WIZ, WLC 7°5 CiscoIPS ~® Shun UV A~ 72V —DflZ -~ L £9, ZOHTiL, Shun V A
MiZ, IP 7 KL % 10.20.203.101 ®FLWARA N T o v 7 B8 EENTHET,

Tue Aug 12 14:21:43 2008: cidsProcessSdeeQuery: ip=10.20.200.30,port=443 state=1
interval=60

Tue Aug 12 14:21:43 2008: cidsQuerySend:
https://10.20.200.30:443/cgi-bin/transaction-server?command=getShunEntryList

Tue Aug 12 14:21:43 2008: curlHandle is bbd422c

Tue Aug 12 14:21:43 2008: Perform on curlHandle bbd422c

Tue Aug 12 14:21:43 2008: Response code is 0

Tue Aug 12 14:21:43 2008: Add 10.20.203.101 from local sensor 10.20.200.30 to shun-list
Tue Aug 12 14:21:43 2008: xmlDoc buffer freed

Tue Aug 12 14:21:43 2008: Parser cleaned
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RTFYTIT N T DFETH, Ty 7 H#WHICL £,
debug wps cids disable

WLAN 547>k AV ARVFDIPSCLILAR—F 425

WOFNEEZETTHZET.WLCIZAA N Zay 78 ESND & XIZIPSCLI CTEREINZA
Ry M ERRTEET,

AF9vF 1CiscoWLC £ a2 T AL —hFLTWABIPS D CLIIZHnZ £ L F£9,
RATFYT2RDEHITATIL T, D WLC OFlr DA X b HHERL F9,

ips-3845-2# show events past 0:03 | include block

RIZ, CiscolPS TT 7T 4 TICENTWERALS T uy 7 EREOHIZRL £7,

evStatus: eventId=1217975967077340614 vendor=Cisco
originator:
hostId: ips-3845-2
appName: nac
appInstanceId: 1069
time: 2008/08/12 14:21:46 2008/08/12 14:21:46 UTC
shunEntryAdded:
description: Block Host
shunInfo:
host:
srcAddr: 10.20.203.101
srcPort: 0
destAddr: 0
destPort: 0
protocol: numericType=0
vlian:
interface:
timeoutMinutes: 60

GE) IPS T RYFXUIRAHTROND, FHRITREENTWHWARWEES, mA L 70y 7 %2ETT
ERNVWIEERTZT— AR MPERESNET (X834 25M), =720, 77T 477k
Ab 7wy 7 YAMIZDRAL 70y V7 TIELL 7 vy 77—k &4, WLC-IPS = 7R L —
varilko T uy R ERICEHSHET,

TOTT— Ayb—UlE, HWIZ, IPS BRTFRALZIZARAN Ty 7 R —%2F v a TR
Mmol-Z & RrLET, WLC-IPS = IR L — 3 o Tld, ZAUTEFAREIETT, IPS BT 7
TATIWCHRAN Ty 2% 7 v a2t 20TIERLS, WLCHRIPS O T 7T 4 TRAEAR 7
gy 7 YARNES LT HHTT, ZOx7—|L, Attack Response Controller (ARC) #&HED
Ty a BRIk AL DT, TOMEIX. AR Ty JEAOEDIC, Ty ONE
S, RESND Z E2WHL £, ARCHEBEDOFEMICOWTIE, IPSOD~==2T V%25
ML TLZE (P8-52 ™ [CiscoIPS] #&M),

evError: eventId=1217975967077340615 severity=error vendor=Cisco
originator:
hostId: ips-3845-2
appName: nac
appInstanceId: 1122
time: 2008/08/12 14:21:46 2008/08/12 14:21:46 UTC
errorMessage: name=errSystemError Unable to execute a host block [10.20.203.101] because
blocking is disabled

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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BRASNE=0547 2 FDORT

WLC THEANRTXTO I 747 > MRS KON OB X, WLC @ [Excluded Clients |
UANTHRTEET, INEERRTHIZIE, Monitor -> Summary OJHIZHE A, Client

Summary £ 7+ 2 T [Excluded Clients] D28 % Detail #27 Vv 7 L 7 (X 8-35 4%
M),

& 8-35 BASHEOSL 7> FD Detail > 2 FEE WLC D Monitor Summary ElE

cIsco
Monitor Summary

Summary & fceess Points Supported

v

Access Points

Statistics / ®)  ® Posnr @ S @ Aem B AP
F CcDP (i /
Rogues

Clients

W

-

Controller Summary

Rogue Summary

Management IP Address 10.,20,201.2 )
Active Rogue APs 41 Detail
Software Wersion 5.0.145.2
Active Rogue Clients 3 Detail
Systern Mame wlc-2106-br
Adhoc Rogues a Detail
Up Time 4 days, 21 hours, 29 minutes )
Rogues on Wired Metwork o
System Time Tue Aug 12 14:22:27 2008
Internal Temperature +50C
502,113 Netwark Stats Enabled Top WLANSs
802.11b/g Metwork State Enabled Profile Name # of Clients
Local Mobility G b h .
ocal Mobility Graup ranc branch " Detail
branchz 0 Detail
Access Point Summary 1Ps i} Detail
Total Up Down
802.11a/n Radios z ®: ® 0 Detail Most Recent Traps
802.11b/g/n Radios 2z 2 0 Detail
/o/ L b Client Excluded: MACAddress:00:18:de:2e:36:71 Base F
Al 4Ps ® 0 Detail

AAA Authentication Failure for UserMame:/ User Type:

Rogue AP : 00:16:9c:93:34:d0 remowed from Base Rac

Client Summary Rogue AP @ 00:1c:f6i62:63 el detected on Base Radio b

Rogue AP : 00:1c:f6:62:683:e1 detected on Base Radio I

Current Clients Detail

wiew All
Excluded Clients Detail =

Disabled Clients Detail

This page refreshes every 30 seconds,
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% D1, Excluded Clients V A s BNFEREINFET (X 8-36 &),
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& 8-36 Excluded Clients |/ X
.|||.l||. 3 Configuration = Ping = Logout Refresh
Cisco MOMNITOR ~ WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT C DS HELP
Monitor Excluded Clients Entries 1 -1 of 1
Summary

Search by MAC address I Search I

b Access Points
Client MAC Addr AP Name AP MAC Addr WLAN

L Protocol Exclusion Reason Port
b Statistics
00:1&:de:Ze:36:71  APZ.3802 00:17:df:a7:50:40 branch &§0Z.11a UnknownEnum:5 1 [~}
b CDP
F Rogues
Clients

225415

ROFITEEL TIZE W,

e IPSHAN 7y Z7OREREL THERINTZZ 747 » RSN, BROVER D
[UnknownEnum:5] TERINET,

o BRANEINT-WLAN 75 A4 7 Mid, WLC T AT NEADBENTH LM, ZoH~
V—HEmicERINET,

T AT MR, FORBREDOWLAN 707 7 AND I TAT v MEINF A LT T M
HOSNWT, BRHBENEOINDETT VT 4772 FETT,
o T AT NEAML, CiscolPS AL 7y Z7OERIEL TIHHIBRI L ES A,

oA SN=7 7 AT b 2 b UL, ZDJ T AT 2 A WLC 28K STV 72 28 BI T
XNzt ERLET,

WLC ZE=NBAWLANIVSAF7o AV ARXVRMDWCS TD
E=-A)VYT

WCS D7 B AWLC E=X VI RENTHLIEE, BIERBESNL TN 7747 FBIY
BERAISNTWAE 2 IAT o FOMEEY 2—% WCS TERTXET, £7-. HBEOEF 2
U7 4 A2 b EREFHERD FRTE ET, WLAN /X2 M Zxf4 25 WCS ® 7 1 2 WLC £
=XV T EENCT 2 HEOFEMIZOWTI, P8-19 ® WLC 2 £72285 WLAN A X k
D WCS TOE=FV T OHMME] 2SR TIIEE0,

EEShE=0547 0 FDHRBY X F

WCS 1%, EENT2 7 TA4T7 - FOFEY A MZRELET, 20U XA MIE, $3To
WLC IZESNT=TRTOT VT 4 THRAAN T ay I BRERINET,

WCS T. Monitor -> Security -> Shunned Clients DJEIZHEL TS, Ry FHx T R RnD
BT a v 2BIRLET, ZOREL T a itk $XTOIPTRLV R, 23 ha—
STEDIPTRVA, 37 T7AT7 0 FTEDIP TRV RAIZESWT, Yay 37
TAT POV AN ZAERTEET (M 8-37 M),

DAYLRERYRI—IDEFYTAHEYYa—2ay THFAY HAF
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&7 8-37 E#EEREOSA T2 BT EWCS DoOX WLC E'2—

Username: tme-mob | Logout | Refresh | Print View

alialr Wireless Control System
CIsco

# Monitor ~  Reports »  Configure »  Location = Administration = Tools = Help =
ShunnedClients Shunned Clients

Search for clients by

all Shunned Clients |« Client IP Address Sensor IP Address Controller

10.20.211.14 10.20.30.33 10.20.201.2
m 10.20.210.156 10.20.30.55 i0.20.201.2
10.20.203.66 10.20.200.30 10.20.201.2
10.20.203.101 10.20.200.30 i0.20.201.2
10.20.211.14 10.20.30.33 10.20.100.150
10.20.210.156 10.20.30.55 10.20.100.150
10.20.211.14 10.20.30.33 10.20.100.50
10.20.210.156 10.20.30.55 10.20.100.50

Alarm Summaryq

225425

WOBRITIEEZ L TLTEE W,
o ZHIE.ZTFARL—FLTWVWBTRTD Cisco IPS T34 25 WLC IZES -, %4 WLC
torBEs AT b VUARNDHAE 2—T7,

o ZDYANI, WLCIZE o TTuy &8N 7T7 A7 MIPTRL AZRL TWET,
TN TBHIP TRV RAZE ST AT M, WLAN IZESE L TWb 7 oy 7 &
7,

o ZDYAMI, WLCIZE o THIERA SN TWEIZIAT VM ERTHLOTIEH Y 8
oo

o D WLC 28FI U CiscoIPS L 25K L — s+ AESIT. BEELIE-2F5 4T NPT R L
ANEREINET,
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[ oL-18316-01-J



Chapter 8

L RADER IDS/IPS &y kT—7 IDS/IPS O#EE

M CiscoWLC & CiscoIPS DaS KL —3 v DE=4Y L F

BN SAT U ARV EDHEE) A B

WCS X, X TCOWLCIZDOTEDT 7T 477747 FRADKEY A2l 9,

WCS C. Monitor -> Security -> Summary DJI#(Z#£7, Excluded Client Events |Z%f}i~9" %
Total Active 7 + —/V R &7 Vv 7 LE7 (4838 #5H),

&7 8-38 WCS o Security Summary EEDH

alialn Wireless Control System
CIsSCO
* -
Security Summary
AL Last 2 Total
Malicious Rogue e hmue o
Rogue APs APs Hour Hours Ative
alerr a0 o
Contained o 0 g
Threat (] 1] ]
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WLC T, Management -> SNMP -> Communities OJIEI1Z#E74 £, CS-MARS H D #i 4B v 5 H
AIa2=7 4 ARV T BEXOCS-MARS BHAT = a VORETIP TRV ALY AT &
EF L £7, Access Mode % Read Only (2% & L, Status % Enable [Z5%7E L T, Apply & 7
Uy 7 LET (K93 22H),

JAVYLRERYFI—IDEFLYTAHAY Y —ay THLAY HAK
OL-18316-01-J |
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CS-MARS & Cisco WLC O#ianxs: W

&7 9-3 CS-MARS D3 S2 =77 REDEEH
o I ol I I guration  Ping Logout  Refresh
CIsSCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY
Management SNMP v1 [ v2c Community > New < Back apply
Summary Community Name [csmars
¥ SNMP
General IP Address Ill].Zl].3l].34

¥ Tech Support

SMMP W3 Users

communities IP Mask [255.255.255.255
Trap Receivers

Trap Controls

Trap Logs Access Mode IRead Only 'I
HTTP

Telnet-SSH Status

Serial Port

Local Management
Users

User Sessions
Logs
Mgmt Yia Wireless

226312

ROFITEEL TIZE W,

IP Address 7 4 — /LR & IPMask 7 4 — /LR R T F3 0 7 DFEETHIEE. TNHDT 41—

JVRIET 7 /0 F @ 0.0.0.0/0.00027%20, ZDaia=F54 ALY T TEDRETIP
TRLVRZCOLBABROVERT 78227 L ET,

BEDaAIa=T 4 AN T TOT 78R %, HAENTZEETIP 7R L ZAPTICHIE
THZEEBHOL ET,

SNMPvl %, 23a2=7 4 ANV T E2ED, TXTOT—X%7 V7 TF AN TEET
HleH, A=T7 4 7R L THH T, BEENREX 2T 0 AU —%fRL,
SNMP vl F T %7 g atfk# T 5 7= IPSec =° Out-of-Band (OOB; 7 b A7 /X
K) BHRXY NI =27 E0BIMOEX 2 ) 7 4 HEiiBNGLETHDENE > & HWrT 54
EHRH Y £,

CS-MARS (1%, FABROEAOT 7w AT 2T H2HENDY £9, ZOT 7R
PUNRMNETT, ZHICEY., B2 74 XA FPI9 757 0 AL L THERREN T 5 &
BY ., LEE/NREOT 7 AMERE T A5 ENE 2 EMERES N ET,

AFYFINTE/RSNMP 7 v I REHTHD Z LRl £,
WLC T, Management -> SNMP -> Trap Controls DJIEICHEL ET, Fxv 7Ry 7 AR T
o TNDTRXRTDOARYMISNMP 7y 7PRNEEFEESNET, TE=F U U ZICRERNT
THIEAEREL, Apply 7V v 7 LET (X 9-4 Z25H),

[ oL-18316-01-J
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M CS-MARS & Cisco WLC O#i& D ELE

& 9-4

Cisco

MONITOR

CONTROLLER

WLC D SNMP F 5 v ZT#I#ID R

e Configuration  Ring

WIRELESS  SECURITY EMENT HELP

Logout fresh

Management

Summary

¥ SNMP
General
SMMP W3 Users
Communities

é;rrap Contrnls}
Trap Lags

HTTP
Telnet-SSH
Serial Port

Local Management
Users

User Sessions

-

Logs
Mgmt ¥ia Wireless
¥ Tech Support

SNMP Trap Controls

Miscellaneous Traps
¥ SHMP Authentication
¥ Link {port) Up/Down
¥ Multiple Users
¥ Rogue AP

¥ Config Save

Client Related Traps
[T 02,11 Association
[T 802,11 Disassociation
[T 802.11 Deauthentication
[T 802,11 Failed Authentication
[T 802.11 Failed Association

¥ Exclusion

Cisco AP Traps
¥ AP Reqgister

W AP Interface Up/Down

Auto RF Profile Traps 802.11 Security Traps

¥ Load Profile ¥ WEP Decrypt Error
¥ Moise Profile ¥ 1DS Signature Attack
¥ Interference Profile

¥ Coverage Profile

Auto RF Update Traps
¥ Channel Update

¥ Tx Power Update

AAA Traps
¥ User authentication

¥ RADIUS Servers Not Responding

RAT9 7T 4CS-MARS % SNMP F 7 v 7 L v —NELTEFRL E7,
WLC T, Management -> SNMP -> Trap Receivers OJIH(Zi# 74 F7°, CS-MARS D4 Hi& IP 7
KLU AT, HLWSNMP k7 v Lo — \%BML £7, Status % Enable (Z5%E L. Apply %
7V 7 LET (M9-5%25H),

& 9-5

cisco

Management

Summary

v SNMP
General
SMMP W3 Users
Comrmunities
Trap Receivers
Trap Controls
Trap Logs

HTTP
Telnet-SSH
Serial Port

SNMP 5w L 2—/¥E L TD CS-MARS DESH

SNMP Trap Receiver > New

nfiguration  Ping

OLLER.  WIRELE

Apply

225313

Logout  Ref

HELP

Trap Receiver Name [csmars

IP Address

Status

Local Management

Users
User Sessions

¥ Logs

Mgmt Yia Wireless

¥ Tech Support

Ill].Zl].3l].34

225314

.~

HAE

B 7AYLRERYINI—HDEX YT 4HEY Y13y THAY

OL-18316-01-J |
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CS-MARS & Cisco WLC O#ianxs: W

CS-MARS DO 5FE

CS-MARS T% Cisco WLC & ZHIZH#k STV 5 LWAPP AP Z#iH4 5 121%. CS-MARS T
% WLC ZEHRTIHLENRH D 7, ZITE D, WLC T34 2~0D SNMP @t A0 BH 7 7
& A5 CS-MARS [T X 1, CS-MARS 232 DFNA 2B LML F A4 2 BB DR %
AFTEDH L1240 £, CS-MARS THLEARFREITZNIZIT T,

Cisco WLC OFF)I- Kk 53BN

CS-MARS (T Cisco WLC Z F8) BNt 212%, ROFNEEZFEITL 9,

A5 w7 1CS-MARS GUI T, ADMIN -> System Setup |2 B L £9, F 50 Device Configuration and

Discovery Information &9 =2 3 2 . C, Security and Monitor Devices Z &R L £
(14 9-6 #ZH),

& 9-6 CS-MARS & System Setup /&

CISCO ‘SUMMARY ” INCIDENTS Houmv / REPORTS ” RULES ” MANAGEMENT HADM\N ” HELP ‘
[ system Setup |[ System Maintenance || User Management || System Parameters || Custom Setup ||

Aug 21, 2008 9:11:01 AM PDT |

Lagin: Administratar (pradrmin) B8

8 ADMIN | CS-MARS Standalone: csmars v5.3

CS-MARS Setup

Configuration Information
Metworks for Dynamic Yulnerability Scanning { optional )

Authentication Configuration

e ————

@3 Configuration and Discovery Information %
Security and Monitor Devices

NetFlow Canfig Infa ( optional |

IFS Signaturs Dynamic Updats Settings

IFS Customn Signaturs Update

Topology Discovery Information ( optional )

Community String and Networks
Walid Metworks

Topology/Monitored Device Update Scheduler

Copyright @ 2003-2007 Cisco Systems, Ine, Sumnmary 1: Incidents : Query / Reports :: Rules :: Management :: Admin :: Help
All rights reserved.

225315

ARF w7 2Security and Monitoring Information B[ C, Add 7 UV » 7 L E£% (¥ 9-7 2&H),

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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297 FLOTINS X ZEMT /-8B CS-MARS [EEF

e —
s ) . ) )
CISCO |§UMM§.R\" " INCIDENTS || QUERY / REFORTS " RULES | MANAGEMENT |MN | HELF |
[ System setup |[ System [user | System Parameters || Custom Setup || Aug ZU, ZUUB 4:53:47 AN POT |
a ADMIN | CE-MARS Standalone: comars v5.3 Lagin: Administrator {pnadmin) 1 [ Logour | ¢
Suecurily and Monitoring Information
— T
it | [ change version | [ Load irom seed tile 3 pack
|r [Bevice Name Jnrulrr Type ]Agrm: Access 1P I . 0 1P i |nm.-|r|- Display 1
[ ase-2 Ciseo A5A B0 10.20.30.92 10.20.30.92 =]
basw Cisco ASA 8.0
enginearing Ciscn ASA 8.0
systemne-asa-2 Ciseo A5A 00
ITaderur Cisco ASA 8.0
ips-asa.? Cisen TFS 6. 10.20.30.33
[ ips-anas.2 Cisen IFS 6. 10.20.200.30 =
M psl-4258 Ciscw [PE S.x 10.20.30.55% E
[ podi-wism:2-1 Cisen WLAN Canraller 4.x 10.20.100.150 10.20.100.150 8
pedl-ap1250-4 Fe1d.2enc Ciseo AF 4.
M wle-2106-br Cisco WLAN Controller 4.x 10.20.201.2 10.20.201.2 E
APz 3802 Cisen AP 4.
APLI004 Cisen AF 4.
1to S of 5|25 per page 'I
[ Edit ][ change ¥ersion || Load From Seed File | #Bak | [ petete || ada | @
o™
=1

A5 w7 3Device Type K 2> 7*Z 7 7R 7 AT Cisco WLAN Controller 4.x $TAZ 2 —/LZ 7L T
FNEERL, Cisco WLC ZiEBIL F7,
~

(3¥)  Cisco Unified Wireless Network Software Release 5.x {745 WLC " FR—F SN THED,
Cisco WLAN Controller4.x & L TRRETEET (X 9-8 &),

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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57 9-8

CS-MARS & Cisco WLC O#ianxs: W

CS-MARS T® Cisco WLC D&

[ |
M
cIsco ‘suwu\.umv H INCIDENTS H QUERY / REPORTS H RULES H MANAGEMENT H ADMIN || HELP ‘
[[System Setup || System e |[ User Mana |[ 5¥stem Parameters |[ Custom Setup || Aug 27, 2008 9:57:00 AM PDT |
@ ADMIN | CS-MARS Standalone: csmars v5.3 Login: Administrator (pnadmin) :: i
Note:
1. Enter the reporting IP (the [P address where events originated from) to ensure that the system processes the events.
2. * denotes a required field.
Device Typei  [Cisco 45A 7.0 =]
Ciseo PIX 8.0 -
Ciseo Switch-Catos ANY
Ciseo Switch-105 12.2
=  *Device |Cisco VPN Concentrator 4.0.3
Yy 1
-2 Access B.x |
Generic Router version unknown J
|Metsereen Screenos 4.0
= Reportiyctsirecn Screen0S 5.0 ]
Metwork Appliance NetCache Generic ¥
=  *hccess Type: Select =] [3DEs =
Enable Password: —
Config Path: I
File Name: —
- Monitor Resource Usage: NO B
(o]
~
Copyright © 2003-2007 Cisca Systems, Ine. surmmmary @ Incidents @ Query / Reparts i Rules :: Management :: Admin :: Help -
all vights reserved. 2
- |
e N

TNRARAZLRNY T4 —LVERIDTNNA A XA T KT DL ICERINET, £,
WDEHREZATTL TWLC 2 EFRTE E7,

Device Name : WLC D4 Hil,
Access IP : SNMP iAW BT 7 B AR & bD. WLC D IP 7 K L A,

Reporting [P : SNMP k7 v 7DEEFEILIP 7 RV AL L TEHEN S, WLC FELA v ¥ —
T2 AADIP T KL A,

Access Type : SNMP (R >y 7 X7 Ry 7 ATHEHFRERME—DOA 7> a ) ZBIRL
i—é‘o

SNMP RO Community : WLC ¢ CS-MARS IZERZZNL TS SNMP 2 X = =7 1 4,

Interface Information : WLC B A L X —T =2 A ADIPTRL AL Xy b U= v A7,

~
S
J

ZAFY T AWLC OFEREZT X TCEFZLT7-%. Discover 7 Vv 7 L E£7 (X 99 #&M),

TAVYLRERYFI—=IDEXL)T4HEYYa—ay THA

[ oL-18316-01-J
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& 9-9 CS-MARS T® Cisco WLC DES
-]
mmm
cISCO |summr || INCIDENTS || QUERY / REPORTS || RULES || MANAGEMENT |ADMIN | HELP |
| System setup || System e || User || &ystem Parameters || Custom Setup || Aug 21, 2008 7:39:47 AM POT |
8 ADMIN | CH-MARS Standalone: csmars v5.3 Login: Adernestrator (pnadiind ii [ Logsut | 35| Activate
Nai
1. Lriter the reporting 19 (¢ ! ts orig from) e that h
e ad fiel
[= Typ I I =l
= *Device Name: [wic 2108 br
= Access P o Wee Weor WG
= Reporting TPz o Wee Weor WG
=+  *Access Type: [Enme =1
SHMP RO Community: [rensss
Lnter interface informat
Name: 1P Address: rietwnek Mask:
10 Hza Hzo1 iz [z== Hzse He=e Ho add 1P fNetwark Mask
Shark
Cop Sysh I s Q@ / Reports i Rul v Ad Help -
all =
)
w
o
e e e L S o™

ROFITEBEL TIZE W,

o WLCEHA L H—T 2 A ABTEFEETIVLENDY £, oA X—T A R T, ZDOFT
NA AR T 5 & BEIZEBNS N ET,

o FHIZARIIT HI1Z1E. WLC TSNMP vl 7 7 EANRT TIZHE THLINENH Y £
(P.9-3 @ [Cisco WLC DFEE] &),

WLC OIS T2 L, oA =T oA A, BIUOBET YT —hFENTWN5ETR
TOT IV EARALY N EN, CS-MARS DA v Z—T7 = A4 AZimIHAENET (¥ 9-10
M),

BB L e WAL, OB ZHERL TI7ZE 0,
e CS-MARS 7% WLC I ping #EfTT&E %,
e WLC T SNMP vl BXF NI/ > T 5D,

e CS-MARS TEZREENTWASNMP =2 I 2= 1 AR U7, WLC T CS-MARS HIZE
ZEINhTWaHL0E %795,

e WLC TCS-MARS HH®O SNMP =X = =5 4 AR UL T RENT/->TWD,
o CS-MARS MEETLIP 7 R L A, WLC TEEEINTWEH D E—HT 5,

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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& 9-10 CS-MARS T® Cisco WLC DIEEL RS

mm
CIsco |SumARr || IMCIDENTS || QUERY / REPORTS || RULES || MANAGEMENT |mmN | HELP |
| System setup || System e || tse |[ System |[ Custom setup |0 Aug 21, 2008 7:41:57 AM POT |

8 ADMIN | CH-MARS Standalone: csmars v5.3

Login: Admnistrator (pradmmn} c: [Legeor | ¢ [ RSN

Nate:
1. Erter the reporting 19 (the 1P address where events originated from) to ensure that the system processes the events,
2.7 denvtes a reguired held,

Device Type: Clsen WLAN Contraller 4.3

= *Device Mame:
- Access TR 1o Hzo Jfzea Jfz ]
- Reporting 1P: 1o Hzo Jfzea Jfz ]
= “Aceess Type: T |

SHMP RO Community: TN

Enter interface information:

| add tntertace | | Remuve Intertaces1p

Name: 1P Address: MNetwork Mask:
r EE ]
r eI
- FS | O |

[ aad 1P retwark Mask

[ aad 1P retwark Mask

Add IP/Network Mask

Add Access Paint || Edit Access Point || Delete access Palat |
@&
|_[access paint Mame Access Point Type | p
I AP1.3804 Cisco AP 4.5 o
[ AFZ.H0Z Cisto AP 4.x II &

X7 v 7 5Submit Z3#ER L. Activate 2B IR L CTHREEZT /T 472 L £9,

CS-MARS 1%, —f%# 72 Access IP 35 X UY Reporting IP TlE72 <, MAC 7 K L A |25\ T
Access Point (AP; 7 7B AR A h) ZikdlL 9, BHED AP D MAC 7T KL A% E£/RT D
IZ1Z. WLC FARA A R—DFEETAZa—/L L, AP DAHIOICH DRy 7 2% F 1
L C. EditAccessPoint 27 U v 7 LET (X 9-12 2&5H),

JAVYLRERY D=9 DEF YT 4HEYYa—ay THFAY HAR
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& 9-11 CS-MARS T® Cisco LWAPP 7 O+ X #1> F DZEi

Enter interface information:

[ addinterface | | Remove Interface/IP |

Name: IP Address: Network Mask:
r [to Jfzo Jfeor b ] [ess fess Ifese Jl | | add IP/Network Mask ‘
r LIk e I ] COC 3101 | add IP/Network Mask ‘

Clmonsgement ] [0 Moo Jpoife | [eslfessfzss Jo | [ addip/Network Mask |

m:; Point ” Edit Access Point H DeMafe Access Point

‘ |Access Point Name |Access Point Type |
Cisco AP 4%

AP2.3802 Cisco AP 4.x

A Back I | Discover | | Submit

Copyright @ 2003-2007 Cisco Systemns, Inc. Sumnrnary :: Incidents i@ Query / Reports @ Rules @ Management . Admin :: Help
All rights reserved.

|
225451

FDH%., AP DT NNA 24 L MAC 7T RLARFRINET (K9-12 2B ),

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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(E)

& 9-12

Device Type: Cisco WLAN Controller 4.x

CS-MARS & Cisco WLC O#ianxs: W

CS-MARS £DF7/V1X &L TD Cisco LWAPP 7o X K142 +

= *Device Name:
e Access IP:
- Reporting IP:

- *Access Type:

wlc-2106-hr

10 oo lznt 1z
2 https:#/10.20.30.34 - [csmars] WLAN Controller Context/Module-Cisco AP 4.x - Microsoft Internet Explorer

mm
cisco

SNMP RO Community: | |

Aug 27, 2008 10:21:53 AM PDT |

Enter interface information:

Add Interface

Name:

Login: Administratar (pnadmin) ::

Standalone: csmars 5.3

Device Type: Cisco AP 4.x

- *Device Name:

(0 4 T ] X e Y S

- *MAC Address:

M [management
]
]

Copyright © 2003-2007 Cisco Systems, Ine,
All rights reserved.

[
| &] Dane N
[ addaccess Point || Edit Access Point || Delete Access Point
[ Jaccess point Name Access Point Type
| AP1.3504 Cisco AP 4.
[0 4P2.3802 Cisco AP 4.x
©pack | [ piscover | [ submit | <
&
[0 [ 3 nteme 2 &

EMER AR N aX v T HHFEHCT 0L, T7BARALALVFDOMAC T RV AR—ETH D

VENDH Y £,

CS-MARS 7% Cisco LWAPP AP 7> 5 D A X+ ZENT+ 2 FEOZEMIZOWTIX, P9-25 O
[CS-MARS 12X 5 WLAN AP A X kN Oftr] 2L T &V,

[ oL-18316-01-J
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Cisco Unified Wireless A CS-MARS ##E
Z @IA T, Cisco Unified Wireless & 78— b 925 72 @ CS-MARS #§EE 12DV T HL ISR
L9,

CS-MARS D AR LAN BEBE D FEANIZ DWW TIL, [CS-MARS User Guidel 2R 1L T 7Z& W
(P.9-27 © THEBEE 2&MK),

WLAN /R |

Cisco Unified Wireless 7 /X £ 21254 %5 CS-MARS O ¥R — M ZiE, kD K 572 WLAN A X
F OREMEREG ENET,

e WLAN DoS X%

« RIE AP

e 802.11 7u—7

e TREKYZ Xy hU—7

s UVIATURNWSET T U AR
e WLAN O#E){EAT— & %

CS-MARS [T L o T EN DT NTD WLAN A X F 2 FF-T512%, ROFIEAFEITL F
—g—o

A5 97 1IMANAGEMENT -> Event Management (28 L 9,

RFYT 2T NE T A= =2—h5 Cisco WLAN Controller 4.x ZEIR L, T_XTD WLC A X b 2R
LET (X9-13 25H),

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
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CS-MARS WLAN 1~ f DY T F DHI

—t

-

Nmim ) : .
CISCO |§UMMM" " INCIDENTS "OIIH“‘ / REFORTS " RULES | MAMNAGEMENT | ADMIN  HELP |
[vent [ [ Service mansaement | Userria I Aug

csmars v5.3

I CB-MARS 8t

Lagin: Adeministrator (pnadmin)

4:56:16 AM PDT

[ tdiwsrowe | [

Delete Group

| [ add srows |

Description / CVE:

isco WLAN Controller 4.5 [all =]
|F|ml|t Description cvE Device Eu Groups
T Hame
1912100 WLAN Hnst Blacklisted - Failed 80211 Auth[d] i Cisco WLAN Controller 4.x: WLAN Host Blackhsted - Failed 80211 Auth Info/Mitigatinn/WiLAN[3)
112102 WLAN Host Blackisted - Failed Assocstion|d) & Cisto WLAN Controller 4.x: WLAN Host Dlacklisted - Failed Associstion InfoMitigation WLAN(]
1912102 WLAN Most Blacklisted - Failed 2021 awth[E] A Cisen WLAN Controller 4.3 WLAN Host Blackdisted - Failed 802.1x Auth Infe/Mitigation/wLan[d)
912103 WLAN Host Blacklisted - Failed Wab auth[3] Ay Ciseo WLAN Controller 4.5: WLAN Host Blacklsted - Failed Wels Auth Tnfe/MitigationwLAN[3]
04 WLAH Hust Blackksted - TP Theit|s] & 500 WLAN Controller 4.5: WLAN Host Blacklisted - LP Theft Info/Mitigation/ WLAN[3]
1912105 Rogus WLAN AP Detected On wired Network [ 7} sca WLAN Cantraller 4.3 Rogue WLAN AP Detected O d Wetwark Lnfo/WLAN/E oqueFaun
1912108 Rogue WLAN 4P Detectad[d] Ay Ciseo WLAN Controller 4.5: Rogus WLAN AP Detected Info/WLAN/RngueFaund [3]
1912107 Adivoe WLAN Host Detected (3] & Ciseo WLAN Controller 4.5 Adhoc WLAN Host Detected Inf/ WLAN/RugueFound 5]
1912108 Rogue WLAN AF Removed[d] =} Cisea WLAN Controller 4.x: Rague WLAN AP Remaved Info/Misc/wian(d)
1912109 Managed WLAN AP Contsined 45 & Rogue[3] Ay Ciseo WLAN Controller 4.5: Managed WLAN AP C #d As A Rogue Tnfo/Mitigatinn/WLAN[E]
1912110 Mansged WLAN AP No Longer Contained As & ] Cisco WLAN Controller 4.0 Managed WLAN AF No Longer Contained As & Info/Misc/WLAN[S]
Rogue[d Rugue
1512111 WLAN Adhoc Auto Contained[d] & Cigeo WLAN Cortraller 4.5 WLAN Adhac Auto Contained InfoMitigationWLAN[]
1912112 WLAN adhoc Ne Longer Auto Contsined[d] (=] Cisca WLAN Controller 4.3 WLAN Adhae No Longar &utn Conkained Info/Misc/wLAN ()
1912113 Rogue WLAN 4P Auto Contained[3] Ay Zisea WLAN Contraller 4.5: Rogus WLAN AP Auto C = Tnfo/Mitigatinn/WLAN[E]
1912114 Rogue WLAN AP No Longer Auto Contained[d] @ Cisco WLAN Controller 4.x: Rogue WLAN AP No Longer Auto Contained InfoMisc ¥ LAN]S]
191115 NetSturnbler 3.2.0 Wireless Scenner Detected(d] A Cisen WLAN Contraller 4.x: NetStumbler 3.2 0 Wieeless Seanner Detected
1912116 NetStumbler 3.2.0 Wireless Scanner No Longer =) Ciseo WLAN Controller 4.x; NetSturnbler 3.2.0 Wireless Scanner No Longer  Tnfo/Mise/wLAN(G)
Detectedd] Detected
1912117 NetSturnbler 3.2.3 Wirsless Seanner Detected[3] Ay Ciseo WLAN Controller 4.x: NelSturnbler 3.2.3 W er Dotectad  Prabe/al[F],
Prabe/wLAN[E]
1912110 NetSturnbler 3.2.0 Wireless Scanner No Longer ] Cisen WLAN Cantroller 4.:: NetStumbler 3.2.3 Wireless Scanner No Longer  Info/Misc/WLAN|S]
Detected[q Datected
1512119 NetSturnbler 3.5.0 Wirsless Scanner Detected|d] & = Netstumbler 3.2.0 Wireless Scanner Detected  Probedall]d], b=
Probe/WLAN]
1912120 NetSturnbler 3.3.0 Wireless Scanner No Langer (=} Cisen WLAN Controller 4.x: NetStumbler 3.3.0 Wirnlass Scanner Mo Longer  [nfo/Mise/WLANE]
Detected 4] Detected
1912121 Generic NetStumbler Wirsless Scanner A Cisen WLAN Contraller 4,31 Genarie NetStumnblar Wirelass Seanner Detected Probe/all
Cetected 4] Probe/w
1912122 Genenc NetSturnbler Wireless Scanner No Longer =) Cisco WLAN Controller 4.x: Generic NetStumbler Wireless Scanner No Info/MiscrwLAN(E) b
Detected) Langer Detected o
1912123 welleneriter Wirsless Seanner Detocted 3] Ay Cisco WLAN Contraller 4.5 Wellenreiter Wirsless Scanner Detected Prabe/all[E], g
Prabe/wLaN[E] CRaY

ZOMEEIZIE, CS-MARS X% AT 4 7IWZH AR —F L CTWW5 Cisco WLAN =2 s i —Z BH D

FTRTOARY M MERENFET,

WLAN A/ RY FEEDARV F TIL—TF

CS-MARS /X WLAN A <X h O#EMZHETEL, £ 9-1 1277 X 9 7% WLAN

ITN—TBIO—HHR A s =T ICE D FET,

F 9-1 AN TN—TF

BDOANR B

ARVE Y

W—=TDEAT ARV TIL—F

DoS DoS/All

DoS/Network/WLAN

Info/High Usage/Network Device
Info/Misc/WLAN
Info/Mitigation/WLAN
Info/WLAN/RogueFound

TANVLREXRYFT—IDEFa)TAHEYYa— 3
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& 9-1 IR | TN—=TF

ARV T

N=TDEAT ARV + TL—=T

& /E OperationalError/WLAN

OperationalStatusChange/WLAN

~N %k L—3 g |Penetrate/All
Vg

Penetrate/GuessPassword/All

Penetrate/GuessPassword/System/Non-root

Penetrate/Spoofldentity/Misc

CS-MARS 7 = J —B LRV AR —K T, A2 K ZL—71% lEvent Type] & L TERZF
ij‘o

WLAN /1R MZET<CIL—IL

CS-MARS (1%, # 9-2 {2773 WLAN EAH OBEL— LV AHEI N TWHET,

#*9-2 WLAN /R ;2B DSI—I

CS-MARS D JL—)L CS-MARS D JL—jL JIL—7F
System Rule: Operational Issue: WLAN System: Operational Issue

System Rule: Rogue WLAN AP Detected System: Operational Issue

System Rule: WLAN DoS Attack Detected System: Network Attacks and DoS

INLDON—NET 74NV TEMTHY, BEFEOL—L T —TITHRE SN TWET,
CS-MARS D/L—/L D& TR T HI121E, ROFNEEZFEITL F9,

A5 v 7 1RULES [ZB#E L £7°,
AFYF2UARNERIa— LA T L, —VEROTFET,

=V NFTIET BV —IL T =T oo TWAEEIL. Group DEEICHH Ry F &7
RNy 7 AT R N— IV T N—T5@IRTHZ LIV, VANET7 o2 TEET (X9-14
o JiIN
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= TN—F(-ET < CS-MARS L—/LDFEF

| SUMMARY " INCIDENTS "OII(“ / REFORTS

MANAGEMENT I' ADMIN I.HELP |

é RULES | CB-MARS Standalone: csmars wS.3

Tnspectinn Rules:

Lagin: Administrator {pnadmin}

Group:

System: Dperationsl Lssue

view: [acive B [ Edit Grous | | | [Chad Grow ]

| it |

arfaguration Tasin

fecannaissance
Besource Lesue
‘leu cted Network

Delete Group

n Usage Status: Actrve
Time Ranga: Oh:i0m
mmh.\:p partitian filled up to 75% of its capacity and the next datahase partition will be purged saon to create space for now rvents. T

. he
Tralie + Thig is narmal C5-MAaRS activity and will result in old events and incidents to purged from C5-MARS datsbase. Users sre urged to archive

Pasture Compliancs (Cis

NAT)

T T I Illevlce lu:noned | i “ount| ) C. i ation l
1 ANT ANT ANT CE-MARS DR partition filling up causing the next partition to be purged saon ANY Mone aNY ANT 1
™ Rule Name: System Rule: C5-MARS Failure Saving Certificates fFingerprints Status: Actrve
Action: Mone

Time Ranga: Oh:10m
This Fule indicates a C5-MARS failure to save a new or changed devies SSL certificate or SSH key fingerprint based on explicit user action or automatic avorpt dur tn SELASEH Settings.

Dascription:
]on“t Open { is..uru 1P| Destination 1P|Service Name|Event [Iluvlt.u ]Rsuuried [ yword| i i ) i ation
Iser
1 ANY ANT ANT CS-MARS Failed to Accept New SSH Key Fingerprint, ANY None ANY AN 1
CE-MARS Failed to Accept New SEL Certificste
I Ruli: Narme: System Rule: US-MARS IPS Sianature Update Failure Blatus: Active
Actlon: Kane

Description:

Time Range: 0h:i0m
Thas rule sdicates that one or mors errars were sncountered while attemgting to automatically download and update CS-MARS with & new IPS signaturs package. The cause of srror can
range from failire to downlaad 1P5 signature package dus to cannectivity issues with GO or Incal server, corrupted signature package or ather errars while updating signatures in C5
MARS datsbasze.

«t[0pen { [Source 1P|service Mame|Fvent Device  |Rep leey IE [op
] Juser” " | | |
1 AN ANY AN C5-MARS failed to downlasd IPS signature packap AN Hone AT ANT
CE-MARS failed to parse corrupted fle from 17 signature package,
CS-MARS failed to uDdat: database with IPS signature package,
CE-MARS partially updated database with IPS signature packags
[ Rule Name: System Rule: US-MARS LU-GE C Failure - Certificate Misma Blatus: Active
Action: Nane Time Range: Ohi0lm
Description:  The ruls mdicates that the currest CS-MARS Local Controller failed to communicate vt s Glubsl Cantrallar dus 1o & certficate mismatch after 3 retnes over the past & minutes. Pror to
e past & minutes, communication was sither healthy or the status was not knot
]on“t Open { |§uur|.u [ nmuulluu 1P[Service Name|Event [Iluvlt.u ]Rsuuried [ yword| i i i ) i ation ] ~
Iser |
1 ANY ANT ANYT CS-MARS LT failed to communicate with GC dus to certificate mismatch ANY None ANY ANY 1 a
LY
[ e N

BEDNLV—NVEBIRLCEdit 27 ) v 7 3F52 LT, TONAL—LOFEMERRTEET,

e LT,
L %7,

9-15 (2, /L—/L System Rule: Rogue WLAN AP Detected O 7 4+ /L ks OFEfl % 7R

DAYLRERY EI—IDEF 1Y TAHEY Y21 -3y THAY
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& 9-15 CS-MARS ®/L—/L Rogue WLAN AP Detected

Hmm
cIsco |SUMMARY ” INCIDENTS Hqumv / REPORTS ” RULES ” MANAGEMENT || ADMIN ” HELP |
Inspection Rules || Drop Rules || Aug 78, 2008 8:44:46 AM PDT |
é RULES | CS-MARS Standalone: csmars v5.3 Login: Administrater (pradmin) :: B
Rule Name: System Rule: Rogue WLAN AP Detected Status: Active
Action: Hone Time Range: 0h:10m
Description:  This rule detects Rogus Acceess Paints as reported by events from a Cisco WLAN Controller,
|offset[open ( [Source 1P[Destination IP Service Name Event Device |Reported User Keyword [Severity |Count| ) Close[Operation
1 ANY AT ANY Info/WLAN/RogueFound AN AN ANV AN 1
Reporting Devices
Toggle Equal | [ select All [&ll variables |
AN - ANY B
- Unknown Reparting Device
e - $DEVICEDL
- $DEVICEDZ
r $DEVICEDS
- $DEVICED4
|_ $DEVICEDS
- $DEVICEDS
ml $DEVICEDT -
|_ $DEVICEDS
(G _>I_I
=
Copyright © 2003-2007 Cisco Systems, Inc. Summary :: Incidents :: Query / Reports ¢ Rules 1 Managsment :: Admin :: Help
all vights reserved. 5
rs)
o
]

WLAN /1R FEEDHI T ) —ELR—F

CS-MARS (21, RO X H 72 WLANEAH D7 = —L L AR—FBAESNTOET,
e WLAN DoS Attacks Detected
¢ WLAN Probes Detected
e WLAN Rogue AP or Adhoc Hosts Detected
¢ WLAN Successful Mitigations

WLAN A X2 M, BEIZSEL T, ROXHIREFO /7 =) —BIOL AR —MIbHAINT
I/\iﬁ—o

e Network Attacks and DoS
e Reconnaissance

e Operational Issue

JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |
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WLAN /R MZEF BV T 1) —DEST
F¥ED WLAN A DA Xy M T 272 ) — %2374 5120%, ROFNEEZFEITL 7,

A5 w7 1QUERY/REPORTS (2% L £1,
AT v 2Select Report... K2 v 77X 72 Ry 7 A5, KE7 WLAN EAHO L HR— K @KL 9,

LVIR— DR T DL AR—F Z—FRNbho TWDHEAIL, Select Group... K2y 7 X7
Ny J ATHEYR VA=K V=T E@RRT L LI2L0, VANET 4V I TEERT
(I 9-16 #&MH),

X/ 9-16 CS-MARS @ WLAN E&DL FK—F

=
N

cIsco ‘SUMMARV H INCIDENTS ” QUERY / REPORTS H RULES H MANAGEMENT H ADMIN H HELP ‘
Query || Batch Query |[ Report || Aug 28, 2008 8:50:36 AM PDT |
@Qun\rnirom | C8-MARS Standalone: csmars v5.3 Login: Administrater (pnadmin} :: B
Load Report as On-Demand Query with Filter
- ey neiden 10 [ ]
Select Group... =] N o Eml
Select Report... =1

Activity: Yulnerable Host Found (Total View) B
T

: WLAN Rogue AP or Adhoe Hosts Detected (Total View)
Activity: WLAN Successful Mitigations {Total View)

Activity: Web Usage - Top Destinations by Bytas (Total view) 1

Activity: Web Usage - Top Destinations by Sessions (Peak view) =

Activity: Web Usage - Top Sources (Peak Wiew) = = =
Attacks ¢ all Confirmed Positive Firing Event (Tatal View) [Events [Device [Reported User [Keyword Operation _[Rule [Action
attacks: &ll - All Events (Total Yiew) ANY ANY ANY ANY Hene ANY AT

N N e N | I I:Ilm

‘ Save As Report ‘ | Save As Rule ‘ ‘ Submit Inline

Copyright @ 2003-2007 Cisco Systerns, Inc. Surnmary 1+ Incidents :: Query / Reports :: Rules :: Management @@ admin :: Help
all rights reserved.
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) —OHFNEYTHDHZ L EMERL (2 X, B & O 1 R[] & R) . Submit Inline
7 Uv 2 LET (X917 #5MH),
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mm

CISCO ‘SUMMARV H INCIDENTS ” QUERY / REPORTS H RULES H MANAGEMENT H ADMIN H HELP ‘
Query || Batch Query || Report || Aug 28, 2008 8:59:21 AM PDT |
@eun‘rnirom | G8-MaRS Standalone: csmars v5.3 Login: Administratar (pnadmin} :: B8

Load Report as On-Demand Query with Filter

[select Group... =l
[Activity: WLAN Rogue AP or adhoc Hosts Detected (Total Wiew) =1

Query Event Data
Click the cells below to change query criteria:

Query type: Gustom Golumns ranked by Time, 0d-1h:00m

lear

[Source 1P Destination IP [service  [Events [Device  [Reported User [keyword [operation  [Rule [action |
ANY ANY ANT Info/WLAN/RogueFaund ANY ANY ANY None ANT AN
| Save As Report | | Save As Rule | | Submit \
Query Results [ Expand al_| [ collapse all_|
Reporting |Event Type  |Time Raw Message
Device
AP1,3804 ) Rogue WLAN AP Aug 28, 2009 8:15:00 AM PDT . 10.20,201.2 SNMPv2-MIB: :sysUpTime.0 20:22113:29.00 SNMPv2-MIB: :snmpTrapOlD.0 SNMPv2-SMI: tenterprises.14179.2.6.3.36
Detected[44 SNMPv2-SMI: tenterprises.14179,2.1,7.1.1,0 "00 1E 44 E4 6E OF " SNMPv2-SMI:enterprises.14179.2,1.8,1.1.0 "00 17 DF A7 4F EQ

" SNMP¥2-SMIiienterprises.14179.2.1.86.1.2.0 1 SNMPv2-SMI:ienterprises.14179.2
SMI:enterprises 14178.2.1.8.1.5.0 149 SNMPv2-SMI:ienterprises 14179.2.1.6
SMI:enterprises 14178.2. .27.0 15 SMMPv2Z-SMIenterprises 14179.2.6.2 0 SMMPy2-SMIenterprises 14179.2.6.2.44 .0
0 SNMPvZ-SMI:enterprises,14179.2.1.8.1.3.0 2 SNMPv2-SMI:ienterprises.14179.2.1.6.1 4.0 "APL.3804" SNMPvZ-
SMI:enterprises 14179.2.1.7.1.25.0 3

1.8.1.6.0 "H-REAPWLAN" SNMPw2-
-84 SNMPvz-

AP2.3802  Rogue WLAN AP [] Total: 2
Detected(d]

podi-ap1250- Rogue WLAN AP [ Total: 2
4.8eld.2eac  Dstscted[d)

1to 3 of 3[25 per page -

Copyright © 2003-2007 Cisco Systems, Inc. Summary :: Incidents :: Query / Reports :: Rules :: Management :: Admin @1 Help
Al rights reserved.
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WLAN /1 R BT HLAR—FDER

Bl#EM AR EL TAX b By MZEEDLNTEARVFEREBLT, HxOA X FPBLIT
FRICEEMTON TWAEAE Ay =V 2R R TEET,

BrE D WLAN A DA Xy M7 ALV R— 24K T 2100, ROFNEEZFEITL E7,

2597 1QUERY/REPORTS -> Report (ZBH L £,

A5 w7 2Group --Report Groups - K2 v 7 X 7 Ry 7 AnE, HBERLUKR—F FJ—7%BIRL £
T (X 9-18 &),
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LR—F JN—FE I CS-MARS L F— F DFER

alnaln
cisco

‘SUMMARY ” INCIDENTS " QUERY / REPORTS ” RULES ” MANAGEMENT ” ADMIN H HELP |

[(Query |[ Batch Query || Report ||

Aug 28, 2008 9:30:03 AM PDT |

@ QUERY / REPORTS | CS-MARS Standalone: csmars v5.3

Report Selection

Group: [al

Schedule: [all

Systermn:

Databass Server Activity

: FISMA Compliance Reports

GLeA Compliance Reports
1PA4 Compliance Reports
st Activit

rlc Attacks
ew Malware Outbreals (Cisca 1C5)
Operational Issue

CI DSS Compliance Reports
econnaissance

esource Issue

5|
21 report View HTHL =

Login: Administrator (pradmin) ::

_-H Edit Group || pelete Group H add Group |

Columns ranked by Time

N

0 Activity: ARA
Based Access
all Events

 Activity: ARA
Based Accass
Failure - All
Events

0 Activity: ARA
Failed Auth -
all Events

 Activity: ARA
Failed Auth -
Top NADS

¢ Activity: ARA

Runon  Total  None
- demand  View

anly

Runon  Total  None

demand  Wiew

only

Runon  Total  None

demand  View

only

Runon  Total  None

demand  Wiew

only

Runon  Total  None

Event type: Info/Successfullogin/aas

Query Type: Custorn Columns ranked by Time
Time: 0d-1h:00m

Event typs: Penstrate/GusssPassword/AAA
Query Type: Custorn Columns ranked by Time
Time: 0d-1h:00m

Event type: Info/FailedAuth/aaa
Query Type: Custom Columns ranked by Time
Time: 0d-1h:00m

Event typs: Info/FailedAuth/ARA
Query Type: Destination IPs ranked by Sessions
Time: 0d-1h:00m

Event type: Info/FailedAuth/ana

Description Status Submitted |Time
Range
[an/RogueFound This reports lists all misbehaved  Finished:  Aug 23, 2008 Aug 23,

Wireless-LAN hosts, APs and Adhoc Aug 28,
hosts as detected and reported by a
Cisco WLAN Contraller

9:25:08 AM 2008
2008 POT B2
9:25:10 AM

POT

This report details AAA based HotRun  Mewer
access (2.9, to the network or to
specific devices).

This report details all failed AAA
(e.0. RADIUS, TACACS) based
access attempts. Typically
mechanisms such as 802.1x,
network device access, Cisco NAC
use AAA ssrvers for access control.

Mot Run Mewer

Mewer

This report displays event details on NotRun  Hever Newer
failed AAA authentications, This
report covers the following cases:
reqular AdA auth, 802.1x auth, L2
1P and L3 IP auth, L2 802 1x auth.
An authentication may fail because
of policy misconfiguration on the
ABA SErver Or wrong user
credentials.

This report ranks the Netwark
Access Devices (MADs) based on
failed AAA authentications. This
report covers the following cases:
reqular AdA suth, 802.1x suth, L2
1P and L3 IP auth, Lz 802 1x auth.
An authentication may fail because
of policy misconfiguration on the
AfA server or wrong user
credentials.

Mot Run Mewer Mewer

Mot Run Mewer Mewer

225326

This report ranks the users based
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CS-MARS @ Network Attacks and DoS L /FK—F J/)—F

il
cisco

|

‘SUMMARY ” INCIDENTS " QUERY / REFORTS ” RULES ” MANAGEMENT ” ADMIN H HELP |

Query || Batch Query || Report ||

@ QUERY / REPORTS | CS-MARS Standalone: csmars v5.3

Report Selection

Aug 28, 2008 9:32:26 AM PDT |

Login: Administrator (pnadmin)

roup: [Systern: Network Attacks and Do - chedule: - it Group elete Group roup
[ System: Network Attacks and Do% Schedule: [All Edit G Delete G Add G
| Delete \ \ Duplicate | | Resubmit | \ View Report | [iew HTML =]
[ Ivame [Schedule [Format[Recipients[Query [Description [status Submitted |Time Range |
¢ Activity: Sudden Runon  Total  None Event type: Sudden increase of trafficta  This report lists hosts that exhibit anomalous  Nat Run Never Never
Traffic Increase To demand  View a port behavior by suddenly receiving statistically
Port - All only Query Type: Custorn Columns ranked by significant volume on a TCP/UDP port or ICMP
Destinations Time traffic.
Time: 0d-1h:00m
[l Activity: Sudden Run on Total Hone Ewvent type: Sudden increase of trafficto  This report lists hosts that exhibit anomalous Kot Run MNever MNever
Traffic Increase To demand  View a port behavior by suddenly sending statistically
Port - All Sources  only Query Type: Custom Columns ranked by significant wolume on a TCP/AIDP port or ICMP
Time traffic.
Time: 0d-1h:00m
¢ Activity: WLAN  Runon  Total  None Event type: DoS/Network/WLAN This reports lists all the Wircless-LAN denial of Nat Run Never Never
Do Attacks demand  View Query Type: Custorn Columns ranked by service (DaS) attacks (.9, Broadcast Deauth,
Detected only Time Null Probe, Assaciation and other flood
Time: 0d-1h:00m attacks) as reparted by a Cisco WLAN
Contraller
¢ Activity: WLAN  Run on Total  HNone Event type: Frobe/WLAN This reparts lists all the wireless-LAN probes ot Run Mewer Mewer
Probes Detected  demand  View Query Type: Gustom Columns ranked by (e.g. Netstumbler and Wellenreiter scanners)
only Time as reported by a Cisco WLAN Controller
Time: 0d-1h:00m
¢ Activity: WLAN  Runon  Total  None Event type: Info/WLAN/RogueFound This reports lists all misbehaved Wireless-LAN Finished:  Aug 28, 2008 Aug 28, 2008
Rogue AP or demand  View Query Type: Custorn Columns ranked by hosts, APs and Adhoc hosts as detected and  Aug 28, 2008 9:25:08 AW 5:24:00 AR
Adhoc Hosts only Time reported by a Cisco WLAN Contraller 9:25:10 AM  PDT PDT - Aug 28,
Detected Time: 0d-1h:00m POT 2008 9:24:00
AM PDT
¢ Attacks: Network Runon  Total  Hone Event type: Do3/Network/TCF, This report ranks attacks that represent Not Run Never Never
DoS - Top Event  dernand  View Dos/Metwork/UDP, Dos/Distributad, network wide denial of service attempts, Such
Types anly Das/Metwork/ICMP, DoS/Metwork/Misc,  attacks may include crashing or rebaoting an

Dos/MetworkDevice, DoS/Network/WLAN inline network device such as router, firewall
Query Type: Event Types ranked by or switch or increasing netwark load by

Sessions
Time: 0d-1h:00m

creating TCP, UDF or ICMF traffic,

(e ]|

Duplicate | | Resubmit | \ View Report | [view HTML =]

1to 6 of 6[25 per page -

Copyright @ 2003-2007 Cisco Systems, Inc.

all rights reserved.

Summary ¢ Incidents

Query / Reports

: Rules

i+ Management ;: Adrmin :: Help

225327
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clsco ‘SUMMARY ” INCIDENTS || QUERY / REPORTS ” RULES ” MANAGEMENT ” ADMIN H HELP |
[(guery |[ Batch guery || Report || Aug 28, 2008 9:37:36 AM PDT |

@. QUERY /REPORTS | CS-MARS Standalone: csmars v5.3 Login: Administrator (pnadmin) :: [Acivare ]

Report Selection

Group: [System: Network Attacks and Dos =1 Schedul =l ‘ Edit Group | | Delete Group ‘ [ Add Group ]
[ pelete | [ puplicate | [ resubmit | [ view Report | [Visw HTHCE]
[ Jname [Schedule [Format [Recipients[Query [Description [status Submitted |Time Range |
¢ Activity: Sudden  Runon  Total  Hone Event type: Sudden increass of trafficto  This report lists hosts that exhibit anomalous Mot Run Never Never
Traffic Increase To demand  View a port behavior by suddenly recsiving statistically
Port - All only Query Type: Custom Columns ranked by significant walume on a TCR/UDP port or ICMP
Destinations Time traffic.
Time: 0d-1h:00m
¢ Activity: Sudden Runon  Tetal  Hone Event type: Sudden increase of trafficto  This repart lists hosts that exhibit anomalous Mot Run Newver Never
Traffic Increase To demand  View aport behavior by suddenly sending statistically
Port - All Sources  only Query Type: Customn Columns ranked by significant alume on @ TCP/UDP part or ICMP
Time traffic.
Time: 0d-1h:00m
¢ Activity: WLAN  Runon  Total  Hone Event type: DoS/Network/WLAN This reports lists all the Wirelass-LAM denial of Finished:  Aug 28, 2008 Aug 28, 2008
Dos Attacks demand  View Query Typei Custom Columns ranked by service (DoS) attacks (s.g, Broadoast Deauth, Aug 28, 2008 9:36:40 AM  8:36:00 AN
Detectad only Time Hull Prabe, Assaciation and other fload 3:36:42 AM DT PDT - Aug 28,
Time: 0d-1h:00m attacks) as reported by a Gisoa WLAR POT 0
Controller
¢ Activity: WLAN  Runon  Total  Hone Event type: Probe/WLAN This reports lists all the Wircless-LAM probes  Finished:  Aug 28, 2008 Aug 28, 2008
Probes Detected  demand  View Query Type: Custom Columns ranked by (2.9, Netstumbler and Wellenreiter scanners)  Aug 28, 2008 3:37:30 AM 5:36:00 AN
anly Time as reported by a Cisco WLAN Controller 2:37:32 AW PDT POT - Aug 28,
Time: 0d-1h:00m 3 2008 3:36:00
AM POT
TG Activity: WLAN  Runon  Total  Hone Event type: Info/WLAN/RogueFound This reports lists all mishehaved Wireless-LAN Finished:  Aug 28, 2008 Aug 28, 2008
----- Rogue AP or demand  View Query Type: Custom Columns ranked by hosts, APs and Adhoc hosts as detected and  Aug 28, 2008 9:25:08 AM  8:24:00 AW
adhoc Hosts anly Time reported by a Cisca WLAN Contraller 3:25:10 AW PDT POT - Aug 28,
Detectad Time: 0d-1h:00m POT 2008 9:24:00
AM POT
¢ Attacks: Network Runon  Total  Hone Event type: DoS/Network/TCP, This report ranks attacks that represent Kot Run Newver Never
Do - Top Event  demand  View DoS/Metwork/UDP, DoS/Distributed, netwark wide denial of service attempts, Such
Trpes anly DoS/Metwork/ICHP, DoS/Netwark/Mise,  attacks may include erashing or rebaoting an
DoS/MetworkDevice, DoS/NetwarkAWLAN inline network device such as router, firewall
Query Type: Event Types ranked by ar switeh or increasing network laad by
Sessions creating TCP, UDP or LCMP traffic.

Time: 0d-1h:00m

pelete | [ Duplicate | [ resubmit | [ view Report | [View L [E]

1to 6 of 6[25 per page -

Copyright © 2003-2007 Cisco Systems, Inc. Summary ¢ Incidents :: Query / Reports :: Rules :: Management :: Adrmin :: Help
Al rights reserved.
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M

CIsCo |SUMMARY ” INCIDENTS HQUER\'] REPORTS ” RULES ” MANAGEMENT " ADMIN ” HELP |
[query |[ Batch Query || Report ||

Aug 28, 2008 9:39:54 AM PDT |

Lagin: Administrator (pradmin) B8

Report Results (Collapse): Activity: WLAN Rogue AP or Adhoc Hosts Detected Aug 28, 2008 8:25:08 AM PDT - Aug 28, 2008 9:25:08 AM PDT

@ QUERY / REPORTS | CS-MARS Standalone: csmars v5.3

<
Name Schedule |Format [Recipients[Query Description Status Submitted _ [Time Range
Activity: WLAN  Run on Total  Mens Event type: This reports lists all misbehaved Finished: Aug  Aug 28, 2008 Aug 28, 2008
Rogue AP or demand  View Into/WLAN/RogueFound wireless-LAN hosts, APs and Adhoc 28, 2008 9:25:08 AM  8:24:00 AM PDT -
Adhoc Hosts only Query Type: Custorn hosts as dstscted and reported by 3 9:25:10 AM  FDT Aug 28, 2008
Detacted Coiumns ranked by Tims  Cisco WLAN Controller FDT

9:24:00 AM PDT
Time: OG-1h:00m

Report type: Custom Columns ranked by Time, 0d-1h:00m
Source IP Destination IP [service  [Events Device  |Reported User Keyword Operation _ [Rule |Action
ANY ANy ANY Info/WLAN/RogueFound ANy ANy ANy Mone ANY  ANYT
Other Views: [List view[=] [Day =l Cisplay Report
Expand All | | Collapse all \
Reporting |[Event Type  |Time Raw Message

Device

Rogue WLAN AP Groups: 3, Tatal: 4
Detected

Rogue WLAN AP Aug 28, 2008 §:58:45 AM PDT | 10.20.100.150 SNMPvZ-MIB: :sysUpTime.0 21:15:14:40,00 SNMPw2-MIB: :snmpTrapOID.0 SHMPv2-SMI: ienterpr-

Detected@ﬁ ises 14179.2.6,3.36 SNMPw2-SMI:enterprises.14179.2.1,7.1,1.0 "00 1C F& 62 80 ZF " SMMPw2-SMI: ienterprises 14179.2.1.5.1.1.0
“00 1E 4A E4 6E 00 " SMNMPw2-SMI:enterprises 14179.2.1,8.1.2.0 1 SNMPv2-SMI:enterprises 14179.2,.1.8.1.6.0 " SNMPw2-
SMI::enterprises.14179.2.1.8.1.5.0 116 SNMPvZ-SML:enterprises.14179.2.1.8.1.7.0 -93 SMMPw2-
SMI:ienterprises.14179.2.1.5.1.27.0 4 SNMPvZ-SMI:enterprises. 14179.2.6.2.40.0 0 SNMPvZ-SMI: enterprises 14179.2.6.2.44.0 0

SMNMPw2-SMI:enterprises 14179.2,1.8.1.3.0 2 SNMPvZ-SMI:enterprises.14179.2.1.8.1.4.0 "podl-ap1250-4 9eld Zeac"; SNMPv2-
SMI::enterprises.14179.2.1.7.1.25.0 3
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Cisco Wireless LAN Controller Configuration Guide, Release 5.0

http://www.cisco.com/en/US/docs/wireless/controller/5.0/configuration/guide/c5sol.html#wp1345
692
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CCMP
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CSA
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DoS

E
EAP
EAP-FAST

EAP-TLS

GLOSSARY

Authentication, Authorization, Accounting GBiE, A, T AV T 4 7)
Cisco Access Control Server
Advanced Encryption Standard (& & I 5L B )

TIERARAL

Basic Service Set Identifier GEA&RY—E X & v ~igkHIF)

Clean Access Manager

Counter Mode with Cipher Block Chaining Message Authentication Code Protocol
Cisco Compatible Extensions

Cisco Security Agent

Cisco Secure Services Client

Denial Of Service (¥ —bE AfHi#)

Extensible Authentication Protocol (JEAEFRFE & k =2/1)
EAP-Flexible Authentication via Secured Tunnel

EAP-Transport Layer Security
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FWSM

IDS

IPS

LAP

LWAPP

MAP

MFP

MIC

NAC

P
PEAP GTC
PEAP MSCHAP

PKI

R

RADIUS

RF

Firewall Services Module (7 7 A 7 U #—/L —E X £ 2—/1)

Intrusion Detection System (R AR AT A)

Intrusion Prevention System ({2 ABGfEls 27 4)

LWAPP 7 7 & A RA >k

Lightweight Access Point Protocol (Lightweight 77 A ;R Ak v k =)L)

A w2 AP
Management Frame Protection (5 EL~ L — Af7#)

Message Integrity Check (A > B—V%ER2MTF = v 7)

Network Admission Control (x> FU—27 7K I v = lf#)

Protected EAP Generic Token Card

Protected EAP Microsoft Challenge Handshake Authentication Protocol

Public Key Infrastructure (ABR#EA Y 7 7 AN T 7 F %)

Remote Authentication Dial-In User Service
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RSSI

SNR

SSID

SSO

Svi

TKIP

TLS

WCS

WEP

Wi-Fi

WiSM

WLAN

WLC

WLCM

WLSM

WMM

WPA

Rogue Location Discovery Protocol (RIEa /7 —3 a U&7 a b an)

Received Signal Strength Indication ({515 5 JE FK7R)

Signal-to-Noise Ratio ({555t & k)

IEEE Extended Service Set Identifier (IEEE #Z3EH—t &2 & ~ikhll+)

Single Sign-On (> 7 /v %A v F V)

Switched Virtual Interface (A A v FMEA L X —T = A R)

Temporal Key Integrity Protocol

Transport Layer Security

Wireless Control System

Wired Equivalent Privacy

Wi-Fi Alliance 7 7 > K, $ili & — AOMAEAME% IEEE 802.11 77 / n ¥ — |25

W TRBE

Wireless Services Module

R LAN

Wireless LAN Controller
Wireless LAN Controller Module

Wireless LAN Services Module

Wi-Fi Multimedia (Wi-Fi =/VF A5 ¢ 7)

Wi-Fi Protected Access

[ oL-18316-01-J

£R
aa

DAVXLRERYEIT—IDEFAYT1HEY)a—ay THAV HAE R



JAVYLRERY D=9 DEF YT 4HEYVa—ay FHFAY HAR
OL-18316-01-J |



	ワイヤレスとネットワークのセキュリティ統合ソ リューション デザイン ガイド
	Cisco Validated Design
	Contents
	はじめに
	マニュアルの構成
	マニュアルの入手方法、テクニカル サポート、およびセ キュリティ ガイドライン
	シスコのテクニカル サポート
	Service Request ツールの使用
	その他の情報の入手方法

	ソリューションの概要
	設計の概要
	ネットワーク セキュリティ

	ソリューション コンポーネント
	Cisco Unified Wireless Network
	Cisco Security Agent（CSA）
	Cisco NAC アプライアンス
	シスコ ファイアウォール
	Cisco IPS
	CS-MARS


	ソリューションのアーキテクチャ
	概要
	Cisco Unified Wireless Network
	Secure Wireless アーキテクチャ
	キャンパス アーキテクチャ
	ブランチ アーキテクチャ

	802.11 セキュリティの概要
	規制、規格、および業界認定
	IEEE
	IETF
	Wi-Fi Alliance
	Cisco Compatible Extensions
	連邦無線セキュリティ ポリシーと FIPS 認定
	米国連邦通信委員会

	802.11 の基本的なセキュリティ機能
	用語
	802.11 の基本
	802.11 ビーコン
	802.11 接続プロセス（アソシエーション）
	プローブ要求とプローブ応答

	認証
	アソシエーション

	802.1X
	Extensible Authentication Protocol
	認証
	サプリカント
	オーセンティケータ
	認証サーバ

	暗号化
	4 ウェイ ハンドシェイク



	Cisco Unified Wireless Network アーキテ クチャ：基本的なセキュリティ機能
	Cisco Unified Wireless Network アーキテクチャ
	LWAPP の機能
	Cisco Unified Wireless のセキュリティ機能
	機能強化された WLAN セキュリティ オプション
	ローカル EAP 認証
	ACL 機能とファイアウォール機能
	DHCP および ARP の保護
	ピアツーピア ブロッキング
	無線 IDS
	モビリティ サービス エンジン
	Adaptive Wireless IPS
	クライアントの除外
	不正 AP
	電波/RF 検出
	位置特定
	有線検出
	不正 AP の封じ込め
	管理フレーム保護
	クライアントの管理フレーム保護
	WCS のセキュリティ機能
	設定検証
	アラーム

	アーキテクチャ統合

	参照資料

	無線 NAC アプライアンスの統合
	概要
	NAC アプライアンスと WLAN 802.1x/EAP

	Unified Wireless Network での NAC アプライアンスの モードおよび配置
	動作モード
	アウトオブバンド モード
	インバンド モード
	インバンド バーチャル ゲートウェイ
	インバンド Real-IP ゲートウェイ
	Unified Wireless 展開で使用するゲートウェイ方式

	Unified Wireless 展開での NAC アプライアンスの配置
	エッジ配置
	中央集中型の展開

	まとめ

	Unified Wireless 展開での Cisco Clean Access 認証
	Web 認証
	Clean Access Agent
	シングル サインオン VPN
	シングル サインオン Active Directory
	ポスチャ評価と修復


	脆弱性の評価と修復
	ローミングに関する考慮事項
	NAC アプライアンスを使用したレイヤ 2 ローミング
	NAC アプライアンスを使用したレイヤ 3 ローミング：WLC イメージ 4.0 以前
	NAC アプライアンスを使用したレイヤ 3 ローミング：WLC イメージ 4.1 以降
	NAC アプライアンスと AP グループを使用したローミング

	Unified Wireless での NAC アプライアンス ハイ アベイ ラビリティの実装
	ハイ アベイラビリティ NAC アプライアンス/WLC の基盤
	WLC 接続
	WLC 動的インターフェイス VLAN

	NAC アプライアンスの接続
	NAC 管理 VLAN
	NAC 無線ユーザ VLAN
	バーチャル ゲートウェイ モード
	Real-IP ゲートウェイ モード

	スイッチ間の接続
	NAC アプライアンス間の接続
	ループ トポロジの防止：バーチャル ゲートウェイ モード


	ハイ アベイラビリティ フェールオーバーに関する考慮 事項
	Unified Wireless での非冗長 NAC の実装
	CAM ハイ アベイラビリティの実装
	スケーリングに関する考慮事項
	有線/無線統合型 NAC アプライアンスの展開
	Voice over WLAN 展開での NAC アプライアンス
	マルチレイヤ スイッチ基盤に関する考慮事項
	スイッチ間トランクの設定
	VLAN の設定
	SVI の設定

	NAC アプライアンスの設定に関する考慮事項
	NAC アプライアンスの初期設定
	NAC アプライアンスのスイッチ接続
	NAC アプライアンスの HA サーバの設定
	HA 展開での自己署名証明書


	NAC アプライアンスを使用するスタンドアロン WLAN コントローラの展開
	WLC のポートおよびインターフェイスの設定
	AP マネージャ インターフェイス
	WLAN クライアント インターフェイス

	信頼できない WLC インターフェイスへの WLAN のマッピング

	NAC アプライアンスを使用する場合の WiSM の展開
	WiSM バックプレーン スイッチの接続
	WiSM インターフェイスの設定
	WiSM WLAN インターフェイスの割り当て

	Clean Access Manager および NAC アプライアンスの 設定ガイドライン
	CAM への HA NAC ペアの追加
	CAM への単一の NAC アプライアンスの追加
	Untrusted インターフェイスの接続（HA 設定）

	管理対象ネットワークの追加
	VLAN マッピング
	DHCP パススルー
	無線シングル サインオンの有効化
	無線 VPN SSO での認証の設定
	RADIUS プロキシ アカウンティング（オプション）
	WLAN コントローラ：無線 VPN SSO のための RADIUS アカウンティングの設定
	無線 Active Directory SSO での認証の設定

	無線ユーザのロールの作成
	無線ユーザ ロールの認証サーバの定義
	ユーザ ページの定義
	Clean Access の方式およびポリシーの設定
	エンド ユーザの例：無線シングル サインオン

	ブランチ展開および NAC ネットワーク モジュール （NME）
	ハイ アベイラビリティに関する考慮事項
	ブランチ NAC と SSO
	WLCM と NAC-NME
	H-REAP と NAC-NME


	Secure Wireless ファイアウォールの統合
	ファイアウォールの役割
	アクセス エッジ ファイアウォールの代替手段
	ウイルスおよびワームからの保護
	ゲスト アクセス ポリシーの適用


	ファイアウォールの統合
	FWSM、ASA、および IOS Firewall
	FWSM および ASA の動作モード
	ルーテッドとトランスペアレント
	シングル コンテキストとマルチ コンテキスト

	基本的なトポロジ

	シナリオの例
	部署の分割
	ACS RADIUS の設定
	WLC の設定
	FWSM または ASA の設定

	FWSM の設定
	ASA の設定
	ASA およびセキュリティ コンテキスト
	ASA の CLI コンテキスト設定
	ASA の admin コンテキストの設定
	サービス グループおよび Windows ドメイン認証
	サービス グループの設定


	ハイ アベイラビリティ
	スパニング ツリーおよび BPDU
	WLAN クライアントのローミングおよびファイアウォールの状態

	レイヤ 2 およびレイヤ 3 のローミング
	シンメトリックなレイヤ 3 によるアーキテクチャへの影響
	シンメトリックなレイヤ 3 ローミングでの設定の変更
	レイヤ 3 ローミングはモバイル IP ではない
	NAC とファイアウォールの結合
	ブランチ WLC 展開と IOS Firewall
	SDM
	一般的な IOS Firewall 検査ステートメント
	基本ポリシー
	オープン アクセス ポリシー
	H-REAP
	WLCM
	ハイ アベイラビリティ


	テスト時のソフトウェア バージョン

	モバイル クライアント セキュリティのた めの CSA
	CSA の概要
	CSA ソリューションのコンポーネント
	モバイル クライアント セキュリティのための CSA の概 要
	一般的なクライアント保護のための CSA
	モバイル クライアント保護のための CSA
	CSA および補完的なシスコ セキュリティ機能
	無線アドホック接続
	有線と無線の同時接続

	CSA と Cisco Unified Wireless Network の統合

	無線アドホック接続
	無線アドホック ネットワークに関するセキュリティ上の懸念事項
	CSA の事前定義の無線アドホック ルール モジュール
	事前定義ルール モジュールの動作
	事前定義ルール モジュールの設定
	事前定義ルール モジュールのロギング

	無線アドホック ルールのカスタマイズ

	有線と無線の同時接続
	有線と無線の同時接続に関するセキュリティ上の懸念事項
	CSA の事前定義の有線と無線の同時接続ルール モジュール
	事前定義ルール モジュールの動作
	事前定義ルール モジュールの設定
	事前定義ルール モジュールのロギング

	有線と無線の同時接続ルールのカスタマイズ

	ロケーション認識型ポリシーの適用
	セキュリティ上の脅威に対するモバイル クライアントの露出
	CSA のロケーション認識型ポリシーの適用
	ロケーション認識型ポリシー適用機能の動作
	ロケーション認識型ポリシーの適用機能の設定
	ネットワーク インターフェイス セットの表示および定義
	システム状態セットの表示および定義
	ロケーション認識型ルール モジュールの表示および定義

	ロケーション認識型ポリシーの適用機能の設定に関する全般的な注意事項

	ローミング時に VPN の使用を強制する CSA の事前定義ルール モ ジュール
	事前定義ルール モジュールの動作
	事前定義ルール モジュールの設定


	アップストリーム QoS マーキング ポリシーの適用
	アップストリーム QoS マーキングの利点
	WLAN でのアップストリーム QoS マーキングの利点
	WLAN でのアップストリーム QoS マーキングの課題
	CSA Trusted QoS Marking
	WLAN クライアントでの CSA Trusted QoS Marking の利点
	CSA Trusted QoS Marking の展開に関する基本ガイドライン


	CSA 無線セキュリティ ポリシーのレポート
	CSA Management Center のレポート
	サードパーティの統合

	CSA でのモバイル クライアント セキュリティに関する 一般的なガイドライン
	その他の情報
	CSA の事前定義ルール モジュールの運用上の考慮事項
	無線アドホック接続
	有線と無線の同時接続
	ローミング時の VPN の使用の強制

	独自のルール モジュールの開発例
	サンプルのカスタマイズ済みルール モジュールの動作
	サンプルのカスタマイズ済みルール モジュールの定義
	サンプルのカスタマイズ済みルール モジュールのロギング

	テスト環境のハードウェアおよびソフトウェア
	参考資料
	Cisco Security Agent（CSA）
	Cisco Secure Services Client（CSSC）
	Cisco Unified Wireless
	CS MARS
	無線アドホック接続の脆弱性



	シスコの無線 IDS/IPS とネットワーク IDS/IPS の統合
	WLAN セキュリティにおける無線 IDS/IPS とネットワー ク IDS/IPS の役割
	無線 IDS/IPS とネットワーク IDS/IPS の補完的な役割
	Cisco WLC と Cisco IPS の協力的な役割

	Cisco WLC と Cisco IPS のコラボレーションの仕組み
	Cisco WLC と Cisco IPS の同期化
	WLC による Cisco IPS ホスト ブロックの適用
	Cisco IPS ホスト ブロックの取り消し

	Cisco Unified Wireless と IPS の統合
	IPS の展開と統合
	Cisco WLC と Cisco IPS のコラボレーションの有効化
	Cisco WLC と Cisco IPS のコラボレーション モニタリングの有効化
	WLAN クライアント ブロック イベントの WLC ローカル ロギングの有効化
	WLAN クライアント ブロック イベントの SNMP トラップの有効化
	WLC をまたがる WLANイベントの WCS でのモニタリングの有効化
	WLAN イベントに対する CS-MARS のモニタリングの有効化


	Cisco IPS ホスト ブロックのアクティブ化と WLC によ る適用
	Cisco WLC と Cisco IPS のコラボレーションのモニタ リング
	Cisco WLC と Cisco IPS の通信ステータスの確認
	WLC GUI
	WLC CLI
	IDM GUI
	IPS CLI

	WLAN クライアント ブロック イベントの表示
	WLAN クライアント ブロック イベントの WLC ローカル ロギング
	WLAN クライアント ブロックの WLC ローカル ログ形式
	WLC ローカル ログ

	WLAN クライアント ブロック イベントの SNMP レポーティング
	WLAN クライアント ブロックの SNMP トラップ形式
	WLC のサマリー画面
	WLC の SNMP トラップ ログ

	ホスト ブロック イベントに関連する IPS イベント
	WLAN クライアント ブロック イベントの WLC CLI レポーティング
	WLAN クライアント ブロック イベントの IPS CLI レポーティング

	除外されたクライアントの表示
	WLC をまたがる WLAN クライアント ブロック イベントの WCS での モニタリング
	回避されたクライアントの統合リスト
	除外クライアント イベントの統合リスト


	シスコの無線 IDS/IPS とネットワーク IDS/IPS の統合に 関する一般的なガイドライン
	その他の情報
	Cisco WLC と Cisco IPS のコラボレーションの運用上の詳細
	Cisco IPS の展開モード
	Cisco IPS のブロック アクションと拒否アクション
	Cisco IPS と Cisco WLC の統合の依存関係
	テスト ベッドのハードウェアとソフトウェア
	参考資料
	Cisco IPS
	シスコ セキュリティ製品
	Cisco Unified Wireless
	一般的なネットワーク セキュリティ



	Cisco Unified Wireless 用の CS-MARS 統 合
	CS-MARS のネットワークをまたがるセキュリティ モニ タリング
	Cisco Unified Wireless への CS-MARS 可視性の拡張

	CS-MARS と Cisco WLC の統合の実装
	Cisco WLC の設定
	CS-MARS の設定
	Cisco WLC の手動による追加


	Cisco Unified Wireless 用の CS-MARS 機能
	WLAN イベント
	WLAN イベント関連のイベント グループ

	WLAN イベントに基づくルール
	WLAN イベント関連のクエリーとレポート
	WLAN イベントに関するクエリーの実行
	WLAN イベントに関するレポートの生成


	Cisco Unified Wireless 用の CS-MARS 統合に関する一 般的なガイドライン
	その他の情報
	Cisco Unified Wireless 用の CS-MARS の運用上の考慮事項
	CS-MARS による WLAN AP イベントの解析
	Cisco Unified Wireless 用の CS-MARS 統合の依存関係
	テスト ベッドのハードウェアとソフトウェア
	参考資料
	Cisco Unified Wireless
	CS-MARS

	一般的なネットワーク セキュリティ



