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Firewall
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PIX
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I FW/VPN/IDS
A
1TPDM PIX Device Manager VMS VPN/Security Management
Solution)
1PIX OS
A /

TAUS Auto Update Server)
1TVMS VPN/Security Management Solution)

A SIP
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I PIX Firewall Private Internet eXchange Firewall
A Cisco oS
A ASA (Adaptive Security Algorithm)

A (Failover)

Ao 0

A TCP TCP
L TCP

L UDP TCP

A TCP ACK

A syslog
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Cisco PIX

Market-Leading Integrated Security Solutions
I T T Cisco.com

A

AVEN DS

A Fliejar Avzilzlgiliny
A PIX DEVICENVEREg e

A

A

AAnd muchimores

PIX 525
- 330 Mbps FW
190 Mbps FW

\/1D

SO ROB® EREYRIISE CAMPUS/SE




PIX Ver6.3 Catalyst6500 FWSM =

PIX OS _
|[TTTT Cisco.com

1. PIX501/506E WAN 100Mbps Ver6.3 !
2.

%) P1X501: FW 10Mbps —» 60Mbps / VPN:3Mbps (3DES) - 6Mbps (AES)

@  PIX506E: FW 10Mbps ~ 100Mbps / VPN:10Mbps(3DES) - 30Mbps (AES)

PIX506 Ver6.3 10Mbps

; i
4.  VMS/AUS
5. VLAN (515 ) 506/506E VLAN 6.3.4
6. OSPF (506E ) -
7. VAC VPN

@  PIX515E: 60Mbps (3DES) . 140Mbps (3DES/AES)
@  PIX525:  70Mbps (3DES) _, 155Mbps(3DES)/170Mbps(AES)
@  PIX535:  100Mbps (3DES) - 440Mbps (3DES/AES)

8. PIX515E: 6FE

9. PIX525:
10. / Voice over IP (VoIP)
11. PIX535 Cat6eK FWSM

5Gbps, 20Gbps
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PIX Device Manager
PDM (PIX Device Manager)

PIX Device Manager (PDM)
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PIX Firewall

1 Cisco.com

A UR,R,FO
T PIX515E,PIX525,PIX535

A
T PIX501 10 50

\DES/3DES/AES

1 56 DES

1 168 3DES

.

1 http://lwww.cisco.com/japanese/warp/customer/3/jp/service/manual_j/s
ec/pix/cg51/chapterll/upgrade.html

T FO DES
3DES

1T AES 3DES AES
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PIX Firewall - 3

L Unrestricted UR,

. (
)
\Failover FO,
. (
1T UR

.
IRestricted R,

© 2004, Cisco Systems, K.K. All rights reserved.

PIX515E,525,535
11 Cisco.com
RAM
) (
)

Cisco PIX Firewall

( 1.2 )
RAM

18



PIX Firewall - 3 P1X525

L T i i T T Cisco.com
Tahle 12 Cisco PIX 525 Firewall Bundled Systems

Product Max |Included
Mumber |Product Description IFs |RAM

Restricted PlE-525- | Pl 525 Restricted chassis b 128
F-BLIMN and software bundle. Twio
integrated 10100 MICs,

Unrestricted | P<-5259- |PL 5824 Unrestricted chassis |8 20k
LIE-BLIMN | and soffware bundle. Twao
integrated 10100 MICs,
Includes integrated WF M
Accelerator Card Plus (WAC+H.

Fail-Over Pl<-5259- |PIK 524 Fail-Over chassis and | 3 2ah
FO-BUM [ software bundle, Two
integrated 10100 MICs.
Includes integrated WEMN
Accelerator Card Plus (WAC+).

http:/www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_data_sheet09186a00800b0d85.html
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Adaptive Security Algorithm (ASA)

1l Cisco.com
L ASA fistatefuld
PIX
source destination : , TCP sequence numbers, additional
TCP flags
Initial TCP sequence numbers
TCP
A ASA Inside Outside
ACL Permit
A ASA Outside
ACL

L ASA AAA (authentication, authorization, & accounting)
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ASA

L e T U Cisco.com
A 100 inside/
() Outside
Security Leve0
TPIX (inside=100)
T ,Private Network
A 0 outside/ -
Security Level00
.
T (Public/internet)
.
PIX
A 0-99
TPIX
T DMZ
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ASA ()

il Cisco.com

Outside network
ASecu rlty Tovel o

@ Alnterface name = 'outSide/

— 7

PIX Eirewall .‘I.' Perlmeter/ network

el = Securlty level 50
A Interface name dmz*

InS|de network

T
= Secu nty IeveI 100
A Interface name mS|de
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PIX Firewall

1 Cisco.com

PIX Firewall

nameif (Interface )

Ip address (Interface Address )
interface (Interface Up/Shutdown)
nat (Internal/External Address )
global (Global IP )

route ( )

o 0k WD RE
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nameif

A Interface

A

Cisco.com

e0 iQutsided
(Sec Lvl 0)

A inside/outside
el/ed a5
(OSv5s.1
inside/outside Security
100/0)

&

elilnsided
(Sec Lvl 100)

e2 fidmzo
(Sec Lvl 80)

nameif <hardware_id> <if _name> <security_lvI>

nameif ethernet2 dmz sec80
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Ip address

I T T T TT T IT CISCO.COM
A P
e0 iOutsided
A Netmask 192.168.10.1/24

Classful f.m'—

e3 fifailoverd
1.1.1.1/24

elilnsided
10.0.0.1/24

e2 idmzo
172.16.0.1/24

ip address <if name> <ip_address> [<mask>]

ip address dmz 172.16.0.1 255.255.255.0

© 2004, Cisco Systems, K.K. All rights reserved.
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Interface

A Up/Down

110S "no shutdown"
Up

Cisco.com

e0 iQutsided
192.168.10.1/24
100full

A .11)’—

e3 fifailoverod

(half/full duplex)
.- 1.1.1.1/24

l hw_speed 100full
auto

elilnsided
10.0.0.1/24
100full

e2 idmzo
172.16.0.1/24
100full

interface <hardware_id> [<hw_speed> [<shutdown>]]

interface ethernet2 100full
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nat

1 Cisco.com

\ srefdst e
(dstnat 0S6.2x ) m |
A nat global Ulld
(n at O ) |(1eo.no.g?1|/2?
Tnat_id global nat_id inside outside

inside IP nat

nat [(if _name)] nat_id address [netmask][timeout hh:mm:ss]

1: nat (inside) 1 10.0.0.0 255.255.255.0
2: nat (outside) 1 0 0 outside (outside dst nat

© 2004, Cisco Systems, K.K. All rights reserved.
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global

1 Cisco.com

I nat inside  outside

g|0ba| inside IP
192.168.10.20-30

e0 iQutsided
192.168.10.1/24

nat/pat e

elilnsided
10.0.0.1/24

A global

global [(if_name)] nat_id {global_ip[-global_ip]
[netmask global mask]} | interface

1: global (outside) 1 192.168.10.20-192.168.10.30  nat
2: global (outside) 1 192.168.10.31 ( pat)
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route

I T Cisco.com
I Default Static
route

192.168.10.2

e0 iQutsided
192.168.10.1/24

elilnsided
10.0.0.1/24

route if name ip_address netmask gateway _ip [metric]

route outside 0.0.0.0 0.0.0.0 192.168.10.2 1(0.0.0.0
0.0.00 ©
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Basic

il Cisco.com

enable T access to privilege mode
enable password T change enable password
(default: no password)
configure terminal T access to configuration mode
passwd T set telnet password
(default: cisco)
hostname T set PIX hostname (as same as router)
telnet ip_address T enable telnet access to pix
kill T terminate telnet session
show version T check version that currently runs
show interface [hardware_ID]
show xlate T check xlate table
write terminal T check current configuration
show running-config T check current configuration
(supports from OS v6.2x)
show config T check saved configuration
show startup-config T check saved configuration
(supports from OSv6.2x)

© 2004, Cisco Systems, K.K. All rights reserved.
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PIX Firewall Telnet

pixfirewall(config)#

Cisco.com

telnet ip_address [netmask] [if_name]

u PIX Firewall

pixfirewall(config)#

telnet timeout minutes

A PIX Firewall telnet session

pixfirewall(config)#

passwd password [encrypted]

L Telnet Password

pixfirewall(config)# telnet 10.0.0.11 255.255.255.255 inside
pixfirewall(config)# telnet timeout 15
pixfirewall(config)# passwd telnetpass

© 2004, Cisco Systems, K.K. All rights reserved.
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Telnet

pixfirewall(config)#

show telnet

U PIX Firewall Telne
IP

pixfirewall(config)#

PIX Firewall

clear telnet

U telnet session

pixfirewall(config)#

who [local_ip]

U PIX firewall

pixfirewall(config)#

kill telnet_id

U telnet session

© 2004, Cisco Systems, K.K. All rights reserved.
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SSH

L PIX Firewall SSH

.
.

UPIX firewall RSA key

U DES 3DES activation

U 5

U telnet password

© 2004, Cisco Systems, K.K. All rights reserved.
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SSH

pixfirewall(config)#

pixfirewall(config)#

Cisco.com

ca zeroizersa

U RSA

pixfirewall(config)#

ca generate rsa key | specialkey
key modulus_size

I RSA

pixfirewall(config)#

ca save all

I CA

pixfirewall(config)#

ssh ip_address [netmask] [interface_name]

I SSH

pixfirewall(config)#

domain-name name

ssh timeout mm

A

© 2004, Cisco Systems, K.K. All rights reserved.
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SSH

1 Cisco.com

username: pix j SSH client
password: telnetpassword —
j

172.26.26.0/24
pixfirewall(config)# ca zeroize rsa

pixfirewall(config)# ca save all
pixfirewall(config)# domain-name cisco.com 192.168.0.0/24
pixfirewall(config)# ca generate rsa key 768
pixfirewall(config)# ca save all

.50

pixfirewall(config)# ssh 172.26.26.50 10.0.0.0/24
255.255.255.255 outside

pixfirewall(config)# ssh timeout 30

© 2004, Cisco Systems, K.K. All rights reserved. 38



SSH

pixfirewall(config)#

show ssh sessions [ip_address]

u SSH

pixfirewall(config)#

ssh disconnect session_id

u SSH

pixfirewall(config)#

clear ssh

U SSH PIX firewall

pixfirewall(config)#

debug ssh

U SSH debug

© 2004, Cisco Systems, K.K. All rights reserved.
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PIX Firewall

A Unprivileged mode (
A Privileged mode (

A Configuration mode (
A Monitor mode (

© 2004, Cisco Systems, K.K. All rights reserved.
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Cisco.com

N
enable password
enable

pixfirewall>
\ Y —
enable enable password
| 4 O
configure terminal

exit pixfirewall#
- / I
configure terminal

exit exit pixfirewall(config)#

© 2004, Cisco Systems, K.K. All rights reserved. 42



write terminal write memory

T T T T P T T T e T T T T T T P T T T s e s

DR LT LT Cisco.com

pixfirewall# write terminal

nameif ethernetO outside security0

nameif ethernetl inside security100

enable password 8Ry2Y|lyt7RRXU24 encrypted
passwd 2KFQnbNIdIl.2KYOU encrypted
hostname pixfirewall

cryptochecksum:8509a41e9c58ce3e55b0197e89873006
. end
[OK]

pixfirewall# write memory
cryptochecksum:8509a41le 9c58ce3e 55b0197e 89873006
[OK]

© 2004, Cisco Systems, K.K. All rights reserved.




Write erase reload

Cisco.com

pixfirewall# write erase

pixfirewall# write erase
Erase PIX configuration in Flash memory? [confirm]

L PIX

pixfirewall# reload

pixfirewall# reload
Proceed with reload? [confirm]

© 2004, Cisco Systems, K.K. All rights reserved. 44



show version

Cisco.com

pixfirewall# show version

pixfirewall# show version
Cisco PIX Firewall Version 6.3(1)
Cisco PIX Device Manager Version 3.0(1)

Configuration last modified by enable 15
at 12:04:56.253 UTC Sat Nov 29 2003

© 2004, Cisco Systems, K.K. All rights reserved.



show ip address

Cisco.com

IP

pixfirewall# show ip address

pixfirewall# show ip address

System IP Addresses:

Ip address outside 192.168.0.2 255.255.255.0
Ip address inside 10.0.0.1 255.255.255.0
Current IP Addresses:

Ip address outside 192.168.0.2 255.255.255.0
Ip address inside 10.0.0.1 255.255.255.0

© 2004, Cisco Systems, K.K. All rights reserved.



show interface

T1 T T
AR LR R LR R Cisco.com

A

pixfirewall# show interface

pixfirewall# show interface

Interface ethernetO fioutsideo is up, line protocol is up
Hardware is 182557 ethernet, address is 0060.7380.2f16
IP address 192.168.0.2, subnet mask 255.255.255.0

© 2004, Cisco Systems, K.K. All rights reserved.
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enable Command

pixfirewall>

‘enable \

Enables you to enter different access modes

Cisco.com

© 2004, Cisco Systems, K.K. All rights reserved.
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password Commands

Cisco.com

pixfirewall#

enable password password \

The enable password command is used to
control access to the privileged mode.

pixfirewall#

‘ passwd password \

The passwd command is used to set a
Telnet password.

© 2004, Cisco Systems, K.K. All rights reserved. 49



write Commands

Cisco.com

A The following are the write commands:
1 write net
T write erase _’
1 write floppy
1 write memory
1 write standby
1 write terminal

© 2004, Cisco Systems, K.K. All rights reserved. 50



Telnet

pixfirewall(config)#

‘ telnet local_ip [network] |

telnet command

pixfirewall(config)#

Kill telnet _id \

kil command

pixfirewall(config)#

who [ip] \

who command

© 2004, Cisco Systems, K.K. All rights reserved.
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Hostname and Ping

pixfirewall(config)#

| hostname newname I

A hostname command

pixfirewall(config)#

‘ ping if_name ip_address I

A ping command

pixfirewall(config)#

© 2004, Cisco Systems, K.K. All rights reserved.
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il Cisco.com

Cahpter2:
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Chapter2 Agenda

I T T Cisco.com
A TCP,UDP
A NAT,PAT
I PIX Firewall ACL
A
I syslog
A Fixup
A
A :TurboACL
A :Object Grouping
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Translations xlates
I= to IP

show/clear xlate

Connections conn
TCP UDP

show conn

© 2004, Cisco Systems, K.K. All rights reserved.

Cisco.com

56



TCP Transmission Control Protcol

I T TT T T T Cisco.com

L TCP
A PIX

b PIX

L TCP PIX PIX

A PIX 3Way 2
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PIX Firewall TCP
TCP

I T T T T Cisco.com

Private Network Public Network
PIX Firewall

Source Addr | 10.0.0.3 |

Destination Addr 172.30.0.50| NAT, ,

Source Port | 1026 | 6 # 2
Destination Port = !
Initial Sequence # 49091 | ]
™ PIX Firewall
10.0.0.3 Flag m .30.0.50
= #1 embryonic @
embryonic
= No data -
1026 |
H# 4 [ 92513 | # 3

[ 49092

m : TCP Header
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PIX Firewall TCP
TCP

i T Cisco.com
Private Network Public Network
Source Addr 10.0.0.3 192.168.0.10
Destination Addr | 172.30.0.50 || embryonic 172.30.0.50
Source Port | 1026 |

Destination Port

Initial Sequence # | 49092
Ack | 92514 |

45 Flag [LuAck ] PIX Firewall # 6

10.0.0.3 172.30.0.50
= Data Flows =
] P Header
e TCP Header
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PIX Firewall TCP

TCP
I T T T
#1

APIX I=
A
APIX IP

I=
A

10.0.0.3 192.168.0.10

A TCP PIX
TCP
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