Y
CISCO.

F—5 Y—h

Cisco Security Manager 3.2

Cisco Security Manager Ot =

Cisco® Security Manager (&, S RADHRYRT—Y FTNRAZROEF2YT4 TINARLETIZAT
JA—IL VPN, RABEI(PS) EW\ot=tFal) T Y—EREHRETHEMTHEISN;. T
B—TSARYZADEBTT)r—2avTT . R — RA—XADEBFEERERATHLITE
Y IMNRERYRT—IDSBTFOTNARTEBEINSIKRFER YT —IICWV-5FET, H5P
DIBDRYT—YTHEATEET, Cisco Security Manager [ Cisco Security Monitoring,
Analysis, and Response System (CS-MARS) &:E#EL THEELET . B ZRFICFIATH
X BEEEE, X7 BRIV Y O BIUEROBRICKH G T AREVDEF 1T
BB 21— a3 ERRTEET,

RN ECHERERYNT—S

AN ECHERE RV —IIE ELT X1 ) TABREITH BT 5=HIZHKETESn T —
FTIOF¥ V)a—230 T, EXFaA)TAZ2HOPDIGFMITHEL. SATHAUIL Y—EXDF
EEHRATILICEY . CEDEELER IO ERZRE LRI M OSTY . MBIEREREL.
RYS—BBOOVTSATUREBEXZDIENTARELER YT —Y TSV T+—LERET. &
A BRA. BLURBIETEDRLSICHYET . COKSBRYNT—IF TSI T+—LELTHIA
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e X 1) T4 B EETMAT TV —3> T, Cisco Security Manager 1% Role-Based
Access Control (RBAC; O—JL R—R 7Ht R aAVkA—IL) AN X LEHATNS1=86. ER
DA—HIZHELTIRE VL EEREE BB TEE T, Cisco Security Manager DA 713> Th
57 —070—EEFRBAC LEBLITRIRATHE RN OD XA TAEBF—LERYET—
DERF—LDEAN. ThZENDHEENZELT Cisco Security Manager #EFRTEE T,
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[ETIRAALANILDREG EEEZHELHATEY. RV —DOBHALEEZT>—AT.BHE
[SHLTTF NS RBEEDREEFNRIVARTBHIELTEET,

BN-BEEBEELATRYE

Cisco Security Manager [$BEDEFa T EBEFIEEBN. T7ATI4—IL L—ILD 3
LEEIE. VPN SRE. BEU IPS VYV —FrEBDAIRIEZE6HET . Cisco Security Manager
& CS-MARS ZHATNIE, £F2UT+1 RUD— ARXUREYTILEA LITEEL, KU —DEK
ERNBREAEICATLTHEMTEE T COLIBEREFICL>T. Ry —VERY IL—T &
XY TABEBYIN—TOREZISRL—a ERET DL, FIBEH RIS —DA
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BLBEAKEIERINET,

1 ~ 4 |Z, Cisco Security Manager & CS-MARS ORI TiThdaTRL—ay AHh=X LA
D—EHERLET,
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Automatically linking Ruies &

e mauN -

Events with collaborative
CS-M and CS-MARS
Management

) [ SIAE

A = Falsy
167301 ess_ A% A2 168154 Positive
ooy FOT (5 ) hit=eat 2 200, d interval [0xd7680a%d, Oxd4808255) L
E: 2384580, Dany packet dus May 7, 2007 ASA- <130>Mauy 07 2007 16105:54 2,160,154 2 ¢ RALA-2-106100; access-het ou- (I Fals
512384560 to sequriy 10:25:29 PM  154.cis00.00m gisco.com . tside_scossi_in denéed top ousside/¥.1.1%4,12(3759) -» nside/2 168,154 12 Fositive
pocy 3] POT e {S000) hit-cat 3 forst hit [nxs?swwa T4 B0RA95]
E: 2384020, Deny padket dus nu 7. 2007 ASA- <130>May (7 2007 15:08:49 2.168.154.2 | RASA-2-106100: access-list ou- [ Falze
512384020 o secur: FIZE2IPM 154.cisco.com.cisco.com  tside_sccess_in densod top outside/$.1.154.12(3786) - ,,..s.m 165154 12 Positive
n&e’:ﬁ“ POT (5000) hit-cot 2 300-pacond intery sl [Dud7EB0a%d, TxddE08285]

Deny oacket due v 72007 ASA-

5: 2;}!}”?.

<130>May (7 2007 15:03:47 21661542 r_qs_f_y?_uf_gﬁ;i |IB oy g ?% ﬂ

K 3 CS-MARS IPS /R RS Cisco Security Manager 7R —A~®a3RL—3>

Euent [/ Saigion | |Ewest Type Source [P Ferl Bestination 1P Part| Pratacol Time Repariing  |Path / ung

Incident B} DEvice Mitigatinn |
E:lFEE00, LLLE L 30:40a.1.20 fa] 3435 [a} 102000100 b} 88 faf Tcr Mh 1, M0k ¥ Falue Pastive
51315000, cmd gxe Exec @ m m B E I:'ﬂ-ﬂ’MFST h\‘rlﬂ% * E Tureng |
Fa1stesg
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4 CS-MARS 77/ 7#+—JL R4S M Cisco Security Manager 7R > —~®Da3HRL—3a>
Event j Event Type Source IP/Port Destination Protocol|Time Reporting
Session f IPfPort Device
Incident ID

E:6275026, Builtteardown/permitted 1P 2,168.154.12 [4] & [4] 9.1.154.12 [§) 0 [4) 1omp [3] Sep 10, 2007 ASA-

SiE275926 connection 7i52:56 PM IST 154, cisco.com @

Found 1 matches in 109 rules.

Go to matched rule ILucal 3 "i

IEdﬁ: iPamR |Snur:e |I1 stination |§§r\ric= |lntsi'fa|:e |Dir. |Opti Il.-‘alsgc
:] Local { 109 Rules)
& v iﬂ‘i ﬁﬂ ?M @m n Critical/1 Mane
z ¥ B any Mg 1 10 ek £ TFIP-UDE (3] inside n Critical/l Maone
3. & &8 any =B R [ inside n Criticalf1 Hane
= Twa_1_10_Net
4 o8 any =B 2.1.10.1 (3] inside n  Critical/l Hane
5 = any B 3 21:22 [§) inside n Critical/1 Mone
8 ¢ 2 1:10:1 (3 inside n Mane
7 ® EE 3 i = iTTP [ inside n Mone

PP

v [ Lucal {Fitered » 1 of 109 Fudes)
¥ Outbound - rsie (Fered 1:7)

Eiwoiiotes  DTFPUOP side n i

% 1 [Z. Cisco Security Manager 3.2 D#%eLF| mERLET,

#& 1  Cisco Security Manager 3.2 D% F =
ek IR
VPN 5% VPN D —REERTIE HAME. NT FUR RIR—2, TLAvda 8EUVIIRMS

vk VPN £ EICRETEET,

® Cisco Security Manager I&. ¥4 73v% IP LREBEIZRETZH A 5. Dynamic Multipoint
VPN(DMVPN) & Generic Routing Encapsulation (GRE; #&#/L—T (>4 A7+)L1E)
IP Security (IPSec) #47/R—rLTWLVET,

® VPN & Easy VPN $+—ER[FYE—FTHRETEET,
® REQTNAR TAEDa=U T DY R—FLY, BEITRHAAAIRETT,
* ANYRIVRADBEII—ILA—N—,O—RNTUI VT DEENYR—IShTOET,

TF7AT7I+r—IVEE

Cisco Security Manager Z{#fAd %&. E¥EIE. Cisco ASA 5500 ¥)—X 7TS54A4T7>
X, Cisco PIX 77547 X, Cisco Catalyst 6500 ¥')—X J7(47 94—l ¥—ERX £
a—)L, BEY Cisco 10S YIrY17 EXalTo A A—CEEFTTHV R0 H—ERHE
B —B TSYRTA—LDOR)—EHETEET,

& YIRIITZIZRY, TRTDTSYRIA—LIZ 1 DDIL—)L T—TILHRBEhFET,
A& 1 2DV 1—2avTINLDT NI REEETEET,
V=L HTHEBEICRY DL — L EEEFIHETHT7AT 04 —IL L—ILDL
R—bSh&FET,
ATz TIL—FEEICEY  BFEDOEF1)T1 RIS —OREICBELRTIER
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Cisco Security Manager #{fF9 %&. EEHE(L., Cisco IPS #o¥— YIbxT7 /A—D3
Y 5.1 BELU 6.0 #HR—LF 5 Cisco IPS 4200 2')—X 24—, Cisco ASA 5500 >1)—
X AIP-SSM (Advanced Inspection and Prevention Security Services Module) . Cisco
Catalyst 6500 >'J—X Intrusion Detection System Module 2(IDSM-2). Cisco IDS #wk
7—% EYa—)L, Cisco AIM-IPS, & U Cisco 10S IPS @ IPS Y1)a—3v_R—DE%
EPTYTT—h RS —EBSZHOMRMICEETEES,

® Cisco IPS 24— VY IhHx7 /N—23a> 51 KU 6.0 - 20 Cisco IPS Y)a—3>v
E, ALV BRBAK Y —EREEHNGET I/ OO —F 1A EHEIETREDH
EEEBTLTLET, Cisco IPS ¥ — YIRIITIE T—L, RRXLIzF7ETRIT
T xR T—0 DALR BEBT IV av DR EFREEC A ERNS TvIE.
EBOMGICHET DRI, EREICHERA. 28, ETEES,
Cisco 10S IPS (&, AV SAVBDT4—T 179k AVRARGIIVR—ZDEHEET.
Cisco 10S VIr Iz 7 CIFEIFHRYN T — VR EZMERMICERBTELLIITHYET,
Ff. SR BEHFEERYNT—I DTS Cisco 10S IPS #ERATHE. Rubk
D= TRERNS T4V ORBMGENTT4vIF )T ILAA LTEREIZHA . 558, B&
UHIETEDKSITHYET,
Cisco IPS VT =FrDEHELETEDL O, FLLW YV ZFr0EHLEVIT=FrD
ERTOESa= I NARRICRYET . F- HRIZE AT BRI IntelliShield TEEHMEZE
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TIHIEEETHOMNHERL, VT FYOEHFERAT IR I—FOREICE
HETRESTLIENTREICAEYET,
Cisco IPS BH VY —RFERATHE, AT —2RAOHEMIFREEHLT. BF) IPS B
. A7 22— T BLURYS—DERHEDENICITIENTEET,
CS-MARS HEISHRL—avET528IckY . R —RBRICET 2 EEFZ5IC
RRELT ARV OREOREZTSIENTEES, 2OIFKRL—avIz&Y . BES
FUBRAEITRDARUMNIRTER) S —DEBMNAREICAYET , FvbT—VER
F—LétFa)TAEBF—LDKLYRELIFRL—2avERT LRI, Cisco
Security Manager DEFEEFLRRYS—EVEDITTEDIMRERLFET KRDT H
ONERBEEEITRL—2avIck ARUMEEEMS TN a—Tao T ERLL.,
AR E5EHELE T, Cisco Security Manager & CS-MARS MaSRL—iavIz&y,
AVBZYTA4TH IPS ARUE 723y T4ILADERMNATREICHRYET, ZOHEE.
FYRT—IDIFIHENNEBICBRIN AT REEAMECGYET,
IPS L5 =F% RUL—HEIUARUE 723y T4LEIE, HEP DT INARICHERE &
VEIY B THIENTEET, TOMD IPS RS —EFTRTEI L THEET. fthd IPS 7
NAREHFTEET, IPS OBREIZIE. RYS—DA—)LN\VI BEDT—h4A4T . Bk
Vo =FvQAE—FFERLEENET THACIRE TR —FaE—F B LIk
Y. BADOFHEZEVTHRMWLGEEL TCO DHIBEITICEMNTEET,
® IPS DEHEEBL KLY IPS $ITRH)T a3y SAEVAOEHICk>TERANERILS

h.2—HFEA—AIL RYS—BIEHFR)—IZEINT IPS YIrDT7 . V5=

FrDEH. BLUSAEVRADEBEITIENTEET,

#HetFa)7T1 —EX

DEE

Cisco Security Manager I1Z&Y. VPN ® QoS(Quality of Service) . L—F 1% . Network
Admission Control (NAC) 2 EA BT . A ¥ 2T+ Y—EREEETEEY,

RELETIMR TIL—TE
AT ay

Ak, EHLOMEFFEBICESVTTNAAR FL—TEERBIUESL. 81
M EEERICRIIENTEET . JIL—THOTRTOTINARE 1 DDT/NAR%ER
SESICHEICEBTEEY,

EBOT7 IV r—ay
Ea—

Cisco Security Manager (&, SFSFGERBFETIARYIUR LRLEYR—MFB1
DI TTVT—2avItBBT A EBDEL—FRBLET . TN RBRADE2—(F, IDFE
DA—H  FEE—DTNAR 32— rOFERICBA TVOS1—HFIZERTT, vy IR
MOE1—I%, VPN ORROY, Ffz[E Cisco Catalyst 6500 ¥1)—X H#—ER EVa1—)L&
TXa)T4 AVTFRIEOMBIERERELLET, RUS—RROE1—(E, FEITHE
TR —STWEERT A RO EBEARICLES,

Policy Object Manager

BRAREELAA IO IMEERL T, RYbT—Y PRLR Y —ER, T/AMRHKE . FRAEE
B, F=lE VPN NSA—RREERT CENTEET . ATVIME N BEHRTHEMETE
ERATESO. FHTEEANTILELSHYEE A

Deployment Manager [Z

Cisco Security Manager &, T/AA REET7AILADA U TIVRORELETERGER

KEEBEBREA T ay | OmAEHR—ILTOET,

a—jL8yy Cisco Security Manager (&, A ZEICIEL T, BREIDFEEANDA—IL/NAVIEEITTEET,

O—)LR—ZADFI+EA | Cisco Security Manager 2 d 5L BBDERE TR L TEVGHIHEERALTT VR

avkA—)L HEEZEHETEEY, Cisco Security Manager (21X 5 DDa1—4 O—LAHY. T avD
Cisco Secure ACS (Access Control Server) CEEBMDO—/LE#FERTEIELTEET,

D—Ho0— Cisco Security Manager Tl&. RS —DBEABICHEDIRIVEZREEEICEYHTHIL
NTE EEEELEBMERELIRELET . 7V I70—2EATEL. RFVTDXREE
(RybD—H X)) TAERBLE) NREBSNET,

SBBORERE Cisco Security Manager [Z&Y., 44 43v% ZRLAFE =1L NAT (Network Address Translation;

(Auto Update Server,
Cisco Network Services
Configuration Engine)

FIRT =Y PRLRAEB) PRLRERFDEHDE—t J74T7I+—ILOEFAEHLEh
FY COWREIE, UE— S AMERHARYET =0 U I0BY . RINBROEM R YT
LALWVENA—HFITRIBET,
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EREE

Cisco Security Manager [&. Y I, 27 DEBRHPT/NAR AVARUN) LR—MeEDER
HEREIZRIIBET , F1=. Device and Credentials Repository(DCR) & CiscoWorks Resource
Manager Essentials (RME) &t & TEE T

REL/NTH—TVRAD
L =224

Cisco Security Manager *—E R 82#5%#5A TL S —H (&, Cisco.com Hi5 CiscoWorks
Monitoring Center for Performance 7 —3av& 4 A—RTCEET, COT7 T r—
2aviE, XM VPN 2wbkD—9 FRAZRBEIUVHEDEF1) T« H—ERDHD K
RBENTH—RVADEZALRILYT T—HERELET,

% 2 [Z Cisco Security Manager Qi/NF—/NEH & 3 [CR/INITATUNEHERLET,

%2

Y—N\OEH M

aAVR—RUb

RNEH

SRTL IN—FHLF

® |BM PC Eifi##. 2 GHz L LD 7Oty HEH

® 1024 x 768 LU LDRBBEDHS— E=4L 16 Evb h5—ITHELEETA H—F
® DVD-ROM K547

® 100BASE-T(100 Mbps) LA LD RwbD—H 8k B— A2 B—T A ADH

® F—R—F

® IHR

T7A4IN SRT L

NTFS

*%EY (RAM)

2GB

SARTL VI ITT

ROVWT N EFERATEET,
® Microsoft Windows 2003 Server D A TN I T4 3> :
o Enterprise Edition (SP1 F£1zI& SP2)
o Standard Edition (SP1 &F7=[& SP2)
° R2 Enterprise Edition (SP1 &7=[% SP2)
o R2 Standard Edition (SP1 F£7zI& SP2)
#E:Cisco Security Manager &, Windows D7 A hHEERE BAERD A FHR—LLTL

o

#—/\T Sybase T—ER—X T7AINEFERTH=HIZI&. Microsoft ODBC Driver
Manager 3.510 U EHHETY,

759

ROVTNOEERATEES,
® Microsoft Internet Explorer 6.0 (SP2)
® Microsoft Internet Explorer 7.0
® Firefox 2.0

EfEYILITT

WinZip 9.0 #[ERF DY+ 17

N—FFIMTDREER

20 GB

IP 7FLR

RIE 1 DDRET1v IPFRLR

H—RIEHOD IP FRLANEESNTLSIGEE (. 1 DOTFLRERVTT R TEEMIC
LEFT 4= vb H—NTHAFIvY IP FRLRADRE SN z15E . Cisco Security
Manager 1 > Ab—SIZEENRTEINET F 1739 FRLRIFHR—,ShTOER A,

%3

ISAT U DEH LML

avR—Fok

BNEH

AT IN—FxT

® IBM PC E##. 1 GHz U LD TRty HEH
® HT5— E=RE 24 EVE AT—ITRESNFZETH h—F

o F—R—F
® IOR
AEY (RAM) 1 GB
RBAERYIRTYI{EE | 512 MB
N—FF3147DEEER [10GB
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avR—Fok =/INEH

ARL—FUVT VRATL | ROVWThhEFERTEET,
® Microsoft Windows Vista Business Edition F7zI& Enterprise Edition
® Microsoft Windows XP Professional (SP1 &7=I& SP2)
® Microsoft Windows 2003 Server D A TN I T4 3> :
o Enterprise Edition (SP1 E1zI& SP2)
o Standard Edition (SP1 &F7=[& SP2)
° R2 Enterprise Edition (SP1 &7=I% SP2)
° R2 Standard Edition (SP1 &7zl SP2)
#:Cisco Security Manager 254 7> k&, Windows D7 A hEiEMRE B RERDOAHEY
R—bLET, D EFE/ N —TavIigHR— L TWVEE A,
TS5y ROVTNOEFERATEET,
® Microsoft Internet Explorer 6.0 (SP2)
® Microsoft Internet Explorer 7.0
® Firefox 2.0
Java Cisco Security Manager 7547 MZl&, B2 L THEET S Java BMARENE

T, CD/NA—Davm Java [F, TFTIYDREFEIMD Java R—ROTFTY7r—av(c
IFHEBLEREA,

Cisco Security Manager DEBNFICHELR/N—T3> D Java BFEZELAELES . Cisco
Security Manager H—/\ 2, bEHN—S30 M Java #4900 —KRELUVAVR—ILT S
HEERT AvE—CHRREINET,

Cisco Security Manager D /\—F 7 HE LUV ILD 7D EHOFFMIZ DL TIE,
http://www.cisco.com/en/US/products/ps6498/prod installation guides_list.html (Z# %[ Cisco
Security Manager Installation GuideJ (%:8) 258 L TS,

% 4 |, Cisco Security Manager THR—rSN BT /NS RERT7IEFEDOHFT , HiR—k&
NBTINAR YT TT N—230F ST M —EIZ DT, hitp://www.cisco.com/en/US/
products/ps6498/products_device support_tables_list.html (24 %[ Supported Devices and
OS Versions for Cisco Security Manager 3.2] (#:E) 23 BL TS,

# 4 Cisco Security Manager THR—,EN B R0 TS RADBE

HR—FRHET/IAR

Cisco PIX #Fa2YF« 7547V R

Cisco ASA 5500 VY —XHEEE X 1)T4 TISATVR
Cisco H—ER# AR IL—4

Cisco 7600 >')—X JL—4

Cisco 7500 ¥')—X JL—4

Cisco 7300 ¥')—X JL—4&

Cisco 7200 ¥')—X JL—4

Cisco 7100 ¥')—X JL—4

Cisco 3200 ¥')—X JL—4

Cisco 2600 ¥')—X JL—4

Cisco Catalyst 6500 >')—X I74F77+—)L H—ERX EZa1—)L(FWSM)

Cisco Catalyst 6500 1)—X VPN #—E X £ 21—/l (VPNSM)

Cisco 7600 'J—X/Catalyst 6500 ')—X IPSec VPN £ HR—k 74 74 (VPNSPA)

Cisco Catalyst 6500 !)—X IDSM-2

Cisco IPS 4200 21)—X 24—

BRI X 1)T4 7TS54F7 2R Cisco AIP-SSM
H—E ZR# & EL—42H Cisco AIM-IPS
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HR—FRET /AR
F4+2 JL—3H Cisco IPS £Z1—/L (NM-CIDS)

Cisco Catalyst 3550, 3560, 3560E. 3750, 3750 Metro. 4500, 4948, # &1 4948 10GE XA vF

A7 a>® CiscoWorks RME 4.1 THR—,ENB TN RAD—EIZDLTIL, XD URL IZH
% LMS 3.0 MITDO Y HR—bHE T NARRESRBL TS,
http://www.cisco.com/en/US/products/sw/cscowork/ps2073/products device support tables list.
html

FIEHR

Cisco Security Manager @ Product Bulletin IZ1E, StV X AT a0 LT D MM L HS
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