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is necessary for the cardholder data
envirohment.

4 rules Installation of personal firewall
software required on any mobile or
emgployee-owned computers with
direct Internet connectivity,

[ pcIrReguirement 1.3.9 S rulas Installation of personal firewall
ol = software required on any mobile or
employes-owned computers with
direct Internet connectivity.

[0 pci Reguirement 10.2.1 - 10.2.4 2 rules Track and monitor all access to

Compliance network resources and cardholder
data,
O pcI Reguirement 10.2.1 - 10.2.4 1rule Track and monitor all access to
Compliance Userstate Admin network resources and cardholder

data (especdially those with
administrative privileges).

O pcl Reguirement 10,51 10,5.2 1rule Limit viewing of audit trails to those
User State with 3 job-related need. Protect audit
trail files from unauthorized
modfications,

3rules Limit viewing of audit trails to those
with a job-related need. Protect audit
trail files from unauthorized
modifications.

O eci Requirement 10.5.1-10.5.5
Compliance

O pcl Reguirement 11.4 7 rules Network intrusion detection systems,
Compliance host-based intrusion detection
systems/intrusion prevention systems
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Name
|PCI Requirement 11,56 Compliance

nmim
CISCO.

rDescription

Deplay file integrity monitoring to alert personnel to unauthorized |

=] Detailed
This rule module satisfies PCI 1.1
regquirement 11.5 by denying and monitoring
access to key operating system files
including system files (windows/system3ZzZ),
registry keys, and common Windows password
file locations.

PCl Solution for Retail Design and
Implementation Guide
Fabruary, 2007

DRAOADEEBEEMNE PCI EWNT7—FTIVFYyOBFBMLRRITEEENAF L, Cisco
Security Agent Z A L 7= PCI ZEHDOFMIZ DL TIL. http://www.cisco.com/go/retail (&
FBBLTLKESW, T2 &EHIEDTEVA ML — 3y ETFH 4 E. Cisco Security
Agent MEEMIZDLNTIE. http://www.cisco.com/jp/go/csal ZSHEL TL Sy,

© 2008 Cisco Systems, Inc. All rights reserved.
Cisco, Cisco Systems, #3JLUX Cisco Systems ==}, Cisco Systems, Inc. /=132 D B #Eo0 K [EH] 35 L O O —E D EIZ IS 1 DX Sk it £7
I3PEEE T,
AEHETY =7 P AMNAGHS LTV D OO BHEITZNZ N ORERIF DM ETT,
[/8—hF— | F7=13 Tpartner) L5 FEDM I Cisco Ltk E DD/ A—hF— v 7 EREZ EHKT 5O TIEHVEE A, (0805R)
COEFHRERS NI P E AT T840 ET,

08.10


http://www.cisco.com/go/retail
http://www.cisco.com/jp/go/csa/

