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Events Systems Configuration Analysis Maintenance Reports Search Help

# Date Host  severity Event
79 1/26/2007  plksryspd 1 The process 'CAWINNT\systemIT\services.exe' (a3 user NT AUTHORITY\SYSTEM) attempted to load kemel madule "C\WINNT aystem32

1:54:29 PM ‘\wincom3Z.sys' after baot time. Tho operation was alowed by a nde (rule defaults),
Detals Rule 50 Wigard

WFind Sunilars

T8 1/26/2007  waksryspd Tlob TESTMODE: The process 'CIAWINNT\system3\services,oxe’ (a5 user NT AUTHORITYASYSTEM) attempted to access a resource which would
1:64:26 PM have resulted in the user baing asked the following quastion. "The process C:\WINNT\Spstem32\sarvices. exe is 3ttempting to invoke 3 system
function from a buffer. Do you wish to allow this?*

Cetails | Fule 182 Wizard S Find Similars

T7 V262007 wEkaryspe Notice TESTMODE: The process 'C\D and p\PEaCOMM BXe' (35 user ustrator) to
1:64:29 PM acc0ss 3 maguren which would ave resulted in tha user being askorl the follawing Guostion, The process C:\Documants and
Settings He P 5 pting to modify the system file C:AWINNT\ system3Z\wincem32.sys, Do you wish to allow
this?'
Details Fule 61| wizard AFing Simirs
76 1/26/2007 w@ksnispa 1 TESTMODE: The process 'C and St ktop\Peacomm.exe’ (as user ini ) to
1:54:29 PM access a resource which would have nsd:eam the user being asked the following question. ‘The process Gi\Documents and
P ta invoks & system function from a buffer. Do you wish to allow this?'
Details e 152 Wizard AFind Similars

TS 1/26/2007  wakseyspd | TESTMODE: Tha process "CAWINNT\Explorer EXE' (a5 user ) o access a fesource which would have
1:54:28 PM resulted in the user being asked the folowing question. ‘4 process is attempting ko invoke C:\Documants and
Satt \D B ex@ which has baen recently dawnloaded and may be dangercus. Do you wish to alow this?'
Details | Fule 430 Witard Afind Simiace
T4 1/26/3007  wsryspa Ho TESTMODE: Tha process 'c: i it E1I\GUTLOOK.EXE' (a5 user i ta aceess
1:54:25 PM 3 resgureg which would have luiullud in the user being asked the following queston, 'Waming - The process Ci\Program Fies\Microsoft
OfRCE\OFFICELINOUTLOOK EXE is 10 modify & file, C:\Documents and Settings\Administrator\Local
Settings\Temporary Intemet Fies\OLK1\Peacomm.gxe. Da you wish to allow this?*
Details | fule 032 Wizard AFind Similar sl
73 1/26/2007  wllsryspd bl TESTMODE: The process 'C:\Program Files\Microsoft Office\OFFICELINOUTLOOK. EXE' (a5 user to access
1:54:25 PM 3 [95001T0 whith would have fosulted in the usar baing asked 1ho following quaston. ‘Warning - rnn pmcms CH\Program Fios\icrosaft
Office\OFFICEL I\QUYLOOK EXEis P to modify 2 file, C;
Iy omm.exe, 0o you wish 10 aliow thisT
el e 857 T AFind Srilacs
72 1/26/2007 weksrysps 1 TESTMODE: Tha process "C:\Program Files\Microsoft Office\OFFICEL 1\OUTLOOK.EXE' (as user 10 access
1:54:10 PM a rogoyrce which would have resulted in the user being asked the following queston. 'Waming - The pfocou L= \ng{am Hes\.Mlcrosof!
Office\OFFICELINCUTLODK EXE is ing to modify & file, €3 i
Settings\Temphgigduru_axe. Do you wish to allow this?
Details | Rule 832 Witard A Find Similar s
71 1/26/2007  wikeryspd Infarmation The process Ci\Program FileskMicrosoft OFficed\OFFICE1INOUTLOOK. EXE" {as user R to accers
1:48:27 PM ‘C:\Documents and Settings\Admnistratorylocal Ssttings\Temporary Intemnel Filas\OLKI\Peacomm.axe’. The allamlsn CCESS Was 3 wrile

(oparation = DPEN/WRITE]). The oparation was allowed.,
Catails | fyle 532 wizard

AFind Simiarl
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Savarmy Information - Emargency
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Eventi pas page 30

Bork byr Grder received

#itar out smdar gventEs WG

= Date Host Severity Event
410 1/26/2007  wzbsruspd Alert TESTMODE; The process ‘C\WINNT\system3Z\services.axe’ (43 user NT AUTHORITYASYSTEM) attempted to initiate & connection as a chent
Z/06:11 PM orl UOP port 13884 to 103,42.913.226. Tha eperation would have baen danied.
Detalls | Rule 537 [ Wizard AFind Similary
417 1/26/3007  wileruspd Alert TESTMODE: The process 'COWIRNT\system32\sarnices.axe’ (35 user NT AUTHORITY\SYSTEM) attempted toinitiste 3 connecton as & chent
2106103 PM on UDP port 3520 o §4.76.162.7, The operstion would have been denied.
Datails Bule 597 | Wizsrd QAFind iyl
416 1/26/2007  wZksruspd Alert TESTMODE: The process 'Ci\WINNT\system32\services exe’ (as user NT AUTHORITY\SYSTEM) attempted to initiate a connection as a chient
2:05:44 PM on UDP port 2681 to 212,100 47.210. The operation would have been denied.
Diotails | Buln 597 | vizard AFing Simiars
415 6/2007  w2ksrvend Alert TESTMODE! The process CAWINNT\System3I2isarices. axn’ (0% user NT AUTHORITYASYSTEM) attermpted to initiate & connection as a clont
2/05:38 PM on UOP port 18559 to §3.14.99 243, The operation would have been denied,
Distails | Buln 597 | Wizard QAFind Similacn
414 1/26/2007  wiksrespd Alert TESTMODE: The process 'CWINNT\systemi2\services.exe’ (35 user NT AUTHORITYASYSTEM) attempted fo initiate a connection as a client
2:05:31 P on UDP port 6121 to $0,12,109.77. The aperation would have heen deniad
Cetails | Aule 597 | Wizard Aping Simises
417 1/26/2007  wiksrviod Alert TESTMODE: The process 'C\WINNT\systam3Z\services.axs’ (25 user NT AUTHORITYASYSTEM) attampted ko initiate a connaction as a cliant
210527 PM on UDP port 53 10 192, 168.58.1. The operaticn would have been denied.
Catalls | Bule 597 [Wizard Afind Smiars
412 1/20/2007  wzksvsps Alert TESTMODE: The procass System’ (a5 user NT AUTHORITY\SYSTEM) attempted 10 accept a conneclion as a server on UDP port 137 from
210527 PM 132 164 58 198, The operation would have been denied
Details. Fule 597 | Wizard AFind Similar s
411 1/26/2007 { Infl Kamal fi lity has baen modified by the module CAWINNTASystem32\wincom32.sys. The moduls 'CAWINNT\system3Pwincom3a.sys' is
210527 PM used by entries in the System syscall table, The specified action was taken to set detected rootkit a5 Untrusted.
Detals Ruln 26 Wirard Apind Similars
410 1/26/2007 wEksrysgd Notr The process "C\WINNT\system3Z\sarvices exe’ (as user NT AUTHORITY\SYSTEM) attempted to load kemel module 'CIAWINNT\system32
115429 PM Nwincom32.sys” after boot time. The operation was allowed by a rule {ruls defaults).
‘Details | Rule 50 T Wizard QFing Simiars
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