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2 Management Center for Cisco Gecurity Agents ¥5.1 - Microsoft Internet Explorer =18 x]
Ble Edit View Favorites Tooks  Help ‘ i
Qiack ~ ) - [ 2] | Osearch TiFavertes | (205 B
Address [&] hitps:jjlocalhost csames L jwebadmin B |uns
Cisco SYSTEMS Management Center for Cisco Security Agents V5.1 Logout | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
5 3/5/2007 W2K-PRO-SP4 [otice TESTMODE: The process 'CWWINNT system32ymstsce . exe! (a5 user W2K-PRO-SP4administratar)
4:07:45 attempted to access a resource which would have resulted in the user being asked the following
P guestion. 'The process CANWINNTAsystem32ymstsco, exe s attempting to modify the registry key
SREGISTRYYMACHINENSOF TWYARENMICROSOF ThWindow s\CURRENTVERSION\RUR Terminal Services. Do you
wish to allow this?'
Details | Rule 55 | Wizard S Find Similarsl
4 3/5/2007 W2K-PRO-S5P4 tice TESTMODE: The process 'CAWINNT \system32ymstsce exe’ (as user W2K-PRO-SP4\Administrator)
4:07:45 attempted to access a resource which would have resulted in the user being asked the following
P guestion, 'The process ClNWINNTASystem32ymstsco.exe s attempting to modify the registry key
YREGISTRY\MACHIMENSOF TWARESMicrosoftiWindowshCurrentYersioniRuny, Do you wish to allow this?'
Dstails | Rule 55 | Wizard A Find Similars
3 3/5/2007 W2K-PRO-SP4 ica TESTMODE: The process 'CHAWINNT \system32imstsce exe' (as user W2K-PRO-SP4\Administrator)
4:07:45 attempted to access a resource which would have resulted in the user being asked the following
P question, 'The process CiWWINNT\system32ymstsce.exe is attempting to invoke a system function from a
buffer. Do you wish to allow this?'
Details | Rule 182 | Wizard A Find Similarsl
2 3/5/2007 W2K-PRO-SP4 = TESTMODE: The process 'C:\Documents and SettingshadministratorDesktopimalware exe' (35 user WaK-
4:07:45 PRO-SP4vadministrator) attempted to access a resource which would have resulted in the user being
PM asked the following guestion. 'The process C:h\Documents and
Settingshadministrator\Desktop\malware . exe is attempting to modify the system file CIAWINNT System32
wmstscc.exe. Do you wish to allow this?'
Details | Rule 61 | Wizard 4 Find Similars
1 3/5/2007 WIK-PRO-SP4 [lolice TESTMODE: The process 'C:\Documents and SettingshAdministrator\Desktopimalware exe’ (a5 user WaK-
4:07:45 PRO-SP4\Administrator) attempted to access a resource which would have resulted in the user being
PM asked the following question. 'The process C:\Documents and
SettingshAdministratoriDesktopymalware exe is attempting to invoke a systém function from a buffer. Do
yiou wish to allow this?!
Dstails | Rule 162 | Wizard 9 Find Similars
Logged in as: admin
|#&] Management Center For Cisco Security Agents V5. 1 [T [B Ndtocalintranet

distart| | (B S D H | @ £ Management Center f... & ssm

2 Cisco Security Agent OT 74L& TEIZ& S Win32.Rinbot.H T/ XA DA LE (Cisco
Security Agent 5.1 TTAFEELT)

/@ Management Center for Cisco Security Agents ¥5.1 - Microsoft Internet Explorer == x|
Ble Edit View Favorites Tooks  Help ‘ o
Qiack ~ ) - [ @) | Osearch i Favorkes € | (205

Agdress [ ] https:jjlocalhost csames  jwebadmin EEERLE
Cisco SYSTEMS Management Center for Cisco Security Agents V5.1 Logout | Help | About

onfiguration Analys Maintenance Reports

Events » EventlLog =1

8 events |change filter

Event log generation time: 3/5/2007 4:14:48 PM

Sevarity: Information - Emargency
Host: WZK-PRO-5P4
Rule Module; Al
Events per page: s0
Sort by Order received
Filter out similar sverts:  No
# Date Host Severity Event
8 3/5/2007 W2K-PRO-SP4 [ 2 TESTMODE: The process 'CiWWINNT\system32ymstsce, exe' (as user W2K-PRO-SP4\Administrator)
4:07:46 attempted to access a resource which would have resulted in the user being asked the following
PM guestion, 'The process CANWINNTAsystem32ymstsco.exe is attempting to modify memory owned by the Eo
process C:ih\Program FilesiInternet Explorer\IEXPLORE.EXE. Do you wish to allow this?'
Dstails | Rule 179 | Wizard % Find Similar sl
7 3/5/2007 W2K-PRO-SP4 [olice TESTMODE: The process 'C\WINNTYsystem32imstsce exe’ (as user W2K-PRO-SP4\Administratar)
4:07:46 attempted to access a resource which would have resulted in the user being asked the following
PM question, 'The process CI\WINNT\system32\mstsco.exe is attempting to modify memory owned by the
process Cihautotestyexecdaemon.exe. Do you wish to allow this?
Details | Rule 179 | Wizard A Find Similarsl
6 3/5/2007 W2K-PRO-SP4 [otice TESTMODE: The process 'ClWWINNT system32ymstsco. exe! (a5 user W2K-PRO-SP4administratar)
4:07:46 attempted to access a resource which would have resulted in the user being asked the following
P guestion, 'The process CONWINNT\system32ymstsco.exe is attempting to modify memory owned by the
process Cih\Program Files\WMwareh¥Mware Tools\YMwareTray.exe. Do you wish to allow this?'
Details | Rule 173 | Wizard QFind Similars
5 3/5/2007 WEK-PRO-SP4 TESTMODE: The process 'ClWWINNTYsystem32ymstsoe . exe' (a5 user W2K-PRO-SP4\administrator) =
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