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Product Number of hosts installed

Fun Web Products Easy Installer 1
Kazaa Media Desktop 2.5 1
My Web Search (Outlook, Outlook Express, and IncrediMail) 1
My Web Search (Smiley Central) 1
Search Assistant - My Web Search 1
Spin4Dough 1
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File Download - Security Warning

Do you want to run or save this file?

Mame: APsetup.exe
Type: Application, 156 KB

From: banner.aspinallsonlinecasino, com

Run ] [ Save ] [ Cancel

Led Wwhile files from the Internet can be useful, this file type can
i g patentially harm your computer. |f you do not trust the source, do not

Iut] 1un or save this software. What's the risk?

3 Cisco Security Agent (E7 F Dz 7#HBE L TEHOXMULFEZZRET S

Cisco Security Agent: A problem was detected.

® A process is attempting to invoke C:iDocuments and
s-\v SettingsiAadministratoriLocal Settings) Temporary Internet Files),
Content, IES,2x210101YAPsetup[ 1], exe which has been recently
downloaded and may be dangerous, Do you wish to allow this?

es

O ‘fes

Mo
(%) Mo (Default)

() Mo, Terminate this application

[Joon't ask me again

Default action will be taken in 4 minukes:45 seconds

(Es% )

Apply

DEPZE T a—RENTT R 2T RETEINL D L LEEEA. XI5 & LT Cisco Security Agent (%, =—372% [Yes| &7
Uy 7 L&Y, T74NETEDTF ) r—vare TSHET (M3), FHEZ, 77V r—varBa—Fok
EE NS PTICFETESND Z L2 BEMICALIE T % X 912, Cisco Security Agent Z 7% E T& £9, [Don't ask me again] A7 3
VICHEBELTLES Y, AN T =27 Ra—FIZxt L TRVIELE Dy a— REREFZRTH5EG ([Yes) 27 Vv 735K
N2 —PEIEELEVENZLWEWE SH ) T2 THEOFED 1 D), =—H X [Don't ask me again] %7V v 7§
LT TIOERAEIESELZENTEET,
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4 Cisco Security Agent (5O L W\7 77 1 E T 1« DIBH % #fx

Cisco Security Agent: & problem was detected.

® ' The process C:iDocuments and SettingstAdministratoriLocal
‘]\j) Settingsi Temporary Internet FilesiContent, JES 25210101%,
APsetup[1].exe is attempting to invoke a system function
LoadLibrarya from a buffer, Do you wish to allow this?
es

O ‘fes

Mo

OND

(%) Mo, Terminate this application {Default)

[Joon't ask me again

Default action will be taken in 4 minukes:41 seconds

(wuw ]

Apply

Cisco Security Agent AR L T AIZHE 20D LT 2—HN [Yes] 7 Vw7 L, TR TFEANA L AN =L ENTY
£ Cisco Security Agent [ZFED L W7 77 4 B 7 ¢ DR AL | 2 —PFIZEEL £ (K 4), ZDHA . Cisco Security Agent
I, e 7 ARACEZ R IR EHEAL T2, @3Ny 77 A== T n KR THRES N T OHEICE R
ODIDEMEER, ANRAT 2 T NETTERVESIICLET,

5 F—AR—F X=2v 74 JICBTEH1—FAOBLEDLYE

:Q.!‘ELEEE-"{ﬁ!-!lﬂerl.t.;.;-!;ﬁ_"ﬂh'#m-W-‘;’s'—di-‘f-ﬁlﬁ d.

= The process C:iSilentLog.exe is attempting to capture keystrokes,
":*!-f) Do you wish ko allow this?

es

O ‘fes

Mo
(&) No (Default)

() Mo, Terminate this application

[oon't ask me again

Default action will be taken in 4 minutes:54 seconds

[® ]

Apply

X 5 Ci&. Cisco Security Agent I Silentlog &9 7’12 T Azt L T ET, Silentlog i [F—Abn—2 ul—] 7ns
FTALT, TRTOF—HR—NANEFODENIXF YT F YL, 77 AMIRFXF T LET, ANAT 2T IEELOYAE, 20X
IRF—A =7 aH = AL A b=V L Ta2—FRANT LAV =R E2XF ¥ 7F ¥ L ET,
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Cisco Security Agent: A problem was detected.

!"'i‘ The process C:\WINNT\nvsyed2, sxe is attempting to capturs
keystrekes, Do you wish ko sllow this?

ez

"~ Yes

Ha
* No{Default)

" Na, Terminate this appiication

[ Don't ask ma again
Defaust ackion will be taken in 4 minutes:46 seconds

6 1%, Cisco Security Agent 23— IR ANA T =27 70/ 7 A TH5D WinSpy I L 2F —FA—FNEfEon X ra27my
7FoRFERLTOET, WinSpy (3, [ANAXEY 7 by =7 ICRBEEZT 2\ 2 E&7 0 XL T ET, Cisco
Security Agent X2 9 Lic¥—Abmn—2 ul—%, 77 ANAICELS>TTIERL, 77V r—va M7 IMELZER TS 2
LiCko TRt 2 Z & ITiEREL TS,

B7 JOvI93IN=RIL 2T DT7 YT «4ET 1 %x7 Cisco Security Agent ® A%

12/16/2004 2:53:02 PM: The process 'CWINNTnvsve32, exe’ (as user
WZ2KSPO-DESKTOPwin2k) attempted to call the Function

OpenProcessi" <pid:66130="1 from a buffer {the return address was 0x40f3cd). The
code at this address is '008b5508 52536500 060000=8 c3a5FFFF SbFOFFd7 3bF3740c
8b451050 56e89das’ This either happens when a process uses self-modifying code or
when a process has been subverted by a buffer overflow attack, The user was
queried and a ‘Terminate' response was received, The response was the default
taken after a timeout.

12/16/2004 2:53:14 PM: The process 'CWINNTInEsvc 32, exe’ (as user
WZKSPO-DESKTOPwinZk) attempted to call the Function CreateProcessad ipconfig”y
from a buffer (the return address was 0x404bcf), The code at this address is

X 7 1%, WinSpy IZEY: L7z a v B a—XIZAT2EHE /2R L TOWET, AL T = 7T OBEEIZY AT AOREN FIZET
SNtz 2—WFiFxeX2 V70 Ave—YEZITWMY FHATLR, Cisco Security Agent 1X, =—V OEEEZN ST, B
HICEEOHLT VT 4T 4 TS ELE,
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