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" Microsoft: http://www.microsoft.com/technet/security/advisory/935423.mspx

2 CERT Advisory: http://www.kb.cert.org/vuls/id/191609
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173 4/2/2007 mel asploilsp TESTMODF: The prricess ‘C:AWINDOWS\wingrpxe' (4s user NT AUTHORITYASYSTEM) allumpled (0 Actess 4 source which woull] have
10:56:54 resulted in the user being asked the fallowing question. 'The process C:\WINDOWShwinxp.exe is attempting ta inject code into the
AM process <all>. Do you wish to allow this?*
Details | Rule 139 | Wizard Aind Similar 8
122 a/3/2007 metasploitup IESTMODE! The process 'Ci\WINDOWSYwinxp.axe' (3¢ user N1 AUTHORITY\SYSTEM) attempted to access a rasource which would have
10:56:54 resulted in the user being asked the fallowing question. 'The process :\WINDOWS\winxp.exe is attempting ta capture keystrokes. Do
AM you wish ta allow this?'
Details | Ruls 184 | Wizard 9 Find Similar
121 4/2/2007 metasploitsp TCSTMODE: The process 'C:AWINDOWShsystem2\emd.exe' (as user METASPLOITHP\Administrator) attempted to access a resource
10:56:51 which would hava resulted in the user boing asked the follawing quostion, 'Tho process C:\WINDOWS\systam32\emd. exe is attompting to
AM modify the system file C:\WINDOWS\RAYZ007 BAT. Do you wish to allow this?'
Details | Rule 61 | Wizard A rind Similar 2
170 4/2/2007 melasploilep Alerd TESTMORE: The currenl application 'C:\Documsnts and Sailingssadministealotlocsl Setlings\Temporary Inlsensl Files\Contant, 185
10:56:50 \GRU1YDSB\down([1].exe' (as user METASPLOITXP\Administrator) attempted to execute the new application 'C:\WINDOWS\system32
AM \cmd.oxe'. The operation would have been denied.
Dietails | Rule 481 | Wizard AFind Similar 8
119 4/4/2007 metasploitup TESTMOUE! The procass 'C:\Dacuments and Settingshadministrator\Local Settingsh, emparary Internat Filss\Content.lks
10:56:48 \GRULYDSBAdown( 1] exe’ (as user METASPLOITXP\Administrator) attempted to access a resource which would have resulted in the user
A being asked the following question. 'The process C:\Documents and Settings\Administrator\Local SettingshTemporary Internet
Filos\Content,IEE\GRU1YDSBAdown[1].0xe is attempting to modify the system file C:\WINDOWS\RAYV2007.BAT. Do you wish to allow this?'
Dietails | Rule 61 | Wizard 2 similar events (same Type/Rule I0fappiication)Find Similar 3
118 4/2/2007 motasploitkp TESTMODE: The process 'C:\WINDOWS\winxp.oxe' {as uscr NT AUTHORITY\SYSTEM) attompted to access a resource which would have
10:56:48 resulted in the user being asked the following question. 'The process C:AWINDOWS\winxp.exe is attempting to modify the system file
AN CAWINDOWS\winxp.DLL. Do you wish to allow this?'
Detaile | Ruls 61 | Wizard A Find Similar 3
117 4/2/2007 metasploitxp TESTMODE: The process 'C:A\WINDOWS\winxp.exe' (as user NT AUTHORITYASYSTEM) attempted to access a resource which would have
10:56:43 resulted in the usor being asked the following quostion, 'Tho process Cr\WINDOWS\winkp.exo s attempting to invoke a system function
AM from a buffer. Do you wish to allow this?'
Details | Rule 106 | Wizard 9 find Similar 2
116 4/2/2007 metasploitip TESTMODE: The process 'C:\Documents and Settingsh\Administrator\Local Settings\Temporary Intermet Files\Content IES
10:56:406 \GRU1YDSBdown([1].exe' (as user METASPLOITXP\Administrator) attempted to access a resource which would have resulted in the user
AM being askod the following question. 'The process Gi\Documants and Settings\Administrator\Local Sottings\Temporary Intemot
Files\Content. IES\GRULYISE\down[ 1] exe is attempting to invoke a system function from a buffer. Do you wish to allow this?'
Detsils | Ruls 186 | Wizard 2 siniter svent (saines Type/Rule 10/Applicetion) % G Sinilar =t
115 4/2/2007 metasploitxp TESTMODE: The process 'C:\WINDOWS\system3z\emd.exe’ (as user METASFLOITXP\Administrator) attempted to access a resource
10;50:40 which would have resulted in the user being asked the following question. A process is attempting to invoke C:\Documents and
AM Sottings\Administrator\Local Settings\Temporary Intermnaet Files\Content.I[ES\GRU1YDSB\down[1].exe which has been recently downloaded
and may be dangerous, Do you wish to allow thist'
Details | Rule 454 | Wizard 2 siniter svent (saine Type/Rule 10/Applicetion) % i Siilar =
114 4/2/2007 metasploitxp o TESTMODE: The process 'C:\Program Files\Intemet Exploreryjexplore exe’ (as user METASPLOITXP\Administrator) attempted to access a
105644 resource which would have resulted in the user heing asked the following question. 'The pracess C:\Program Files\Intemet
AM Exploreryiexplors.sxe is sttempting to invoke a system function from s buffer, Do you wish to allow this?'
Details | Bule 186 wizard 3 simular events (same Iypefule 10/apnication) Fing Similar 8
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