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Cisco Secure ACS for Windows Server 3.3
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1. OS
Windows (ON)

A Windows 2000 Server ( Service Pack 4)

A Windows 2000 Advanced Server(Service Pack 4)
Clustering Service  Advanced Server

A Windows Server 2003, Enterprise Edition

A Windows Server 2003, Standard Edition

CPU Pentium 550MHz
RAM: 256MB

250MB

: 800 x 600 256

Web

Microsoft Internet Explorer Version 6.0 (SP1)
T Sun Java Plug-in 1.4.2_04 or Microsoft Java Virtual Machine (JVM)
Netscape Communicator Version 7.1
T Sun Java Plug-in 1.4.2_04
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Cisco Secure ACS Solution Engine

ACS Solution Engine
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Cisco ACS 1112

A 1

ACPU: Pentium 4, 3.2GHz
A : 1.0 GB RAM
AHDD: 80 GB

A 10/100 NIC 2 3.5 FDD CD-ROM
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Cisco Secure ACS  Cisco Security Solution 1
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PAP, CHAP, MSCHAP AS53xx/AS54xx (dial) Windows 2000

(dial, VPN) DSL, VolP, Cable Windows Server 2003
LEAP (Wireless) CE/CDM (Content) 1RU Appliance
EAP-MD5, EAP-TLS, |OS routers

PEAP (802.1X for Wired
and Wireless LAN) PIX/VPN

Windows 98, ME, NT4, Wireless (aironet)
2000, XP, MAC, LInuxe  5950/3550/4x00/6500 (Catalyst)

VMS, HSE, WSLE (Cisco Works)é
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Cisco Secure ACS
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Cisco Secure ACS
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RADIUS TACACS
1 RADIUS:

A UDP 1645 or 1812 for authentication (RFC 2865) & authorization (RFC
2865)

A UDP 1646 or 1813 for accounting.
T TACACS+
A Cisco proprietary
A TCP 49
IEEE802.1x/EAP
A LEAP EAP-PEAP EAP-FAST EAP-TLS EAP-MD5

Web

A
A Active Directory NT User DB LDAP ODBC
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Cisco Secure ACS 3.3
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1. Cisco NAC 1
2.
PIX VPN3K CiscoRouter
3. EAP-FAST(EAP-Flexible Authentication via
Secure Tunneling)
Cisco EAP EAP-FAST

4. Network Access Filtering NAF

AAA AAA
IP
ACL
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LEAP EAP-FAST | MSFT PEAP | CSCO PEAP | EAP-TLS
(@) (@) (@) (@) X
X (@) (@) X
MS Windows password change X o o o X
X X (o} (@) ()
X X X X (@)

LDAP/NDS x o AD only o LDAP only
oS o XP/2000/ CE| MS OSes XP/2000 X
Windows o o o X o

© 2004, Cisco Systems, K.K. All rights reserved.




EAP
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LEAP EAP-MD5 EAP-TLS Cisco PEAP | EAP-FAST |MSFT PEAP
Cisco ACS o o o o o o
Windows SAM o X X o o o
Windows AD o X o o o o
LDAP X X o o o X
Novell NDS X X o o o X
ODBC o o o o o o
X X X o X X
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