Y
CISCO.

RIAk R—/8—

JO—K/NA\VRK H—EX TAan/E—~DA/INLIYUED

S EDFHE
LI

RRAE, UETEEEDRBELDEEZONTOELEA, BETIE., /04—Rybk 2—HET
A—FRNUF H—EX TANAE—ICHBE5Z 5 FAEMBLE>TVET . BEAMDV /LR,
T—L. BLUFALMDOREFFTROZITKREEY LIFSNRTOET A RNNLETRTOSY
A—Fyb A—HFICEBRFELITEENIZEEL. TOF IR YILITT7 TRTSLD &S
BREMEV)1—a A FELLGEN O SYBRTIEELEREVZFET . R/LIEK K2
DEIIAT=HWFRELEAYE—DT E A—LDRZEREHSNSEDH, 2—HFI(TEoTIEIN
HDIEEHYET

REOFMEDEZHWZ T, RANALFLI—FEH—ER TANAE—DOWAIZEEESZFT,
T249 07 IFEIRICKY . A—UAGHEILTLVDE, ILDOYE I—RBEONRRT—RLGRENDEE
HEANEREEFTN. ERNEEEEZFTEET T BRETITA/1—BKVET T R
/XL (% Distributed Denial-of-Service (DDoS; 8B —ERER) T—Cz o Mel . BEDOH
50—F DAV RERZETIARMEIHYET . —ER TANAF—ZELTIE, R/VAIK E A—
U H—RIZEEEMNF, ERD E A—)L AvtE—CDREEEZEEF-IZIEETIERELYFE
T o INITKY, BEIBEAEESN . BRIEMIC. Y—EX TANAE—IE RINLIZE>TEENT
LESERDA—NEYR—IT 5. IRLERALTEREZEMEI 2 BHBYET . F
oo 31— POTAETADBRT T4 SN  H—ER FONAF—BRR/ILDEETELTT
SYTYAMIEEONTIGE . RISLANY—ERFIEDSIERITLREAREELHYET, Thit.
TMBANRAUNGEEESEZAFT . BREOBLOVTIETOITA—RNAURIMAZBER/HREICELT,
RINLDZFEETELTOEY X, —ER TAONAE—(ZESTERICRRFELAYVET,

H—ERZFEDES

RKEDQI—H (I RINLADREEBEZVNDDADLN, FLIEBBHEEZATOWETN. ZOIL—L4A
IFY—ER FONAFE—CRITONET, [ECHDELNDINDRETIEA, RNLZEIEHT
IFLLVEWSRIEN—HEHITY , Gartner Group DIAEIZEZE. 74 IR—EVFDEEM.
Internet Service Provider(ISP; 4> 4—3wk H—ER TONAE—) [CR/INLDFEEEEET
BERELHDEEZATNETE A—IITHTET(NE) VT ELVRNLRET /O —DH#
HIRRBEBIZHDIZELDHLT, —RER—L 2—FPd/h-hBApEL—H(E H—F
R FANRAE—H E A—)LDSDR/IRLADBREFRIET A EEHFLTVET . COKS5HI1—
FlE, RLTELGESHRTIEHYEE A, PC Magazine 12&5 &, AOL I+ THEH 250,000
DANLEAEDEBENFELONTLET,

RNLIE, BEREICEY N DBBIMISH LT 5 —ER TONSFE—[TEoTIF EDPRR Fro
ATHHYFEYT  R/NLZFAESERL ISP (L, i ISP IIAE DEKREELZITTHEL R84
IS —EZANSH-HINBEEEAH T ZELTEET, Gartner Group 1§ RFDAETHREE
TROESHELTLET,

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 9



BRIk R—/3—

o RANLDZEHZRST-HIC. 36 N—EUrDI—F M ISP DYIYBEZEZEZTLET,
o 24 N—EURLDOI—HH, R/ILETAVITEHOITEEELSTEIMELLNEEZ T
E A

FUOFRINL FOZAIL PISAT ORI T84

AB—F Yk AZ1=F«lE. H—ER TANAE—MNRIRLICHET B EEHMBFELTCVET, 7
DFRINL TOZAIL TIATORE, FiZEEERARL. R/NLABBIIHOT 51202032 =
TFAADBAZRLTVET . —ER TAONAA—DEBRERRIZ. WHDOHREIF LT,
ROEHGREZLTVET,

o BENFELIOVELI—F(JUE) DRELIRIE
o EA—ILDEERT T4y I~ADL—F VIVEDRE
o BEMESRATLOFSR

R LR OFFT

FE—HRDR/INLEEFE. BSD E A—)L FTHIUEDOETF~HEED E A—)L Aytg—
EREETHEVSRBEMLGTIO—FEFERALTVELZ, ¥—EX FTO( 4 —fILEHRIZE
M BELT. VDTSV URMEERL., FEICRELELZ, Y—ER FA(4—IF,
A—ILDE. HRITEAVE—CDRH. BEUA—FOEFBICE SV TR/NLEEEHTEL. B
BRI TEDRMER)—%FERALT. ZOEFERINT—IM BRI LELT .

RIRLEFBE EZBITH—TY A=)l FOXIEFEALLHLLARICUVEZ L. A—7
Y A=) TRFVIEF EDESERVET—Y FRLANLDERLZ T AN Y —/ATHY. i
DAYLT—9 FELANLIFEEERZAGMENELTHBELE T, ZIEB (BLUNETHRY
FI—9 AVTSRLSOF V) DDIE R/ISVL AvE—DF A—IL TOFOMLRELTINSKS
ICRZ51:=6H. EEEDERENRMICETIENTEET , Y—ER Ton(5—l&, R/ L%E
EELTOBEBHMDA—)L H—/\ZDVT. 2 BODT SV RREERLTRIELEL Iz, H—/3
DTSVPYRAMIRHL T, R/INLEH (T, R/L VY UE LW KU S ELRE R ZERRELELT.

ANLEEX, REIATVEVIVEL—RTFAADARET OIS LERSESE, VE—F 07
VRIZEDTREDA—HYMNERETICR/NLKBERIRT 5KL3CLELEz, ZOKIHKREIC
I%.DDoS WE(Z P -HFMMHYET ., SHOILUMODHEICKY, KEDZIETERELE:
Y. EFROI—HEEIASIETIILHEWNHEEREEZRITLIZY T 2ONEEFI AR ATEEIC
TYES,

JoE ERENhT- PC

AL YUEF, ChETICHEESN RN LREAEZDSETHEVIKELEGLRLDTY,
REDTA—KNUR Ry T—JE IV UEDEEEZ(HOITES>TULVET, Chld, 2<
DA—HYHRRYNT—D([TEREHL. ANLZEEAEXF 17 TEENVIVELI—2FRELTH
BIMEESZTNSEHTT,

VUPIRERGHBETHY., CORMBIIALD2HYET . ERADOEMRIL. TO—KNAUFR
Iy —HTREELI: PC QRIS (FD<EL 1 /18— THY . 10 18— O ATEEE S H D
EHFELTWET (JUE AHZXLDOEMBIZONTIE. B 1 OIJUEIZLRHEREI1ZSR),

" I Antispam Technical Alliance Technology and Policy Proposal1Version 1.0, 2004 & 6 B 22 H

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 9



BRIk R—/3—

BETXTTOR/NL YYEDTOYY
BREDRNLFLEAN=ZZXLICERENTTRIBETHHEELT ANLEFENR/INL YUER
BIRLTULKIZDON T, A28 —Fyb O2a=Tqld. BRELEFT -0 OH-LEHEERH
LTRTDREIASNTNET, TO—KNUE H—ER FTang 48—, TSIV AR, Ay
t—L TERMDH. TR T EVNSEBREORNALRRLET/00—ZFRAL T, R4
AytE—UMNA— L G—NRIZBWEBRETI VRV T L BIBRTS2EETEET LML T
A—RNUR H—ER AN F—RREELLTWDDIE. VUEIZEYERENT= E A—IL Ay
T—UMNTE—RNUR POER RybD—IDBEESN, FEESNTzA—IL Y—/RIZEET S
DEHSCHRNGEY)1—230TT, ZOESEY)a—avEFAITNIL R/INLEFITEST
BEHRNL YUEDRAEREILETEET, R/SAKEE, IP FRLAEERICEETTIZHO
BETHORELES,

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 9



BRIk R—/3—

1 VLEICKBHMERE

HEWZomEis A virus orTrojan horse enters the personal computer in one of numerous ways such as
e =5 n.%;l e-mail attachments, improperly secured Internet ports, or operating system flaws. When

Attack the zombie infects the target computer, it sends a notification message to the spammer
and remains dormant until activated.

Infection ]

When a sufficient number of zombies are in place, the spam controller initiates a spam
campaign by first activating the zombies with a wake-up command. the command
includes the content of the spam e-mail and a separate list of target addresses for each
zombie.

Activation |

Each zombie then initiates the bulk e-mail transfer to its addresses by acting as a simple
mail transfer protacol (SMTP) relay. A large number of spam zombies are used to stage
a coordinated campaign of spam distribution. In most cases, individual users are
unaware of the presence of the zoambie during all phases of the operation. After the
distribution phase, the zombie goes inactive, awaiting a new command.
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In conjunction with several of its service provider
custemers, Cisco identified several distinctive patterns
indicative of zombie attacks. By monitoring these
patterns for service provider customer during a typical
24-hour peried, Cisco discovered the following:

+ 1 percent of subscribers generated more than
1000 SMTF sessions

+ (0.1 percent generated more than 10,000 sessions
{refer to graph}

To validate the suspected spamming aclivity, Cisco then
compared the list of high SMTP session users

te published spam listings. Many of the +1000

group— and virtually all the +10,000 group—were listed
as major spammers.

Bubseriber E-mail Session Breakdown
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