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. Security Configuration
Configuration Steps _
The following canfiguration settings are recommended by Cisco to secure your router.
Overview |v Disable SNMP services on your router

: = Thiz will disable SKMP services on your router.
Basic Configuration
| Disable services that involve security risks

LAN IP Address
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[v Enhance security on router access
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Security Settings ;
This will configure S5H for router access, set the banner, enforce a minimum
Summary password length, and restrict the number of unsuccessiul login attempts.

[v Encrypt passwords

Thig will encrypt all passwords onyour router by enabling Password Encryption
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This will synchronize router date and time with the date and time on the PC.
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