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Cisco 5DM Express Wizard

. Security Configuration
Configuration Steps _
The following configuration settings are recommended by Cisco to secure your router.
Overview v Disable SNMP services on your router

_ _ z This will disable SKMP services on your rauter,
Basic Configuration
v Disable services that imvolve security risks

LAN IP Address

This will disable active services such as Finger, PAD, COF etc.which may make

DHCP wolr rodter wulnerable to security attacks.
[+ Enable senvices for enhanced security on the router/network
Internet (WAN) o _ _ o _
Thiswill enable Looding and other services, which will enhance the security on
Firewall the router.

[+ Enhance security on router access

» Security Settings .
This will configure S5H far router access, setthe banner, enforce a minimum
Summary pasgward lenath, and restrict the number of uhsuccessiul login attempts.

v Encrypt passwords

This will encrypt all passwords on yvour router by enabling Password Encrvption
SErices,

v Synchronize router date and time settings with PC settings

This will synchronize router date and time with the date and time anthe PC.
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No Service Password Recovery

HTTP Inspection Engine
VRTL AXT YT — EALS RBELDYRE

Quality of Service (QoS; H—E X
mE) B

Weighted Fair Queuing (WFQ; 1% {t¥a1—a>7%)
Policy-Based Routing (PBR; R & — RXR—ZX JL—F 4> %)

EIEHRE Cisco SDM

Cisco CNS 2100 Intelligence Engine ®#R— k

Cisco Service Assurance Agent (SAA)

Telnet, SNMP (B ® v FD—92E®TOka)L), CLI, BLUHTTP 8
R AUX R— b EZN LN ETLICKE T IRV FER

RADIUS & & U TACACS+

© 2006 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 5 of 9



&4 Cisco 851 JL—4 @M WLAN #EE (Cisco 851W)

BhE B

WLAN N—FK9zx7 + 802.11b/g

802.11b/g DEBIL — ~BR

N7 UTF (BRYSLFH)
EMREEFE : 1 Mbps (320 7 4 — )
WECA HEZER %

FIAIE FUOTFH T4 1 22dBi

AN—Ty FrELFHEEA T 3 v ORKE

VI b T TERERREGEEED

802.1X

802.11i (FERDOVIb+bIz7 VY—RTT7yvTIL—KaHE)
Wi-Fi Protected Access (WPA)

Cisco LEAP

* PEAP

EAP-TLS

EAP-FAST

WLAN V2 b x 718

WLAN +5 2V 5 ¢ #8E

RETF 49 EFVHE AF 2 v Y Wired Equivalent Privacy (WEP)

Temporal Key Integrity Protocol (TKIP) /Simple Security Network (SSN) &&1t
MAC Z25E/ 7 1)L &

LEAP 2R L I-Ffia e 0 —hIILBEADI—Y T—42~A—X

BRI ATV DBOHIR% K EFTHE

BRIV SATURDORADIUS 7HO VT 4 VT EREMARE

Pre Shared Key (PSK) (WPA-SOHO)

SSID 10

#E42 VLAN 10

®&5 Cisco851 )IL—AM/N—FK ™y 7Hee

BiRE L]

77+ DRAM 64 MB

&KX DRAM 64 MB

FI2+Ibh 7592 AEY 20 MB

BKI7ovda A&Y 20 MB

WAN « Cisco 851 : 100 MB 1 —H 3w

LAN R A v F BE1Y 0 R+ —/\—FH OB E#H%HE MDI/MDX (Media Device In/Media Device Crossover) {2z 1=.
4 7R—k 10/100BASE-T R A v F

802.11b/g WLAN FFoav

avy—ijLR—F RJ-45

© 2006 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 6 of 9



HRe

LED
ST T EREE
R

B
PPP. VPN. WLAN. LAN

2 =/\—%)L 100 ~ 240 VAC

YR—rEhTWVEF—4 L—F 1. 2. 55, 6. 9, 11, 12, 18, 24, 36, 48, H KU 54 Mbps

ZERE

802.11b

-94 dBm @ 1 Mbps
—93 dBm @ 2 Mbps
—92 dBm @ 5.5 Mbps
-90 dBm @ 11 Mbps
802.11g

-92 dBm @ 6 Mbps
—90 dBm @ 9 Mbps
-89 dBm @ 12 Mbps
—87 dBm @ 18 Mbps
-85 dBm @ 24 Mbps
—-81 dBm @ 36 Mbps
—76 dBm @ 48 Mbps
—73 dBm @ 54 Mbps

BAGEEMEAEEN T RABARERF., BHICEIE, FrRLBLVY—TavILItERYET,

TEELUVER

Eh

802.11b 1y : 80 mW (19 dBm). &AfE (FCC) : 245 mW (23.9 dBm)
802.11g 15 : 50 mW (17 dBm)

IEC 61000-4-2 : 1995, ESD (BHERME) 1285122 =T 1

IEC 61000-4-3 : 1995, E{REREHRICHT HM 22 =T«

IEC 61000-4-4 : 1995, BRI T 7 A+ SV Pz MIRTEHMZI 22T«
IEC 61000-4-5 : 1995, BARL Sz b (=) IT/TEHMIa=F«
IEC 61000-4-6 : 1996. EMREAREHHETICHT S A2 =T«

IEC 6100-4-8 : 1003, BR/BRMHERICHT DM a =T« (—RILGS R aIBFICTBERAS
L)

IEC 61000-4-11 : 1995, BET + v 7. BEER. BT 5432 =FT«

FUTF AR 2EBEHEOTE (BE XIE X 8{T) : 50.8 X 260.4 X 231.9 mm
(2.00 x 10.25 x 9.13 4 ¥ F)

ToTH ARV EEEROTE (G xEXHRIT) : 50.8 x 260.4 x 215.9 mm
(2.00 x 10.25 x 8.50 1 > F)

BEE :0954kg 210KV R) (FUoTHEEFELLY)

AC AAEIE : 100 ~ 240 VAC
JEiR%L - 50 ~ 60 Hz
RAHAEN 26 W
HABE:5VELUL 12V

© 2006 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 7 of 9



HRe s
BESLUEEN

UL 1950/CSA 950-95. Third Edition

« IEC 950 : Second Edition (Amendment 1. 2. 3. & U 4)
« EN60950 : 1992 (Amendment 1. 2. 3. H&U 4)

+ CS-03. A7+ 4 Telecom Ef4

» FCC Part 68, K[E Telecom E#

AS/NZS 3260 : 1996 (Amendment 1, 2. 3. H&U 4)
ETSI 300-047

TS 001 (Amendment 1)

EMI (BRHLIKTF5)

AS/NRZ 3548 : 1992 7 5 X B

CFR47 Part15 75X B

EN60555-2 ¥ 5 X B

EN55022 ¥ 5 X B

VCCI 23 R Il

ICES-003. Issue 2. 735X B. April 1997S
IEC 1000-3-2

CERTIFIED
DR « RERE - 20 ~ 65°C (-4 ~ 149°F)
« REIRE : 5~ 95% HXEE WELLGWLI L)
« BEBE 0~ 4,570m (0~ 15,000 7 4—k)
- BEREE - 0 ~ 40°C (32 ~ 104°F)
« BIMEIERE - 10 ~ 85% HXIEE (RTBLAWLI L)
« BEEE - 0~ 3,000m (0~ 10,000 7 4 —F)

8
L

IR
% 612, Cisco 851 /L — X DHEFHREZTRL £, v A OAFTIEOFEMIT, [FEHIE] 28R TRV,
#&6 FEER

HEES e

CISC0851-K9 Cisco 851 Ethernet to Ethernet Router

CISCO851W-G-J-K9 Cisco 851 Ethernet to Ethernet Wireless Router (BZ)

X @ Cisco 851 MEHL— X OEREHE BN O LTFIE, AR BEHICBET 2 HHICEE Uizt o T b xR L T (=
AHA),

© 2006 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 8 of 9


http://www.cisco.com/jp/product/how_to_order.shtml

VIrzF7OFEOvA—F A&
CiscolOS Y 7 b =T %X v u—K335(21%, lCisco Software Center] &ML T2 &0,

F72 CiscoSDM Y 7 F 7 = TIZHOWTIE, AFO URL 2L T 7Z&E W,

http://www.cisco.com/jp/product/hs/routers/crsdm/

HY—EXBLUHR—F

VA, BEHKORINEHENRLOICTH2D, SFEIERF LV —EX T eI A2HAELTWET, Zhbod—F
A, AT, TaER V= R= R F—EETNENIHA G DR TR S, BEENSBWVIMEZZ T T ET,
Xy N =7 ~OEEERKCTHZ L2 vy NV —7@REREILL XY N —2 AT )V x AL H LR
FED TNWEEL DIV A0 —E A EZEOBHEL T I, —E R 2O TOFEMIZ, LLTFO URL 22 T 72
AN

o TU=ANYR—F B

e Y—ERTBsT A

B E R

Cisco 851 ¥ =7 7 u— K NV KB I OEHRL—Z OFEHIZON T, BLFO URL 5L TLZEW,

http://www.cisco.com/jp/product/hs/routers/c800/c851/

©2006 Cisco Systems, Inc. All rights reserved.

Cisco, Cisco Systems, F3LU¥ Cisco BT 1K [E B LU DM DEIZH31F 5 Cisco Systems, Inc. O RiHE £ XX EXGHE TT,
ZOXETHALEL, V—ERITT, TNENOFTHEE ORI, —tA~v—r, B, g —ex~—rT7,
OB ENTALRIT T ERLE T T D5 51OV ET,

Cisco SYSTEMS

06.10

DRAVAT LAG%A SN
T107-0052 MR AR FRIR2-14-27 EFRFFIRE JLRE
http://www.cisco.com/jp

BEWEDLE R (RT3 aV8IE—)
http://www.cisco.com/jp/service/contactcenter
0120-092-255 GEEEFHEF)

EEEZ{TEER : £ 8 10:00~12:00. 13:00~17:00


http://www.cisco.com/public/sw-center/sw-ios.shtml
http://www.cisco.com/jp/product/hs/routers/crsdm/
http://www.cisco.com/jp/product/hs/routers/c800/c851/
http://www.cisco.com/jp/service/tac/
http://www.cisco.com/jp/service/contact/

	データ シート
	小規模オフィス向けルータ Cisco 851
	製品概要
	適用アプリケーション
	機能と利点
	まとめ
	製品仕様
	発注情報
	ソフトウェアのダウンロード方法
	サービスおよびサポート
	関連情報


