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A Cisco on Cisco Case Study: Inside Cisco IT
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Default action will be taken in 4 minutes:10 seconds

Cizco Securty Adent; & problem svas detected, press one of the action buttons belaw.

Potertial worm propagation: The process 'DiDocumernts and Settingzihsaidihty

Q Documertz'emaildtachtest pifthaz read downloaded contert (file
DiDocuments and settingstheaidithdy Documentslemailatiachitest pif) and is
acceszing an email or netwwork related resource [heaidi wak).This iz considered
suzpect, To prevent further execution, choose 'Terminate’ below,

Yes Terminate
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"I"'I" Management Center for Cisco Security Agents ¥5.2

CISCO
Compliance

[ pcI Reguirement 1.3.9
Compliance - External Systems

O pcI Requirement 1.3.9
Compliance - Internal Systems

O pcI Regquirerment 10.2.1 - 10.2.4
Compliance

L] pal Reguirernent 10.2.1 - 10.2.4
Compliance Userstate Admin

O pcr Fequirerment 10.5.1 10.5.2
User State

Ol poI Eeguirement 10.5.1-10.5.5
Compliance

[l pcI Reguirement 11.4
Compliance

Events Systems Configuration Analysis Maintenance Reports Search Help

4 rules

5 rules

2 rules

1 rule

1 rule

3 rules

7 rules

iz necessary for the cardholder data
environment.

Installation of personal firewall
software reguired on any mobile ar
employes-owned computers with
direct Internet connectivity,

Installation of personal firewall
software required on any mobile ar
employee-owned computers with
direct Internet conneckivity,

Track and monitor all access to
network resources and cardholder
data.

Track and monitor all access o
network resources and cardholder
data (especially those with
administrative privileges),

Lirnit wiewing of audit trails to those
with a job-related need, Protect audit
trail files from unauthorized
rmodifications.

Limit viewing of audit trails to those
with a job-related need, Protect audit
trail files from unauthorized
modifications.

Metwork intrusion detection systems,
host-hased intrusion detection
systemsfintrusion prevention systems

tr rmasitor netwenrlec



I )a1—o3y
&

400 A —H(2&B/1Ovk

= Cisco Security Agent [C&BT7T)r—avDIEEHIRDZEDE
B (5 BEDEMHLT T r—avEFA)

L ZATHAZTN TS 10,000 D7 TV 7r—2av 2 TTORERITFE
A—FRIOEENDELGDLIITEELLGEA DR D —EE
- £HRHA
EHFMBANLDOURKXEICIBFTI VI
= 1200 DEERZ(ZH S REIREA D KA

BRI RBFIED -6, HERIGHEROBEIIES . dRY—/N\EDEE
[ZHIFR 9 B &R —IZBRER



Jya—v3>
h o T

= IS5 AR—X M Management Center (B T7kHx7)
TODYIL 7 DEM. X)) T4 R —DERR. 75
—rDEEWR. LIR—FD A RL

" PDEBRHIZIE 2~3 BRBINDE.2 ADIUOOZTOH L
= 65% DEFfEZ R

= |ETIE, FHLLKRD O —D W E L EE(Z Cisco Security
Agent DEBEDF=H.RAIT D 2 AOKEED 10% D
B i8] 0D A $0) 3R




AR

X2 T14D5EE

s IRBEZDOEIRIZHISTULV= 400 FRJILDaR AR

ik
s ZERIT)Y—RZE 12 ADTILFALEEENIS 1 A
LU (ZHILR

s BRI E STz /N TFHTIEEZHEIR

s EEOBLIICE#HEEZF-EALT. RO T AU
wItXxa)T4D=—XIZX I




ROARATVT
HFLvEx T4 R —%ERAT 5

) L—NTIAT4T7DFRZEET S

s FEOTIT)r—2av 3749 0%FRBIL. BRI EZE
EAB

= Windows Vista PC T® IPv6 D{ERZEWLEIET S

s FHLWEX ) TABINEIIET 50, 7T r—ay
DiIxHFEVICE T HIFMESHICINET S




FOMDESHRAYY2a—230IZxd 5 A 1T DEFHFEIL.
Cisco on Cisco 9T H A MBI ELIEELN,
http://www.cisco.com/web/JP/ciscoitatwork/index.html

NI
CISCO

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems, Inc. Cisco Systems International BV
170 West Tasman Drive 168 Robinson Road Haarlerbergpark
' ' l l ' l I ' ' San Jose, CA 95134-1706 #28-01 Capital Tower Haarlerbergweg 13-19
USA Singapore 068912 1101 CH Amsterdam
c I s c o WWW.CISCO.cOmM WWW.CiSCO.com The Netherlan(_is
™ Tel: 408 526-4000 Tel: 4656317 7777 WWW-eUrope.cisco.com
800 553-NETS (6387) Fax: +65 6317 7799 Tel: +31 0 800 020 0791
Fax: 408 527-0883 Fax: +31 020357 1100

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

g» ©2007 Cisco Systems, Inc. All rights reserved. CCVP the Cisco logo, and the Cisco Square Bridge logo are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a service mark of
‘OCisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDPR. CCIE, CCIP. CCNA, CCNP, CCSP, Cisco, the Cisco Certified Internetwork Expertlogo, Cisco IOS, Cisco Press, Cisco Systems,
Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, |I0S, iPhone, IP/TV,
iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networking Academy, Network Registrar, Packet, PIX, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet,
StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does notimply a partnership relationship between Cisco and any other company. (0704R)



