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Cisco Integrated Services Routers: The Value of Integrated Security For
Small and Medium-Sized Businesses

Networks have evolved from closed infrastructures to integrated systems that enable organizations to work more closely
with employees, partners, customers, and vendors worldwide by connecting and automating business processes and
applications. Bringing applications to the Internet has had a dramatic impact on productivity and profitability — but it has
also increased the risk of attacks.

Security breaches can occur from a wide range of sources, including a company’s own networked PCs and servers. New worms and viruses are
targeting network endpoints. This is of particular concern to small and medium-sized offices, which often have limited IT resources to combat

these challenges. Cisco Systems® prepares organizations for attacks by helping them build self-defending networks with dramatically improved
capabilities to identify, prevent, and respond to threats. An important component of the Cisco” Secure Network Foundation and the Cisco Self-
Defending Network is the new generation of Cisco integrated services routers. These routers are the first to deliver secure, wire-speed data,

voice, video, and other advanced services to small and medium-sized businesses and enterprise branch offices.

This white paper focuses on the changing security landscape and the embedded security features of Cisco 800, 1800, 2800, and 3800 Series
Integrated Services Routers. Market trends point to growing customer demand for concurrent integrated services in small businesses; this paper
outlines the value of integrating security within the router. It also illustrates how the Cisco Smart Business Roadmap and a unique systems

approach from Cisco effectively address security challenges today and well into the future.

This paper is not a technical deployment guide. Rather, it explains how Cisco is merging best-in-class network security technology with more

than 20 years of routing expertise to redefine network security and provide customers with end-to-end network protection.

Unprecedented Network Security Challenges

Whether from internal or external sources, early network security threats were slow-moving and easier to mitigate. The first generation

of security challenges in the 1980s — boot viruses affecting individual computers and networks — took weeks to spread. In the 1990s, the second
generation of security challenges, including macro viruses, e-mail viruses, denial-of-service (DoS) threats, and limited hacking attempts, could

spread in days.

Today, the speed and sophistication of network security breaches and destructive attacks continues to increase. Threats blending Internet
worms, viruses, and Trojan horses spread across the world to multiple and regional networks in minutes, resulting in widespread intrusions and

costly damage.

The High Price of Network Security Breaches and Attacks
Average losses per security breach:
o Theft of proprietary information: US$30,933,000
e Downtime and damage from viruses: US$42,787,767
e [nsider abuse: US$6,856,450
e System penetration by outsider: US$841,400
e Denial of service: US$7,310,725
e Unauthorized access: US$31,233,100
Source: CSI FBI Computer Crime and Security Survey 2005
Cisco Systems, Inc.
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Legal Obligations Require More Due Diligence

Compliance with a growing humber of government tations and standards has also prompted compankasigter their network security.
These regulations and laws were created to enlwarstemer privacy, national security, and public pany accountability. Examples of these
regulations in the United States include the Helalslurance Portability and Accountability Act (HIRRin the healthcare industry, the Gramm
Leach Bliley Act (GLBA) in the financial servicesdustry, and the Sarbanes-Oxley Act in the accagritidustry. The European Union's
privacy legislation, the Directive on Data Protentirequires that transfers of personal data téeenly to non-EU countries that provide
acceptable levels of privacy protection.

Growing Demand for Secure Routers

As security and privacy concerns continue to eseat®d does the need for innovative security smhsti An article irBusiness Communication
Review states that while many people have been watchimgehburity appliance market with great interesty tend to overlook the extent to
which security is actually deployed through routamg switch€'s It also notes that just as distributed Intermetrectivity and the need for
companies of all sizes to secure their networkselthe integration of multiple security technolagieto single products, these same factors
also drove network product manufacturers to int@gsacurity into routers and switches. An Inforetitudy referenced in the same article
reported that the percentages of respondents plgnaideploy security appliances and secure rouwters roughly even.

As seen in Figure 1, data from Infonetics Reseaugports the fact that the secure router markehepgis fast-growing. A recent article
stated that growth in the secure router segmettt, inderms of units and revenues, was positiveuBerouter revenues on a year-over-year
basis grew by 121 percent to US$803 million in 260% shipments nearly tripfed

Figure 1.
Trend Toward Purchases of Secure Routers
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Evolving Security Solutions From Cisco

Security solutions are evolving to meet changirgusty requirements, and Cisco continues to sestardard with best-in-class security
solutions. Today, Cisco embeds network security the hardware of every integrated services randroffers end-to-end protection with
Cisco 10S Software feature sets. Cisco integrated serviogiers interoperate with Cisco 7200 Series and CiS€d aggregation routers,
which share the same comprehensive Cisco I0S Sefthdvanced Security feature set.

1 “Enemy at the Gates: The Evolution of Network Security,” Businesar@unication Review, December 2004, Jeff Wilson
2 “Secure Router Market More Than Doubled in 2005” (internetnews.comu&mgt2006), Matthias Machowinski
Cisco Systems, Inc.
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Value of Integrated Security Solutions on the Route  r

Integrated security is a foundational element ef@isco Self-Defending Network. Cisco router-basgegrated security solutions use market-
leading Cisco firewall and intrusion preventionttealogies, combining Cisco IOS Software functiond 8AN and WAN connectivity with
world-class security.

Integrating Cisco I0S Software security directlyoithe router offers many benefits. It uses theteg network infrastructure, helping enable
new security features on the router without depigyadditional hardware. This reduces the numbeiewices in the network, lowering

training and manageability costs for an overalldowotal cost of ownership (TCO). Router networkduies are also covered in existing router
Cisco SMARTNet maintenance contracts to further ease manageabilit

Integration provides the flexibility to apply seityrfunctions, such as firewall, inline intrusionegpention, and VPNs, anywhere in the network
to ensure the best defense against security thiRatger-based, switch-based, and appliance-basetidns combine to offer end-to-end
protection throughout the network. Integrating sigulirectly into the router also protects netwgkteways, because routers are the first
points of entry into the network. This allows dgpttent of best-in-class security functions at athepoints into the network, which are

logical places to secure the network.

Security on the router not only protects the firsint of entry into the network, but it also talke/antage of the intelligence of the router as a
“trusted handler” of the traffic, integrating maadvanced security, quality of service (QoS), anding features. At the router, security
information can be shared and a fast, accurat®nsspto a threat coordinated, helping to ensure hégwork availability. And integrated
security protects the router itself, while creatiline of defense against attacks targeted dyrettthe network infrastructure, such as
distributed DoS (DDoS) attacks.

Many third-party point product security solutionefect specific aspects of the network, but fewohs can secure the entire infrastructure
by securing all points in the network in the wagttthe Cisco portfolio of security solutions can.

Value of Using a Systems Approach

Small Office High Availability

Cisco offers a formidable suite of capabilities fioaintaining high availability. Designed for alwagscessible networking, Cisco end-to-end
perspective provides IT organizations with a masilg deployed, maintainable, self-defending neknamchitecture. The integrated services
router further strengthens this approach by progidhe simultaneous use of more interfaces andriestvhile increasing performance of
multiple, concurrent security, management, andgiatigon services.

Cisco integrated services routers offer officesmprehensive solution for high availability thatninizes network outages and helps ensure
nonstop access to the most business-critical aifaits. Cisco focus on integrating new infrastreeervices with performance enables
companies to create networks that are more inggitigesilient, and reliable — today and in theifeit

For more information about Cisco high-availabiltylutions for small offices, read the white pagstaximizing Availability in the Branch
with the Integrated Services Router” h#ip://www.cisco.com/gol/isr
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Performance

Using a systems approach, Cisco integrated sercocgsrs provide appropriate WAN line-rate perfonwe This means that if customers
enable additional services such as voice or sgcyarformance does not fall below the speed ottreesponding WAN interface. Integrated
services routers are optimized to run concurremices with the appropriate CPU power, and CPUHSitee services, such as VPN, are
offloaded to dedicated accelerators.

Mier Communications, Inc. (Miercom) independentéyrified configuration, operational, and performaaspects of the new Cisco integrated
services routers. Miercom attested to the perfoomanf these systems during concurrent provisioniigiportant high-level network services
to a busy branch office, including stateful Cis@slFirewall and Network Address Translation (NARjrusion prevention, voice over IP
(VolP), and analog telephony services, while urdiavy data transport. The tests also verified ssarance of quality voice services under
heavy transport load. In particular, the tests icordd the ability of the Cisco 3845 Integrated $=% Router to load a T3 IP-WAN link and to
employ the Advanced Encryption Standard (AES), WitSecurity (IPsec) VPN, over a full T3 link o&ffic. Miercom also tested the Cisco
2851, 2811, 2801, 1841, and 1812 wireless intedrseevices routers, as well as the Web-based Gsaber and Security Device Manager
(SDM) application.

To access the full Miercom summary reports, Vifiib://www.miercom.com

“Our tests prove the Cisco 3845 simultaneously sust ains full T3 WAN rates for multiple applications. |  ts embedded
cryptographic processor handles both 128-bit AES an d IPsec VPNs with ease, concurrently delivering fir  ewall,
intrusion prevention, QoS, and data routing at maxi mum WAN-link speeds. Additionally, an impressive 72 streams of
voice traffic, including transcoding, voicemail, Au to Attendant, fax, and Survivable Remote Site Telep  hony, were

handled with no performance degradation in the Cisc 0 3845.”
—Ed Mier, President, Mier Communications, Inc.

Intelligence

A systems approach begins with a single, resifdaform such as the Cisco integrated servicesrobtit it must extend beyond a “one-box”
approach and combine packaging with intelligentises. When working together, intelligent servioffer tangible benefits such as Dynamic
Multipoint VPN (DMVPN) to enable dynamic tunnelswwice and video-enabled VPN (V3PN), as shown guFe 2.

Cisco Systems, Inc.
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Figure 2.
Secure, Toll-Quality IP Telephony Using DMVPN, V3PN
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Requirements Benefits

= Mesh Configuration, Hub-and-Spoke Simplicity = Ease of Management, Configuration

= Wire-Speed Encryption = Traffic Throughput with Encryption

= Voice and Video Prioritization = Toll-Quality, Jitter-Free Voice and Video
= Bandwidth Conservation = Setup of DMVPN Tunnel when Needed
= Concurrent Services VPN = WAN Hacker Security, Lower Costs

= Secure RTP = LAN Hacker Security

A systems approach weaves voice, security, rouéingd,application services together so that prosdsseome more automated and more
intelligent. The results are pervasive securitthimnetwork and applications; higher QoS for datéce, and video traffic; increased
time to productivity; and better use of networkogses.

A Strategic Approach to Growth

Small and medium-sized businesses need to praotddudly utilize their network investments and make most of limited support resources,
at a pace that's right for them. The Cisco Secwawdrk Foundation is a flexible and scalable waintplement security levels and advanced
applications. The Cisco Secure Network Foundasaamdore step in the Cisco Smart Business Roadntagh provides a structured, planned
evolution path to help organizations take advantigeday’s business opportunities and maximizeldhg-term potential of their technology
investments. Using the Cisco Smart Business Roadmeginesses can work closely with Cisco and witt&partners to plan for future
growth, simplify technology adoption, improve depitent time, and reduce overall costs.

By combining best-in-class software and applicationone platform, customers can:

« More quickly deploy basic and advanced services

* Manage these services using common tools and acesf simplifying operations

« Increase network security by minimizing the numbieseparate boxes that need to be secured

« Take advantage of existing and future interfacesraiwork modules that speed data delivery andHaedware for new applications
« Troubleshoot faster, “spare” easier, and trairf stafre quickly to reduce operating costs

« Take advantage of bundled packaging and servi@eawnts to reduce capital costs

Cisco Systems, Inc.
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Distinguishing Security Features of the New Cisco|  ntegrated Services Routers

Cisco 800, 1800, 2800, and 3800 Series Integradedc®s Routers ship with the industry’s most caghgnsive security services, intelligently
embedding data, security, and voice into a singkilient system for fast, scalable delivery of siog-critical business applications. Cisco
incorporates security into every integrated ses/iceiter by making hardware-based encryption alarainfeature. This built-in, hardware-
based encryption acceleration offloads VPN prosetserovide increased VPN throughput with minimngbact on the router CPU. If
additional VPN throughput or scalability (for exaepnumber of VPN tunnels) is required, optionalN/éncryption advanced integration
modules (AIMs) are available.

The Cisco Self-Defending Network offers four cateég® of protection that apply to the new routensst and identity, network infrastructure
protection, secure connectivity, and threat def¢Rigire 3).

Figure 3.
Cisco Integrated Services Routers and the Self-Defending Network
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Device Management

Cisco Router and Security Device Manager (SDM)

Every Cisco 800, 1800, 2800, and 3800 Series; (1268 Series; and Cisco 7301 Router comes withoC3&M, an intuitive, Web-based
device manager (GUI) for deployment and managewie@isco routers. Cisco SDM helps enable easy raatefiguration and monitoring
through the use of a startup wizard for quick dgplent and router “lock-down.” It provides smart aiids to help enable security and routing
features, Cisco Technical Assistance Center (TAfpr@aved router configurations, and subject-rela&gdcational content.

Cisco Systems, Inc.
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Trust and Identity
Trust and identity services allow the network tteliigently protect endpoints using technologieshsas Network Admission Control (NAC);
identity services; and authentication, authorizatend accounting (AAA).

Network Admission Control

NAC is an industrywide collaboration effort led 8ysco to help ensure that every endpoint compligis metwork security policies before
being granted access. NAC limits damage due ts@g@nd worms by interrogating devices to seeif tomply with the latest corporate
antivirus and operating system patch policies lmeémcessing the network. Vulnerable and noncontgtiasts are isolated and given restricted
network access until they are patched and sectimes preventing them from being the source or tas§eorm and virus infections.

NAC and other integrated security services cannabled on Cisco 800, 1800, 2800, and 3800 Serissp@200 Series; and Cisco 7301
routers, with the Cisco 10S Software Advanced Segcuidvanced IP Services, or Advanced Enterprisevises feature sets.

Authentication, Authorization, and Accounting

Cisco AAA network security services provide thenpairy framework to set up access control on a rauteaccess server. With AAA,
administrators can dynamically configure the typauthentication and authorization they want orealime (per-user) or per-service (IP,
Novell Internetwork Packet Exchange [IPX], or vatyrivate dialup network [VPDN]) basis, using nadHists that are applied to specific
services or interfaces.

802.1x

Standard 802.1x applications make unauthorizedsadoeprotected information resources more diffibylrequiring valid access credentials.
By deploying 802.1x applications, network admirgsirs also can effectively eliminate the possipitif users deploying unsecured wireless
access points, addressing one of the biggest ammoéeasy-to-deploy wireless LAN (WLAN) equipment.

USB Port/Removable Credentials

Cisco integrated services routers were designduintégrated onboard USB 1.1 ports, which can leel ts enable important security and
storage capabilities. With these capabilities,rtheers can enable secure user authenticatiorg storovable credentials for establishing
secure VPN connections, securely distribute conéition files, and provide bulk flash storage foesiand configuration.

Network Foundation Protection
Network foundation protection secures the netwgiast attacks and vulnerabilities. Examples inel@entrol Plane Policing, AutoSecure,
and network-based application recognition (NBAR).

Control Plane Policing

Even the most robust software and hardware ar¢hiteés vulnerable to DoS attacks, which attempidaalyze a network infrastructure by
flooding it with worthless traffic. To block thesad similar threats camouflaged as specific tyfesotrol packets directed at the core of the
network, Cisco I0S Software includes policing fuoes that limit the rates of traffic destined fbetcontrol-plane processor. This feature,
called Control Plane Policing, can be configuredtmtify and limit certain traffic types eitherropletely or when above a specified threshold
level.

AutoSecure
A feature of Cisco 10S Software, AutoSecure singgifrouter security configuration and helps redheerisk of configuration errors. The
interactive mode, suited for experienced usersnpts users to customize security settings and reeteices, providing greater control over
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the router security functions. The noninteractivedm automatically enables router security functioased on defaults set by Cisco and
recommended by the International Computer SecAsgociation (ICSA). A single command instantly dgafes the security posture of
routers and disables nonessential system procasdeservices, eliminating potential network segutireats.

Network-Based Application Recognition

NBAR is a classification engine within Cisco 10Sft8@re that uses deep and stateful packet inspeftiioecognize a wide variety of
applications, including Web-based and other diffitorclassify protocols. When used in a securitntext, NBAR can detect worms based on
payload signatures. When NBAR recognizes and @lessin application, the network can invoke sewvice that specific application. Cisco
SDM includes an easy-to-use wizard to enable NBA®Ralso provides a graphical view of applicatiaffic.

Secure Connectivity

Cisco integrated services routers provide seculesaalable network connectivity, incorporating ripét types of traffic. Examples include
VPN tunneling and encryption, DMVPN, Easy VPN, V3RArtual Tunnel Interface (VTI), Multivirtual RoetForwarding (VRF),
Multiprotocol Label Switching (MPLS), and securentexts.

VPN Tunneling and Encryption

VPNs are fast-growing forms of network connectiviéyl Cisco integrated services routers includdtkini hardware-based VPN encryption
acceleration that offloads the IPsec encryption\dRN processes to provide increased VPN throughthtminimal impact to the router
CPU. This feature supports IPsec, AES, Digital gption Standard (DES), and Triple DES (3DES) entioypwithout consuming an AIM
slot.

Optional VPN encryption AlMs are available for coamges that require additional VPN throughput ottauitity. These AIMs help increase
VPN performance while keeping the overall routetJdRBage low. Each AIM provides up to 10 times thergption performance over
previous models, as well as tunnel scalabilityc@imtegrated services routers also can use amatéstunneling technique that combines the
IPsec and generic routing encapsulation (GRE) pod$o The IPsec-with-GRE tunneling technique isimue Cisco solution that helps send
dynamic routing protocols over the VPN, delivergrgater network resiliency than IPsec-only solugidn addition to providing a failover
mechanism, GRE tunnels offer the ability to encrypiticast and broadcast packets and non-Interastc protocols.

Cisco I0S Web VPN

Secure Sockets Layer (SSL) VPN is compelling fongte-access security because it is transparehetertd user and easy to administer. With
Cisco IOS Web VPN, available on Cisco integratastises routers, companies can extend their secuezm@ise networks to any Internet-
enabled location, including home computers, Intekiesks, and wireless hotspots, enabling highgulepee productivity and protecting
corporate data while providing network access tongas and consultants.

Dynamic Multipoint VPN

DMVPN helps enable on-demand and scalable full-nvNs to reduce latency, conserve bandwidth, amglffy deployment. DMVPN
builds upon Cisco IPsec and routing expertise Ippstting dynamic configuration of GRE tunnels, I€sacryption, Next Hop Resolution
Protocol (NHRP), Open Shortest Path First (OSP#),EEnhanced Interior Gateway Routing Protocol (BRERCombined with technologies
such as QoS and IP Multicast, this optimizes latesensitive applications such as voice and vidédVPN also eases administration,
requiring no configuration at the hub when addieg/rspokes or when setting up spoke-to-spoke coiomsct
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Secure Voice

Media authentication and encryption features ordistegrated services routers help ensure thaewmnversations terminating on either
time-division multiplexing (TDM) or analog voice gavay ports are protected from eavesdropping. Tredible, scalable features provide a
secure environment for IP communications over a LoXNVAN.

Secure Real-Time Transport Protocol (SRTP) enciypitse conversations, rendering them unintelligtiblénternal or external hackers who
have gained access to the voice domain. As an BHE 3711 standard, SRTP is designed specificatllyda@e packets; it supports the AES
algorithm. Media encryption using SRTP is more lvaidth-efficient than IPsec.

Easy VPN

Cisco Easy VPN is an IPsec solution designed tpaimub-and-spoke VPN topologies with minimal effand high scalability. Cisco Easy
VPN simplifies provisioning and management of VRi\usons between Cisco PHéecurity appliances, Cisco VPN 3000 clients, anders
of all sizes. Proven in thousands of customer llasi@ns, Cisco Easy VPN uses “policy-push” tectogyl to simplify configuration while
retaining feature richness and policy control.

Voice- and Video-Enabled VPN

All Cisco 800, 1800, 2800, and 3800 Series; Cista07Series; and Cisco 7301 routers support V3P dilovides customers with an
infrastructure capable of converged data, voicd,\atleo across a secure, QoS-enabled IPsec net@ostomers can obtain the same
performance for voice and video applications ovetratransport as they would over an alternate WiAkK— securely and effectively. Unlike
many VPN devices available today, these Cisco re@ecommodate the diverse network topology arffictr@quirements of multiservice
IPsec VPNs. The end-to-end network architectur¢3#N takes advantage of Cisco security-enablecersutith Cisco 10S Software to
secure voice traffic.

Delivering toll-quality voice and video over IPS€PNs requires more than just encrypting traffigeiquires a blend of advanced multiservice
and IPsec VPN technologies. Primary Cisco I0S Sarivtechnologies that help enable Cisco V3PN irehadltiservice-centric QoS, support
for diverse traffic types, support for multiservicetwork topologies, and enhanced network failmagrabilities.

Virtual Tunnel Interface

Cisco IPsec VTl is a new tool that customers cantasonfigure IPsec-based VPNs between site-¢odgivices. IPsec VTI tunnels provide a
designated pathway across the shared WAN and arespgraffic with new packet headers, helpingriewge delivery to specific destinations.
The network is private because traffic can enteimael only at an endpoint. In addition, IPsec jmes true confidentiality (as does
encryption), and can carry encrypted traffic.

Multi-VRF and MPLS Secure Contexts for Service Providers

Multi-VRF is an extension of site-to-site IPsec VBNt helps ensure security and privacy as an orgtion’s traffic travels through a service
provider network. However, it becomes more compiekeep the traffic segregated properly acrossrautional LAN network. This is
particularly key when deploying to multiple brargites. Multi-VRF is designed to preserve privaciween segments in an elegant and
affordable way.

Threat Defense

Threat-defense services prevent and respond torietattacks and threats using network servicesipies include the Cisco 10S Firewall
and Cisco 10S IPS.
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Cisco I0S Firewall

Cisco 10S Firewall is a stateful inspection firelagtion available for Cisco routers. Taking adeay of the same stateful firewall
technologies used in Cisco security appliance,ddi®S Firewall is supported on all integrated &&w routers with Advanced Security or
higher Cisco 10S Software feature sets. Cisco |@8aRll is an ideal single-box security and routsajution for protecting the WAN entry
point into the network. Although the hub is a conmhacation to place a firewall and inspect traffic attacks, remote offices also are
important to consider when deploying security.

Additional features within Cisco IOS Firewall prdei an even greater level of security and enforcéndgnapplication firewall gives Cisco
10S Firewall the intelligence to not only block RBITTP traffic, but also to ensure that traffic thmassumed to be HTTP is legitimate Web
browsing and not instant messaging or similaritdff/ing to gain access through the firewall. Zdrssed policy configuration provides a
clear interface for configuring firewall policielsat are aligned with traditional security polici€sco IOS Software supports IPv6 firewall and
allows for IPv4 and IPv6 coexistence. Cisco |IO%Wwaill IPv6 offers stateful protocol inspection (arady detection) of IPv6 packets and IPv6
DoS attack mitigation. These features give netvaghiinistrators will have more granular control pplcations passing through the firewall.

Cisco 10S Firewall not only helps enable a singlapof protection at the perimeter of a networlt i also makes security policy
enforcement an inherent component of the netwssfitThe flexibility and cost-effectiveness of batedicated and integrated policy
enforcement facilitates security solutions for art and intranet perimeters and Internet conrigcfiw a branch or remote office. Cisco 10S
Firewall also allows organizations to use advari@e® features in the same router.

Transparent Firewall

In addition to Layer 3 stateful firewalls, Cisco®8@800, 2800, and 3800 Series; Cisco 7200 SenmesCisco 7301 routers support transparent
firewalls, a feature that provides Layer 3 firewdtr Layer 2 connectivity on the same router. Spament firewalls provide support for
subinterfaces and VLAN trunks, Spanning Tree Puitaal standard management tools, and Dynamic Bostfiguration Protocol (DHCP)
pass-through to assign DHCP addresses on oppbalteettional) interfaces. Because it does not iregii® subnet renumbering or IP
addresses on the interfaces, a transparent firésvatl easy addition to existing networks.

Inline Intrusion Prevention

Cisco has developed the first routers to offenilintrusion prevention functions. Cisco 10S IP&ridnline, deep-packet-inspection-based
solution that helps Cisco I0S Software effectivelijigate network attacks. Used for intrusion prei@mand event notification, Cisco 10S
IPS takes advantage of technology from Cisco iidrudetection and prevention system (IDS/IPS) petgiincluding Cisco IPS 4200 Series
sensor appliances, the Cisco Catélg&00 Series IDS Services Module, and network mstis appliances.

Because Cisco IOS IPS is inline, it can drop teaffiend an alarm, or reset a connection, helpi@agdhter respond immediately to security
threats. Through collaboration with IPsec VPN, GRig Cisco 10S Firewall, Cisco 10S IPS allows detign, tunnel termination, firewalls,
and traffic inspection at the first point of eninyo the network (branch or hub) — an industrytfi@isco 10S IPS helps to stop attacking traffic
as close to the source as possible.

When combined with Cisco integrated services rautgisco IOS IPS can load and help enable sel¢é@dignatures in the same manner as
Cisco IPS sensor appliances, allowing customechdose from more than 1200 of the signatures stggbry Cisco IDS/IPS platforms.
Companies can modify an existing signature or eraatew signature to address newly discoveredtthriéar maximum protection, they can
select an easy-to-use signature file that contamust-likely” worm and attack signatures; traffi@mhing these high-confidence-rated worm
and attack signatures is configured to be dropfexto SDM provides an intuitive user interface tovision these signatures, including the
ability to upload new signatures from Cisco.comhwiit requiring a change in software image. CiscMDnfigures the router appropriately
for these signatures.
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URL Filtering (Off-Box and On-Box Option)

Cisco offers URL filtering to support Cisco 10S é&all, allowing customers to use either Websensé2bi2 URL filtering products with
Cisco security routers. The Websense URL filtefeggure helps enable a company’s Cisco 10S Firewaiiteract with either Websense or
N2H2 URL filtering software to prevent users frootessing specified Websites on the basis of teeinrity policy. Cisco 10S Firewall works
with the Websense and N2H2 servers to determinghehio allow or deny (block) a particular URL.

Advanced Security Network Modules (for the Cisco 2800 and 3800 Series)
Organizations seeking a dedicated, hardware-b&®84RS and content security solution have the optibadding two security network
modules to Cisco 2800 or 3800 Series routers.

The Cisco IDS Network Module helps enable a coneplBS/IPS system that works in concert with oti28/IPS components to efficiently
protect the data and information infrastructuree Tisco IDS Network Module has a dedicated CPUD& and a 20-GB hard drive for
logging with more than 1000 IPS signatures supplorte

The Cisco Content Engine Network Module offers ateo-integrated content delivery system with cohsarurity features. In addition to
intelligent caching and content routing, it alsa éanction as a URL filtering (Websense, SmartFEjlegpplication server.

Strong Market Interest for Router-Integrated Servic ~ es
Cisco is seeing a strong market interest for router-integrated services, from small businesses to large enterprises.
Pep Boys

Pep Boys, a leading automotive aftermarket and service chain in the United States with nearly 600 stores in the United States and Puerto Rico, is
one example. To connect its retail locations and provide access to inventory, point-of-sale, and corporate applications, the automotive retailer
decided to perform an infrastructure upgrade to ensure high network resiliency and availability. Pep Boys chose Cisco routers with integrated
encryption, IPsec VPN, Network Admission Control (NAC), and intrusion prevention. These secure routers help Pep Boys meet their business
needs, including the need to continuously maintain a strong security posture. Another company goal is to continue to ensure that customers have
the best possible experience in a Pep Boys store with a high-performance network that delivers maximum uptime.

Fresenius Medical Care (FMCNA)

FMCNA, the largest integrated provider of products and services for individuals with chronic kidney failure, operates 1140 dialysis clinics in North
America with over 28,000 employees. The company replaced its Frame Relay network and implemented a medical-grade network. FMCNA now
has high-speed access to patient information and workflow applications using Cisco routers with embedded encryption acceleration, IPsec VPN,
firewall, inline intrusion prevention, and Network Admission Control (NAC), With the rate of growth of new clinics, the dynamic multipoint VPN
(DMVPN) capability made it easier to scale VPN services to over one thousand sites. The Cisco IOS Firewall helps the company maintain a
robust security posture for complying with the Health Insurance Portability and Accounting Act (HIPAA) and Sarbanes-Oxley regulations.

Dedicated Security Appliances or Integrated Securit  y Router?

Customers deploying firewalls can choose eitheisadChest-in-class, dedicated Cisco ASA securipliapce or a Cisco Integrated Services
Router with security features. The router-integitatecurity features take advantage of securityniglclyies developed on the appliances and
combines those capabilities with 20 years of raugrpertise. Cisco will continue to offer best-lass, embedded security in its routers as
well as dedicated security appliances to provid#ags for customers responsible for determining mbest secure their networks. Although
the line between integrated security and standappéances continues to blur, there are seveasbres why a customer might choose one
over the other or a combination of security solsio
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Integrated Security: Ideal for Small and Medium-Siz  ed Businesses

One important consideration is the location ofrieevork that needs to be secured. Many compani@ssehto integrate security into their

edge aggregation routers. Larger enterprises, henvevay opt to secure their headends with standappliances and their data centers with
switch-based firewall services modules, becaussethesas of the network need higher throughputthésie same enterprises may also choose
to secure all points in the network by adding roateith integrated security in their branch offices

Small and medium-sized offices face many of theesaeturity issues that large corporate headquatterget typically they have little or no
local IT resources to manage security solutiongh\finited IT resources, deploying and managingtiplé devices may not fit their support
model. Integrating multiple devices into one cditnmanaged platform can ease the troubleshootirtgraaintenance concerns in these
smaller offices, while lowering TCO.

Cisco integrated services routers are ideal folldmainesses, delivering a rich, integrated solufor connecting remote offices, mobile
users, and partner extranets or service-provideraged customer premises equipment (CPE). With @8oSoftware-based VPN, firewall,
and IPS capabilities, as well as optional enhanded acceleration, IDS, and content-engine netwooklates, Cisco offers the industry’s
most robust and adaptable security solution forlsamal medium-sized offices.

Company Preferences

Choosing integrated or dedicated-purpose netwarlrgg solutions also may be influenced by custopreference; a desire to take advantage
of existing infrastructure, deployment, and operagiarchitecture; or specific feature differen&sme companies simply prefer to “let routers
route and switches switch.” Or from a managemertdgioint, a company may prefer to separate itsrisgend VPN infrastructure from its
networking infrastructures because it employs mtdadicated to security and VPN management.

Future Cost Assessment

Taking advantage of existing routers or switchesézurity — by adding Cisco I0S Software secuntgges and VPN modules — is a cost-
effective option for extending the deployment bifean infrastructure. This maximizes the returrtloainitial investment and significantly
reduces future costs and business interruptiort@peemature device replacement. The costs assdaidth planned and unplanned downtime
can be the most significant factor in assessingréutosts.

Increased integrated-services capabilities alsoneng overall network flexibility and availabilitylpreparing the network for future
converged multimedia deployments. These capalsilitiso enable organizations to react more quickBvbid missed opportunities, reduce
overall time to deploy new services, mitigate ur@ssary near-term device upgrades, and lower ove€dll from increased extensibility and
expandability.

Feature Differences

Because Cisco integrates technology from the CA&A security appliances into the Cisco IOS Firewtle feature sets of the two security
solutions are becoming increasingly similar. Theing said, Cisco continues to use security appdiame refine and validate new technologies
before incorporating them into the integrated sawirouters. For organizations that want the masent, innovative security features, a
Cisco ASA security appliance typically offers nesesrity features before they are provided as optfonthe Cisco 10S Firewall.

Summary

Network security remains a priority for IT managfsused on protecting their networks. As secugtyuirements evolve to include more
integrated security solutions that secure all eptints into the network, Cisco is enhancing itusiey portfolio to dramatically improve the
ability of a network to identify, prevent, and regg to threats.
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Built with embedded security hardware acceleratf@inco integrated services routers integrate A& VPN, firewall, and inline IPS
services across the Cisco router portfolio, delhgethe industry’s most comprehensive and adaptddarity solutions. The integrated
services routers particularly address the needmsafl and remote offices that require integratediss to minimize the number of operating
systems and devices to manage with limited IT ressu

By combining robust Cisco I0OS Software functiond ardustry-leading LAN and WAN connectivity with wd-class security functions,
Cisco integrated security solutions help compatzike advantage of their existing network infradimoe and deploy security where they need
it most. Instead of adding hardware, Cisco |IOS\&arfé lets customers use new, integrated secugtyifes on their routers and apply those
security functions anywhere in the network. Cistegrated services routers protect all entry pairttsthe network, and defend against
attacks targeted directly at the network infragtriees By deploying Cisco integrated services raugey part of the Cisco Smart Business
Roadmap, technical decision makers can be confitiahtheir immediate technology investments willle to support their long-term network
goals.

For More Information
For more information about integrated securitydess of the modular Cisco 800, 1800, 2800, and 30s integrated services routers, refer
to the following documents:

Data Sheet

Security Features on Cisco Integrated ServiceséRut
http://www.cisco.com/application/pdf/en/us/guesiibhrcts/ps5854/c1650/cdccont_0900aecd80169b0a.pdf

Q&A
Security Features on Cisco Integrated ServicesdRout
http://www.cisco.com/en/US/products/ps5854/produtémda_item0900aecd80169bba.shtml

Miercom Lab Testing Summary Reports
Cisco integrated services routers

http://www.miercom.com

Network Admission Control
http://www.cisco.com/en/US/netsol/ns466/networkismjutions_package.html

Network Infrastructure Protection

http://www.cisco.com/en/US/products/sw/iosswrel@&B/products_data_sheet09186a00801f98de.htmi

Cisco Router and Security Device Manager
http://www.cisco.com/go/sdm
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http://www.cisco.com/en/US/netsol/ns466/networking_solutions_package.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_data_sheet09186a00801f98de.html
http://www.cisco.com/go/sdm

Technology Information
To learn more about WebVPN and other security teldgies, visit:
http://www.cisco.com/go/routersecurity
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