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Agenda

= Business & Technology trends

= ISR ( Integrated Services Router )

= Self Defending Network

= Virtual Datacenter
= Application Networking

»= Questions ?




Eusinesses Require an Empowered
Environment for Everyone, Everywhere

CRM SFA ERP MRP Customer
Locations

Branch Small
Office, Store,
School, Clinic ...

Partners
Tele-workers




Slide 3

jhford1 Cogs -
Julie Ford-Hagen (jhford), 8/27/2003



Data Center Architecture

. [
Business y

Public
Partners

Web
Servers

Emplqyee 3 Applications
Traveling Servers

Mainframe

is’gl

Internal
Web I
Servers _-

Database
Servers

The Internet Grows Up © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




Branch Network Architecture

Data Center




Enterprise-wide Integrated Services from
Headquarter to the Branch

Headquarters
Integrated services delivery
across the WAN

Converged Voice/Video/Data
Site to site VPN

Security

Advanced QoS

High Availability

Services Flexibility

Integrated GE LAN/Data
Center Connectivity

IP/MPLS Routing
Multi-protocol WAN Traffic

WAN Aggregation é 7200/7300/760Q

Remote Access
Partners
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Integrated Services Router
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Traditional Business Solution:
Separate Applications and Appliances
Security r*——-—-m

Firewall, IDS and VPN
Appliaes

Content Delivery

Voice Services

Hybrid / Key System

Local Connectivity

LAN Switch




Integrated Solution for Advanced Services

Integrated Services
Router

Embedded Security

Voice Ready
Video Integration
Low Density L2 Switching
Network Analysis
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The Complete Cisco SMB Class
Network Foundation Portfolio
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Teleworker/SOHO _ Small Medium Mid-market
Business Business




Hardware Innovation Raises Security

Leadership
Cisco Self-defending Networks Delivered At Wire-speed!

Complete, Preventative, Scalable Security Solutions

Leverage the network to Secure and scalable network
intelligently protect endpoints ‘0 b3 connectivity

O
Q F )
Network Admission Control, 802.1x LD’ F - 3 VPN, DMVPN, V3PN, Secure Voice
o]
(&)

Protect the network infrastructure from %‘ < Prevent and respond to network
attacks and vulnerabilities I'Q attacks and threats such as worms

Control Plane Policing Intrusion Protection, Firewall

- Py~ S22
Built in VPN ..
HW Encryption ""---f?.”./”"/ﬂ"?/ =
llll.....
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Hardware Innovation Raises Voice Leadership

Cisco Services and Applications Delivered At Wire-
speed!

Affordable, Secure, Scalable Voice Solutions

Leverages modularity for integration e Scales service capabilities and
of voice applications

voice densities
Cisco CallManager Express, Survivable

Remote Site Telephony, Cisco Unity ge———— New extension voice module
Express s

New high speed interface cards

The foundation for unmatched Enables embedded conferencing,
voice performance

Q automated attendant and voice mail
New processor g

New specialized voice silicon New digital signal processor slots
New adaptable interfaces Advanced Integration module slots

Fopes + L2027
Embedded CME, R Voice/Fax and
SRST, Security ".,. RG] = Conferencing DSPs
O..A

Extension
Voice Modules
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Self Defending Networks
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Security Threats
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Security Is Now a Baseline Architecture
for IT Infrastructure
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Self-Defending Networks
Cisco’s Security Strategy

Integrated Collaborative

Enabling every Proactive security Collaboration among
element to be a point technologies that the services and
of defense and policy automatically prevent devices throughout

enforcement threats the network to thwart
attacks
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Cisco Security Cisco ISR Routers Cisco ASA 5500 Catalyst Service Modules
Agent (CSA) with IPS Adaptive Security IPS4200 Series Cisco Security
Content Security and Cisco IronPort  Cisco Security Agent (CSA)

Internet @ Intranet
[

Integrated .
Branch Data Center Monitoring,

Day Zero
Endpoint
Protection

Protection Converged protection Correlation, Policy-based
Perimeter Server and Response Solution
Protection Protection Management
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NAC — Network Admission Control
THE GOAL

End user attempts to access a Web
page or uses an optional client

Network access is blocked until wired or Auth S
wireless end user provides login uthentication |

information — Server |
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Manager

|

|

|

v : Clean Access I
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Useris ‘ Clean Access

redirected to a login page Server

Clean Access validates
username and password, also
performs device and network
scans to assess
vulnerabilities on the device

‘ Device is “clean”
Device is noncompliant Machine gets on “certified

or login is incorrect devices list” and is

User is denied access and assigned granted access to network
to a quarantine role with access to
online remediation resources
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Command and control of your existing Frvea i || meEvn | | sevrton
investment to build “pervasive security” Swichlog  FirowallClg. AV Aler

Switch Cfg. NAT Cfg. App Log

Correlate data from across the Enterprise ioonin B8 P ol
NIDS, Firewalls, Routers, Switches, CSA

Syslog, SNMP, RDEP, SDEE, NetFlow,
Endpoint event logs, Multi-Vendor

Rapidly locate and mitigate attacks

Key Features

Determines security incidents based on
device messages, events, and “sessions”

Incidents are topologically aware for
visualization and replay

Mitigation on L2 ports and L3
chokepoints
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Security Vision:
Comprehensive Architecture Approach

INTEGRATED ADAPTIVE COLLABORATIVE
SECURITY THREAT SECURITY

=1 DEFENSE (NAC)

Fp——— &
- _4& Cisco
IPSec  Security

VN Agent Firewalls and

Intrusion
Detection ™

f  Networking

\ Mltlgatlon ; ’ >3 =z
y s ' | ' | _-iciéntiw-Based

Quarantme \"/W.\
(Remediation)

Network Infection — i . > | Network Admission
Containment . TrustAg ; Control
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Unified Communications
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Cisco Unified Communications Solution
¥

Business A4 ﬁ; Business

W Process == Transformation

Video Voice Telephone Instant Contact
Conferencing Messaging Services Messaging Center
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LAN & WAN Connectivity

Router/
Gateway

Dhaka HO

Branch Router/
Gateway

Data Infrastructure




Unified Communications

CallManager

Router/

Regional Office

Dhaka HO

Branch Router/
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Unified Communications — CUG and PSTN

CallManager
Trunks / Analog Links

Router/
Gateway

S

Branch Router/
Gateway
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Continuous Development In Endpoints

! Chairman’s
Executive a8 Video Office =l

Cisco Unified IP Phone | ol J Cisco Unified IP Phone ]& I | n

7970G/7971G-GE

'- Cisco Unified Video r
@ Advantage
i Manager

Cisco Unified IP Phone . -
7960G/7961G/7961G-GE | Mobility

Cisco IP Communicator

- Cisco Unified Wireless
Business — S \ S IP Phone

Cisco Unified IP Phone
7940G/7941G/7941G-GE
‘ Analog
@ Basic Cisco ATA g
Cisco Unified IP Phones

7905G/7912G/7911G Analog

B fed IP Phone | FPhone Gateway
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WAN Optimization and

Application Acceleration
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Key Issues being faced in the Branch

The Internet Grows Up
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WAN bandwidth/latency limits
Application response time
Global information access

Server, storage, and backup
Limited IT resources

Quality of data protection
Compliance to Gov. regulations

VolIP, other applications already
placing demands on the network

More applications adds to QoS,
security, troubleshooting needs




The WAN Is A Barrier To Consolidation

= Applications are . i
designed for LAN Round Trip Time (RTT) ~Oms

environments )
‘“

High bandwidth = il
Low latency AI

Reliability

= \WWAN characteristics
hinder consolidation
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Enabling the Serverless Branch Office
Cisco Wide Area Application Engine (WAAS)

Sranch Office egional Office

* SAVINGS per Branch Office
= $10-30K/yr

Remote Office

D il i@entraliaed BtOFageage
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Cisco WAAS - Accelerates Applications

Category

Applications

2X 5X

10X

25X

50X

CIFS
NFS

100X+

Microsoft Exchange
Lotus Notes
Internet Mail

HTTP

WebDAV

FTP

Microsoft Sharepoint

Microsoft SMS
Altiris
HP Radia

Microsoft SQL
Oracle, SAP
Lotus Notes

Microsoft NTBackup
Legato Networker
Veritas Netbackup
CommVault Galaxy

EMC SRDF/A

EMC IP Replicator
NetApp SnapMirror
Data Domain
Double-Take

Veritas Vol Replicator




NInlir
CISCO

The Internet Grows Up © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




Key Datacenter Infrastructure Issues

{ Application A } { Application B } { Application C }

Infrastructure A Infrastructure B Infrastructure C
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Box Silo’s Reduce Operational Agility

M

The Internet Grows Up
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Assume you just want to add one
server to a web-farm...

The challenge is one of
‘coordination delays’. This type
of simple scale-out of an existing
serve often takes enterprises 90-
days.

New service turn-ups, after the
application has been developed,
often take months of planning

Orchestration is designed to
eliminate these delays and
automate the provisioning of
services




Utility Resource Pooling
End to End Infrastructure Visibility
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Dynamic Repurposing
Move resources around based on demand

Low App Demand

High App Demand rvers Returned

Servers Added { Application A } { Application B }

Cisco VFrame
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Summary

= Simple Scalable Branch Solutions
= Secured End to End infrastructure
= Converged Voice / Video solutions
= Application Acceleration over low Speed links

= Optimization of resources
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