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INTELLIGENT NETWORKINGINTELLIGENT NETWORKING

Cisco Mobile IP NGN A r ch it ect u r e
Achieving a Whole Greater Than the Sum of the Parts
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C ircu it  Sw it ch N et w o rk

P ST N
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M GW

R A N M GW M GW

M o b i le  T e le p h o n y E v o lu t i o n
F r om T D M  to I P  usin g  a sp lit T e le p h on y  A r ch ite ctur e
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Network DesignNetwork Design

S e c u r i t y
Re q u i r e m e n t s
S e c u r i t y
Re q u i r e m e n t s

Ne t w o r k
Re q u i r e m e n t s
Ne t w o r k
Re q u i r e m e n t s

S e r v i c e
Re q u i r e m e n t s
S e r v i c e
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Op e r a t i o n a l
Re q u i r e m e n t s
Op e r a t i o n a l
Re q u i r e m e n t s

A l l  p iec es working togeth er p rov id es th e f ou nd a tion f or 
C a rrier C l a ss I P  a nd  c onseq u entl y  I P  NG N

A l l  p iec es working togeth er p rov id es th e f ou nd a tion f or 
C a rrier C l a ss I P  a nd  c onseq u entl y  I P  NG N

T r an s f o r mi n g T r ad i t i o n al IP  t o  C ar r i e r  C las s  IP  
D e f in in g  th e  R e q uir e me n ts
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S e r v i c e  R e q u i r e me n t s
M ob ile  C ar r ie r  C lass T e le p h on y

T-PET-PE

T-PET-PE

I P / M P L S
P ST N

M GW

S i g n a l i n g  Pa t hS i g n a l i n g  Pa t h M e d i a  Pa t hM e d i a  Pa t h

� T h e  st r in g e n t  r e q u ir e m e n t s im p o se d  w h e n  m ig r at in g  a Mo b il e  T e l e p h o n y  
n e t w o r k  t o  I P / MP L S  is m ain l y  d e p e n d e n t  o n  t w o  e q u al l y  im p o r t an t  p ar t s:

M e d i a  - B e a r e r  Pl a n e  r e l a t e d  =  S p e e c h  o r  o t h e r  s e r v i c e  p a y l o a d
S i g n a l i n g  - T e l e p h o n y  C o n t r o l  Pl a n e  =  C a l l  S e t u p / T e a r d o w n

M SC  Server

M GW

R A N



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 9

R eq u iredO rd ered  P a c k ets

<  5 m sJ itter
5 0  – 1 0 0  m sM a x  D el a y

1 0 -3  - 1 0 -5P a c k et L o ss
1 s  - 2 sF a il o v er T im e

S u m m a ry  
I npu t f ro m  
C u sto m ers 
a nd  R A N  
v end o rs

Delay  bu d g et  allo c at i o n  f o r  I P  / M P LS 
t y p i c ally  ar o u n d  2 0 m s

M ax  J i t t er  i s  by  d ef i n i t i o n  < =  M ax  d elay
Les s  s t r i n g en t  i f  t h e c o d ec  u s ed  h as  

s u p p o r t  f o r  E r r o r  c o n c ealm en t
I f  t o o  h i g h  t h e u s er  w i ll s i m p ly  h an g -u p
O u t  o f  o r d er  p ac k et  ar e c o n s i d er ed  lo s t

1 0  – 3 0  m sA v era g e D el a y

B ea rer

C o m m e n t sV a l u eS L A  M e t r i c  ( K P I )T r a f f i c  
T y p e

1 0 -4P a c k et L o ss

P at h D ivers it y
A nd  /  O r

Su b  4 0 0  - 8 0 0  m s
R esto ra tio n T im e

5 0  – 1 0 0  m sM a x .  D el a y
T y p i c a l  R e c o m m e n d a t i o n  ~  20 m s
S i g n a l i n g  i s  l e s s  d e l a y  s e n s t i v e
S C T P  o f f e r s  r e t r a n s m i s s i o n  c a p a b i l i t i t e s
T y p i c a l l y  R A N  v e n d o r s  r e c o m m e n d  u s i n g  S C T P  
w i t h  P a t h  D i v e r s i t y  b u t  t h e r e  a r e  a l s o  s c e n a r i o s  
w h e r e  t h e  F a s t  C o n v e r g e n c e  a p p r o a c h  i s  
l e v e r a g e d .  I n  t h e  l a t t e r  c a s e  t h e  n e t w o r k  i s  t u n e d  
t o  c o n v e r g e  s o  f a s t  t h a t  t h e  e r r o r  g o e s  u n -n o t i c e d  
t o  t h e  s i g n a l i n g  n e t w o r k .  
S o m e  c u s t o m e r s  h a v e  a r t i c u l a t e d  a  d e s i r e  t o  d o  
b o t h  a s  t h e  n e t w o r k  w i l l  n e e d  F C  t u n i n g  f o r  f u t u r e  
s e r v i c e s  a n y w a y .

<  5 0  m sA v era g e D el a y

S ig na l l ing
S u m m a ry  
I npu t f ro m  
C u sto m ers 
a nd  R A N  
v end o rs

C o m m e n t sV a l u eS L A  M e t r i c  ( K P I )T r a f f i c  
T y p e

T y p ica l  S L A R eq u irem en t s
B e ar e r  an d  S ig n alin g
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P r o p .  d e l a y  ( 5 m s /10 0 0  k m )
~ 1 0  m s  ( 2 0 0 0  k m )

~ 1 2 5  m s ~ 1 2 5  m s

I P  p r o c e s s i n g  d e l a y
B u d g e t :  5 0 0  µs  p e r  h o p

T h e  su m  o f  al l  d e l ay  in d u c in g  c o m p o n e n t s m u st  b e  < 4 0 0  m sT h e  su m  o f  al l  d e l ay  in d u c in g  c o m p o n e n t s m u st  b e  < 4 0 0  m s

P ro pa g a tio n d el a y
+

I P  P ro c essing  d el a y

A ir/ A c c ess netw o rk
d el a y

A ir/ A c c ess netw o rk
d el a y

IP / MPLSIP / MPLS M ed i a G WM ed i a G W

D e lay  R e f e r e n c e M o d e l 
W h e r e  d oe s it g o?

R A N R A N

*  A s s u m es  T r F O , R ef  3 G P P  T R 2 6 . 9 3 5
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C ar r ie r -C l ass P r o t e c t io n  an d  R e st o r at io n
• O v e r a l l  p e r f o r m a n c e  g o a l  f o r  c o n v e r g e n c e  u s u a l l y  s t a t e d  t o  b e  < 1 s e c o n d
• E x t e n s i v e  t e s t i n g  h a s  b e e n  p e r f o r m e d  t o  v a l i d a t e  p e r f o r m a n c e  a n d p r o v i d e  

d e s i g n  g u i d e l i n e s

Su b s eco nd  ( T o p o l o gy  
D ep end ent )

Su b s eco nd  ( T o p o l o gy  
D ep end ent )

P E  F ai lu r e

2  m sSu b s eco nd  ( T o p o l o gy  
D ep end ent

Co r e N o d e F ai lu r e

2  m sSu b s eco nd  ( T o p o l o gy  
D ep end ent )

Co r e Li n k  F ai lu r e

1 5 0 m s1 5 0  m sCE -P E  Li n k  F ai lu r e
M P L S  ( T E)N a tiv e I P

Ex c e e d i n g  t h e  s e r v i c e  c o n v e r g e n c e  r e q u i r e m e n t s  i n t r o d u c e d  b y  C a r r i e r  
C l a s s  Te l e p h o n y

Ex c e e d i n g  t h e  s e r v i c e  c o n v e r g e n c e  r e q u i r e m e n t s  i n t r o d u c e d  b y  C a r r i e r  
C l a s s  Te l e p h o n y

IP / M P L S  M u lt i s e r v i c e  N e t w o r k  
D e liv e r in g  on  N e tw or k R e q uir e me n ts
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Summarizing the restoration operation, the total restoration delay  c an b e 
c omputed as f ollow s:

� Failure Detection Delay ( SD H  and/ or L oS and/ or B F D )  +
� Failure P rop ag ation Delay ( I G P  and/ or B G P )  +
� U p d ate N etw ork  V iew ( I G P  and/ or L D P  and/ or B G P )  +
� U p d ate Forw ard ing  P lane = = S erv ice R es toration T im e

Summarizing the restoration operation, the total restoration delay  c an b e 
c omputed as f ollow s:

� Failure Detection Delay ( SD H  and/ or L oS and/ or B F D )  +
� Failure P rop ag ation Delay ( I G P  and/ or B G P )  +
� U p d ate N etw ork  V iew ( I G P  and/ or L D P  and/ or B G P )  +
� U p d ate Forw ard ing  P lane = = S erv ice R es toration T im e

� T o op timiz e  n e tw or k con v e r g e n ce  an d  se r v ice  r e stor ation ,  on e  or  
se v e r al ste p s must b e  min imiz e d  or  av oid e d

� C on tr ol P lan e  op timiz ation s,  P latf or m op timiz ation s an d  d e sig n  all 
con tr ib ute

N e t w or k  R e st or a t ion
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M G W

T-PE

Co r e Do m ai n  Co n t r o l P lan e
I P  /  MP L S  

(I G P ,L DP , MP L S  VP N )

E d g e Do m ai n
G E

E d g e Do m ai n
G E

E n d -t o -E n d
V o I P

L3  V P N

I G P ,  LDP

E d g e Do m ai n  P r o t ec t i o n
I P  r ou tin g , H S R P , B F D

E d g e Do m ai n  P r o t ec t i o n
I P  r ou tin g , H S R P , B F D

Co r e Do m ai n  P r o t ec t i o n
F as t I G P , MP -iB G P , T E  F R R

M G WT-PE L 2  SW

L 2  SW

L 2  SW

L 2  SW

T-PE
T-PE

R 4  S ite stru c tu re a nd  I P  /  M P L S  C ore Design
S it e  MG W C o n n e c t iv it y  is t y p ic al l y  l ay e r e d  f o r  S c al e  an d  S e r v ic e s
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� R 4  T e l e p h o n y  i s  o n l y  t h e  b e g i n n i n g  o f  a  j o u r n e y  t o w a r d s  a n  A l l  IP M o b i l e  
B r o a d b a n d  A r c h i t e c t u r e

� I m m e d i a t e  c h a l l e n g e  l i e s  i n  d e l i v e r i n g  a  n e t w o r k  w i t h  D e t e r m i n i s t i c  
Pe r f o r m a n c e  a n d  C h a r a c t e r i s t i c s

� T h e  R 4  n e t w o r k  m u s t  p r o v i d e  f o r  a  d y n a m i c  S L A  e n v i r o n m e n t  c o u p l e d  w i t h :
R ap id  Su b s crib er and  T raf f ic Gro w t h
F eat u re and  Service F l exib il it y  and  m o re
U nco m p ro m is ed  D et erm inis t ic N et w o rk  P erf o rm ance and  Service Q u al it y

L 2  an d L 3  VP N  T ech n olog ies
Q u ality of  S er v ice
S ecu r ity
Mu lticas t

M u l t iService Enviro nm ent
Mobile T elep h on y (R 4 )
Data S er v ices , VP N , I n ter n et
I MS , G am in g
I P T V, Video on  Dem an d

C o nt ino u s Service O p erat io n
H ig h  av ailability
F as t P r otection  an d R es tor ation
S ig n alin g  p ath  div er s ity

F as t Con v er g en ce
I G P
B G P /  M PL S V PN
Tr a f f i c  E n g i n e e r i n g  a n d  F R R

I n  S er v ice S of tw ar e Up g r ades
N on  S top  F or w ar din g - N on  S top  R ou tin g

I P  / M P L S  C a p a b i l i t i e sA p p l i c a t i o n s  a n d  S e r v i c e s

M ob il e C a rrier I P  /  M P L S  I n vest m en t s a re f or t h e L on g  T erm
F ir st ste p  is 3 G P P  R 4  T e le p h on y  B e ar e r  an d  S ig n alin g
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Cisco R A N S olu t ion  O v er v iew
� C isco R AN S olutions ca tering  for d ifferent R a d io 
T echnolog ies

G S M / U M T S / H S P A
R A N  B ackh aul O p timiz ation  ( R A N -O )  
M ob ile  T r an sp or t ov e r  P se ud ow ir e s ( M T oP )  
E th e r n e t B ackh aul f or  M ob ile  T r an sp or t

C D M A -2 0 0 0 / E V D O
E V -D O  A g g r e g ation

W iM A X
E th e r n e t B ackh aul f or  W iM ax
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Cisco R A N-O  A p p lica t ion s 
A llo w i n g  O p e r at o r s  t o  M e e t  T h e s e  C h alle n g e s
1 0  W ins,  5 0 +  tria l s in p rogress or c om p l eted

• 5 0 % +  m e a s u r e d  e f f g a i n  o n  
G SM a n d  U MT S

• N o  c h a n g e  t o  R A N  
b a c k h a u l  d e s i g n

• Si n g l e  IP b a c k h a u l  n e t w o r k  
s e r v e s  2 G /3 G /4 G

• R A N  b a c k h a u l  o v e r
a n y  n e t w o r k

• O f f l o a d  b a n d w i d t h  h u n g r y  
H SPA  a n d  U MT S d a t a

• Si m p l e  n e t w o r k  e x p a n s i o n

• In t e l l i g e n t  c e l l  s i t e  IP 
e n a b l e s  n e w  r e v e n u e  
g e n e r a t i n g  s e r v i c e s

• R e m o t e  c e l l  s i t e  
m a n a g e m e n t  a n d
LA N  e x t e n s i o n

• Se a m l e s s  e x p a n s i o n  t o  4 G

2 G/ 3 G/ 4 G R A N  T rans p o rt  
O p t im iz at io n o ver I P

H SD P A  o f f l o ad  o ver 
I P / Et hernet  B ack hau l

C el l  Sit e I P  P O P s  U nif ied  
R A N  N et w o rk

T1 / E 1  
B a c k h a u l

E t h e r n e t

4 G

G SM / G PR S/ E D G E

T1 / E 1  

U M TS/ H SD PA
U M TS/ H SPA

I P o r  M PL S B a c k h a u l  
( E t h e r n e t ,  8 0 2 . x x ,  x D SL )

T1 / E 1  
O C3 / STM 1  E t h e r n e t

T1 / E 1  

IP

E t h e r n e t
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B T S

S O N E T
S DH

A DM
T1 / E 1

C e l l  s i t e A g g r e g a t i o n  s i t e

B S C

M SC
P S T N

A ir int erf ace IP/ M PL S  a n d  T D M  c o r e

G-M SC

R A N C o r e

C o r e  s i t e

R A N E d g e

B T S A DM
T1 / E 1

B S C

E xist in g  2 . 5 G Net w or k  A r ch it ect u r e

I P / MP L S

S G S N
G G S N

I n ter n et

F r am e R elay
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I P / MP L SI P / MP L S

B T S

S O N E T
S DH

A DM
T1 / E 1

C e l l  s i t e A g g r e g a t i o n  s i t e

B S C

n x E 1

M SC

S G S N
G G S N

P S T N

A ir int erf ace IP/ M PL S  a n d  T D M  c o r e

G-M SC

I n ter n et

N ode B R NC

M GW

R A N C o r e

A T M  p se u d ow ir e  in  t h e  R A N  cor e  a l l ow  
op e r a t or  t o ca p  in v e st m e n t  in  A T M

C o r e  s i t e

R A N E d g e

B T S A DM
T1 / E 1

B S C

n x E 1

N ode B R NC

A T MoMP L S
( T DM o M P LS / F R o M P LS)

STM1
/ O C 3

STM1
/ O C 3

A T M o M P LS – 3 G  v o i c e an d  d at a
T DM o M P LS – 2 G  v o i c e
F R o M P LS – 2 G  d at a
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I P / MP L SI P / MP L S

B T S

P s eu do w ir eP s eu do w ir e

T1 / E 1

C e l l  s i t e A g g r e g a t i o n  s i t e

B S C

S G S N
G G S N

P S T N

A ir int erf ace IP/ M PL S  a n d  T D M  c o r e

G-M SC

I n ter n et

N ode B R NC

M GW

R A N C o r e

3G R4 IP or ATM true converged IP 
b a ck b one

C o r e  s i t e

R A N E d g e

B T S
T1 / E 1

B S C

N ode B R NC

M GW

M SS

A T MoMP L S
( T DM o M P LS / F R o M P LS)

A T M o M P LS – 3 G  v o i c e an d  d at a
T DM o M P LS – 2 G  v o i c e
F R o M P LS – 2 G  d at a
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Cl ock  D ist r ib u t ion
M i x e d  T D M / A T M  C e ll S i t e s

C e l l  s i t e

* P R C ( P r i m ar y  R ef er en c e Clo c k )
c o u ld  c o m e f r o m  an  ex t er n al 
s o u r c e s u c h  as  an  A DM  / B I T S

C l o ck  Sy nchro niz at io n O p t io ns
1 . Sy nchro no u s :  C el l  site rec eiv es th e sa m e T D M  c l o c k  f ro m  a n ex terna l  so u rc e, l ik e,  B I T S ,  S O N ET ,  

G P S ,  etc .  M o st ex pensiv e o ptio n.
2 . D if f erent ial :  B o th  end s o f  th e P W  so u rc e c l o c k  f ro m  th e sa m e ref erenc e.  T h e T D M  c l o c k s a re 

d eriv ed  a t th e pre a g g reg a tio n po int f ro m  d if f erentia l  inf o rm a tio n pa ssed  in th e P W .
3 . A d ap t ive :  P W  end po ints d o  N O T  h a v e c o m m o n c l o c k  so u rc e.  I nstea d ,  th e c l o c k  is d eriv ed  b a sed  o n 

pa c k et a rriv a l  ra tes.

N o d e B

n  x  E 1 I MA R N C

B T S
B SC

E 1 T DM

E 1 T DM

A g g r e g a t i o n

P r e  A g g r e g a t i o n
n  x  S T M1c

P ack et T r an s p or t –
F E / G E / 10 G E / P O S

A T M P W

T DM P W

P R C *
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B T S

MS C
F RE 1

B S C
F R

A g g Si t e
W i t h  L e g a c y

TD M  a n d  A TM  s w i t c h

I P / MP L S  
Cor e

R N C

PD SN  o r
SG SN

Co r e  Si t e

B S C

R eca p  on  W h a t  w e a r e O f f er in g

I P / MP L S  
Cor e

P S E UDO W I R E
�

�

�

�N ode B

MW R
MW R  or  
O N S

M T OPR A N-O

Alternate 
B ro ad b and

FE G E

W iM A X Da ta  Of f l oa d M etroE &  M P L S

W iMax

n x T1 / E 1
( PD H ,  M i c r o w a v e )
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A g en d a

� Vision for Mobility & IP NGN Architecture
� IP T ra nsp ort in Mobile C ore ( Mobile R 4 ) 
� IP T ra nsp ort in R AN ( IP R AN)
� W i-Ma x
� Mobile S erv ice E x cha ng e F ra m ew ork  ( m S E F )
� S S 7  ov er IP & O ther S olutions
� Mobile S ecurity S olutions
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W h y  is W iMA X A t t r a ct iv e t o O p er a t or s ?
� I n t e l l e c t u al  P r o p e r t y  R ig h t s ( I P R )  p r o b l e m s w it h  3 G  ( Q u al c o m m )  
� L ar g e  e c o sy st e m  is d e v e l o p in g  in c l u d in g  h an d se t  v e n d o r s 
� S p e c t r u m  is b e c o m in g  av ail ab l e  
� Wil l  g o  al l -I P  e 2 e  y e ar s ah e ad  o f  3 G
� L e ad in g  t h e  m o v e m e n t  t o  “o p e n ” sy st e m s
� I s b e in g  in c o r p o r at e d  in t o  WiF i m u n i-m e sh  o p p o r t u n it ie s ( C isc o  D ig it al  C it ie s I n it iat iv e )
� WiMA X  F o r u m  d r iv in g  t h e  t e c h n o l o g y  f o r w ar d  ( ap p r o ac h in g  4 0 0  m e m b e r s)
� Wil l  ad o p t  O F D MA  an d  MI MO  w e l l  ah e ad  o f  t h e  3 G  c am p s
� E m e r g in g  Mar k e t  is se e in g  l o t s o f  ac t iv it y
� WiMA X is e xc e l l e n t  w h e r e  c o u n t r ie s &  l o c at io n s h av e  n o  e xist in g  in f r ast r u c t u r e
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A g g r eg ation

I S P

B as e S tationClien ts T r an s m is s ion

E o SD H

N o m a d i c  U s e r  

SM E
I n d o o r  &
O u t d o o r

R e s i d e n t i a l
I n d o o r  &
O u t d o o r

Po r t a b l e

Micr ow av e

(E th er n et)
S DH / S O N E T

P S T N

A A A D H C P D N S N MSMetr o E th er n et

TDM/ 
A TM/ 
I P

SiSi

Mu lti-s er v ice Cor e S er v ices  O S S / B S S

M I P H A

PE

I P / MP L S

P

P

PE

V o I PV o D M o b i l e  TV

CS NA S N

B R A S

I n ter n et

SiSi

SEF
I n ter n et

O p er ator  p r ov ided 
s er v ices

M o b i l e

S u b s c r i b e rW i M A X

B ack h au l an d 
p r e-ag g r eg ation

M e s h

N o m a d i c  U s e r  

SiSi

A S N  G W
E n ter p r is e

VP N

Cisco E 2 E  M ob il e  W iM a x S ol u t ion  A r ch it e ct u r e
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A g en d a

� Vision for Mobility & IP NGN Architecture
� IP T ra nsp ort in Mobile C ore ( Mobile R 4 ) 
� IP T ra nsp ort in R AN ( IP R AN)
� W i-Ma x
� Mobile S erv ice E x cha ng e F ra m ew ork  ( m S E F )
� S S 7  ov er IP & O ther S olutions
� Mobile S ecurity S olutions
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Cisco IP NGN S er v ice E xch a n g e 
F r a m ew or k  (S E F )

� S E F  p r ov id e s se r v ice  an d  ap p lication  con v e r g e n ce  lay e r  f or  n e x t g e n e r ation  n e tw or ks
� E n ab l e s se r v ic e  p r o v id e r s t o  c o n t r o l  c u st o m e r  ac c e ss t h r o u g h  u se  o f  d y n am ic  se ssio n  an d  se r v ic e  m an ag e m e n t
� O p e n  ap p r o ac h —st an d ar d  in t e r f ac e s
� P r o v id e s se r v ic e / ap p l ic at io n  ab st r ac t io n  l ay e r  f r o m  n e t w o r k
� N e t w o r k  an d  ac c e ss ag n o st ic  c ap ab il it y  e xp o su r e
� Z e r o  t o u c h  p r o v isio n in g
� R ap id  se r v ic e  d e p l o y m e n t

I nt el l igent  N et w o rk ing

I n t e l l i g e n t
E d g e

I n t e l l i g e n t
E d g e

Cu s t o m e r
E l e m e n t
Cu s t o m e r
E l e m e n t

M u l t i s e r v i c e
Co r e

M u l t i s e r v i c e
Co r e

A c c e s s /
A g g r e g a t i o n
A c c e s s /

A g g r e g a t i o n
Ap

pli
ca
tio

n L
ay
er

Ap
pli

ca
tio

n L
ay
er

Se
rvi

ce
 La

ye
r

Se
rvi

ce
 La

ye
r

Ne
tw
or
k L

ay
er

Ne
tw
or
k L

ay
er

Tr a n s p o r tTr a n s p o r t

Op
era

tio
na

l L
ay
er

Op
era

tio
na

l L
ay
er

Se r v i c e  
E x c h a n g e
Se r v i c e  

E x c h a n g e

I d e n t i t yI d e n t i t y P o l i c yP o l i c y B i l l i n gB i l l i n g

Mo b i l i t yMo b i l i t y

Se l f  Se r v i c e
Se l f  Se r v i c e F r a m e w o r k  

f o r  U s e r  a n d
A p p l i c a t i o n -
B a s e d  Co n t r o l
(Data, Voice, Video, 
M ob il ity )

F r a m e w o r k  
f o r  U s e r  a n d
A p p l i c a t i o n -
B a s e d  Co n t r o l
(Data, Voice, Video, 
M ob il ity )

V i d e o  &  
G a m i n g
V i d e o  &  
G a m i n g D a t a

C e n t e r
D a t a
C e n t e r

P r e s e n c e -
B a s e d  

Te l e p h o n y
P r e s e n c e -
B a s e d  

Te l e p h o n y W e b  
Se r v i c e s
W e b  

Se r v i c e s Mo b i l e  
A p p s
Mo b i l e  
A p p s

I P
C o n t a c t  
C e n t e r
I P

C o n t a c t  
C e n t e r
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S er v ice E xch a n g e F r a m ew or k   
Making ‘T r ip l e  P l ay  o n t h e  Mo v e ’ R e al

M O B I L I T Y  M A N A GEM EN T
D evice R o am ing
Service M o b il it y
U s er M o b il it y

M U L T I D I M EN SI O N A L  I D EN T I T Y  
U s er /  D evice I D
Su b s crib er A w arenes s
L o cat io n /  P res ence
Service R egis t rat io n
A u d it  /  L o gging
A s s u red  A u t hent icat io n

D Y N A M I C  SESSI O N   M A N A GEM EN T
C al l  C o nt ro l
Ses s io n B o rd er C o nt ro l l er
R ich-M ed ia C o nt ro l
D if f  B and w id t h &  Q o S p er Ses s io n 
A cco u nt ing /  B il l ing

P O L I C Y  M A N A GEM EN T
Su b s crib er P o l icy
A p p l icat io n/ C haining
P er-Su b  Service 
Service I nvo cat io n 

WHO?WHO?
• Who is the user?

• D ev ic es
• P rof il e
• L oc a tion
• P resen c e

• Who is the user?
• D ev ic es
• P rof il e
• L oc a tion
• P resen c e

WHA T ?WHA T ?
• Wha t c a n  the user d o?

•Within  w ha t tim ef ra m e
• T o w ha t ex ten t
• U n d er w ha t rul es

• Wha t c a n  the user d o?
•Within  w ha t tim ef ra m e
• T o w ha t ex ten t
• U n d er w ha t rul es

HOW?HOW?
• H ow  c a n  I  d y n a m ic a l l y  c on trol  resourc es?

• I n terw ork  &  p rov id e ric h m ed ia  c on trol
• M on itor &  c ha rg e on  a  p er 
serv ic e/ p er user b a sis

• E n a b l e a p p l ic a tion  a w a ren ess

• H ow  c a n  I  d y n a m ic a l l y  c on trol  resourc es?
• I n terw ork  &  p rov id e ric h m ed ia  c on trol
• M on itor &  c ha rg e on  a  p er 
serv ic e/ p er user b a sis

• E n a b l e a p p l ic a tion  a w a ren ess

WHE R E ?WHE R E ?
• Where c a n  the user roa m ?

• T ra c k /rec og n iz e user d ev ic es 
a c ross c a rriers

• M a in ta in  user session s a c ross 
m ul tip l e n etw ork s

• O f f er a l l  serv ic es in  a l l  l oc a tion s

• Where c a n  the user roa m ?
• T ra c k /rec og n iz e user d ev ic es 
a c ross c a rriers

• M a in ta in  user session s a c ross 
m ul tip l e n etw ork s

• O f f er a l l  serv ic es in  a l l  l oc a tion s

S erv ic e 
E x c h a nge
F ra m ework
S erv ic e 

E x c h a nge
F ra m ework

28
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A g g r eg ation  N etw or k
MP L S ,  E th er n et, I P Cor e N etw or k

I P  /  MP L S  

S E F  A r ch it e ct u r e
Com m on  S e r v ice  L a y e r  f or  D if f e r e n t  A cce ss 
N e t w or k s

H A

M u l t i -M o d e
Te r m i n a l

CDMA 2 0 0 0
1x R T T , E V-DO , E V-DV P DS N

F ile T r an s f er

R em ote
A cces s  VP NI n ter n et

B r ow s in g

S er v ice
R ou ter  

A P

A P

A Z RH o t  Sp o t

C o m m o n
•A cces s  Con tr ol
•S er v ice Con tr ol
•B illin g
•Mobility

M u l t ip l e
• A cces s  
T ech n olog ies

G P R S /
UMT S

S E F

A A A
H L R

P or tal

W iMA X

G G S N

A S N -G W

PP--CSCFCSCF SS--CSCFCSCF

H SS

S I P  S ig n alin gS I P  S ig n alin g

I M S
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S E F -Con t en t  B illin g  a n d  S er v ice Con t r ol

R em ote A c c ess
V P N

C S G
I n tern et
WA P  2 . X

P er d o w nl o adP er d o w nl o ad

C on ten t
R in g ton es,  S c reen  S a v ers,  E tc .

P er m es s ageP er m es s age

P er U R LP er U R L

P er b y t eP er b y t e
o r t im eo r t im e

B i l l i n g  M e d i a t i o n  Se r v e r  - Po s t p a i d  Ch a r g i n g  R e c o r d s
Q u o t a  Se r v e r  - Pr e p a i d  Q u o t a  R e q u e s t s
A O C Se r v e r  - A d v i c e  o f  Ch a r g e  Sc r e e n s

E m a il

x

N o P r ep ay Q u otaN o P r ep ay Q u ota
O r  O r  

N o S er v ice R ig h tsN o S er v ice R ig h ts

Us er  A
S er v ices :

Cor p  A cces s
P er s on al E m ail 

Us er  B
S er v ices :

W A P  2 . x  I n ter n et
R in g ton es , S cr een  

S av er s  E tc.

Us er  C
W A P  2 . X  I n ter n et 

O n ly
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S E R V I C E  
E X C H A NG E
S E R V I C E  

E X C H A NG E

S er v ices:   H ig h w a y  t o T ollw a y  T r a n sit ion
F r o m  F l at -F e e  t o  V al u e -B as e d  R e v e nu e  Mo d e l

S E R V I C E -A W A R E  I P  I NF R A S T R U C T U R ES E R V I C E -A W A R E  I P  I NF R A S T R U C T U R E

V irt u al  W A N  
M anager

V irt u al  W A N  
M anager

V o I PV o I P

B and w id t h 
o n D em and
B and w id t h 
o n D em and

C o nt ent  A w are 
P rep aid

C o nt ent  A w are 
P rep aid

T iered  
Services
T iered  
Services

C o nt ent  A w are 
P o s t p aid

C o nt ent  A w are 
P o s t p aid

P 2 P  C o nt ro lP 2 P  C o nt ro l

P arent al  
C o nt ro l
P arent al  
C o nt ro l

A cces s  
C o nt ro l
A cces s  
C o nt ro l

D o S
P ro t ect io n

D o S
P ro t ect io n

I nt ru s io n 
D et ect io n
I nt ru s io n 
D et ect io n SP A M  C o nt ro lSP A M  C o nt ro l V o DV o D D igit al  R ight s  

M anagem ent
D igit al  R ight s  
M anagem ent

L aw f u l  
I ns p ect io n
L aw f u l  

I ns p ect io n
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A g en d a

� Vision for Mobility & IP NGN Architecture
� IP T ra nsp ort in Mobile C ore ( Mobile R 4 ) 
� IP T ra nsp ort in R AN ( IP R AN)
� W i-Ma x
� Mobile S erv ice E x cha ng e F ra m ew ork  ( m S E F )
� S S 7  ov er IP & O ther S olutions
� Mobile S ecurity S olutions
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S ig n a l in g  O v e r  I P
( S G  &  S T P  O f f l oa d )

Existing TDM based 
S S 7  N etw o r k

Before

STP2_1

STP2_2

M SC
H L R  /  

M SC  Se r v e r STP1_1

STP1_2

A ft er H L R
/  M SC
Se r v e r

L A N  Sw i t c h SG1_1

SG1_2

M 3 U A  /  SC TP /  I P

10 0 M b p s / N I C

Q o S A v a i l a b l e

ST P 2 _1

ST P 2 _2

M SC

E x i s t i n g  T D M  b a s e d  
SS7  N e t w o r k

SG2 _1

SG2 _2

M SC
M 2PA  /  SC TP /  I P

SG  A p p l i c a t i o n STP A p p l i c a t i o n SG  A p p l i c a t i o n
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A n  “IT P” is:
� An integ ra ted  S T P/ S G ( a nd  hig h ca p a city IP router)
� A core S T P w ith:

–C ar r ie r  G r ad e  r e liab ility
–L ow  P ow e r / S mall F ootp r in t 
–T r ad ition al T D M -b ase d  S T P
–N e x t-g e n e r ation  S T P

� A S ig na ling Ga tew a y w ith:
–F le x ib le  e d g e  p latf or ms to suit op e r ator s n e e d s
–P r op r ie tar y  G r oup  f e atur e  e n h an ce s r e liab ility
–S tr on g  S M S  r outin g  f e atur e s
–S tr on g  p ar tn e r sh ip  w ith  D atab ase  v e n d or s

C om ing
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W ir e l e ss S e cu r e  B r oa d b a n d  Con n e ct e d  M ob il e  
(Remote Store or Branch WAN Backup)

Notes: 
C a n  b e  m o r e  C o s t  E f f e c t i v e t h a n  
L e a s e d  L i n e  
E x c e l l e n t  A l t e r n a t e  c o n n e c t i o n –
- P r i m a r y  a n d  b a c k u p  t y p i c a l l y  c a r r i e d  
i n  s a m e  c o n d u i t
- B T S  o f t e n  s e r v e d  b y  i n d e p e n d e n t  
C O  p r o v i d i n g  r e l i a b i l i t y
E x c e l l e n t  s o l u t i o n  f o r  t e m p o r a r y  
a c c e s s
P r i m a r y  a l t e r n a t i v e  f o r  c e r t a i n  
c u s t o m e r s

A T M  L o c a t i o n s
S m a l l  r e t a i l  
C o n s t r u c t i o n  S i t e s
T r a d e  S h o w s
K i o s k s  

3G HWIC provides a cost effective alternative to ISDN 
dial b ack  u p for B u siness Continu ity  

3 G
R ou ter  

W A N

Mu lti-car r ier  
B T S

3 G C el l u l ar 
C o re N W  

H QB ra n c h
P r im ar y Con n ection
L eas ed L in e - F r am e/ DS L

I nt ernet   
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A g en d a

� Vision for Mobility & IP NGN Architecture
� IP T ra nsp ort in Mobile C ore ( Mobile R 4 ) 
� IP T ra nsp ort in R AN ( IP R AN)
� W i-Ma x
� Mobile S erv ice E x cha ng e F ra m ew ork  ( m S E F )
� S S 7  ov er IP & O ther S olutions
� Mobile S ecurity S olutions
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T op  of  M in d  S e cu r it y  Con ce r n  f or  M ob il e  
O p e r a t or s 

P 2 P  m isu se—S ky p e,  B l u b ster
S M S  S p a m
F l ow M etric s—U nd ersta nd ing T ra f f ic  f l ows a nd  
c ontrol  of  th ese f l ows
M ob il e P rotoc ol  I nsp ec tion—m ob il e I P ,  G T P
S ec u rity  a s a  new rev enu e strea m

A tta c ks to th e m ob il e S P  b u siness ( a nd  th eir network)
S toring of   f orensic  l ogs—S OX ,  H I P P A ,  stol en c red it 
inf orm a tion etc .
C ontent C ontrol  b ec om ing m a nd a ted  eith er interna l l y  
or ex terna l l y

S ol u tions E ngineered  W ith  L a tenc y  a nd  S c a l a b il ity  in M ind
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M a n a g e

M itig a te M on itor

Cisco Mobile S ecu r it y  F r a m ew or k
Manage, Monitor, Mitigate…

P roa c tiv e

R ea c tiv e

T o ef f ecti v el y  ad d res s  the ri s ks  i nherent to M ob i l e 
netw orks  operators  mus t i mpl ement a conti nuous ,  
i terati v e proces s  of :
� P roa c tiv el y  a p p l y ing p ol ic ies to m a na ge
su b sc rib er b eh a v ior a nd  h a rd en th e 
network a nd  serv ic es inf ra stru c tu res

A c tiv e

P olicies

� A c tiv el y  m onitoring network u sa ge 
a nd  su b sc rib er b eh a v ior to a ssu re 
p ol ic y  c om p l ia nc e a nd  th e d etec tion 
serv ic e-im p a c ting ev ents

� R ea c ting q u ic kl y  to m itiga te a tta c ks 
a nd  resp ond  to non-c om p l ia nt 
su b sc rib er b eh a v ior
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Cisco Mobile S ecu r it y  F r a m ew or k
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R A N-sid e Pr ot ect ion
P rotected  ag ai ns t attacks  
f rom RAN-s i d e

• S ec u re P a c ket G a tewa y
• C ontent S erv ic es G a tewa y
• S erv ic e C ontrol  E ngine
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Peer in g  Pr ot ect ion
P rotected  ag ai ns t attacks  
f rom un-trus ted  P eeri ng  
Netw orks
• I nternet /  E nterp rise I ntra net 
P eering
• G P R S  R oa m ing E x c h a nge 
P eering
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In f r a st r u ct u r e Pr ot ect ion
Streng then i nf ras tructure ag ai ns t Attacks
•Network F ou nd a tion P rotec tion
•DoS M itiga tion
• E v ent c orrel a tion
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A p p lica t ion  Pr ot ect ion

M ob i l e-s peci f i c Appl i cati on Attacks
• S M S  S p a m m ing
• C ontent F il tering
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Ch oose t h e R ig h t  A p p r oa ch  …

Secu rity  as an O ption
Secu rity  is an add-on 
Ch alleng ing  integ ration
Not cost-effective
Cannot focu s on core priority

Secu rity  as INT E GR A L  of a Sy stem
Secu rity  is b u ilt-in
Intellig ent collab oration
A ppropriate secu rity
Direct focu s on core priority
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M P L SM P L S

C onv erg ed  Netw ork

• M ostly  connectionless
• IP / M P L S aw are end-to-end
• R edu ced provision replication
• Hig h ly  scalab le
• M ore Capex and O P E X  efficient

M ul ti pl e I nterw orked Netw orks

• O ften connection oriented
• E nd-to-end provisioning
• Scalab ility  issu es
• Capex intensive
• L ess O pex efficient

Mobile Net w or k s a r e E v olv in g

F ra m e-R el a y

RPR
M e t r o

E t h e r n e t T D MI n t e r n e t

M P L S

D S L

A T M
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Benefits of Cisco Mobile IP NGN 
� C isco Mobile IP NGN d eliv ers:

A  p r of itab le  mig r ation  p ath  to an  I P  f oun d ation  f or  3 G / 4 G / 5 G
S up p or t f or b oth I M S  an d  n on -I M S ap p lication s to ach ie v e  mor e  
se r v ice s,  b e tte r  con tr ol an d  g r e ate r  n e tw or k e f f icie n cie s 
A  stan d ar d -b ase d  an d  acce ss-ag n ostic p latf or m f or  con v e r g e d  
se r v ice s 
S up p or t f or  f le x ib le  b illin g  an d  se r v ice  p lan s f or  customiz ation
an d  time  to mar ke t

� C isco Mobile IP NGN p rov id es a  found a tion for 
a chiev ing  v oice/ d a ta / v id eo serv ices a ny w here,  a ny 
tim e,  a cross a ny d ev ice
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O n e Net w or k ,  Ma n y  S er v ices 

IP / M P L S Core

A ggregat io n

B r o a d b a n d
N O C

SS7

L E A  1L E A  2L E A  3

E n t e r p r i s e

I n t e r n e t

A PP1A PP 2A PP 3

I / T
7 6 1 3  ‘C’

7 6 1 3  ‘C’

SiSi

SiSi

T ra f f ic  S eg m en ta tion  f or
S erv ic e D el iv ery  a n d
N etw ork  I n f ra struc ture

B u siness V alu e recog niz ed b y  V odafone U K  CE O
…Al l  I P  prog ram red uced  the opex b y  2 0 %

L ondon A naly st conference 2 7 th Sept.  2 0 0 4
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Q  a n d  A
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Q oS (D if f ser v T u n n ellin g A p p r oa ch )
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Q oS
3 3 %

R em a ining  2 5 %

R em a ining  1 5 %

R em a ining  6 0 %


