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How to Pass CCIE Lab:
Insider’s Tips
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Just another guy who wishes to be an expert one day. Discovers the future
one day at a time. His greatest fear is becoming a guy without specialties.

Triple CCIE #8171 in Routing & Switching, Security and Service Provider track
8+ years experience in Networking: SP, Data Center, UC, Wireless, Security
Broad experience within Asia Pacific and Middle East

2000 — 2001 Schlumberger Omnes, Indonesia

2001 — 2002 IBM Global Services, Indonesia
2002 — 2006 Emirates Computers, Dubai, United Arab Emirates
2006 — now Cisco Advanced Services, Asia Pacific, based in Singapore

Currently working in several projects in different countries
for Petronas (Malaysia), CAT (Thailand), Starhub Cable Vision
(Singapore), VDC (Vietnam) and Telkomsel (Indonesia)

Personal websites: http://brokenpipes.blogspot.com
and http://himawan.blogsome.com
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Cisco Advanced Services offer a comprehensive set of services that enables
customer success by providing planning, design, implementation and optimization
services for Cisco Technologies

Transactional Services:

Readiness assessment and
deployment of new technologies
onto the network

Subscription Services:

Improving and optimizing network
availability and performance of
the Customer network

Learn more about Cisco Services:
http://www.cisco.com/en/US/products/svcs/services area_root.html
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Cisco Certification
and CCIE Overview
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Three Levels of IT Certification
Cisco offers three levels of general IT certification: Associate, Professional, and Expert (CCIE
representing the highest level of achievement)

Six Different Paths

Various tracks—Routing and Switching, Network Security, Service Provider, Storage Area Network, IP
Telephony and Network Design—are available, so that network professionals can match the certification
path to their job role or industry

IT Certification in Focused Areas

In addition to general certifications, network professionals can enhance their core networking knowledge
by achieving specialist certification in technologies such as security, IP telephony, and wireless

Certification Paths Associate Profes=sional
Routing & Switching oM FCCENT

Design
Hetwork Security

Service Provider
Storage Hetworking SR, nane

Voice CIChLA CCWP CCIE Woice
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Network Design = Network Security

Storage Area Network

http://www.cisco.com/web/learning/le3/learning career certifications and learning paths home.html
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Most highly regarded IT
certification for over 14 years

ldentifies those with expert level
skills and experience

Exams continually updated and
revised with new technologies

Requires passing difficult, hands-
on lab exam
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CCIEs must pass two exams,
written and lab

The written qualification exam
has 100 multiple-choice
guestions

The full-day,
hands-on lab exam tests the
ability to configure and
troubleshoot equipment

Not all lab exams are offered at
all lab locations
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Security Written —>  LAB

Service Provider Written

Storage networking Written —
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Process: CCIE Written

Available worldwide at Prometric and VUE for $300

USD, adjusted for exchange rate and local taxes where
applicable

Two-hour exam with 100 multiple-choice questions

Closed book: no outside reference materials allowed

Pass/fall results are available immediately following the

exam; the passing score Is set by statistical analysis and
IS subject to periodic change

Waliting period of 72 hours between attempts

Must schedule first lab exam attempt within 18 months
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Available in select Cisco locations for $1250 USD,
adjusted for exchange rates and local taxes where
applicable, not including travel and lodging

Eight-hour exam requires working configurations and
troubleshooting to demonstrate expertise

Cisco documentation available in room; no personal
materials of any kind allowed in lab

Minimum score of 80% to pass

Scores can be viewed online within 48 hours and
failing score reports indicate areas where additional
study may be useful
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Racks Are
= -

Candidates Do Not Have to Touch Racks




. Cisco Networkers
CCIE Lab Exam Grading

Proctors are responsible for grading all lab exams

Automatic tools aid proctors with simple grading tasks
(e.g., capturing candidate’s configuration in database,
basic configuration verifications, ping tests, etc.)

Automatic tools are never solely responsible for
lab exam grading—proctors are

The proctor completes the grading of the exam
and submits the final score

Points are awarded for working solutions only

Some questions have multiple solutions




- Cisco Networkers
CCIEs Worldwide

o, Canada

United States

South America ke ¥
o Ausfralia &
New Zealand

Global CCIE Presence

Less than three percent of all Cisco certified professionals
Just 15,600 (active) around the world

Earn the respect of colleagues and employers
Show strong commitment to training, study, and education to maintain certification
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15658
(11.14.2007)

Total of Routing and Switching CCIEs: 14329
Total of Security CCIEs: 1207
Total of Service Provider CCIEs: 650
Total of Storage Networking CCIEs: 99
Total of Voice CCIEs:

Total of Worldwide CCIEs:

Total with multiple certifications worldwide: 1344

Total of Routing and Switching and Security CCIESs: 517 (1)
Total of Routing and Switching and Service Provider CCIEs: 300 (1)
Total of Routing and Switching and Storage Networking CCIEs: 23

Total of Routing and Switching and Voice CCIEs: 182 (1)

Total with 3 or more certifications 210 (1)
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CCIE Service
Provider Track
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“CCIE is not a rocket science. It just needs dedication, strategy

and hard work.”

Anonymous, first heard on the Internet 8 years ago
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CCIE Service Provider certification indicates expert level knowledge
and skill in SP technologies such as IP routing, Multicast, SP QoS and
Security, MPLS, L2/L3 VPN, Traffic Engineering, Multi-Protocol BGP,

and High Availability
The CCIE Service Provider certification was introduced in 2001

Not all Service Provider technologies appear in lab exam. CCIE SP lab
exam focuses on building SP core networks and deploying SP common
services (Please refer to lab exam blueprint.)

The specific SP networking technology, such as Dial, DSL, Cable, IPT,
Content Networking, Optical WAN switching and Metro-E, only appear
In written exam (Including the new CRS and I0S XR, please refer to

written exam blueprint.)




CCIE SP Written Blueprint

The written exam is a two-hour, multiple-choice, computer-based exam. CCIE Service Provider
written exam blueprint:

|. Service Provider Hetwork General

http://www.cisco.com/web/learnin

. =P Metwork Structure and Components
. Service Provisioning

. Qrganizations and Standards
. I5P design principle, RFC3439

. Layer 2 technology

. AT

. POS

. DPTRFR

. FPP

. Frame Relay
. Ethernet

T

e—TOmmBDomrE

P, IPwE

Mutti-protocol BGP

I1=1=

O=PF

RIF, EIGRP, Static

Mutticast Addressing
IZMP, PIM-SM, S50, Bir PIM
Rendezvous Points

Inter domain Multicast
hutticast %Ph

. MPLS

. FEZ, Label

. Frame mode and Cell mode
. Label distribution Protocal

. Traffic Engineering

. GMPLE

. WPH

ToemmoomrE

Intra A% MPLS PR

Inter &% MPLS PR
Carrier Suppoarting Carrier
A.Tahd

hetra Ethernet

LZ2TPw3

GRE

202 1Ginc

. Security

. |IP zpoofing, Denial of Service (DoS), DDoS Worm
. Data Plane Security

. Control Plane security

. Management Plane Security

. Intrusion/&nomaly detection

. Attack mitigation

. Best Common Practices (BCP)
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/le3/ccie/sp/comprehensive blueprint.html

Wi, Quality of Service

. Service level agreement
. Classification

. Marking

. Palicing

. Shaping

. Eueuing

. congestion management
. MPLS YR QoS

High Availability

. MEFISS0

. Sonet APS, RPR, 802 1w

. zraceful Restart, VREREP, GLBP, IP Event Dampening
. Fast reroute, LinkMode protection

. Flobal Server Load Balancing

. High End Product

&, CRZA1
B. GSR12000
C. I05-KR
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Which statements about ISDN LADP are true?
(Multiple answers)

ISDN LAPD allows multiplexing of multiple
logical data links on D channel

ISDN LAPD is only relevant to BRI, not PRI

ISDN LAPD has framing, sequence control,
and an error detection mechanism

ISDN LAPD does not have flow control mechanism

Answer (A,C)

*Taken from Networkers 2005 Slides




- - Cisco Networkers
CCIE Service Provider Lab Solutions Forum 2008

The Service Provider lab is an exam that requires
Implementing comprehensive networking solutions and managed
services to certain specifications. Technologies such as

are emphasized in the exam

Candidates are not required to configure any end-user systems, but
are responsible for any device residing in the network

Each configuration scenario and problem has pre-assigned point
values

The candidate must obtain a minimum mark of
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Beljing RTP Brussels

<

San Paulo

worldwide CCIE lab locations for SP
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CCIE Service Provider lab exam blueprint:
http://www.cisco.com/web/learning/le3/ccie/sp/lab exam blueprint.html

. Bridging and Switching . 3P Multicast . 5P Q035 and Security
TP, WLAN, Trunk, Spanning tree £ PIM-Sh, PIM-Dh, SShi, PIM-BIDIR, 1GMP
. Frame Relay, DL, FR muttilink B. Auto RP, Static RP, B3R, &mycast RP

_ ATM PYC, SWC, FRIATM interworking C. MP-BGP for multicast, MSDP
. PPPoE

DSCREXF, TOS, NBAR
Marking, Shaping, Palicing
CAR FRTS

WG, CEVWFG LLG, PG OO
RED, WRED

LFI, cRTF

REYP

ACL, RPF, Filtering

Fouting update security
Common sttacks

. MPLS

. IGP Routing . Label distribution, LOPS TOP

. Lakel fitering, Label merging, Multipath
S-S, Level 102, Metric CMPLS COS

. DSPF, LA, Area . MPLZ Metflow
. Redistribution, Summarization, Fitering . MPLS over ATH
. Palicy routing . MPLS Traffic Engineeting High Availability

A,
B.
.
O
E.
F.
G,
H.
.
J.

A MSF, GLBP
. EGP Routing . L3L2 VPH B. Fast reroute, LinkMode protection

Z. HZRP, VERF
MPLS WM, MP-BGP

PE-CE routing, RIPv2, OSPF, EIGRP, Static, 1515, EBGR

BGP Extended Community . Management

Irter &% MPLS PR

Carrier =upparting Carrier A SMMWP, SYSLOE, RMON
WRF-Lite, WRF Select B. Accourting
-
0

. |1BGP, EBGP

. BGP attributes

. Confederation, Route reflector

. Synchronization, Aggregation, Stability
. Redistribution, Fitering

- Muttipath bulticast MPLS WPN . Metflowy

GRE, multipaint GRE . MTP
ATom, L2TPw3
g02.2inG

e —T@mMmmOomE
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Lab may test any feature that can be configured on the equipment
and I0S versions listed below. More recent versions may be
installed in the lab, but you won'’t be tested on them
http.//www.cisco.com/web/learning/le3/ccie/sp/lab_equipment.html

Cisco 7200 series routers

(SERVICE PROVIDER/SECURE SHELL 3DEYS)
Cisco 3700 series routers

(ENTERPRISE PLUS/H323 MCM)
Cisco 3600 series routers

(ENTERPRISE PLUS/H323 MCM)
Cisco 2600 series routers

(ENTERPRISE PLUS/H323 MCM)
Catalyst 3550 series switches

(IP SERVICES)
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SP Lab Equipments in Rack |Bistasisies

The equipment on the rack assigned to you is
physically cabled and should be tampered with.
Before starting the Exam, confirm working order of
all devices in your rack

During the exam, if any device is locked or

Inaccessible for any reason, you must recover it

When finishing the exam, ensure all devices are
accessible for the grading proctor. Any devices that
are not accessible for grading; can not be marked
and may cause you to lose substantial points




CCIE SP Lab Logical Layout

High end routers form
Multiple AS SP core

Low end routers and
switches run as access
routers

Backbone routers provide
diverse information
Injection
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Candidate Workstation Candidate Rack

@
> U Exam

Candidate PC Routers

Comm Server
~$

Ethernet

Corp Network
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The CCIE SP lab exam is preconfigured with
on the devices, giving the candidate more exam
time to work on SP-specific technologies

The routers and switches in your topology are pre-
configured with

Basic IP addressing, Hostname, passwords
Switching; Trunk, VTP, VLANS

Frame Relay; DLCI mapping (static/dynamic)
All pre-configured passwords are 'cisco’

Do change any pre-configuration on any device(s)
unless explicitly stated in a question
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Candidate is responsible to make sure pre-
configuration working properly

Useful command to verify pre-configuration
Show vtp domain
Show vtp status
Show vlans
Show interface trunk
Show frame-relay map
Show frame-relay pvc

Show interface (type) (s/p.x)
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SP Lab: Sample Topology

BackboneA

&= R0 ~3
=

XYZ,Site2

é4
m
ks

XYZ, Sitel ABC,Sitel *Taken from Networkers 2005 Slides




SP Lab: IGP/BGP/VPN*

ISIS Area 49.0010

BGP AS 246
=

OSPF Area 10
XYZ,Site2

XYZ, Sitel ABC,Sitel *Taken from Networkers 2005 Slides
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02.1

R2, R4, and R6 Form the SP Core; Configure I1S-IS
on All Links Between Routers R2, R4, and R6 Using
Area 49.0010

Only Level-2 ISIS Adjacency Can Be Established; After
Configuration, All Subnets Within I1SIS Domain Should Be
Reachable

*Taken from Networkers 2005 Slides




interface FastEthernet0/0
ip address 131.2.62.2 255.255.255.0

1
interface Serial0/0
ip address 131.2.24.2 255.255.255.0

encapsulation frame-relay

frame-relay map ip 131.2.24.4 204 broadcast
!

interface FastEthernet0/1

ip address 131.2.22.2 255.255.255.0

Cisco Networkers

SP Lab: ISIS configuration Solutions Forum 2008

interface Serial0/0

no ip address

encapsulation frame-relay

!

interface Serial0/0.2 multipoint

ip address 131.2.24.4 255.255.255.0

frame-relay map ip 131.2.24.2 402 broadcast
I

interface Serial0/0.6 multipoint

ip address 131.2.46.4 255.255.255.0

frame-relay map ip 131.2.46.6 406 broadcast
!
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interface Ethernet0/0
ip address 131.2.62.6 255.255.255.0

[
interface Serial0/0

ip address 131.2.46.6 255.255.255.0

encapsulation frame-relay

frame-relay map ip 131.2.46.4 604 broadcast

frame-relay Imi-type ansi
!
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Rack02R6#
131.2.0.0/24 is subnetted, 6 subnets
[115/20] via 131.2.46.4, Serial0/0
[115/20] via 131.2.62.2, Ethernet0/0
[115/20] via 131.2.62.2, Ethernet0/0
[115/20] via 131.2.62.2, Ethernet0/0
[115/20] via 131.2.46.4, Serial0/0

Rack02R6#

System Id Interface SNPA State Holdtime Type Protocol
Rack02R2 Et0/0 000b.beee.4150 Up 8 IS-1S
Rack02R4 Se0/0 DLCI 604 Up 27 IS-1S

Rack02RA4t#

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 131.2.24.2, timeout is 2 seconds:

percent (5/5), round-trip min/avg/max = 1/6/12 ms
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Q4.2

Configure MPLS/VPN to Make Sure That Networks
Belong to XYZ Company Are Able to Access

Each Other Between Sitel and Site2, and Only XYZ
Sitel Networks Are Able to Access ABC Company
Sitel Networks

*Taken from Networkers 2005 Slides
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router bgp 246
neighbor 131.2.2.2 remote-as 246

ip vrf abc
rd 246:45

route-target export 246:45 neighbor 131.2.2.2 update-source LoopbackO

. neighbor 131.2.6.6 remote-as 246
route-target import 246:45 '9

neighbor 131.2.6.6 update-source LoopbackO

ip vrf xyz address-family vpnv4
rd 246:34

route-target export 246:34

neighbor 131.2.2.2 activate
neighbor 131.2.2.2 send-community both

. neighbor 131.2.6.6 activate
route-target import 246:34 '9 e

neighbor 131.2.6.6 send-community both

interface Ethernet0/0 address-family ipv4 vrf xyz

redistribute connected

|
ip address 172.17.34.3 255.255.255.0 )

: address-family ipv4 vrf abc

) . redistribute connected
interface Serial0/1

ip address 10.2.45.4 255.255.255.0




ip vrf xyz

rd 246:16

route-target export 246:16
route-target import 246:16

interface Serial0/1

ip address 172.16.16.6 255.255.255.0

encapsulation frame-relay

Cisco Networkers
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router bgp 246

neighbor 131.2.2.2 remote-as 246

neighbor 131.2.2.2 update-source LoopbackO
neighbor 131.2.4.4 remote-as 246

neighbor 131.2.4.4 update-source LoopbackO
!

address-family vpnv4

neighbor 131.2.2.2 activate

neighbor 131.2.2.2 send-community both
neighbor 131.2.4.4 activate

neighbor 131.2.4.4 send-community both

!

address-family ipv4 vrf xyz

redistribute connected




SP Lab: VPN verification

Rack02R4#
; default RD 246:45; default VPNID <not set>

Interfaces:

Serial0/1
Connected addresses are not in global routing table

Export VPN route-target communities

Import VPN route-target communities

VRF xyz; default RD 246:34; default VPNID <not set>

Interfaces:
Ethernet0/0
Connected addresses are not in global routing table

Export VPN route-target communities

Import VPN route-target communities

Cisco Networkers
Solutions Forum 2008

Rack02R6#

default RD 246:16; default VPNID <not set>
Interfaces:
Serial0/1
Connected addresses are not in global routing table

VPN route-target communities

VPN route-target communities

No import route-map

No export route-map
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How to Become a CCIE
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“It was not because of luck. It was not given. It was not a gift.
It was dedication, hard work, strategy, make sacrifice and so on.

And when the time is right, make a decision and stick with it.”

Himawan Nugroho
http://himawan.blogsome.com
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There is abundance of material available to prepare for the CCIE
certification. However, you have to be very selective of the
material you choose to use

Customize your study plan to reflect your own personal strengths
and weaknesses. A good study plan is key to your success

There are many sample scenarios available on the Tech Support
pages for each Cisco product and technology.

Documentation CD is the only resource you are allowed during the
exam and you will need to be able to look up anything you need
with speed and confidence

Build and practice scenarios for each topic in blueprint. Go beyond
the basics—ypractice additional features

If a technology has multiple configurations—practice all of them.
Learn show and debug commands for each topic
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1. Ask your self what's the reason to become CCIE

It's a very tough challenge, candidates must sacrifice social
life, time, and money, so there must be a good reason to do it

No need to impress others with the reason, just find it and
believe it since it may be the only one that keep you going

2. Use the mid-level certification

For R&S track, learn CCNP. For SP track, learn CCIP. For
Voice track, learn CCVP. For Security track, learn CCSP.

You don’t have to pass the exam, but use the material

Passing the exam can help as checkpoint to see the progress
of your study, and to get small reward during CCIE journey
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3. Build your home lab
Not necessary to build complete topology, 3-4 routers will do
Build home lab with simulator/emulator, rent other devices
Dynamips http://www.ipflow.utc.fr/

iIndex.php/Cisco_7200_Simulator

Dynagen http://www.dynagen.org

GNS3 http://www.gns3.net

4. Just pass the written test
Passing written test doesn’t mean you are half-CCIE

Written and Lab blueprint sometime don’t match, so just get
70 to pass and register for the lab
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5. Read, read, read then practice, practice, practice
CCO (www.cisco.com), configuration guide and sample config
Networkers, Google, Safari Online, use Blueprint as guidance

Use COD and workbook from CCIE Preparation vendor,
l.e. Internetwork Expert http://www.internetworkexpert.com

6. Fast and Furious, with common sense

For R&S and Security track, there are many tricks from new
features. So try to finish the obvious as soon as possible then
use Documentation CD to find the answers

For SP lab, Documentation CD is not our best friend anymore
Sometime, IS the only way to pass
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7. Join the community, build a healthy discussion group

CCIE is a one-man-journey type of experience

Knowing there are others who face the same challenge is
good enough to boost your spirit

Respect others, especially those who are willing to answer

8. Learn how to ask the right questions
Do your own research, RTFM, first before asking questions

In discussion group, answer people guestions if you expect
them to answer yours

Proctors can provide hints if you ask the right question
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9. Understand the lab questions

Don’t make assumption, ask proctors for any dispute, admit
that we were not born in english-speaking country

When it looks so confusing, sit back and analyze the
guestions as a single unit. Use helicopter-view and global
perspective to understand the whole topology and traffic flow

10. Skeptical is one the most important attitudes, among others

Trust no one, trust no solution. Don’t trust any answer unless
you try and prove it by yourself in your lab

Always ask questions: why? How come? What if? How to
prove that? What if | add this? How if | answer it that way?
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11. CCIE is nothing but a mind game
You need the right attitude and mindset to pass
Stay away from people who keep saying you can’t pass.

Be positive, adaptable, able to work and think under pressure

12. Enjoy every moment of it
No one can describe the journey, you need to do it to feel it
Follow your heart, do it only because you really like it

Discuss your plan with others who love and care about you

Be in the moment, try to have fun even you must study in

between your busy time. Feel every aspect of the journey.
Enjoy every moment of it.
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Scott Morris, Quad CCIE, “So you want to be a CCIE?”

http://certcities.com/editorial/features/story.asp?EditorialsID=89

Yusuf Bhaiji, CCIE Security Program Manager, “Insider’s Tips on Earning your
CCIE in Security” (Packet Magazine, Aug 2004, Page 18)

http://www.cisco.com/web/about/ac123/acl14/downloads/packet/packet/aug04/pdf
s/aug04.pdf

Himawan’s “How to Become CCIE” package:

How to Become CCIE
http://brokenpipes.blogspot.com/2006/02/how-to-become-ccie.html

How to Become CCIE v2
http://brokenpipes.blogspot.com/2008/03/how-to-become-ccie-v2.html

How to Become CCIE on Amazon
http://www.amazon.com/gp/richpub/syltguides/fullview/BYNHY05D4X84

How to Become CCIE v2 on Amazon
http://www.amazon.com/gp/richpub/syltquides/fullview/RLUWDJWTD4FN2
Become a CCIE with Simulator

http://brokenpipes.blogspot.com/2006/09/become-ccie-with-simulator.html
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