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Security menedzsment alkalmazasok
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MARS [ Security Manager [ ACS

Halozati eszk6zok

» TGzfalak

* Integralt biztonsagi
megoldasok (ASA)

» Hoszt alapu IDS/IPS
* Routerek (ISR) / Switch-ek
» Halézat alapu IDS/IPS

Cisco Public
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Cisco Security Manager 3.0

Feladata:

= a tizfalak és a VPN menedzselésére - Cisco
platformok tamogatasa

+ skalazhatésag
CiscoWorks integracid, késGbb IPS és mas biztonsagi

technologiak vagy biztonsagi menedzsment alkalmazasok, mint példaul a CS-
MARS

Tamogatott termeékek

u PIX és ASA biztonsagi megoldasok, 10S Firewall, FWSM Service Modules, VPN
Service Module és ISR VPN (8xx — 72xx),

Tamogatott technolégiak

. mint példaul a
ASA/PixIFWSM/VPNSM

Biztonsagi szolgaltatasok az I0S eszk6z6kon : ACL-ek, NAT, SSH/SSL, HTTPS,
High Availability, Dial Backup, PKI, Certificates, sth....
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Az alkalmazas opcionalis elonyei

« Egységes felhasznaloi tapasztalat és szolgaltatas halmaz
— kornyezetben is

« Komplex feladatok leegyszerusitett megvalositasa
grafikus felhasznalodi interfész segitsegével

és
illetve felhasznaldi tipusok -
jogosultsagok és szolgaltatasok + rollback

« Tobbféle nézet — a kiilonb6z6 megkozelitési médok koziil
a felhasznalo6 valaszthat

— Policy-based megkézelités
— Device-based megkézelités
— Map-based megkdzelités

Cisco Public




3 nézet: Device view

Cisco Security Manager - admin connected to *10.61.1.16%

Graups Search Eiltes

Device: pomspudopbe k. Policy:: Stabic Route.

_:| Location
_"] Deparkment
- [al
59 poenapuk.pie uk

Device Information

" I Wi
1] Banner
{1 Booz Image/Configuration
{=] Conkact Credentials
(=) Security
§ ] Anti-Spacfing
{7 Flaadguard
7 Fragment;
=] Timeouts
3 Routing
(=] Satic Route
[Tre
| JiOsRF
-] o Provy AR
43 Mukicast
] Logging
[+ NAT

Tt Rrirlmrey

Routing - Static Route

e ecface
:ﬂ Inside
B outside
{38 ounside

| B outside

Eszkoz
valasztas

[ T
| B8 Qutside

m Outside
>E Cutside
| B outaide
E_ﬂﬁulsiﬂe
B ouitside
| B ouitside
| B outside
:Eﬂuuidc—
:Eculﬁrde

Policy
valasztas

et s,
B oy
B 157.147.0.0/18
5714780024
sy 147720021
- 57 147700024
W sy 147740724
B 157.147.75.0/24
B 57.147.76.0/24
) 57.047.77.0/24
B 157.147.78.0/24
B 57147790024
B 57 147.108.0/24
= jo7.145.0.0016
B j57.145.126.0119
= 167.16,0.0/16

W 72.07,192.0/24
1 7z.07.193.0/24
1 72.07.194.0/2%
B 172.17.195.0/26
B 172.17,195.64/268
B 172.17,195.12826
B 17207195, 192026

Gateway

W e g 5,105/

L 193.25.35,213132
193.23.35.213132

| 193.23.35.213/32

| 193.23.35.213052

| 193,23.35.213132

M 193,23.35.213/32
| 193.23.35.213/32
B 193.23.35.213]32
\ 193.23.35.213132

Wl 153.7%.35.213/32
W 153,23.35.213/32
| 193,23.35.213/32
| 193.23.35.213132
| 193.23.35.218/32
| 193.23.35.219/32
W 153.25.35.213132
B 153.23.35.213132
| 193.23.35.21332
= 193.23.35.213032
| 193,23.35.213/32

—

ST VR RN U S U ST

[ ETR SV K

Actualis
beallitas
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3 nézet: Policy View

£ (isco Security Manager - admin connected to "10.61.1.16*
Efs Edt Vew Poley Map Tools Help
W EE LG

Gaves arath Poliey Type: Access Rules  Polty: Werm Mitigation

=21 Firowal Details

Assigrenonts

1| Inspection Rides b Filter
L) sries [ ho. | Permit | source
1T wich Fiker fules (PROFWSMASR) b Mandakary - Vo Mitigation (1 Rude)
1} Wok Fiker Rulos (105) 1 o) = oy
1} Transparenk Rules
B Setfings iv Default - Worm Mitigation (1 Rule)
IsEEYRN | 1 o] = any
_IRA |

£ warm Mitigation

tri:-er._l;o

#i&y All-Trterf

3ty All-Iriterf

Criery ;Cur)‘IIrJ:sl-HtCuml| :_. ;7

E

>

Ebben a nézetben
konfiguralhatok a
skalazhatoésagi
szolgaltatasok:

Cisco Public



3 nézet: Map centric view

£ Cisco Security Manager - admin connected to *10.10.10.12*
File Edit View Policy Map Tools Help

?

B
B

® ?. 9
: i x5 15E—E ; ci-sco LT g @
D'XSISE'F'E'SCD'CDT R Y «. Devsa.disco-feabfhoff -

_Deved, cisco-fe3bfbeff
- = pixg15E-2. cisco. com

D

: Edit Firewall Policies ! Access Rules, ..
Dev53.cisc = S I
] Edit WP Peers. .. Inspection Rules, ..

Edit Y¥PM Policies. . A8A Rules..,

Q
=
@
&
v
&

_l Device Properties. ., ‘\WebFilter Rules. ..
Clome Device. .. Transparent Rules. ..
Copy Policies Between Devices, .
Share Device Policies. .,
Net-192.169,1.0 l cocoss s
Showe WPM Peers..,
Mode Properties. ..

[ ] Preview Configuration. ..
i ] Mave To Center

! ] Set Linked Map. ..

7 _l Delete Device. ..
I Discover Policies on Device. ..

Dewval, cisco-Fe3bFbcff Berie o Man

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




Tuzfal hozzaféerési szabalyok (ACL)

minden
eszkozre

Egyszerl szabaly masolas (ASA, PIX, FWSM, I0S)

Tamogatja az ACL opcidkat (napléozas,
idotartomany, megjegyzeés, stb.)

— csak a valtoztatott
szabalyt moédositja (insert-delete)

Fejlett beallitasok (turbo ACL, objektum csoportok)

Cisco Public




Szabalyok szerkesztése

4 Cisco Security Manager - admin connected to *10,61.1.16"

File Edit Wigw Pobey Map Tools Help Ackion:
Ble R DRhH g

F

Edit Firewall Rule

Edit Firewall Rule
[¥]Enable Rule

(®)Permit

194.223,21.16{32
Sources®

% " " " o 192,168, L16.94/32
Device: pixnapuk,plx, ok, Polley: Access Rules S

b Fikter

Servicest™®

No, | Permit  Source Destination Service Interface
b Hmdatnry - Local (Empty)

1
-
3

AN LA ARALCELNLEmLS <

w Default - Local {5059 Rules)

] o4 225212052
8| 54.223.21,9/32
) 104203212032
B 194.223.21.9(32
E 194.223.21 16032
W to4.573,21,9/32
. gy

B any

) 193239521 1/32
= 153.23.35.21132
M 153.23,35.21 /32
W j55.23.35.211032

B 19z 168.137.19/32
B 19z 168.137.1932
B 192.168.137.17/32
B 192.168.137,17/32
H 152.168.116.94/32
B 152,165.116.94/32
8

B any

= 1e0.50,194 65[22
= 160,50, 194 65/32
B 160.50,194.72(32
160,50, 194.95/31
B any

= 180.50,194 65032
B 160,550,202, 10052
= 180.50.205.10/32

2 bepfa080
£ top/S080
£ tepjs080

fo ST
] Edit Destinations. ..

Add Rowe, ..
A EdtRow...

Delete Fiow

Wiewe Row. .,

Move Row Lip

Mowve Row Down

'  Enable

'?-‘4‘5 Cutside
B Qutside
¥ Outside

B A dcida

Chrl+R
Chrl+E
Chrl+D

Ctrl+Up

ChrlDowwn

Loggrg Lewvel:

Diescription:

Advanced
Traffic Direckion:
Loggrg Intarval;
Cabegory!

Time Rangs:

]
1
Lecrauraus
Diefaulk/300
Defauk /300
Defauk/300

Fomsids

[¥]Enable Lagging

| Defavit v|

@i (Cyout

0o

{none v
li | Selech.,
[ Fragment (105}

[ Established {105}

Right click, double click, enable/disable, change
column width, column order, move up/down etc

Cisco Public




Interfész szerepek

« Policy alkalmazhato | ) —
skalazhatéosag n6

“Interface Roles” készitheto, amelyik Ujrahasznalhatoé
objektum interfész mintazattal (pl.: DMZ*, outside)

Az ,interface roles” ugyanugy hasznalhato egy
szabalyban, mint egy interfész

A config elkészitesénél az aktualis interfésznél figyelembe
veszi az Interface role-t

Permit any to myWebServer
on all DMZ Interfaces

At

inside outside inside nean inside outside

Cisco Public




Interfész szerepek (folyt.)

Vol @ @ @ @ @ @ e e e e e @

EJ

All-ATrMs

&ll-Drz

All-Ethernets
All-FastEthernets
all-GigabitEthernets
All-Interfaces

All-3erials

All-Turnels
Exkernal-Port

Inside
Inside-171x-172%-18xx
Inside-176x

Inside-Gxx

Inside-lan
ManagementInterface
Dutside-171:x-172x-18xx
Dutside-176:x

G ik o i i

. Outside

Interface Role Editor

Mame;*
!.ﬁ.II-DMZ-InterFaces

Description;

Il interfaces skarking with the word ‘DMz’

Cakeqary ||.|,:,|.|E P |
Sllow value averride on device :]

Interface name patterns:

rmz*

|InterFace name patkerns |

oK H Cancel H Help

Interfész csoportok

Példa: Permit HTTP to
all DMZ interfaces

%

Cisco Public



Policy objektum csoportok

& Objecks
MetworksHosts

f;ﬁ—' A48 Server Groups Al

by Aaa servers Nam Content Category  Dverridable Description
;ﬁ Access Control Lists ; o 34.1.1, 1.i'.32 . nane - o |

@ ASA User Groups i 10.1.1.1/32 none

EE _ateqories none Predefined any nebwork,

=} Flesontioe i i 160.48.101.133/32 Fohe
£ FTP Maps 160,48, 101.246/32
£ GTP Maps 160,50,57.45/32

GTF

L3 HTTP Maps

-f} IKE Proposals
Interface Roles

"= « Ujrahasznalhato objektumok IOS szamara

)

@u MetworksHosks ‘ is !

% PKI Enrallments

{EP‘DrtLists . u
£ Senves * Objektumok: hosts/networks, services,

D HTTP/FTP deep packet inspections, ACL’s,
= Time-ranges, stb.

u:‘; Traffic Flows

g user rowps * Globalis objektumok
értéekekkel!

Cisco Public



CSM szabaly szirés — rule filtering

Crenvic S-nac,cisco.com Policy: Access Rules

+ Filter {none)

Column: Criteria; | permit| Apply

M@, . Permit Source: Destination - Service | Interface it Cpkions 3
 Local - Mandatary (Emply)

m Local - Default (4 Rules)
i L Tl _-‘55 any FastEthernet0)0 i Default)300
FastEthernet0)1
-_q'lE,Ju any = all-Inkerfaces i Defaulk)300

9,9.9.9 all-Interfaces i Default)300
301,11 All-Interfaces [ Deefaultf300

w Filker (Permit = "permit” and Source = "9,9,9,9%)

Column: | Source s | Criteria: | 9,9.9.9
CIIZI|LIIT;;'|:. Criterie.i: 9999

Mo Perrit SOurce Diestination: Service Intetface bir. pkions iZateq

e Local - Mé'ndatcury (Empt;:.:']l

m Local - Default {1 Rule)
3 v 9.9.9.9 af any =P Al-Tnkerfaces in Diefault/300 Mone

Cisco Public



Policy lekérdezés - Policy Query

1. Lekérdezés 2. Lekérdezés eredménye

Rule Types

| aah Rules FirewallRule Matches

FirewallRule
Enabled andfor Disabled Rules

I¥ Enabled Rules | DCisabled A Match Status | Scope |Rule Mo. | Permit | Source...  Dest Addresses | Services Options

Partial Match Local 1 ¢ Bany  [BMyserver 43 HTTF &g Defaul...
Actions

v Permit [ Deny

Kereszthivatkozas (double click a szabalyon)

Source Addresses:

Destination &ddresses:

3. Szabaly tabla (kiemeli az egyez6 szabalyt)

# Permit Sourc Options
Interfaces: Slobal Secu r'it'[." Pal

1 b 4 lf-'_'.} any Eroany __'_ = =t W2 E-E_:-I Diefan J|t,|"|:|

Local (2 Rules)
_;sﬁ Default/O
.r:[:-:l Default/0

Cisco Public




ACL Hitcount — talalat szamlaloé

£ Hit Count Query Results
Hit Count Query Results |

Info

Seleck Device! | 3725-nac.cis... w Refresh Hit Count i| 0 Days 0:hrs D:min 24:sec ‘

Selected Access Rules

ple, HiCount Permit Seacs  Destmstion | Sewies  Inierface B Joutics Catespry,
|Local - Default 1 1123131 v af ary = any 21 FastEthernetdf0 in Defaultf300 Hane =
g i
Rule ” | Hit Count P | Service Intetfaces Direction - Source Addresses Source Pork | Dest Addresses Diestination Pork ACL Name |

|Local - Default 1 4 1123131 Sip 9| FastEthernetDjo  in il 0.0,0.0/0.0,0,0 8 0,0.0.0/0.0,0.0 CSM_FW_..
[g] FastEthernetojl 0

&)

HitCount !

A CSM ellenorzi, hogy a szabaly mukodik-e! Valositsunk
meg egy szabalyt, és nézzuk, hoqy lesz-e talalat!

Cisco Public



CSM — EGYSZERU POLICY
KONFIGURALAS

Cisco Public




1. lépés: eszkdz policy megosztasa

S| @ R L[5 [» L

Groups Search Filter

Device: pixnapuk.pix.uk  Policy: Access Rules

[ Location
(] Department
- 4l
52 pixnapuk, pix,uk

= piv-h

ERESI

Device Information

b Filter

ety PE'H‘Tit A i

b Mandatory - Local (Empty)
Default - Local {5059 Rules)

1 v 3 194.223.21.2)32

Save Policy As...

Palicy Mame: IM""'FW'PDHW

Destination

B 192.165.137.19(32

EI i3z
i3z
iz2
i3z

| | Zancel | |

Help

-1 Firewal
Arcess Rrolas
B Inspectic

Al Rule
1§ web Filks

+] Settings

Share Palicy. ..

Unassign Palicy. ..

Assign Shared Palicy. ..

Edit Policy Inheritance. ..

Im193,73,35.211/32
193, 23,35, 211 32
193.23.35.211/32
[ 193.23.35.211 /32

[ &y

[ site to Site VP

any

191 60,50, 194.66,32

160,50, 194,68/32

B 160.50.194.72)32
160.50,194,98/31
any

160,50,194,66/32

Seryice

£ tep/a0s0
£ tep{a0s0
£ Lepjanso
£ tepla0so
=P
21r

£ 1CMP-Ech...

= ICMP-Fra...

@ Syslog

£ TACACS+
£ TACACS+
= TACACS+

£ 1CMP-Echo

= tepis001
"

* Vegyunk egy eszkoz policy-t/beallitast és mentsiik el — a
megosztashoz

Defaultf300
Default 300
Defaulk)300
Defaultf300
Dref aulk 300
Diefalltf300
Defaultf300
Dref aulk300
Dief aulkf300
Defaulcf300
Defaulkf300
Dief aulk 300
Defaultf300
Dref ault 300

Cisco Public



2. lepés : ujra hasznaljuk a megosztott policy-t

- Cisco Security Manager - admin connected to "10.61.1.16™

ile Edit- Wew Policy Map Taols Help

e s e ara 4 Rssign shared Policy-

Cevice: pix-b Policy: Access Rules

Groups Search Filter

w | Palicies
b Filter . warm Mitigation
= My-Fye-Palicy

[ Lacation
(] Department i _
- 34l No.  Permit

T P D R AT
@ pixnapuk pix .Uk b Mandatu:urv Local (Emptv}l
P pix-b

Device: pix-b Policy: Ac

Assigned bo : Z Device(s)

P Filter

Destination | Service  Options

[ &r ] [ Pad H @ ] l‘ Mandatnry My -F- F'I:I|II:':.-' {Empty}
w Default - My-FW-Policy (5059 Rules)

Device Information 1 v B 194.223.21.2032 Bl 197.168.137.19/32 £ tep)a0s0 Default/300
= Firesal 2 v 194.223,21.9(32 192.168.137.19/32 £ tep/8080 Def ault/300

T} accesznit-- 3 v 194.223.21.2{32 192.168.137.17/32 £ tep/B080 Default/300
B e Assign Shared Palicy, ..

|| Aan Rules
j:j' YWeb Filter Rules (PIAFWSMIASE)
[+ Settings Ok, ] [ Cancel ] [ Help

Valasszuk ki a policy-t és csatoljuk a masodik eszk6zh6z (Pix-B)

Cisco Public



VAGY: hasznaljuk a megosztott policy-t
orokitéesre

£ Cisco Security Manager - admin connected to "10.61.1.16™

Fil= Edit Wiew Policy Map Tools: Hi
pEERERE

Groups Search

=3 |__ Firewall | Delails | Assignmerits Edit Policy Inheritance for: My-|
| Aiccess Rules
B Inspection Rules b Filker - Ij Policies

1] s Rules No.  Permit e lg’; YWorm Mitigation | Intetfacd

B ‘iteb Filker Rules (PIRIEWSMIASA) b Mand.;_tnrv T My-FL'-;-;\-'-F‘u:ulicy {Ernpty) I:% My-Fit-Palic

177 web Filter Rules (105 w Default - My-FW-Policy {5059 Rule .

T hansranent Ailes 1 194,223,21.2032 1,(_} Cutside
e 194.223.21.9/32 Bty Outside
0311525 WPN 194,223.21.2/32 82y Outside
s 194.223.21.9/32 82y Outside
194.223.21.16/3 84 Outside
194.223.21.9/32 8y Outside
any “}:!‘-} Cuikside
any 1&5 Oukside
193.23,35.211/3 842 Outside
193.23.35.211/3 84y Outside
193.23,35.211/3 B2y Outside
193,23,35.211/3 88 Outside
any | 1{'} Oukside
any ",(j. Cuikside

O ] [ Cancel ] [ Help

<

2|

Policies:

g Worm Mitigation
Py-Fid-Piolice

L o I = L T R ¥

Save Policy s, ..

—_
)

Renarmie Policy. ..

—
—

Edit Policy Inheritance. ..

—_
ra

Mew Access Rules Palicy, .,

[y
L)

Delete Palicy. ..

s S LS S i S| A

—
s

Cisco Public



VAGY: hasznaljuk a megosztott policy-t 6rokitésre
(folyt.)

i Cisco Security Manager - admin connected to "10.61.1.16™
File Edit Miew Policy Map Tools Help

Groups Search Policy Twpe: Access Rules  Policy; My-Fiw-Palicy

=} | Firewall ]| Details Assignments
D’ Access Rules
D' Inspection Rules b Filter

I J AaA Rules No.  Permit Source Destination
S Weh Filter Rules (PIX/FWSM{ASA) » Mandatory - Worm Mitigation (1 Rule)

{] web Filter Rules (105) 1 ® Hay any

D’ Transparent Rules

41 || Settings b Mandatory - My-Fi%-Palicy (Empy)
[ 525 YN e Diefaulk - My-FW-Policy (5059 Rules)
o=
= 1 194.223.21.2/32 B 192.165.137,19/32

&) ' 194.223.21.9/32 B 192.168.137.19/32
B 194.223.21.2/32 B 192.168.137.17/32
Policies: B 194.223.21.9/32 192.168.137.17/32
» 5 warm Mitigation 1942232116032 [H 192.165.116,94/32

Z My-Fur-Policy 194.223.21.9/32 B 192,168,116, 94/32

Service

@ Sasser

£ bepls0a0
£ bep|3030
£ tep/a080
£ k3080
=P
2P

Defaultf 200
Defaultf300
Default/300
Default/z00
Defaulkf300
Defaultf 300

Interface

f,f} All-Interfa...

",{} Oukside
"ﬂ‘.‘_} Outside
’,g:_, Qutside
‘Jb Oukside
",{_; Oukside
'm Oukside

Most a ‘Worm Mitigation’ policy mindig része a ‘My-FW-

Policy’-nak

A ,,Mandatory rules” az eszkoz specifikus policy-k elott

vannak

« A ,Default rules” az eszkoz specifikus policy-k mégott vannak

Cisco Public



VAGY a Policy View-ban: A policy-t akar tobb 10(
eszkdzhoz csatolhatjuk egyszerre!

£ Cisco Security Manager - admin connected to "10.61.1.16
File Edit Wew Policy Map Tools Help

b PE|G 0 GG

Groups Search olicy Twpe: Access Rules  Policy: My-Fib-Policy

B3| Firewal |4 Details Assignments
B Access Fules
B Inspection Rules
1] mas Rules w [ | Device Groups 20 pixnapuk. pix. Lk
] web Filter Rules (PL/FWSIM{ASA) []C7 Location (2 pixcb
|| web Filter Rules (105 []C] Department
|| Transparent Rules w [v] 74l
41 || Settings % pix-c
[+1 1] 525 WPN — @ pix-d
— — | Bl 'f@pix—e

Available Devices Assigned Devices

=]

E my-Fi-Policy

Hasznaljuk az eszk6z csoportokat arra, hogy gyorsan
tudjunk megosztott policy-t tobb szaz eszk6zh6z
rendelni -> sok telephelyes ugyfel

Cisco Public



CSM - VPN KONFIGURACIO
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VPN menedzsment - bevezetés

Create Hub and Spoke ¥PN

~Create Hub and Spoke ¥PN
eate Hub and Spoke ¥PN l

IMy-Hub&Spoke

Mame:
Create Hub and Spoke ¥PN

ew WPN Creation. ..

Description:

IPSec Technology: DMYPR = .
- |_] Device Groups

Reqular IPSec D L o i

GRE 1] Location

DIYEH ] Departrnent

GR.E Crynamic Ip VP N |:| —

EZYPN

=

Create Hub and Spoke ¥PN

Create Hub and Spoke YPN

P Filter

Protected Network .
Role Device SRbInkerface
Wpn-External (Ethernet1,Dialerd, Seriald, Asyncl...  ¥pr-Internal
vpn-External (Ethernetl, Dialer0, Seriald, Asyncl... vpr-Internal

Wpn-External (Ethernetl,Dialer, Seriald, Asyncl... Vpn-Internal

Hub Router-1
Spoke Router-2
Spoke Router-3

Back ] [ hext [ Finish l [ Cancel ] [ Help

Cisco Public



VPN - valtoztatas a default-okhoz képest

Site ko site ¥YPN

Groups Search YRR My-Hul e Paolicy: Preshared

w [ ¥PN Topologies Key Specification-

3?& My-Hub&S5poke
{)User Defined REE |
kKey Length: 124—'

e Ky P Al are)
(®) Auto Generated [ | 5ame Key Far All Tunnels

Regenerate Key (Only in Mext Deployment)

Mote: This check is deselected once the key is regenerated,

Megotiation Method
Main Mode Address Type
() Peer Address

Policy Types

(=] 1 My-Hub&Spoke

YPN S
'8 Lmmary () 5ubnet (.. |
| | Pears -

B IKE Proposal

B IPSec Proposal

B Preshared Key

B Public Kew Infrastructure
| | Global YPN Settings

=] GRE Mades

(T ildcard (0,0.0.0)

Cisco Public



CSM — OPERATOROK
JOGOSULTSAGAI
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Workflow:

Security Manager Administration

|7 Syskem

B | Device Communication
Workflow Control

[ |Enabls Workflow

& General
< Device Parameters
% Token Management

< Groups
& Licensing Default Approvers

B [ Preferences Activity Approval Email: Iadmin@dumain.mm
Config Archive
Z5M GUI Timeouk Job Approwval Email; Iadmin@dumain.mm

Deployment Workflow History

Discovery
kKeep Ackivity For: |3':' days

FlexConfig

Logs keep Job fFor: |3I:I days

Palicy
= Default Deployment
Policy Management

Wk low

Default Deployment Method; |Device w |

< Application Security
i : I PROGRA~ 1 CSCOpm MO
& Take Over Changes Direckory: fc:h Il P

Save l [ Feset l [ Reset To Factory Defaulks
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Workflow: New buttons

" |
create i S I X discard

open close validate submit approve reject

Tobb operator
egyluttmuiukddeése:
4 Cisco Security Manager - admin connected to "10.61.1.16" - Activity Name: "admin_05.08.16 131 731" POI icy |OC ki n g !

Filew Edit Wiew Polcy Map Tools  Achivities Help

Bers 28 ROSRPERE|?

Devices Device: testas  Palicy: Access Rules

v H:' " 2 L No. Permit Source Destination Service Options
Iﬂ Lekoaont » myTestPolicy - Mandatory {2 Rules) '
(B 1841852 1 ) 0.0.... 2P Defaul...

Shared Palicy inuse | myTestPolicy

P Filter

b ] Location riy TestPolicy - Defaulk (Empty)
B Al 3
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Approve/Reject aktivitasok az activity manager-ben

i pctivity Manager

Activity Last Action
admin_05,08,16_12:53:08 approved Activity approved
admin_05.08.16_13:17:31 Edit Ackivity closed
admin_05,08,19_11:10:30 Edit Open Create

[ ] (] |

.+ |
Activity Details Activity History

Activity 10 4294959236

Ackivity Marne: admin_05.08,19_11:10:30
Created: 2005-03-1911:11:13.0
Last Modified: 2005-05-1911:11:13.0

Descripkion:

[ Close ] [ Help ]
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RBAC -- 8 szerep — konfiguralhato jogosultsagok

'5 CiscoSecure ACS - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Edit Wiew Fawvorites Tools  Help

“Back + =k - B3 (3] Y| Diseach SEdFavorites Slivedia o | By S 0 - E] 8 1L

Address !@ htbp:ff10.77.210,59: 4652 index2 . htm

g Shared Profile Cumﬁunents -

(A g
T@ | Group CSM Shared Services

Setup

2] Command Authorization Sets
= Adding a Command Authorization Set
T | Description Editing a Command Authorization Set
By | Components | Approver Role Deleting a Command Authorization Set

gs;}‘;og:l;at'ion i ECSM SeCut‘ity
= Admin |Administrator Role
x| System T = i
%%‘ Erion | CSM Security |CSM Security Approver Command Authorization Sets
Approver Role
Inter_face : _EI-)— !
Help Desk Help Desk Role

Configuration

Command authorization zets are configurable
sets of authorization rules for commands

Bl | Adminiztration

. 1R HEtN O iNetwork Administrator issued during device-hosted sessions or
Administrator Role during use of a device-management

i meases iNetwork Operator iNetwork Operator Role application, such as Management Center for
R | Bepatis=snd System PIX Firewalls.

S chiwity

Administrator

!System Administrator Role
' If they support command authorization,
TACACS+ AAA clients can be configured to
defer to Cisco Secure ACS for authorization
of commands issued by a user accessing that
device by a shell seszion. Once you have
created a command authorization set, you can
use it by configuring the TACACS+ zettings
for the user or group to which you want to
apply the command authorization set. For

E Online

] Docurnentation

:é;'] Applet nas_Filker starkted |-_ |_ |-_ F‘_I_nternet
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RBAC -- 8 szerep — konfiguralhato jogosultsagok

’3 CiscoSecure ACS - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Eile Edit Miew Fawvorites  Tools  Help

G (2] B3| Dsearch GdFavorites Eivedia c# | Bh- S 0 - H] 8 4 ‘

Address [&] http: /110,77, 210.59:4652findex2. htm =l oo | Lnks 2|

A Back - = -

Cisco SvsTeMs

E
B | St

% Shared Profile
Components

Metwork
Configuration

T System
==re | Configuration

=1, Interface
Configuration

). | Administration
Control

External User
[atabases

ho Reports and
S | Aotivity

‘ Online

o Docurnentation

Shared Profile Components

Name;

iSystem Administrat

Syvetem Administrator

Description: e

=
<

%

= CSM Shared Services
IV View

Policies

Objects

Config Archive

Davices

oL

Admin

Topology

Modify

Approve

Import

Deploy

Control

LR R RE

xI

Subnit I Delete I Copy to Clipboard J EanceIJ

Logging in Using the ACS
Login Module

The Login Module determines the type of authentication
and authorization Common Services uses. By default,
the login module is zet to local authentication and
authorization. You can change this default value to use
Cisco Secure ACS for user authentication and
authorization.

When vou change login module to ACS ensure that:

» The CiscoWorks Server is added as an AAA
client in the ACS server.

For the first time, it can be done by going to
Network Configuration in ACS zerver and adding
the host (with IP Address). The zecret key should
be configured there. The same secret key should
be entered in the Login Module dialog box.

The username you enter while logging in to
CiscoWorks is a valid ACS user name.

In ACS mode, authentication takes place from the
ACS gerver.

:g' Collapse Modify

-

I

[ [ | & mternet
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Osszefoglalas

A Cisco Security Manager segit ...

A szabaly tabla sok szolgaltatast nyujt

Policy megosztas: konfigaljunk egyszer, alkalmazzuk sokszor
Ujra hasznalhatoé objektumok, interfész szerepek

Rule Conflict Detection, Policy Query
ACL HitCount

« Gyors a nem virtualizaltbol
- Osszetett VPN konfiguracio -
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Osszefoglalas

« Sok ligyfeles szolgaltatasok

* Flow (nem eszkdz) szintu alkalmazas specifikus
szabaly

« Az elvart feltetelek mar a 3.0-ban tamogatottak,
kés6bb még tovabbi szolgaltatasok is jonnek...

 Nagyon versenykepes ar
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