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Built dynamic TCP translation from inside:192.168.1.3-1687 to outside:67.82_225_ 18,1183
Built outbhound TCP connection 288 for outside:198.133.219_ 258080 <198.133_.219.25-88> to inside:192_168.1.3-1687 <67.82_2]

192_168.1.3 Accessed URL 198.133_.21%2 _25:-favicon.ico
192 _168_.1 .3 Accessed URL 198 _133_219 _2L5:-swaj-cisco_detect._js
Teardown TCPF connection 207 for outside:z1928.133.219.25-80 to inside:1?72.168.1.3-1606 duration B:BBA:81 bytes 5917 TCF Red

Deny TCP <no connection? from 128_.133_2179_25-8080 to 67.82_225_18-1182 flag= ACK on interface outside

Deny TCP <no connection? from 122.168.1.3-1686 to 198.133.217?.25-88 flags RST on interface inside

Deny TCP <no connection? from 128.133.219.25-808 to 67.82_225_.18-1182 flags ACK on interface outside

Deny TCP <no connection? from 128_.133_219_25-8080 to 67_.82_225_18-1182 flag=s= ACK on interface outside

Teardown TCP connection 286 for outside:128.133.2172_.25-88 to inside:-192.168.1.3-1682 duration B:88:81 bytes 53445 TCPF F

Teardown dynamic TCP translation from inside:-192_.168.1.3-1427 to outside:z67.82.225.18-1142 duration B:88:35

Built dynamic TCP translation from inside:z192 . 168.1.3-1618 to outside:-67.82 _225_ 181184

Built owutbhound TCPF connection 209 for outside:198.133.219_25-88 <198_133_.219.25-882> to inside:192.168.1.3-1618 <67 .82 _2]
-18/1184)

Facilituy:

Timestamp logging: enabled

Standby logging: dizabled

Console logging: level informational. 717 messages logged

Monitor logging: disabled

Buffer logging: level informational, 215 messages logged

Trap logging: disabled

Histor»y logging: disabled
nzlation from inside:192.168.1.3-1618 to outside:z67.82_225_18.-1852
35811 Built dynamic UDP translation from inside:-192_168.1_.3-2%? to outside:-6Y._82_225_18.-42
302815 : Built outbhound UDP connection 218 for outside:-167_206_.3_158.-53 (167_2086_3 _158.-53> to in=sdide:192_168_1_3.-29 (67 _82_225_14
12
302816 Teardown UDP connection 218 for outside-167.206_.3.15%8.-53 to inside-192_.168.1.3-1618 duration B:80:81 bytes 158
305811 : Built dynamic TCP trxranzlation from inside:192.168.1_3-1617? to outside:=67_82_225_18-1185
g@f?ég; Built outbound TCP connection 211 for outside:64.154_8A.2568-80 (641.154_.8@0_258-80> to inside:192_168.1.3.-161%9 <67 .82_225
e
30481 - 192 _168_1_3 Accesszed URL 64.154_88_258: AHG7hc =we62&hb=DM5481 281 KA+ 3IBDM5401 289ACUEcd=1&hv =6&n=-Cizco .com+Publicfcon=8ucyg
=+#%3Bs/Public&bn=Metscapefce=plss=1024%*768&sc=32ksv=1Fkcnp=fkgp=&dcmp=&c y=ubhp=udln=en—US&cp=nulléf nl=&pec=Bvpc=020101ré&v js=02018
B7r&zseg=;1l&epg=n&ja=-v&dt=S5&=0=2480& 1lmn=B&cv =&hgn =&1d=&la=&cl =8c2=8c I =RKcd=Bcustomerid=&ra=&rf =hookmark&pl=CDT>»208Plug—inx3AQuickT imyg
2P lug—inx285  A.1=3A0uickTime=20P lug—in«<285 A.1=3A0uickTime=20P lug—in=x285 . A.1»3AQuickTimex20P lug—in=2085 . 8. 1=3A0uickT imex20F lug—
=285 _A.1x3AMozillax2@8Def anltx28Plug—inx3AShockwavex2BFlashx3AMicrosof tAE<28DRM<3AMicrosof tAEX2ADRM:x3AMetaStreanx283x20P luginx
Javax20P lug—inx3AJavax28P lug—inxFAJavax280P lug—in>»3AJava=28P lug—in>2AJavax28P lug—inx3AHP+28Peripheral=2@8lnterrogatorIAWindows = 2§
ediax“20Plaver+20P lug—in<28Dynamicx2@Link+20Library=3AAdobex208Acrobat=3A&ktt=aunto_pos
3P5811: Built dynamic TCP translation from inside:-192._168.1_.3-1620 to outside:-67 .82 _225_18B-1186
U281 3:- Built outbhound TCP connection 212 for outside:-64.154 _88_258.-80 (64_154_80_258-88> to in=ide:192_168_1_3.-16208 <67_82_225
H-1186>
35812 Teardown dynamic UDP translation from inside-1922._168.1.3.-1454 to outside:-67.82_225.18-18480 duration @-0@:-31
305812 : Teardown dynamic UDP transzlation from inside:z192_.168.1_3-17 to outside:-67Y_82_225_18.-38 duration B:88:31

Teardown TCP connection 211 for outside 64.154.80.2580-80 to inside:-172.168.1.3-1617 duration B:A8:081 bytes 2652 TCP FIH{
1972_168.1 .3 Accessed URL 64.154_808.250: -HGet The=we62&hb=DM5481 281 KAA:IBDMS 401 282 ACUEcd=1&hv=6&n=-Cizsco.com+Publicécon==8

on = //3B/Puhllc&hn =Metzcapefce=yhss=1024=768&sc=32&=zv =13 &cmp=8gp=Bdcmp=8&c y=ubhp=u&ln=en—US&cp=nullé&fnl=&pec=8vpc=A020101r&uv j==078
1. E?P&SBQT* 1fkepg=n&kja= y%dt 5&20—243&1m_3&cu—&gn—&1d &}a &qi =hc2=kcI= §c4 &customerld_&ra =fhrf = hookma?k&pl CDT/ZEPluq 1n{3HQulckT

inx2@5 . A.1=3AMo=illax28Default=20P lug—in=3A%hockwavex20Flazshx3AMicrosof txAE<2ADAM::3AMicrosof £t AE«2ADRM<3AMetaStream< 203 20F lug i
BAJavax28P lug—inx3AJavax2BP lug—inx3AJavax2B8P lug—inx3AJavax2B8P lug—inx3AJavax208P lug—inx3AHP>x2@8Peripheralx2@8InterrogatorxIAlindows?
BMediax20Plaver=280Plug—in=28Dynamicx28Link+28Librarv=3AAdobex280Acrobat=»3Aktt =auto_po=s

Teardown dynamic UDP translation from inside:-192.168.1.3-1462 to ouvutside:b?.8B2.225.18-10841 duration B:HA8:31

Teardown dynamic UDP translation from inside:192_.168.1.3-18 to outside:-67.82_.225_18.-31 duration 8:88:31

Teardown dynamic UDP translation from inside:-192_168.1_.3-1463 to ouvutside:z6?_82_225_.18-10842 duration B:808:31

Teardown dynamic UDFP translation from inside:l1?2.168.1.3-17 to outside:b6?7.82.225_ 18732 duration B:B@A:31
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P -

PROTEGO
NETWORKS

Dashboard || h rk

msumnv | PN-MARS Standalone: demo2 va.1 Login: Gordan, Scatt (sgardon) <t [ Logoor | 56 [ Acrivare |

|Page Refresh Rate |

. : Recent Incidents | all severities |
15 minutes M
|24 T e |Incident 1D |Euent Type |Matched Rule |nctiun |Time |Path |
B tistion = L:45713706E IS DOT DOT EXEt:@gTE@J Mirmda Rule[d] Mow 3, 2004 1:22:0% PM PST
IIS Dot Dot Crashig],
L Even.ts e ik W WInNT cridexe Exec@,
Sessions 515465 Wi 115 Unicode Directory traversal@,
Diata B0% 115 ©GI Double Decads[d]
Reduction . . .
| = 1:457137054&"  Builtteardown/permitted IP connection[4] Sasser Rule[d] Mow 3, 2004 1:21:50 PM PST
24 Hour Incidents : 3 :
B High 7 S 1:4571370447 Deny packet due to security policy[d] MetworkConfigErrar[q] Mov 3, 2004 12:22:1% PM PST
g . . .
FYc— d D%O [:4571370247 Deny packet due to security pollcy@ NetworkConﬁgError@ Mow 3, 2004 12:05159 PM PET
W iow 32 o, 145713702@f 1IS DOT DOT EXECUTE[4], Mimda Rule[d] Mow 3, 2004 12:02:41 PM PST
il - e 115 Dot Dot Crash[a],
i i YW WIRNT crnd e xe Exec@,
|M| False Positives W 115 Unicode Directory traversal@,
- To be 14,082 100% 115 CGI Double Decode@ 3 [demo3] Device Information - Microsoft Internet Enplorer provided o Systems, Inc.
confirmmed =
TP
M system ] 0 HotSpot Graph Att: P ERPWTOERGOs
determined N *
e 5 T r | Full Tope Graph | | Large Graph ||He|p | | T
i Gioppsd 0 e L :!_,.-4 Standalone: dermod vid Login: sales, usa [usasales) i
User a 0% ]‘ ToE Branch-host1
confirmed s e o
Total 14,0582 100% ]‘ é Operating Systemn: Microsoft Windows 2000 ANY SP2
5 £ Co
To-do List | .-L\_ 'Jf IP Address Information
iy !

. s
Mo Escalated Incidents : ‘ e \W__,(_._.-

= Wi |IP Address ‘Interface Name DNS Name MAC Address MAC Update Time |
et b 10.1.5.2 etherl Mone / not found, 00:1f:9d:dcial: 2c fAug 25, 2003 9:31:15 PM COT
FN |
Copyright @ 2003, 2005 Protega Metwarks, Inc.

all rights reserved.

Mo Reports Selected A,

My Reports | T. \ =

S MAC Address p
00:1fi9d:deciad:zo
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|SUMMARY || IN_CIDE_N'I'SH QUERY / REPORTS || RULES || MANAGEMENT || ADMIN || HELP |

MNow 22, 2004 4:36:40 PP PST |

Login: Gordon; Scott (sgordon) @ HH

| PN-MARS Standalone: demo2 v3.2

ident ID:  [gaz352g2 Shaw
sayon I Show
= Matched Rule: Successful Reconn and Buffer Ove
[ Description: Sueccessful Reconn and Buffer Overflaw
Offset|0Open |Source IP |Destination |Service Ewvent Device|Severity|Counts| ) ActionfOperation|Time-
{ iP Name Close range
1 $TARGETOZ |$TARGETOL  ANY Probe/HostSweep/Mon-staalth AN AR 1 R
2 $TARGETOZ |[$TARGETOL  ANT Probe/PortSweep/Stealth AT AT 1 LLOWED-BY
3 $TARGETOZ |[$TARGETOL  ANY Penetrate/Bufferdverflow/DNS, Penetrate/BufferOverflaw/FTF, AN AR 1 FRLLOWED -BY
Penetrate/Bufferoverflow/Mail, Penetrate/Bufferoverflow/RPC,
Penetrate/Bufferoyverflows/Loain, Penetrate/Buffercverflow/web
4 P.NY ANY Info/allSession ANY AN 1 Oh:05m
Incident ID: 592352826 | Escalate | | EH[.\and all | | Collapse All |
Offset|Session f Incident |[Event Type Source IP/Port Destination IPfPort Protocol [Time Reporting Path f Tune
iD Dewvice Mitigation
1 ICHMF Ring Netwark Sweep|d] 40.40.1.25 [q] 192,168,1.10 [q] [H Total: 2
1 £:73993850, ICMP Ping Metwork Sweep[d]4 4040423 @] | 0@ [|1ezdesddo [@|o [@]  1cMp [q] Mow 22, 2004 7:02:52 HG-2w-1-idsm | X (2@ False
159235282 PET Positive
1 $:73993851, ICMP Ping Network Sweep[a]& 440123 (a | o [@ |ezassaao [@)fo [@1  1cme[a] Nov 22, 2004 7:02:5 AM HO-NIDS1[] False
59235282 PET Positive
5 573993900, WA 115 ida Indexing Service 4040123 [@ | 2500 [d)f1oz.a68.1.10 [@)s0 [@) Tor [@ wov 22, 2004 7i0z62 AfHo-Fi-1[d), False
15923528208 Overﬂow@@" RET) HQ-MIDE1]4], Positive
HQ-SW-1-idsm[d]
o
izl
4 Built/teardown/permittad 1P connection[d] | 192.168.1.10 [4] 10.1.3.10 [4] [=] Total: 3
&1 5:73993671, Built/teardown/permitted IP connection[q] | 192.168.1.10 [q] 0 [§] 101310 [4] 4000 [§) TeR [4]  Mov 22, 2004 7:02:§2 &AM HQ-Fw-1[g] False
159235282 i PET Fositive
4 5:73993872, Built/teardown/permitted IF connection(d] | 192.168.1.10 [a] #3 [@] 10110 [[@) 400t [@) Top [4) Moy 22, 2004 7:02:58AM | HO-Fw-1[g] False
ni5gz3szeczE =l RST Positive
4 5173993873, Built/teardown/permitted IP connection(d] | 192.168.1.10 [a] f1 [@] 1030 [3) 400z [3) Top [4] Moy 22, 2004 7:02:52 ANHQ-Fw-1[q] False
- ni5gz3szecEl = B Positive
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switch_ser war
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! nd A
InterRciaber

= n-10.44.0/24
Enforcement Device: switch_server|s], Suggested

Enforcement Device Information

Device Type Manager Children

switch_seruer@ Cisco Switch-  Protego Metworks MARS S

10 12.2 1.0 on pnxalis Aakwall

Interface Information

|Directiun |IP Address |Interfal:e Mame |DN5 Mame |MARddress |MAE Update Time

Recommended Policy /Command #10.3.1.0/24

* lponfigure t
;interface FastEthernet0/ 4
no ip address
shutdown

n__ll
H-10.¥1.7




Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

MName Schedule |Furmat|Recipients|Query Description Status Submitted Time Range

Activity: Denies - Every MNorma! Mone Event tppe: AftacksProtectad, This report ranks the destination ports  Finished: Sep 8, Sep &, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewalliPolicyliolation/ACL, to which attacks have been targetted 2004 1:07:43 PM  1:07:39 PM PDT  PDT - Sep &, 2004
Forts Query Tepe: Destination Forts ranked but denied. PDT 1:07:39 FM PDT

by Sessions
Tirne: 1dd:0hhi0mmm:0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

|Source IP |Destinatiun 1P |Service ‘Euents Device Severity |Zone ‘Dperation |Ru|e |Action Reported User

ANT AT ANT AttacksProtected, FirewallPolicyiolation/aCL ANT ANT Ch Mone AMT ANT ANT

Keywords: [None]

Arg/Min

20 . E e A

Tue 1PM Tue 8PM MWed 440 Wed 11AM
|Rank |l:nunt {# of sessions) |Raw Destination Port
[ ] 1 4704 445 [4]
z 3524 50 [4]
3 3341 26636 [q]
4 3183 135 [d]
5 2531 47683 [4)
6 1183 1026 [4]
7 1144 o4

[ ] & 768 139 [4]
3 654 9895 [d]
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Systam Rule
This rule detects scans stabstcally: significant increase in traffic to a parbcular port

Sudden Trathc Increase To Port

pen | liuurcn IP |Destination IP ]Senlil:e Mame 1Event

|ﬂev:te|5nvcrit‘r][uunti[2unn| ) l:lusalﬁ:tiunfﬂperatiun Time-range |

AN ANY AN System RHule; Sudden Traffic Increase To Port  ANY ANY 1 MIIT Ohhi10mmi0ss
arssorace & EE Escalate | | Ewpand Al | [ Collapse all
F i Event Type Source 1P /Paort Destination IP /Port Protocol| Time Zone Reporting Graph|False Mitigati

{10] Device Paositive
0316,  Sudden increase of trafficto a 0.0.0.0 o) @enolg 448 (5] 1P [5]  May 3, 2004 6:00:05 WM deimos [q)E [E]  Tune Mitigate
390 @ port {3 & AM EDT

ARA authorization denied due ta ne [—] Total: 25

prior authenticatisn

AdA authorization denied due to no <. 150 020 [0 Totsl: 3

prior authentication

AA% authornzation denied due to no mél,i_ﬂ.a E E Tokal: 2

prior authentication [q] i '
G544, AAA suthonzation deried due to no RS 176,05 @ 4049 E‘.ES.:{EE |::|'] 445 E M & E] May 3, 2004 5:40:05 [ cerberus? |_:|'] ﬂ Tune Mibigate
t390 G prior authentication [g] & AM ECT B

ARA authorization denied due to no _a's,j_;éﬁ.inq 2] [F] Total: 3

prior authentication |T:l"| |

faa authonzation demed due to no “.135.205_-@ [£| Total 2

prior authentication [d]

AL suthorization denied due to no TERes 158,132 [4] Total: 2

prioe authentication

AdA authorzation denred dus to no s 138174 (4] Total: 2

prior authentication [3]

ARA authorization denied due to no 135,09 Total: &

prior authentication :

Aas authorization denied due to no SEEEE® 140,95 [3] Total: 3

prior authentication
5538, Built/teardown/parmittad IP R 93,70 [5] 2500 [q] M2 164 [3] 445 [9) ToR (4] May 3 2004 50005 B cerberusi [4) [@ Tune Mitigate
550 g connechion E} [ AM EDT - May 3, 2004 @

Sr42:07 AM EDT

Cieriad packst - no transiatian [=] Toral: 4

group
6547, Denied packet - no translation E  BECRCE 4050 [4) aguea® 30,35 [&] 445 (3 100 May 3, 2004 5:40:05  EE cerberusz B Tune Mitigate
520 @ group & AMCEDT



Activity: All Events and Netflow - Tap Bestination Ports, last 1ol dd:okb

P M i

E20. 020 T

FAQLOR0 T

Fa@. 00T

FOQ 000 T

EBQ. 0G0 T

10060 T
500 060 T

>0 000 7T

S09. 020 T

4RO IR0 T
420000 T

SE0.0%0 T

40 00 T

S0, 00 T

260,080 T

220,000 7T

E3a, 0D

PS030 T

L 0, @0

BiE.0G0

20,020 "
23 Swn LEPW
Colar

26 Mom 2PFHA

27 Tisn SN 27 Tue 3FF
Most Recent / Finute
A7 066
5,960
11 472

I Sat 2FA

|.'I-||,l§| e rrl || Cavhboard || 'a---u"il |fg|-_n-|]

BTl W it

I Sun 3AN 2 Smn EPN 2 Hon L1AA

Walue

445 [4]
a0 [4]
53 [F




=

o

Count (# of Sessions)

Raw Source [P

Defined Hosts

1S/
40339
36081
30545
g7
35622
15428
35307
35167
#4071
23376
324931
0330
2THE2
2ol
15681
FS135

15229

130.160 [d]
:mm f
ol 000 0; [
ol 007 5 9]
1134105 []
Wwes 15175 ]
W 7 50 ]
R 134,193 [{]
S 35,196 [o]
S 26117 [2]
o c: 205 2]
i
13316 ]
;.70 |5

d.lﬂﬂ.lﬁﬁ
P 40.154

— 130 02 (5]
140.5 3]

dhop-203-82
dhep-202-66

dhop-203-42 [q]
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= r = = : - = =l = LEL e
@l_pn;;;:_-;ardj Topology Path Graph - Microsoft Internet Explorer | = > R

e ‘&7 [pnguard] Mitigation Information - Microsoft Internet Explorer

PROTEGO
M OE 5

Topology Path Graph

_- INCIDENTS | Login: Chiy, Phil {pehiu) 1 Mar:29, 2004 4:51:57 AM PST

Layer 3 Path | | Laver 2 Path | | Full Topy

Mitigation Information

Enforcement Devices| Enforcement Device - Suggested
switch3 (L2}
':f_lUQQBStBIEI'::: I 3 Mame: switchs
cherryia alternate Breil + . =i Switch-Catos apy
wanRouterl {alternate} Zewcﬁe rRe Plsio I"Hw 2 &
mngt (alternate) e rategoHQ
Managed by prnauard I_&hl
Status: Active
n-10.4 87 0/

Default gateway: 0.0.0.0

Recommended Policy /Command

H-10.4717.
{0

get port dissble 476

prguard

= [

=]
|i| 1]}

1 m
'Far Help, click Help Tapics on the Help Menu,

&

e
b

5 4 Internet
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