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A BIZTONSAGI MENEDZSMENT
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Biztonsagi kihivas = iizleti probléma

“patch-elés, tlzoltas,
vizsgalat, javitas... audit
riport készitése”

Mindig
kevés a
biztonsagi
személyze

Szabalyozasok (térvények,
jogszabalyok, titokvédelem,
ISO, BS, Basel ll, stb.)...
folyamatra és kezelésre

Halozati és

biztonsagi

események
»Zaja”

Koltséges
uzleti
dilemma

Megfelel6-
seg és audit
kdvetelme-
nyek

Riasztasok, kulénallo
események, hamis
pozitivok, halézati

anomaliak

Hatastalan
tamadas
azonositas
és valasz

Kevert tamadasok,
day zero tamadasok,
fergek... és haldzati

problémak
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Biztonsagi szolgaltatas Gizeme — reakciok ma

Halozati Biztonsagi
operatorok Reaktiv lépések: operatorok
1. Fokozott riasztas
2. Vizsgalat

3. Koordinacio
4. Elharitas / /

ROUtereka [ . — Tobb ezer Win,
Switch-ek A halézati diagramm be- \Ti‘ibb szaz UNIX

gyljtése, tobb TONNA
adat olvasasa és

2

analizalasa... Ismét! o« S
IDS/IPS-ek Anti-virusok W
Biztonsagi
tudasbazis

Sériilékeny- Authentikacids Tulzfalak

ségi letapogatok szerverek
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Onvédé halozati komponensek

Tazfalak

Proxy-k

VPN

Anti-virus

Hal6zati IDS/IPS

Host alapu IDS/IPS

Sériilékenységi kiértékelés

Patch Management

Policy megfelelés vizsgalat
Workaators Ll v Router

Switch
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Mely vedelem = komplexitas

“Lab Core" - 195191.10.0/24
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P Server P (192.191.132.90) 192.191.132.29 AT Eth0  150.50.12.0/24
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Amikkel foglalkozni kell:

NIDS/NIPS riasztasok

Count %ig Hame Source Address| DestAddress | Details | Source Protected|Dest Prote
FTP SyaT ”221 153158 1?221 1531“ T T ol

ICMF Echo Reg S A L T L e e I R

ICMP Echo Rply A -;'.;'.-;:-_ T ;; i j-. R s O S I
ICMP Unreachable 54.101.192.237 7221 AB2AF0] s m e
172.21.163.163 [TET 44037 21 4 [ £ it e s |
172.21.163.168 [SEI380 0 e e
172.21.163190 [+ .'-.15.:::: 5::-'5.-'_3 e
NET FLOOD lemp Any A e LR (L L s
MET FLOOD lcrmp Reply 172,21 163163 161.44.137.21 i Ma}:F'F'S 1 S T |
MET FLOOD lcmp Reguest 17-’2' 'E"I 1631 5'3'2 T E“I 44 13“.-" '5'_'1'i1 MEREPE= i | b

NET FLOOD TGP T e R e D e e R e e

NET FLOOD UDP ;' T TRCTRree :'_ i .;'_-;:;:'-:'._-'._-'.1:.'_::;:1;2 RS e
SWB Authorization Failure | s
TCP High Port Sweep 1?2 21 163.1 Eig T s R S

Windows Mull Account Mame|  + o - :

Windows SRVEVC Access il

[
L
1mmnmnmnmﬂ ||,|E

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved. 8




Amikkel foglalkozni kell: tlizfal Log

Built dynamic TCP translation from inside:192.168.1.3-1687 to outside:67.82_225_ 18,1183
Built outbhound TCP connection 288 for outside:198.133.219_ 258080 <198.133_.219.25-88> to inside:192_168.1.3-1687 <67.82_2]

192_168.1.3 Accessed URL 198.133_.21%2 _25:-favicon.ico
192 _168_.1 .3 Accessed URL 198 _133_219 _2L5:-swaj-cisco_detect._js
Teardown TCPF connection 207 for outside:z1928.133.219.25-80 to inside:1?72.168.1.3-1606 duration B:BBA:81 bytes 5917 TCF Red

Deny TCP <no connection? from 128_.133_2179_25-8080 to 67.82_225_18-1182 flag= ACK on interface outside

Deny TCP <no connection? from 122.168.1.3-1686 to 198.133.217?.25-88 flags RST on interface inside

Deny TCP <no connection? from 128.133.219.25-808 to 67.82_225_.18-1182 flags ACK on interface outside

Deny TCP <no connection? from 128_.133_219_25-8080 to 67_.82_225_18-1182 flag=s= ACK on interface outside

Teardown TCP connection 286 for outside:128.133.2172_.25-88 to inside:-192.168.1.3-1682 duration B:88:81 bytes 53445 TCPF F

Teardown dynamic TCP translation from inside:-192_.168.1.3-1427 to outside:z67.82.225.18-1142 duration B:88:35

Built dynamic TCP translation from inside:z192 . 168.1.3-1618 to outside:-67.82 _225_ 181184

Built owutbhound TCPF connection 209 for outside:198.133.219_25-88 <198_133_.219.25-882> to inside:192.168.1.3-1618 <67 .82 _2]
-18/1184)

Facilituy:

Timestamp logging: enabled

Standby logging: dizabled

Console logging: level informational. 717 messages logged

Monitor logging: disabled

Buffer logging: level informational, 215 messages logged

Trap logging: disabled

Histor»y logging: disabled
nzlation from inside:192.168.1.3-1618 to outside:z67.82_225_18.-1852
35811 Built dynamic UDP translation from inside:-192_168.1_.3-2%? to outside:-6Y._82_225_18.-42
302815 : Built outbhound UDP connection 218 for outside:-167_206_.3_158.-53 (167_2086_3 _158.-53> to in=sdide:192_168_1_3.-29 (67 _82_225_14
12
302816 Teardown UDP connection 218 for outside-167.206_.3.15%8.-53 to inside-192_.168.1.3-1618 duration B:80:81 bytes 158
305811 : Built dynamic TCP trxranzlation from inside:192.168.1_3-1617? to outside:=67_82_225_18-1185
g@f?ég; Built outbound TCP connection 211 for outside:64.154_8A.2568-80 (641.154_.8@0_258-80> to inside:192_168.1.3.-161%9 <67 .82_225
e
30481 - 192 _168_1_3 Accesszed URL 64.154_88_258: AHG7hc =we62&hb=DM5481 281 KA+ 3IBDM5401 289ACUEcd=1&hv =6&n=-Cizco .com+Publicfcon=8ucyg
=+#%3Bs/Public&bn=Metscapefce=plss=1024%*768&sc=32ksv=1Fkcnp=fkgp=&dcmp=&c y=ubhp=udln=en—US&cp=nulléf nl=&pec=Bvpc=020101ré&v js=02018
B7r&zseg=;1l&epg=n&ja=-v&dt=S5&=0=2480& 1lmn=B&cv =&hgn =&1d=&la=&cl =8c2=8c I =RKcd=Bcustomerid=&ra=&rf =hookmark&pl=CDT>»208Plug—inx3AQuickT imyg
2P lug—inx285  A.1=3A0uickTime=20P lug—in«<285 A.1=3A0uickTime=20P lug—in=x285 . A.1»3AQuickTimex20P lug—in=2085 . 8. 1=3A0uickT imex20F lug—
=285 _A.1x3AMozillax2@8Def anltx28Plug—inx3AShockwavex2BFlashx3AMicrosof tAE<28DRM<3AMicrosof tAEX2ADRM:x3AMetaStreanx283x20P luginx
Javax20P lug—inx3AJavax28P lug—inxFAJavax280P lug—in>»3AJava=28P lug—in>2AJavax28P lug—inx3AHP+28Peripheral=2@8lnterrogatorIAWindows = 2§
ediax“20Plaver+20P lug—in<28Dynamicx2@Link+20Library=3AAdobex208Acrobat=3A&ktt=aunto_pos
3P5811: Built dynamic TCP translation from inside:-192._168.1_.3-1620 to outside:-67 .82 _225_18B-1186
U281 3:- Built outbhound TCP connection 212 for outside:-64.154 _88_258.-80 (64_154_80_258-88> to in=ide:192_168_1_3.-16208 <67_82_225
H-1186>
35812 Teardown dynamic UDP translation from inside-1922._168.1.3.-1454 to outside:-67.82_225.18-18480 duration @-0@:-31
305812 : Teardown dynamic UDP transzlation from inside:z192_.168.1_3-17 to outside:-67Y_82_225_18.-38 duration B:88:31

Teardown TCP connection 211 for outside 64.154.80.2580-80 to inside:-172.168.1.3-1617 duration B:A8:081 bytes 2652 TCP FIH{
1972_168.1 .3 Accessed URL 64.154_808.250: -HGet The=we62&hb=DM5481 281 KAA:IBDMS 401 282 ACUEcd=1&hv=6&n=-Cizsco.com+Publicécon==8

on = //3B/Puhllc&hn =Metzcapefce=yhss=1024=768&sc=32&=zv =13 &cmp=8gp=Bdcmp=8&c y=ubhp=u&ln=en—US&cp=nullé&fnl=&pec=8vpc=A020101r&uv j==078
1. E?P&SBQT* 1fkepg=n&kja= y%dt 5&20—243&1m_3&cu—&gn—&1d &}a &qi =hc2=kcI= §c4 &customerld_&ra =fhrf = hookma?k&pl CDT/ZEPluq 1n{3HQulckT

inx2@5 . A.1=3AMo=illax28Default=20P lug—in=3A%hockwavex20Flazshx3AMicrosof txAE<2ADAM::3AMicrosof £t AE«2ADRM<3AMetaStream< 203 20F lug i
BAJavax28P lug—inx3AJavax2BP lug—inx3AJavax2B8P lug—inx3AJavax2B8P lug—inx3AJavax208P lug—inx3AHP>x2@8Peripheralx2@8InterrogatorxIAlindows?
BMediax20Plaver=280Plug—in=28Dynamicx28Link+28Librarv=3AAdobex280Acrobat=»3Aktt =auto_po=s

Teardown dynamic UDP translation from inside:-192.168.1.3-1462 to ouvutside:b?.8B2.225.18-10841 duration B:HA8:31

Teardown dynamic UDP translation from inside:192_.168.1.3-18 to outside:-67.82_.225_18.-31 duration 8:88:31

Teardown dynamic UDP translation from inside:-192_168.1_.3-1463 to ouvutside:z6?_82_225_.18-10842 duration B:808:31

Teardown dynamic UDFP translation from inside:l1?2.168.1.3-17 to outside:b6?7.82.225_ 18732 duration B:B@A:31
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Monitoring, Analysis, and Response System (MARS)

Uj generacios SIM/STM

* A halézatban mar meglévé minden eszkézben
jelenlévo biztonsagi szolgaltatasokat hasznalja ki

« A vallalat egészén keletkez6 adatokat korrelalja
NIDS, tiizfalak, routerek, switch-ek, CSA

Syslog, SNMP, RDEP, SDEE, NetFlow, végpont
esemény logok, tobb gyarté tamogatasa

« Gyorsan lokalizalja és enyhiti a tamadasokat

- Fébb jellemzék

Firewall Log IDS Event Server Log

Switch Log Firewall Cfg. AV Alert
Switch Cig. NAT Cfg. App Log
Router Cfg. Metflow VA Scanner

Meghatarozza az incidenseket az lizenetek,
esemeények és a kapcsolatok alapjan

lehetéség van abrazolasra és

visszajatszasra

Enyhités L2 és L3 ,,lezarépontokon”

A teljes vallalaton keresztiili hatékony
skalazhatésag a valds ideji hasznalatra

Cisco Publicl




CS-MARS terminolégiak

Nyers lizenetek (pl.: IDS és
tazfal naplok), amelyeket a CS-
MARS-nak kiildenek a
riportolé eszk6zok

Olyan eseménybdl allo
sorozat, melyeknek a véegponti
informaciéi megegyeznek:
Cél/Forras IP cim
Cél/Forras Port és protokoll
Olyan kapcsolatokbal allé

sorozat, melyek egy definialt
szabalyra egyeznek

Cisco Publicl




Ahogyan a CS-MARS mukodik

. A halézati eszkdzb8l megérkeznek az | T S s
események a CS-MARS-ba O

. Az eseményeket ,értelmezi”

. Az eseményeket “normalizalja” SESSONZATON
SESSIONS

CORRELATION RULES

Rule Engine (szabaly motor) futtatasa bl

- Eldobasi szabalyok @@

- A rendszerben lévé eldre definialt szabalyok FALSE POSITIVES

. Sessionized/NAT korrelacio

- Felhasznalé altal definialt szabalyok HODENT

Hamis pozitiv analizis MITIGATION

. Seérilékenységi kiértékelés a gyanus host-
ok ellen

Forgalom elemzése és statisztikai
anomalalia detektalas

Cisco Publicl




CS-MARS - analizis egy lapon

P -

PROTEGO |
HETWORKS et

RO ‘

| INCIDENTS ” QUERY / REPORTS H RULES ” MANAGEMENT ” ADMIN ” HELP ‘

Dashboard

msumnv | PN-MARS Standalone: demo2 v3.1

|Page Refresh Rate |

[15 rminutes +|

Recent Incidents | all severities ~ |

Lagint Gardan, Scotf (sgardon) | Lagaut | o |

Activate |

|Incident 1D |Euent Type

|24 Hour Events

|Matched Rule |nctiun |Time

[Path |

- Metflow 0 145713706 IIS DOT DOT Eb'RfEli:LITElaJ Mimda Rulel_&hl Mow 3, 2004 1:22:09 PM PST
IIS Dot Dot Crash[q],
L Even.ts 1,315,757 W WInNT cridexe Exec@,
Sessions 515,468 WWW TIS Unicode Directory traversal[d],
Diata B0% 115 ©GI Double Decads[d]
Reduction . . .
| 7 1:4571370540  Builtteardown/permitted IF connection[d] Sasser Rule[d] Mow 3, 2004 1:21:50 PM PST
24 Hour Incidents : : 7
= 1:457137048" Deny packet due to security palicy MetworkConfigError Moy 3, 2004 12:22:19 PM PST
M High 31 49%
Mediurn a o [:4571370247 Deny packet due to security policy@ NetworkConﬁgError@ Mow 3, 2004 12:05159 PM PET
s
- i 32 S0 145713702 115 DOT DOT EMECLITElaJ Mimda Ru|e@ Mow 3, 2004 12:02:41 PM PST
sl - o 115 Dot Dot Crash[a],
i i YW WIRNT crnd e xe Exec@,
|M| False Positives WWW T1S Unicode Directory traversal[q),
- To be 14,082 100% 115 CGI Double DECDCIE!@ 3 [demo3] Device Information - Microsoft Internet Enplorer provided
confirmmed
TP
M system 0 0%  |HotSpot Graph Att:  “PROTEGO
: N 4
\ determined | Full Tope Graph | | Large Graph ||He|p | |
. Logged ] 0%
- DFDDDBEI 0 0% Standalone: demao3 w34
o
lglos;{irmed g SEE Branch-host1
Total 14,0582 100% é Operating Systemn: Microsoft Windows 2000 ANY SP2
Co
To-do List |

Mo Escalated Incidents

My Reports |

Mo Reports Selected

0 Systems, Inc.

El

Oct 4, 2005 10:09:12 AM COT |

IP Address Information

Login: sales, usa (usasales) ::

|IP Address ‘Interface Name DNS Name

MAC Address MAC Update Time |

15z etherD Mone / not found.

00:1f:9d:dcial; 2c Aug 25, 2003 2:31:15 PM CDT

Copyright @ 2003, 2005 Protega Metwarks, Inc.
all rights reserved.
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CS-MARS -a vegpontok osszekotése

1. Host A port szkenneli X célt

. Sy 2. Host A Buffer Overflow tdmadja X-et,
Ll (. P | e ahol X NAT eszk6z mogott van és X
[ s B S sériilékeny az adott tamadasra
3. X cél jelszd tamadast hajt végre Y cél
ellen, ami egy NAT mogott lévé
eszkoz

ol

.'.
H’Q H_l;dﬂ Ll A-172:20.35.0/24
— - ~ -

!
| ’ '
n; ¥ |
Protego-virlual-hest ~ | r-L0.33210.0/24
|

5] qulmr-z n-172,75.59.0/24
/m_i\:m g—.L?il.Ti___I:u:z.u.m
& ﬁm{zq
HQ-web-1 \ b n-100.820.0/24 ° SureVectOrTM anall’ZIS
A e Tamadasi utvonal bemutatasa és
| pontositasa
n-10.3.1.0/24

Teljes incidens és esemeény részletezés
N o A tamadas pontos forrasanak kideritése
Lu’r\.'-!;}‘? H 4 an Je
%ﬁ ’ Teljes és pontos térténet

123
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CS-MARS korrelacio és egyszerusités

|SUMMARY || IN_CI_DE_N‘I'&” QUERY / REPORTS || RULES ” MANAGEMENT ” ADMIN ” HELP |

MNow 22, 2004 4:36:40 PP PST |

Login: Gordon; Scott (sgordon) @ HH

ident ID:  [gaz352g2 Shaw
sayon I Show
= Matched Rule: Successful Reconn and Buffer Ove
[ Description: Sueccessful Reconn and Buffer Overflaw
Offset|0Open |Source IP |Destination |Service Ewvent Device|Severity|Counts| ) ActionfOperation|Time-
{ iP Name Close range
1 $TARGETOZ |$TARGETOL  ANY Probe/HostSweep/Mon-staalth AN AR 1 R
2 $TARGETOZ |[$TARGETOL  ANT Probe/PortSweep/Stealth AT AT 1 LLOWED-BY
3 $TARGETOZ |[$TARGETOL  ANY Penetrate/Bufferdverflow/DNS, Penetrate/BufferOverflaw/FTF, AN AR 1 FRLLOWED -BY
Penetrate/Bufferoverflow/Mail, Penetrate/Bufferoverflow/RPC,
Penetrate/Bufferoyverflows/Loain, Penetrate/Buffercverflow/web
4 P.NY ANY Info/allSession ANY AN 1 Oh:05m
Incident ID: 592352826 | Escalate | | EH[.\and all | | Collapse All |
Offset|Session f Incident |[Event Type Source IP/Port Destination IPfPort Protocol [Time Reporting Path f Tune
iD Dewvice Mitigation
1 ICHMF Ring Netwark Sweep|d] 40.40.1.25 [q] 192,168,1.10 [q] [H Total: 2
1 £:73993850, ICMP Ping Metwork Sweep[d]4 4040423 @] | 0@ [|1ezdesddo [@|o [@]  1cMp [q] Mow 22, 2004 7:02:52 HG-2w-1-idsm | X (2@ False
159235282 PET Positive
1 $:73993851, ICMP Ping Network Sweep[a]& 440123 (a | o [@ |ezassaao [@)fo [@1  1cme[a] Nov 22, 2004 7:02:5 AM HO-NIDS1[] False
59235282 PET Positive
5 573993900, WA 115 ida Indexing Service 4040123 [@ | 2500 [d)f1oz.a68.1.10 [@)s0 [@) Tor [@ wov 22, 2004 7i0z62 AfHo-Fi-1[d), False
15923528208 Overﬂow@@" RET) HQ-MIDE1]4], Positive
HQ-SW-1-idsm[d]
o
izl
4 Built/teardown/permittad 1P connection[d] | 192.168.1.10 [4] 10.1.3.10 [4] [=] Total: 3
&1 5:73993671, Built/teardown/permitted IP connection[q] | 192.168.1.10 [q] 0 [§] 101310 [4] 4000 [§) TeR [4]  Mov 22, 2004 7:02:§2 &AM HQ-Fw-1[g] False
159235282 i PET Fositive
4 5:73993872, Built/teardown/permitted IF connection(d] | 192.168.1.10 [a] #3 [@] 10110 [[@) 400t [@) Top [4) Moy 22, 2004 7:02:58AM | HO-Fw-1[g] False
ni5gz3szeczE =l RST Positive
4 5173993873, Built/teardown/permitted IP connection(d] | 192.168.1.10 [a] f1 [@] 1030 [3) 400z [3) Top [4] Moy 22, 2004 7:02:52 ANHQ-Fw-1[q] False
- ni5gz3szecEl = B Positive

Cisco Publicl



CS-MARS - alkalmazott védelem

» Vezérlési lehetéségek

Layer 2/3 tamadasi ut vilagosan lathaté =

| |

A kivédési eszk6zok definialhatok z swibch_serag_
A pontos kivédési parancs megadhaté Switch ' P
Intler_Ei:'gg_ber
Router .
n=-10.484 0724

Enforcement Device: switch_server|s], Suggested

Enforcement Device Information

Device Type Manager Children

Firewall [t

Jeakwall

switch_seruer@ Cisco Switch-  Protego Metworks MARS S
10 12.2 1.0 on pnxalis

Interface Information

|Directiun |IP Address |Interfal:e Mame |DN5 Mame |MARddress |MAE Update Time

Recommended Policy /Command #10.3.1.0/24

* lponfigure t
;interface FastEthernet0/ 4
no ip address
shutdown

n__ll
H-10.¥1.7

Cisco Publicl



CS-MARS megfeleléségi riportok

A leggyakrabban hasznalt riportok (beépitett) — testreszabasi lehetbség
Intuitiv keretrendszer (nincs SQL konfiguralasi igény)

Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

MName Schedule |Furmat|Recipients|Query Description Status Submitted Time Range

Activity: Denies - Every MNorma! Mone Event tppe: AftacksProtectad, This report ranks the destination ports  Finished: Sep 8, Sep &, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewalliPolicyliolation/ACL, to which attacks have been targetted 2004 1:07:43 PM  1:07:39 PM PDT  PDT - Sep &, 2004
Forts Query Tepe: Destination Forts ranked but denied. PDT 1:07:39 FM PDT

by Sessions
Tirne: 1dd:0hhi0mmm:0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

|Source IP |Destinatiun 1P |Service ‘Euents Device Severity |Zone ‘Dperation |Ru|e |Action Reported User

ANT AT ANT AttacksProtected, FirewallPolicyiolation/aCL ANT ANT Ch Mone AMT ANT ANT

Keywords: [None]

Arg/Min

€0
20 Ty - .
Tue 1FM Tus BFM Wed 444 Wed L1AM

|Rank |l:nunt {# of sessions) |Raw Destination Port
[ ] 1 4704 445 [4]
z 3524 50 [4]
3 3341 26636 [q]
4 3183 135 [d]
[ ] s 2531 47683 [4]
6 1183 1026 [4]
7 1144 o4
[ ] & 768 139 [4]
3 654 9895 [d]

Cisco Publicl



CS-MARS eszk6éz tamogatas

 Halodozat

Extreme Extremeware 6.x
 Tizfal/VPN

CheckPoint Firewall-1 NG FPx, VPN-1
NetScreen Firewall 4.x, 5.x

Nokia Firewall
 IDS/IPS

Enterasys Dragon NIDS 6.x

ISS RealSecure Network Sensor 6.5, 7.0
Snort NIDS 2.x

McAfee Intrushield NIDS 1.x

NetScreen IDP 2.x

Symantec ManHunt 3.x

Sériilékenységi kiértékelés (VA)
eEye REM 1.x
Foundstone FoundScan 3.x
Qualys Guard

Host biztonsag

McAfee Entercept 2.5, 4.x
ISS RealSecure Host Sensor 6.5, 7.0
Symantec AnitVirus 9.x
Host Log
Windows NT, 2000, 2003 (agent/agent-less)
Solaris
Linux
Syslog
Universal device support
Alkalmazasok
Web servers (lIS, iPlanet, Apache)
Oracle 9i, 10i database audit logs
Network Appliance NetCache
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CS-MARS megoldas

CS-MARS CS-MARS CS-MARS CS-MARS CS-MARS CS-MARS
20 50 100e 100 200 GC

Esemény / Sec. 500 1,000 3,000 5,000 10,000 na
Flow / Sec. 10,000 25,000 75,000 150,000 300,000
RAID Storage 120GB* 240GB 750GB

+nem RAID

Modell

- Kész megoldas (appliance)

Teljes integralt rendszer; nincs sziikség egyéb hardverre, platformra, adatbazisra, vagy ,,ligynék”
szoftverre — sem megvasarolni, sem installalni, sem karbantartani

Nincs sziikség allomasok, adminisztratorok, illetve egyéb licenszekre

Keményitett OS, szerep alapu adminisztracio és biztonsagos kommunikacié

- Egyszeri telepités, nem Java alapu GUI, (szerver oldali script), RAID 1+0,
nincs kiilsé adatbazis igény, Layer 2/3 topoldgia ismeret és ,karelharitas”
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Esemény per masodperc
(Event Per Second, EPS) példa

1 x CheckPoint NG
1 x ISS RealSecure 6.5 & 7.0
1 X NetApp Netcache 4 x Pix 525
5 x Cisco 12.x
* 4 x Cisco 12.x with ACL’s
«1xCSAMCA4.0
* 50 x MS Windows Generic

= 10.650 EPS (ATLAGBAN)
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MARS: MEGVALOSITASI PELDAK
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A grafikon 6nmagaert beszél
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Tamadasi utvonal Layer 2 kivédéssel
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CS-MARS El8nysk

Jobb

- Integralt halézati tudas Gyorsabb

« MAC cim, switch port szerinti tamado » Gyorsitott esemény analizis a memoriaban
izolacio » Szabadalmaztatott algoritmusok

e A fo|yamatban lévd tamadasok © 10,000 EPS teljeS korrelacioval
megakadalyozasa _—— T e Skalazhato, elosztott esemény analizis

- Tamadasi Gtvonal megjelenitése architektura a CS-MARS Global Controller-el

» Kemeényitett OS és rendszer

* Cél hardver redundans tervezés

Koltséghatékonyabb

» Appliance kivitel

* Nincs rejtett szoftver/testreszabasi kéltség

» Egyszerl licenszezés — nincs szoftver tgynék
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