
1© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

Catalyst 6 5 0 0  
I D S M -2  m o d u le

ÁC S  G Y ÖR G Y
G A C S @ C I S C O . C O M



2© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

TARTALOM

In-l i ne
H A
IP S k o nf i g u rác i ó
C a p t u ri ng
ID SM -2  a l a p k o nf i g u rác i ó
ID SM -2  t e c h ni k a i  l e írás

Össz e f o g l a l ás



3© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

ID SM -2  T E C H N IKA I L E ÍRÁS



4© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

I n t r u s i o n  D e t e c t i o n  Mo d u l e  2

THE W S -S V C -I D S M 2 S U PPORTS  
THE F OL L OW I N G …
• Supports connection to 32 -G b ps 

sh a red  b us
• Supports sing l e 8 -G b ps f a b ric connection

• C om preh ensiv e a tta ck  recog nition
• Sa m e cod e b a se a s C isco I D S/ I P S a ppl ia nces
• M onitors up to 6 0 0 M b ps of  tra f f ic ( I P S:  

5 0 0 M b ps)
• Supports up to 5 0 0 , 0 0 0  concurrent 

connections
• P a ssiv e m onitoring +  I P S ( 5 . 0 ) – 1  V L A N  pa ir 

now - sof tw a re f a il ure b y pa ss
• E x tensiv e sig na ture d a ta b a se
• B uil t in w eb -b a sed  m a na g em ent ( I D M )
• Supports a l a rm s,  sh unning  a nd  T C P resets,  

d rop,  …
• …

•CLI, telnet, SSHv3, SSL (IDM), 
• V MS 2. 3, MA R S, CT R , SN MP
• Ca ta ly s t p er f o r m a nc e no t a f f ec ted  b y  
a d d i ti o na l V LA N s o r  d evi c es  i n th e Ci s c o  
Ca ta ly s t c h a s s i s  (IDS)
• F a b r i c  E na b led , CE F 25 6 , 2. 5 A @ 4 2V
• O ver -s a m p li ng  a ler t g ener a tes  “9 9 3 
B a nd w i d th  E x c eed ed ” a ler t
• U nli m i ted  V LA N  s u p p o r t (IDS)
• T r end  Mi c r o  c o lla b o r a ti o n:   netw o r k  
b a s ed  A V
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I D S M-2

Ma x i m u m  N u m b er  o f  Mo d u les  p er  Ch a s s i s
· E i g h t  p e r  c h a s s i s
· N o  S l o t  R e s t r i c t i o n
T r a f f i c  Ca p tu r e Meth o d s  (P a s s i ve Mo d e)
· V A C L  c a p t u r e
· S P A N
· R S P A N  ( 2 )
· E R S P A N  ( 4 )  ( S u p  7 2 0  O n l y )
Mi ni m u m  Co d e R evi s i o n
· R e l e a s e  4 .x ,  S 4 7
· C u r r e n t  r e l e a s e :  5 .x  S x x x

Ho t-Sw a p  R eq u i r em ents
· M o d u l e  s h u t d o w n  r e q u i r e d  b e f o r e  r e m o v a l .
· M o d u l e  i n s e r t i o n / r e m o v a l  n e v e r  a f f e c t s  t h e  C i s c o  C a t a l y s t  s w i t c h .
P r o c es s o r
D u a l  P e n t i u m  P 3  1 .1 3  G H z  o n  m a i n  b o a r d  w i t h  2 3 2  M H z  I X P  3 2  b i t  S t r o n g A R M p o l i c y  p r o c e s s o r  o n  t h e  a c c e l e r a t o r
Mem o r y  a nd  Ha r d  Dr i ve
· 2 0  G i g a b y t e s  ( n o t  a l l  u s e d )
· 2  G i g a b y t e s  R A M
· 3 2  M e g a b y t e s  E v e n t  S t o r a g e  w i t h  I D S v 5 .0
· 6 4  M B  F l a s h
O p er a ti ng  Sy s tem
G N U  L i n u x  k e r n e l  v e r s i o n  2 .4 .2 6
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I n t r u s i o n  D e t e c t i o n  Mo d u l e  2
Architecture…

I D S M 2

1 2 3 4 5 6 77 88

C6509#show modul e
Mod Por t s Car d Type                              Model           Ser i al  No.
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

5    2  Super vi sor  Engi ne 720 ( Act i ve)          WS- SUP720- BASE     SAD07260096
8    8  I nt r usi on Det ect i on Syst em             WS- SVC- I DSM- 2      SAD072001DF

S W I TC HI N G  B A C K PL A N E

S I G N I F I ES  
8 G E PORTS

O nly  T W O  P O R T S i n T h i s  G r o u p  Ca n B e Set u p  to  Mo ni to r  T r a f f i c  vi a  SP A N  o r  
V A CL Ca p tu r e T HE SE  P O R T S A R E  P HY SICA L P O R T S 7 / 8
T h i s  P o r t Is  Set u p  a s  a  T r u nk  P o r t b y  Def a u lt a nd  Sh o u ld  B e U s ed  W h enever  
Y o u  Set u p  SP A N  o r  V A CL CA P T U R E

1 .  R eset
2 .  C om m a nd  a nd  
C ontrol

3–6 .  I G N O R E
7 ,  8 .  Snif f ing  – I P S pa ir

Po r t  Ro l ePo r t  Ro l e
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C a t a l y s t  650 0

I n t r u s i o n  D e t e c t i o n  Mo d u l e  2
P a ck et F l o w

P
O
R
T

SP A N  Send s  a  Co p y  o f  
T r a f f i c to  th e SP A N  
Des ti na ti o n P o r t 
W h i c h  Is  th e IDSM i n 
O u r  Ca s e…

T h e A d m i ni s tr a to r  Sets  u p  a  SP A N  
So u r c e P o r t/ V LA N  a nd  a  SP A N  
Des ti na ti o n P o r t

S PA N  S o u r c e  Po r t

S PA N  D e s t i n a t i o n  Po r t

F l o w  o f  t r a f f i c

P
O
R
T

N O T E :  A LL T R A F F IC f r o m  th e 
SP A N  So u r c e P o r t/ V LA N  Is  
Sent to  th e SP A N  Des ti na ti o n 
P o r t
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I n t r u s i o n  D e t e c t i o n  Mo d u l e  2
P a ck et F l o w
T h e A d m i ni s tr a to r  Sets  u p  a  V A CL 
Ca p tu r e F i lter a nd  A p p li es  It to  th e 
So u r c e P o r t, th en Def i nes  
IDSM Mo ni to r  P o r t a s  
th e V A CL Ca p tu r e P o r t

N O T E :  O nly  T R A F F IC 
Ma tc h i ng  th e V A CL Is  Sent to  
th e V A CL Ca p tu r e P o r t

C a t a l y s t  650 0
P
O
R
T

Po r t  w h e r e  V A C L  i s  a p p l i e d

V A C L  C a p t u r e  Po r t

F l o w  o f  t r a f f i c

P
O
R
T
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I n t r u s i o n  D e t e c t i o n  Mo d u l e  2
D es ig n  C o n s id era tio n
T h e IDSM2 a s  a  P r o m i s c u o u s  Devi c e (< 5 . 0 ) a nd  w i th  th e U s e o f  R SP A N  Ca n B e 
P o s i ti o ned  A ny w h er e i n th e N etw o r k , a s  Lo ng  a s  T h er e Is  a  V a li d  Co nti g u o u s  
R SP A N  V LA N  to  Ca r r y  th e T r a f f i c  f r o m  So u r c e to  Des ti na ti o n…

I N TRU S I ON  D ETEC TI ON

R SP A N

R SP A N
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C a t  OS  – I OS  s u p p o r t

1 2. 2(1 8 )SX F  

Su p er vi s o r  32

8 . 2. 17 . 6 . 17 . 6 . 1IDSM2  -
Ca tO S

1 2. 2(1 4 )SX 1  1 2. 2(1 7 d )SX B  N o  Su p p o r tIDSM2 - na ti ve 
IO S

Su p er vi s o r  
7 20Su p er vi s o r  2Su p er vi s o r  1 AMo d u le

7 . 6 . 97 . 5 . 1IDSM2  -
Ca tO S

R ec o m m end ed  
Su p E ng i ne

Mi n.  
Su p E ng i neMo d u le



11© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

I n -l i n e  s u p p o r t

8 . 4 . 112.2(18)SXESu p  7 20  (a ll ver s i o ns )

8 . 4 . 1T B DSu p  1 a  (no  P F C, w i th  P F C a nd  w i th  MSF C2)

8 . 4 . 1T B DSu p  2 (no  P F C, w i th  P F C a nd  w i th  MSF C2)

Ca ta ly s t O S 
B r a nc h  w i th  Inli ne 

O p er a ti o n
N a ti ve IO S B r a nc h  

w i th  Inli ne 
O p er a ti o n

Su p er vi s o r

Latency : ~1 µs / p ack et

C i s c o  I O S  s o f t w a r e  1 2 .2 ( 1 8 ) S X E  w i t h  S u p e r v i s o r  E n g i n e  
7 2 0  s u p p o r t s  o n l y  o n e  I D S M -2  i n l i n e  b e t w e e n  t w o  V L A N s .
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I D S M-2 – w i t h  I P S  5 . 0

G i g a b i tE th er net0 / 20 / 7 < -> 0 / 8  
p o r t 7  a nd  8

G i g a b i tE th er net0 / 7
G i g a b i tE th er net0 / 8  

IDSM-2

Inter f a c es  N o t 
Su p p o r ti ng  Inli ne 

P o s s i b le P o r t 
Co m b i na ti o ns

Inter f a c es  
Su p p o r ti ng  

Inli ne 
Mo d u le
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ID SM -2  A L A P KO N F IG U RÁC IÓ
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0 .  S h o w  Mo d u l e
Mod Por t s Car d Type                              Model           Ser i al  No.
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

1   48  48 por t  10/ 100 mb RJ- 45 et her net        WS- X6248- RJ- 45     SAD0401012S
2   48  48 por t  10/ 100 mb RJ45                 WS- X6348- RJ- 45     SAL04483QBL
3   48  SFM- capabl e 48 por t  10/ 100/ 1000mb RJ45 WS- X6548- GE- TX     SAD073906GH
6   16  SFM- capabl e 16 por t  1000mb GBI C        WS- X6516A- GBI C     SAL0740MMYJ
7    2  Super vi sor  Engi ne 720 ( Act i ve)          WS- SUP720- 3BXL     SAD08320L2T
9    1  1 por t  10- Gi gabi t  Et her net  Modul e      WS- X6502- 10GE      SAD071903BT

10    3  Anomal y Det ect or  Modul e                WS- SVC- ADM- 1- K9    SAD084104JR
11    8  I nt r usi on Det ect i on Syst em             WS- SVC- I DSM2       SAD05380608
13    8  I nt r usi on Det ect i on Syst em             WS- SVC- I DSM- 2      SAD072405D8

Mod MAC addr esses                       Hw    Fw Sw St at us
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

1  00d0. d328. e2ac t o 00d0. d328. e2db   1. 1   4. 2( 0. 24) VAI  8. 5( 0. 46) ROC Ok
2  0003. 6c14. e1d0 t o 0003. 6c14. e1f f    1. 4   5. 4( 2)        8. 5( 0. 46) ROC Ok
3  000d. 29f 6. 7a80 t o 000d. 29f 6. 7aaf    5. 0   7. 2( 1)        8. 5( 0. 46) ROC Ok
6  000d. ed23. 1658 t o 000d. ed23. 1667   1. 0   7. 2( 1)        8. 5( 0. 46) ROC Ok
7  0011. 21a1. 1398 t o 0011. 21a1. 139b   4. 0   8. 1( 3)        12. 2( PI KESPE Ok
9  000d. 29c1. 41bc t o 000d. 29c1. 41bc   1. 3   Unknown      Unknown Pwr Down

10  000b. f cf 8. 2ca8 t o 000b. f cf 8. 2caf    0. 101 7. 2( 1)        4. 0( 0. 25)     Ok
11  00e0. b0f f . 3340 t o 00e0. b0f f . 3347   0. 102 7. 2( 0. 67)     5. 0( 1)        Ok
13  0003. f eab. c850 t o 0003. f eab. c857   4. 0   7. 2( 1)        5. 0( 1)        Ok

Mod Sub- Modul e                  Model               Ser i al         Hw     St at us
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

7 Pol i cy Feat ur e Car d 3       WS- F6K- PFC3BXL     SAD083305A1   1. 3    Ok
7 MSFC3 Daught er boar d         WS- SUP720          SAD083206JX   2. 1    Ok

11 I DS 2 accel er at or  boar d     WS- SVC- I DSUPG      .              2. 0    Ok
13 I DS 2 accel er at or  boar d     WS- SVC- I DSUPG      0347331976    2. 0    Ok

Mod Onl i ne Di ag St at us
- - - - - - - - - - - - - - - - - - - - - -

1 Pass
2 Pass
3 Pass
6 Pass
7 Pass
9 Unknown

10 Not  Appl i cabl e
11 Pass
13 Pass

cat 6k> ( enabl e)  show modul e

r out er # show modul e
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1.  Command & Control i / f c onf i g +  g w c h e c k
cat 6k> enabl e

cat 6k> ( enabl e)  set  v l an c&c_vl an_number
i dsm2_sl ot _number / c&c_por t _number
cat 6k> ( enabl e)  set  v l an 10 6/ 2
cat 6k> ( enabl e)  sessi on s l ot _number
cat 6k> ( enabl e)  sessi on 6
…
i dsm- 2# pi ng 10. 1. 1. 1

r out er # conf i gur e t er mi nal

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number management -
por t  access- vl an vl an_number
r out er  ( conf i g) # i nt r usi on- det ect i on modul e 6 management - por t access-
vl an 10
r out er # sess i on s l ot  modul e_number pr ocessor 1
r out er # sess i on s l ot  6 pr ocessor  1
…
i dsm- 2# pi ng 10. 89. 149. 254
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S e r v i c e  Mo d u l e  Re f e r e n c e  D e s i g n s
IDSM2 Configuration

On setting up the IDSM2
Start with running the “setup” command to initialize the IDSM2

I DSM2( conf i g) # user name i dm- admi n passwor d i dmadmi n pr i vi l ege admi ni st r at or
Enter Login Password: *****
Re-enter Login Password: *****

I DSM2( conf i g) # user name i dm- admi n passwor d i dmadmi n pr i vi l ege admi ni st r at or
Enter Login Password: *****
Re-enter Login Password: *****

Create the userid to be used when
accessing IDSM2 IDM Web interface

sensor ( conf i g) # set up
<snip>
Continue with configuration dialog?[yes]: yes
Enter host name[sensor]: I DSM2
Enter IP address[10.1.1.150]: 192. 168. 102. 150
Enter netmask[255.255.255.0]: 255. 255. 255. 0
Enter default gateway[10.1.1.1]: 192. 168. 102. 1
Enter telnet-server status[enabled]: enabl ed
Enter web-server port[443]: 443

Use this configuration? [yes]: yes
Configuration Saved. 
Warning: The node must be rebooted for the changes to go into effect.

sensor ( conf i g) # set up
<snip>
Continue with configuration dialog?[yes]: yes
Enter host name[sensor]: I DSM2
Enter IP address[10.1.1.150]: 192. 168. 102. 150
Enter netmask[255.255.255.0]: 255. 255. 255. 0
Enter default gateway[10.1.1.1]: 192. 168. 102. 1
Enter telnet-server status[enabled]: enabl ed
Enter web-server port[443]: 443

Use this configuration? [yes]: yes
Configuration Saved. 
Warning: The node must be rebooted for the changes to go into effect.

IDSM2
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C A P T U RIN G
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F i r s t  S t e p :
G e tti ng  T raf f i c  to Y ou r N e tw ork  I D S

• T ra f f i c  m u st  b e  m i rro re d  ( re p l i c a t e d )  t o  se nso rs i n ID S m o d e
• C h o i c e s:

Switch-b a s e d  tr a f f ic m ir r o r in g  ( SP A N )  d ir e ctl y  o r  f r o m  
a g g r e g a tio n  s witch

Se l e ctiv e  m ir r o r in g  ( tr a f f ic ca p tu r e —V A C L s )
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S w i t c h -B a s e d  Tr a f f i c  C a p t u r e
• P o r t m ir r o r in g :  SP A N  f u n ctio n a l ity  a n d  co m m a n d  s y n ta x  
v a r ie s  b e twe e n  p r o d u ct l in e s  a n d  s witch v e n d o r s

Some limit the number of SPAN ports
Some a llow  y ou to monitor multi-V L AN tra ffic

Note tha t not a ll sensor v end ors c a n ha nd le multi-V L AN tra ffic
w w w . c isc o. c om/ w a rp/ public / 4 7 3 / 4 1 . html 
w w w . c isc o. c om/ univ erc d / c c / td / d oc / prod uc t/ ia a bu/ c sid s/ c sid s1 0 / hw g uid e/
hw c lipr. htm# w p8 9 6 9 7

• R u l e -B a s e d  ca p tu r e :  V L A N  A C L  ca p tu r e / M L S I P  I D S
Polic y  F ea ture C a rd  ( PF C )  req uired  on C a ta ly st® 6 5 0 0
Allow s y ou to monitor multi-V L AN tra ffic
U se “mls ip id s” w hen using  “router” interfa c es or w hen interfa c e is 
c onfig ured  for C isc o I O S® F W
w w w . c isc o. c om/ univ erc d / c c / td / d oc / prod uc t/ ia a bu/ c sid s/ c sid s1 0 / hw g uid e/
hw c lipr. htm# w p8 9 6 9 7
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P r o m i s c o u s m o d e
If you configure both ports (7/8) as monitoring ports, make sure that they are configured  
to monitor d ifferent traffic.  

Y ou shoul d  not configure an ID S M -2  d ata port as both a S P A N  d estination port and  a 
V A C L  capture port, because ID S M -2  w il l  not receiv e traffic.  T his d ual  configuration 
(S P A N  and  V A C L ) causes probl ems on the sw itch and  traffic is not sent properl y.  

Using the TCP Reset Interface 
The ID S M -2  has a TCP reset interface—p o rt 1 .  The ID S M -2  has a sp ecific TCP reset interface b ecau se it canno t send  TCP 
resets o n its sensing p o rts.  
If you have reset problems with the IDSM-2 ,  try the followin g :  
• If the sen sin g  ports are ac c ess ports ( a sin g le V L A N ) ,  you n eed  to c on fig ure the reset port to be in  the same V L A N .  
• If the sen sin g  ports are d ot1 q  trun k  ports ( multi-V L A N ) ,  the sen sin g  ports an d  reset port all must have the same n ative V L A N ,  an d  
the reset port must trun k  all the V L A N s bein g  trun k ed by both the sen sin g  ports.  
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P r o m i s c o u s m o d e  S P AN
cat 6k> ( enabl e)  set  span 3/ 3 13/ 7
Dest i nat i on     :  Por t  13/ 7
Admi n Sour ce    :  Por t  3/ 3
Oper Sour ce     :  Por t  3/ 3
Di r ect i on       :  t r ansmi t / r ecei ve
I ncomi ng Packet s:  di sabl ed
Lear ni ng        :  enabl ed
Mul t i cast        :  enabl ed
Fi l t er           :  -

Sessi on Number   :  1

r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  sour ce i nt er f ace 
i nt er f ace/ por t _number [ ,  |  - |  r x |  t x |  bot h]
r out er  ( conf i g) # moni t or  sessi on 1 sour ce i nt er f ace 
Gi gabi t Et her net 2/ 23 bot h
r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  dest i nat i on 
i nt r usi on- det ect i on- modul e modul e_number dat a- por t  dat a_por t _number
r out er  ( conf i g) # moni t or  sessi on 1 dest i nat i on i nt r usi on- det ect i on-
modul e 6 dat a- por t 1
r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  { f i l t er  v l an
{ vl an_I D}  [ ,  |  - ] }
r out er  ( conf i g) # moni t or  sessi on 1 f i l t er  v l an 146

filter k ey w ord  to monitor 
tra ffic  on spec ific  V L ANs
on sourc e trunk  ports.  
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S P AN  P a r a m e t e r s
d isa ble—D isa bles port monitoring .  

• module/port—S o u r c e  m o d u l e  a n d  
p o r t  n u m b e r s . 
• v la n —S o u r c e  V L A N  n u m b e r s . 
• module/port—D e s t i n a t i o n  m o d u l e  
a n d  p o r t  n u m b e r s . 
• both—B oth rec eiv ing  a nd  
tra nsmitting  tra ffic .  
• filter—Applies filter to V L AN.  
• inpk ts—E na bles/ d isa bles 
d estina tion port inc oming  pa c k ets.  
• lea rning —E na bles/ d isa bles M AC  
a d d ress lea rning .  
• multic a st—E na bles/ d isa bles 
multic a st tra ffic .  
• rx —R ec eiv ing  tra ffic .  
• session— Session number for 
SPAN session.  
• tx —T ra nsmitting  tra ffic .  

interfa c e—SPAN sourc e interfa c e 
• remote—SPAN sourc e R emote 
• v la n— SPAN sourc e V L AN 
• G ig a bitE thernet— G ig a bitE thernet I E E E  
8 0 2 . 3 z  
• Port-c ha nnel— E thernet C ha nnel of 
interfa c es 
• ,— Spec ify  a nother ra ng e of interfa c es 
• --— Spec ify  a  ra ng e of interfa c es 
• both— M onitor rec eiv ed  a nd  tra nsmitted  
tra ffic  
• rx — M onitor rec eiv ed  tra ffic  only  
• tx — M onitor tra nsmitted  tra ffic  only  
• intrusion-d etec tion-mod ule— SPAN 
d estina tion intrusion d etec tion mod ule 
• d estina tion— SPAN d estina tion interfa c e 
or V L AN 
• filter— SPAN filter V L AN 
• sourc e— SPAN sourc e interfa c e, V L AN 
• ty pe— T y pe of monitor session 
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V AC L

cat 6k> ( enabl e)  set  secur i t y ac l i p acl _name per mi t  i p [ per mi t  ( . . . )  |  
deny ( . . . ) ]  capt ur e
consol e> ( enabl e)  set  secur i t y acl i p CAPTUREALL per mi t  i p any any
capt ur e

consol e> ( enabl e)  commi t  secur i t y ac l CAPTUREALL

consol e> ( enabl e)  set  secur i t y acl map acl _name vl an_number
consol e> ( enabl e)  set  secur i t y acl map CAPTUREALL 650

consol e> ( enabl e)  set  secur i t y acl capt ur e modul e_number / por t _number
consol e> ( enabl e)  set  secur i t y acl capt ur e 6/ 7

P e r m i t  =  c a p t u r e
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V AC L
r out er  ( conf i g) # i p access- l i s t  [ s t andar d |  ext ended]  acl _name
r out er ( conf i g) # i p access- l i s t  st andar d CAPTUREALL

r out er ( conf i g) # v l an access- map map_name [ 0- 65535]
r out er  ( conf i g- access- map) # mat ch [ i p addr ess { 1- 199 |  1300- 2699 |  
acl _name} ]
r out er ( conf i g- access- map) # act i on f or war d capt ur e

r out er  ( conf i g) # v l an f i l t er  map_name vl an- l i s t  v l an_l i st

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number
capt ur e al l owed- vl an vl an_l i st

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number capt ur e
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m l s i p i d s

r out er ( conf i g) # i p access- l i s t  ext ended wor d
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g- i f ) # ml s i p i ds wor d
cat 6k> ( enabl e)  set  secur i t y ac l capt ur e modul e_number / por t _number

r out er ( conf i g) # i p access- l i s t  ext ended wor d
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number capt ur e al l owed- vl an capt ur e_vl ans
r out er ( conf i g- i f ) # ml s i p i ds wor d

C i s c o  I O S  F i r e w a l l  o n  t h e  M S F C ,  y o u  c a n n o t  u s e  V A C L s t o  c a p t u r e  t r a f f i c ,  y o u  c a n  u s e  t h e  
m l s i p i d s . P a c k e t s  t h a t  a r e  p e r m i t t e d  b y  t h e  A C L  a r e  c a p t u r e d . T h e  p e r m i t / d e n y  p a r a m e t e r  
d o e s  n o t  a f f e c t  w h e t h e r  a  p a c k e t  i s  f o r w a r d e d  t o  d e s t i n a t i o n  p o r t s .
T h e  m l s i p i d s  c o m m a n d  o n l y  c a p t u r e s  i n c o m i n g  t r a f f i c .
Y o u  w i l l  n e e d  t o  u s e  t h e  m l s i p i d s  c o m m a n d  o n  b o t h  t h e  c l i e n t -s i d e  r o u t e r  i n t e r f a c e  a n d  
s e r v e r -s i d e  r o u t e r  i n t e r f a c e ,  s o  t h a t  b o t h  d i r e c t i o n s  o f  t h e  c o n n e c t i o n w i l l  b e  c a p t u r e d .
F o r  I D S M -2  t o  c a p t u r e  a l l  p a c k e t s  m a r k e d  b y  t h e  m l s i p i d s  c o m m a n d ,  d a t a  p o r t  1  o r  d a t a  
p o r t  2  o f  I D S M -2  m u s t  b e  a  m e m b e r  o f  a l l  V L A N s t o  w h i c h  t h o s e  p a c k e t s  a r e  r o u t e d .
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IN -L IN E
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I n -l i n e  C a t OS

!  Set  t he nat i ve VLAN f or  each I DSM- 2 moni t or i ng por t :
set  v l an vl an_number sl ot _number / por t _number
cat 6k ( enabl e) > set  v l an 651 9/ 7
cat 6k ( enabl e) > set  v l an 652 9/ 8

;  Cl ear  al l  VLANs f r om each I DSM- 2 moni t or i ng por t  except  f or  t he 
nat i ve VLAN
cat 6k ( enabl e) > c l ear  t r unk s l ot _number / por t _number vl an_r ange
cat 6k ( enabl e) > c l ear  t r unk 9/ 7 1- 650, 652- 4094
cat 6k ( enabl e) > c l ear  t r unk 9/ 8 1- 651, 653- 4094

;  For  I PS 5. 0( 2) ,  omi t  t hi s st ep.  
cat 6k ( enabl e) > set  spant r ee bpdu- f i l t er  6/ 7- 8 enabl e

F o r  I P S  5 .0 ( 1 )  y o u  c a n  o n l y  c o n f i g u r e  o n e  I D S M -2  f o r  i n l i n e  m o d e  b e t w e e n  t w o  V L A N s . T h i s  
r e s t r i c t i o n  h a s  b e e n  r e m o v e d  f o r  I P S  5 .0 ( 2 ) .
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I n -l i n e  - I OS
C i s c o  I O S  s o f t w a r e  1 2 .2 ( 1 8 ) S X E  w i t h  S u p e r v i s o r  E n g i n e  7 2 0  s u p p o r t s  o n l y  o n e  I D S M -2  
i n l i n e  b e t w e e n  t w o  V L A N s .
! Cr eat e t wo VLANs,  one f or  each s i de of  t he i nl i ne I DSM- 2:
r out er ( conf i g) # v l an vl an_number
r out er ( conf i g) # name vl an_name
r out er ( conf i g) # exi t

!  Conf i gur e an I OS access por t  f or  each i nt er f ace on each i nl i ne VLAN
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g- i f ) # descr i pt i on descr i pt i on
r out er ( conf i g- i f ) # swi t chpor t
r out er ( conf i g- i f ) # swi t chpor t access v l an v l an_number
r out er ( conf i g- i f ) # swi t chpor t mode access

! Conf i gur e one I DSM- 2 dat a por t  t o be on each of  t he t wo VLANs you 
cr eat ed
r out er ( conf i g) # i nt r usi on- det ect i on modul e s l ot _number dat a- por t  
dat a_por t _number access- vl an vl an_number
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C a p t u r i n g  S u p p o r t

XX ( o n l y  C a t O S )XXS u p  w / P F C 2 o r  M S F C 2 
-XXXS u p 2 w /  P F C 2
XX ( o n l y  C a t O S )XXS u p  1A  w / P F C 2 o r  M F S C 2

-X ( o n l y  C a t O S )XXS u p  1A  w / P F C 1
XXXXS u p  1A  w / P F C 1 o r  M F S C 1

---XS u p  1A

-

V A C L  b l o c k i n g  

XXXS u p 720

R A C L  b l o c k i n gV A C L  c a p t u r eS P A N / R S P A N  C o n f i g
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IP S KO N F IG U RÁC IÓ
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I P S  S e n s o r  P a c ke t  An a l y s i s :
A Day in the Life of a Packet

Alarms
R e sp o n se  
Ac t i o n s

R e sp o n se
Ac t i o n s

B lac k  B o x
R e c e i v e  P a c k e t T r a n s m i t  P a c k e t
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Th e  P r o d u c e r

P ro d u c e r

C a p t u r e  
A N D  B u f f e r

P a r s e  L 3 A N D  
L 4 H e a d e r s

C h e c k  V a l i d i t y  
o f  C h k s u m s

C h e c k  V a l i d i t y  
o f  P a c k e t  
L e n g t h s

B a s e d  o n  I P S  5. x  S e n s o r  C o d e

P ro d u c e r
V i rt u al
S e n so r

P ro c e sso rs
V i rt u al
Alarm

P ro c e sso rs
T r a n s m i t  
P a c k e t

R e c e i v e  
P a c k e t
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V i r t u a l  S e n s o r  P r o c e s s o r s

L a y e r  2 
H a n d l e r

S i g n a t u r e  
P r o c e s s o r

L 4 T C P  S t r e a m  
N o r m a l i z e r

L 3 F r a g m e n t
N o r m a l i z e r

I n t e r n a l
D a t a b a s e

D e n y  F i l t e r  
P r o c e s s o r

P ro d u c e r
V i rt u al
S e n so r

P ro c e sso rs
V i rt u al
Alarm

P ro c e sso rs
T r a n s m i t  
P a c k e t

R e c e i v e  
P a c k e t
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V i r t u a l  Al a r m  P r o c e s s o r s

P ro d u c e r
V i rt u al
S e n so r

P ro c e sso rs
V i rt u al
Alarm

P ro c e sso rs

E v e n t
C o u n t e r

E v e n t
C o r r e l a t i o n

E v e n t
S u m m a r i z e r R i s k  R a t i n g  

C a l c u l a t o r

T r a n s m i t  
P a c k e t

E v e n t  
A c t i o n
O v e r r i d e

A p p l y
F i l t e r s

P e r f o r m
R e s p o n s e  
A c t i o n

R e c e i v e  
P a c k e t
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S c a l i n g  An a l y s i s :  S i g n a t u r e  E n g i n e s

• T ra f f i c  a na l y si s i s i nc re d i b l y  c o m p u t a t i o na l l y  i nt e nsi v e  w i t h  l a rg e  nu m b e rs o f  si g na t u re s
• C i sc o  IP S a na l y si s i m p l e m e nt e d  w i t h  a  se ri e s o f  e ng i ne s t h a t  e a c h  i nsp e c t  f o r a  sp e c i f i c  t y p e  o f  a c t i v i t y  
• Si g na t u re  e ng i ne  t y p e s:

Atomic F l ood T r a f f ic
M e ta  S e r v ice N or ma l iz e r
S ta te S tr in g AI C
S w e e p  T r oj a n O th e r
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S i g n a t u r e s  Re v i s i t e d

• Si m p l e  p a t t e rn m a t c h i ng
E . g .  l ook  f or  “r oot”

• St a t e f u l  p a t t e rn m a t c h i ng
E . g .  d e cod e  a  te l n e t s e s s ion  to l ook  f or  “r oot”

• P ro t o c o l  d e c o d e  a nd  a no m a l y  d e t e c t i o n
E . g .  R P C  s e s s ion  d e cod in g  a n d  a n a l y s is ;  S N M P  p r otocol  
a n oma l y  d e te cte d  f r om u s e  of  p r otos  tool

• H e u ri st i c s
E . g .  r a te  of  in b ou n d  S Y N s —S Y N  f l ood ?

S ig natu r es  Do N ot N eces s ar il y M ean 
S tr ing  M atching
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S i g n a t u r e  E x a m p l e :
P r o t e c t i o n  a t  La y e r  2 ( D a t a  Li n k La y e r )
• H o st  Z  i s a mali c i o u s u se r,  at t e mp t i n g  t o  g ai n  
ac c e ss t o  t raf f i c  f ro m h o st s X  an d  Y

• H o st  Z  se n d s g rat u i t o u s AR P  re p li e s,  t e lli n g  
all t h at  h e  i s 1 0 . 1 0 . 1 0 . 1  ( ro u t e r) ,  w i t h  h i s M AC  
ad d re ss

• S i n c e  AR P  re p li e s are  b ro ad c ast ,  all h o st s o n  
t h e  same  L 2  su b n e t  se e  an d  ac c e p t  t h e  
g rat u i t o u s AR P

• I f  h o st  Z  i s mo re  p e rsi st e n t  t h an  t h e  ac t u al 
ro u t e r i n  asse rt i n g  i t s i d e n t i t y ,  h o st  X  an d  Y  
w i ll b e li e v e  t h at  h o st  Z  i s t h e  ro u t e r

• H o st  Z  h as e f f e c t i v e ly  i n se rt e d  h i mse lf  as a 
man  i n  t h e  mi d d le ,  si n c e  h o st  X  an d  Y  w i ll 
se n d  i t  t h e i r I P  t raf f i c

S ig n a tu r e  I D  7 1 0 5  D e te cts  th e  Ab ov e  Atta ck H ost Z

. 1

H ost YH ost X

1 0 . 1 0 . 1 0 . 0 / 2 4
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Al a r m  G u i d a n c e :  N S D B
• M o st  p ro d u c t s h a v e  a n a l a rm  d a t a b a se  t h a t  p ro v i d e s g u i d a nc e  o n a l a rm s
• W e b  o r t e x t -b a se d  D B s c a n a l l o w  a d d i t i o n o f  c u st o m  i nf o rm a t i o n o r d i re c t i o ns f o r o p e ra t i o ns st a f f
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S i g n a t u r e  U p d a t e s
• M u ch  l ik e  a n ti-v ir u s ,  n e tw or k  I P S s  mu s t b e  k e p t u p  to d a te
• P r oce s s  mu s t b e  d e v e l op e d  to r a p id l y  u p d a te  n e w  s ig n a tu r e s  
a s  r e l e a s e d

• C is co h a s  d e v e l op e d  a  n e w  p a r tn e r s h ip  w ith  T r e n d  M icr o to 
p r ov id e  e n h a n ce d  v ir u s  a n d  w or m cov e r a g e  a s  p a r t of  th e  
n or ma l  I P S  s ig n a tu r e  u p d a te s

• C is co h a s  a  n e w  h ome  f or  s e cu r ity  in f or ma tion  in  g e n e r a l :
tools. c isc o. c om/ M y SD N/ I ntellig enc e/ home. x

• T h e r e  is  a l s o a  n e w  h ome  f or  a l l  th in g s  I P S  r e l a te d :  
w w w . c isc o. c om/ g o/ ipsa lert



40© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

My S D N :  C i s c o ’s  S e c u r i t y  P o r t a l
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I P S  Al e r t  C e n t e r  f o r  Al l  Th i n g s  I P S  Re l a t e d
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Tu n i n g  Y o u r  S e n s o r s

• T u ni ng  i s t h e  m o st  i m p o rt a nt  p a rt  o f  i nt ru si o n d e t e c t i o n a nd  p re v e nt i o n d e p l o y m e nt s
T h e  d a ta  r e d u ction  th a t r e s u l ts  f r om p r op e r  tu n in g  is  
e s s e n tia l  f or  a  f u l l y  f u n ction a l  s y s te m

• N o t  e v e ry  se nso r ne e d s t o  a l e rt  o n e v e ry  e v e nt
I mp l e me n tin g  e n v ir on me n t s p e cif ic con f ig u r a tion s  
in cr e a s e s  s ca l a b il ity  of  th e  e n tir e  s y s te m
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Tu n i n g :  W h e r e  t o  S t a r t

• M o st  se nso rs sh i p  w i t h  a  d e f a u l t  si g na t u re  c o nf i g u ra t i o n
T h is  is  a  g ood  s ta r tin g  p oin t f or  a n  in itia l  d e p l oy me n t in  
mos t ca s e s

• St a rt  b y  m o ni t o ri ng  t h e  d e f a u l t  c o nf i g u ra t i o n
P r ior itiz e  th e  tu n in g  of  th e  h ig h  p r ior ity  a l a r ms ,  a n d  th e n  
mov e  on  to th e  me d iu ms
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H o w  t o  Tu n e  a  S e n s o r :  Te c h n i q u e s

• U nd e rst a nd  t h e  e nv i ro nm e nt  a nd  t ra f f i c  p a t t e rns
• L i st  o u t  p o t e nt i a l  f a l se  p o si t i v e s

An a l y z e  e a ch  a l e r t a n d  cl a s s if y  s timu l u s  a n d  r e s p on s e
• D e f i ne  p o l i c y ,  a nd  p o l i c y  e x c e p t i o ns

i. e .  p in g  s w e e p s  g e n e r a te  a l a r ms ,  e x ce p t w h e n  comin g  
f r om th e  ma n a g e me n t n e tw or k

• T u rn d o w n se v e ri t y  o f  si g na t u re s no t  a p p l i c a b l e  t o  t h a t  e nv i ro nm e nt
• It e ra t i v e  p ro c e ss:  a s t ra f f i c  p a t t e rns c h a ng e ,  se nso rs c a n re q u i re  re -t u ni ng
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E x a m p l e  Tu n i n g  F e a t u r e s
• S ig n a tu r e  s p e cif ic:  

Ports, protoc ols, serv ic es, a na ly sis leng th, etc .
• F il te r in g :  w h a t n e tw or k s  to a l a r m on
• E v e n t cou n t:  n u mb e r  of  e v e n ts  to s e e  b e f or e  a l a r m
• S e v e r ity :  w h a t l e v e l  of  a l a r m to s e n d
• Al a r m a g g r e g a tion :  h ow  ma n y  a l a r ms  to s e n d

Summa ry  mod e:  fire a ll, summa riz e, g loba l summa riz e
Summa ry  interv a l:  summa riz a tion w ind ow
Summa ry  threshold :  hig h w a ter ma rk  to c ha ng e summa riz a tion 

• E v e n t a ction :  w h a t to d o f ol l ow in g  w h e n  th e  s ig  is  tr ig g e r e d  
( in cl u d e s  p r od u cin g  a n  a l e r t)
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C u s t o m i z i n g  Y o u r  S i g n a t u r e  S e t
• C u s tomiz e  v e n d or -p r ov id e d  s ig n a tu r e s
• N e w  e n v ir on me n t s p e cif ic s ig n a tu r e s  ca n  b e  cr e a te d
• C is co cu s tom s ig n a tu r e  con f ig u r a tion  ta s k s :

Selec t the sig na ture mic ro-eng ine tha t best meets 
y our req uirements
E nter v a lues for the sig na ture pa ra meters tha t a re req uired  a nd  meet y our 
req uirements
Sa v e a nd  a pply  the c ustom sig na ture to the sensor

• S ig n a tu r e  cu s tomiz a tion  is  n ot tr iv ia l
W riting  sig na tures req uires d eta iled  k now led g e of the a tta c k ;  poorly  
foc used  sig na tures w ill g enera te fa lse positiv es a nd  too na rrow ly  foc used  
or outrig ht mista k es mig ht result in fa lse neg a tiv es
T est, test a nd  test a g a in before y ou d eploy
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C u s t o m  S i g n a t u r e s
C h o o s e C o n f i g u r a t i o n >
S i g n a t u r e  C o n f i g u r a t i o n >
A d d
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E x a m p l e :  Me t a  S i g n a t u r e  ( Lo c a l  
C o r r e l a t i o n )

S e le c t  M e t a 
f ro m t h e  

E n g i n e  L i st
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ME TA ( C o n t . )

C omponent 
L ist is 

W here the 
M eta  Sig  
G ets 

D efined

C re at e  an d  S e le c t  
C o mp o n e n t s W h i c h  Are  
C o mp ri se d  o f  S p e c i f i c  

S i g / S u b si g  C o mb i n at i o n s
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Ac t i v e  Re s p o n s e :  I D S

• A  se nso r d e p l o y e d  i n ID S m o d e  a l l o w s a  nu m b e r o f  re sp o nse  a c t i o ns t o  b e  t a k e n w h e n a n a l e rt  i s g e ne ra t e d :
L og  p a ck e ts  to a  f il e  in  P C AP  f or ma t
B l ock in g  u s in g  a n  e x te r n a l  d e v ice  ( r ou te r  or  f ir e w a l l )
T C P  r e s e ts —s e n d s  T C P  r e s e t p a ck e ts  to b r e a k  a  T C P  
con n e ction

• A c t i o ns c o nf i g u ra b l e  p e r si g na t u re

� False Positives Can Be Problematic �
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Ac t i v e  Re s p o n s e :  I P S

• A  se nso r d e p l o y e d  i n IP S m o d e  o p e ra t e s o n t h e  a c t u a l  ne t w o rk  p a c k e t s i nst e a d  o f  c o p i e s
M u l tip l e  d if f e r e n t d e n y  a ction s  a r e  p os s ib l e  in  a d d ition  to 
a l l  a ction s  s u p p or te d  in  I D S  mod e

D e n y  a tta ck e r  
D e n y  con n e ction
D e n y  p a ck e t

• A c t i o ns c o nf i g u ra b l e  p e r si g na t u re

� False Positives A re S till Problematic �
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D e n y  P a c ke t  ( I n l i n e  On l y )

• P r os :
Stops the a tta c k  pa c k et
M ost useful for ev ents tha t a re trig g ered  freq uently  ( i. e.  w orms)  
L ow er c ha nc e of self-inflic ted  D oS if w rong  ( unless d eny  a tta c k er is used )

• C on s :
L ess useful to stop a  d etermined  a tta c k er a s he w ill mov e on to other
a tta c k s or v ic tims tha t ma y  not be protec ted  ( unless d eny  a tta c k er 
is used )
Sensor must be inline to perform this a c tion

• L imita tion :  T r a f f ic th a t d oe s  n ot p a s s  th r ou g h  th e  s e n s or  
ca n n ot b e  s cr u b b e d  in  th is  ma n n e r  ( mu s t h a v e  f u l l  f e a tu r e d  
I P S  e v e r y w h e r e  to b e  mos t e f f e ctiv e )

W hen S ig natu r e F ir es ,  S ens or  Dis car d s  
the Packet T hat T r ig g er ed  the Al ar m
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Lo g g i n g :  S e s s i o n  C a p t u r e
• L o g s t raf f i c  asso c i at e d  
w i t h  a si g n at u re  t ri g g e r 
( i n  P C AP  f o rmat )

• G e n e rally ,  o n ly  t ri g g e r an d  
su b se q u e n t  p ac k e t s lo g g e d  

• D o e s i mp ac t  se n so r 
p e rf o rman c e

• U sag e  g u i d e li n e s:
T u n i n g :  U s e  d u r i n g  s e n s o r  t u n i n g  f o r  
e v e n t  a n a l y s i s  a n d  s u b s e q u e n t  
s i g n a t u r e  t w e a k i n g
F o r e n s i c s :  U s e f u l  t o  m o n i t o r  
“c r i t i c a l ” s i g n a t u r e s / r e s o u r c e s
H a n d y  t i p :  U s e  w i t h  a  c u s t o m  
s i g n a t u r e  t o  m o n i t o r  a  s p e c i f i c  
s e r v i c e / s e r v e r / u s e r
D o  n o t  l o g  u n l e s s  y o u  k n o w  w h a t  y o u  
p l a n  t o  u s e  t h e  l o g  f o r
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Lo g g i n g  ( Al t e r n a t i v e ) :  P r o d u c e  
V e r b o s e  Al e r t

• Inst e a d  o f  c re a t i ng  a  l o g  f i l e  w i t h  m a ny  p a c k e t s,  c a p t u re  a nd  i nc l u d e  a s p a rt  o f  t h e  a l e rt  j u st  t h e  p a c k e t  t h a t  t ri g g e re d  t h e  a l e rt
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TC P  Re s e t s
• F or  T C P  a p p l ica tion s ,  con n e ction  is  p r e ma tu r e l y  te r min a te d  
b y  a  R S T  s e n t f r om “s e n s in g ” in te r f a ce

• M u s t g u e s s  cor r e ct T C P  s e q u e n ce  n u mb e r  a n d  s u cce s s f u l l y  
in s e r t R S T  in to s e s s ion

M a k es T C P resets somew ha t unrelia ble espec ia lly  w hen sourc e a nd  
d estina tion a re “c lose”

• C e r ta in  a p p l ica tion s  w il l  a u toma tica l l y  r e con n e ct 
a n d  r e s e n d  ( e . g . ,  S M T P ) ,  ma k in g  th is  l e s s  e f f e ctiv e

• N ote  th a t in itia l  tr ig g e r  p a ck e t w il l  ma k e  it to its  d e s tin a tion ,  s o 
ca n ’t n e ce s s a r il y  s top  e v e n t

C od e red  1  w a s a  sing le pa c k et a tta c k  a nd  c ould n’t be reset
• C on cl u s ion :  T C P  r e s e ts  a r e  a  te mp or a r y  s ol u tion  w h il e  y ou  
r e a d j u s t y ou r  s e cu r ity  p os tu r e
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set  span <sr c_mod/ sr c_por t s . . . |sr c_vl ans. . . |sc0>
<dest _mod/ dest _por t > [r x | t x | bot h]
[i npkt s <enabl e| di sabl e>]
[mul t i cast <enabl e| di sabl e>]
[f i l t er <vl ans. . . >]

I f  M onitoring  M u ltip le V L A N s,  Cisco I PS  
S ou rces th e R esets into th e Correct V L A N

G o t c h a s :  TC P  Re s e t s  a n d  S P AN  
If  Y o u  U se  T C P  Re se t s,  Y o u  M u st  E na b l e  Inp u t  P a c k e t s so  Sw i t c h  W i l l  A c c e p t  RST  P a c k e t s o n SP A N  P o rt  ( C h e c k  Y o u r Sw i t c h  t o  D e t e rm i ne  E x a c t  Su p p o rt  f o r IP S Re se t  P a c k e t s)  
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B l o c ki n g  ( S h u n n i n g )

• W h e n si g na t u re  f i re s,  se nso r i nse rt s A C L  o n ro u t e r/ i ssu e s sh u n c o m m a nd  o n P IX ® f i re w a l l
D e n y  s u b s e q u e n t tr a f f ic f r om th a t s ou r ce  I P  a d d r e s s  or  
a s s ocia te d  w ith  th a t s p e cif ic con n e ction
N ote  th a t in itia l  tr ig g e r  p a ck e ts  w il l  ma k e  it to th e  
d e s tin a tion  b e ca u s e  of  th e  time  r e q u ir e d  to e s ta b l is h  
th e  b l ock

• Se nso r c o nne c t s t o  f i re w a l l  a nd / o r ro u t e r f ro m  m a na g e m e nt  i nt e rf a c e
N e e d  to con f ig u r e  a u th e n tica tion  cr e d e n tia l s  f or  
f ir e w a l l / r ou te r

• C o nc l u si o n:  B l o c k i ng  c a n b e  e f f e c t i v e  a t  st o p p i ng  a n i nf e c t e d  h o st  b u t  c a n’t  st o p  f i rst  a t t a c k
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B l o c ki n g

• P r os :
B est used  to thw a rt a n a tta c k er a t the first loc a tion possible
C a n be used  to bloc k  a  sourc e a d d ress a t multiple loc a tions 
Sensor c a n be “out of ba nd ” ( I D S)

• C on s :
D oes not stop the a tta c k  pa c k et or ev en the c onnec tion
L ess useful in stopping  thousa nd s of a utoma ted  a tta c k ers ( i. e.  w orms) , or 
for e-ma il v iruses

• L imita tion :  U s e r  mu s t h a v e  a  w e l l  th ou g h t ou t s e cu r ity  p ol icy  
comb in e d  w ith  a  g ood  op e r a tion a l  u n d e r s ta n d in g  of  th e ir  I D S  
d e p l oy me n ts  ( cor r e ctl y  tu n e d  s e n s or s  a r e  a  mu s t)  

C an B e V er y S u cces s fu l  in H el p ing  to 
I m p l em ent a S ecu r ity Pol icy
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C o n f i g u r i n g  Re s p o n s e  Ac t i o n s

H i g h li g h t  an d  R i g h t  
C li c k  S i g n at u re  an d  
S e le c t  “Ac t i o n s”

S e le c t  t h e  Ac t i o n s 
Ap p ro p ri at e  f o r t h e  

S i g n at u re
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H A
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H i g h  Av a i l a b i l i t y  f o r  I P S
• D e p l oy in g  a n  I P S  s e n s or  in to th e  tr a f f ic s tr e a m in tr od u ce s  a  
n e w  d e v ice  to p os s ib l y  f a il  a n d  p r e v e n t tr a f f ic f r om f l ow in g   ( I t 
w il l  b e  th e  f ir s t th in g  b l a me d  f or  a n y  p r ob l e ms )   

• H ig h  a v a il a b il ity  is  d e f in e d  a s  b u il d in g  in to th e  n e tw or k ,  th e  
a b il ity  to cop e  w ith  th e  l os s  of  a  comp on e n t of  th a t n e tw or k  to 
e n s u r e  th a t n e tw or k  f u n ction a l ity  is  p r e s e r v e d

Solutions:
F a ilopen tec hniq ues:  H a rd w a re or softw a re tha t func tions to d etec t 
problems a nd  pa ss pa c k ets throug h the d ev ic e w ithout inspec tion 
w hen req uired
F a ilov er:  O ne or more pa ths throug h the netw ork  to a llow  pa c k ets, in 
the ev ent of a  d ev ic e fa ilure, to either g o throug h a  ba c k up I PS sensor 
or throug h a  pla in w ire
L oa d  ba la nc ing :  U sing  d ev ic es or softw a re fea tures to split a  tra ffic  
loa d  up a c ross multiple d ev ic es;  this c a n a c hiev e both hig her d a ta  
ra tes a nd  red und a nt pa ths in c a se of fa ilure
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I P S  F a i l -Op e n

• H a r d w a r e  b a s e d  f a il -op e n  f u n ction s  b y  cl os in g  a  cir cu it w h e n  
e ith e r  p ow e r  is  r e mov e d ,  a  l in k  f a il s ,  or  p ote n tia l l y  w h e n  
tr ig g e r e d  b y  s of tw a r e  

• S of tw a r e  b a s e d  f a il -op e n  f u n ction s  b y  b u il d in g  s ome  s of tw a r e  
f e a tu r e  to p a s s  p a ck e ts  w h e n  a  f a il u r e  is  d e te cte d  or  p a ck e ts  
a r e  n ot f l ow in g  n or ma l l y  f or  
a n y  r e a s on

� Best Case I s R eliance on Fail-O p en 
S trateg ies L eaves Y ou  w ith  N o Protection 

and ,  at W orst,  Can Bring  D ow n Y ou r 
E ntire N etw ork  �

I PS  F ail -O p en M echanis m s
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F a i l o v e r

• L a y e r t h re e :  P i x  f a i l o v e r,  C i sc o  IO S H SRP
• L a t e r t w o :  sp a nni ng  t re e

T y p ica l  I P S  s e n s or s  ( n on  l a y e r  th r e e )  d o n ot a n d  ca n n ot
con tr ol  n e tw or k  f a il ov e r ;  th e y  f u n ction  l ik e  a  w ir e  a n d  a  
f a il u r e  of  th e  s e n s or  s h ou l d  l ook  l ik e  a  f a il u r e  of  a  w ir e ;  th e  
n e tw or k  w il l  r e s p on d  a ccor d in g l y ;  f a il -op e n  ca p a b il itie s  
h e l p  b u t d o n ot tr u l y  s ol v e  th e  p r ob l e m.

� T ru e H ig h  A vailability  I s S ometh ing  
Bu ilt into th e N etw ork ,  N ever Bu ilt into a 
S ing le Piece of  H ard w are or S of tw are �

N etw or k F ail ov er  Al l ow s  the N etw or k to R ecov er  
fr om  a Dev ice or  Phys ical  Layer  F ail u r e
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F a i l -Op e n  a n d  F a i l o v e r  D e p l o y m e n t s

• S ta n d a l on e  s e n s or  in  h a r d w a r e  b y p a s s  d e p l oy me n t
• R e d u n d a n t d e p l oy me n t u s in g  s p a n n in g  tr e e  f or  a ctiv e /
p a s s iv e  f a il ov e r

• R e d u n d a n t d e p l oy me n t u s in g  s p a n n in g  tr e e  f or  h ig h  
a v a il a b il ity  ( a l on g  w ith  p l a in  w ir e )

I PS  Ap p l iance S ens or  S ol u tions
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E t h e r C h a n n e l Lo a d  B a l a n c i n g

• A l l o w s u p  t o  e i g h t  se nso rs d e p l o y e d  i nsp e c t i ng  t h e  sa m e  d a t a  se t
• Re l i e s o n E C  a l g o ri t h m  t o  sp l i t  f l o w s a m o ng st  t h e  d i f f e re nt  b l a d e s ( no  g u a ra nt e e  o f  e q u a l  l o a d )

I PS  S ens or s  C an B e Dep l oyed  I nl ine as  
Par t of an E ther C hannel ® ( E C )  to 
Pr ov id e R ed u nd ancy
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D e s i g n  Me t r i c s  f o r  E C  Lo a d  B a l a n c i n g
D e si g n i n g  f o r R e d u n d an c yD e si g n i n g  f o r 

P e rf o rman c e  

4x
4x
4x
4x
2x
2x
1x

P e r f .  i f  1 
U n i t  F a i l s  

< 7x * *

< 3x * *

< 1x * *

0

P e r f .  i f  1 
U n i t  F a i l s

8x  U n i t  
P e r f o r m a n c e

4x  U n i t  
P e r f o r m a n c e

2x  U n i t  
P e r f o r m a n c e

1x  U n i t  
P e r f o r m a n c e

P e r f o r m a n c e  
D e s i g n
( M b p s )*

4x
4x
4x
4x
2x
2x
1x

R e d u n d a n c y  
D e s i g n
( M b p s )*

4
3
2
1
2
1
1

N u m b e r  
o f  U n i t s  
T h a t  C a n  

F a i l

. 57x7
. 5x8

. 66x6
. 8x5
. 5x4
. 66x3
. 5x2

1

M a x   A v g .  
L o a d  p e r
D e v i c e

N u m b e r  
o f  

I D S M -2

* M a x i m u m  A t t a i n a b l e  P e r f o r m a n c e  i n  M b p s * * D a t a  L o s t
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KÉRD ÉSE K ÉS VÁL A SZ O K
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To v áb b i i n f o r m ác i ók

w w w . c i sc o . c o m / g o / i p sC is co I P S

w w w . c i sc o . c o m / g o / srndS ol u tion  R e f e r e n ce  N e tw or k  D e s ig nI n cl u d e s  D a ta -C e n te r  a r ch ite ctu r e s  w ith  s e r v ice s  mod u l e s

w w w . c i sc o . c o m / g o / c v d mC is co V ie w  D e v ice  M a n a g e r
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To v áb b i i n f o r m ác i ók
• C is co I P S  p r od u ct d ocu me n ta tion

w w w . c isc o. c om/ univ erc d / c c / td / d oc / prod uc t/ ia a bu/ c sid s/ ind ex . htm 
• C is co M y S D N

tools. c isc o. c om/ M y SD N/ I ntellig enc e/ home. x
• C is co I P S  a l e r t ce n te r

w w w . c isc o. c om/ pc g i-bin/ front. x / ipsa lerts/ ipsa lertsH ome. pl
• C is co I P S  d is cu s s ion  f or u m

w w w . c isc o. c om/ g o/ netpro
• C is co s e cu r ity  a d v is or ie s  ( in cl u d e s  a  n u mb e r  of  s e cu r ity  
d ocu me n ts )

w w w . c isc o. c om/ en/ U S/ prod uc ts/ prod uc ts_ sec urity _ a d v isories_ listing . html
• V u l n e r a b il ity  in f or ma tion

w w w . c ert. org w w w . inc id ents. org
w w w . sec urity foc us. c om w hiteha ts. c om

• E th e r e a l  tool  to v ie w  I P  s e s s ion  l og s
w w w . etherea l. c om
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