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3  000d. 29f 6. 7a80 t o 000d. 29f 6. 7aaf    5. 0   7. 2( 1)        8. 5( 0. 46) ROC Ok
6  000d. ed23. 1658 t o 000d. ed23. 1667   1. 0   7. 2( 1)        8. 5( 0. 46) ROC Ok
7  0011. 21a1. 1398 t o 0011. 21a1. 139b   4. 0   8. 1( 3)        12. 2( PI KESPE Ok
9  000d. 29c1. 41bc t o 000d. 29c1. 41bc   1. 3   Unknown      Unknown Pwr Down

10  000b. f cf 8. 2ca8 t o 000b. f cf 8. 2caf    0. 101 7. 2( 1)        4. 0( 0. 25)     Ok
11  00e0. b0f f . 3340 t o 00e0. b0f f . 3347   0. 102 7. 2( 0. 67)     5. 0( 1)        Ok
13  0003. f eab. c850 t o 0003. f eab. c857   4. 0   7. 2( 1)        5. 0( 1)        Ok

Mod Sub- Modul e                  Model               Ser i al         Hw     St at us
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

7 Pol i cy Feat ur e Car d 3       WS- F6K- PFC3BXL     SAD083305A1   1. 3    Ok
7 MSFC3 Daught er boar d         WS- SUP720          SAD083206JX   2. 1    Ok

11 I DS 2 accel er at or  boar d     WS- SVC- I DSUPG      .              2. 0    Ok
13 I DS 2 accel er at or  boar d     WS- SVC- I DSUPG      0347331976    2. 0    Ok

Mod Onl i ne Di ag St at us
- - - - - - - - - - - - - - - - - - - - - -

1 Pass
2 Pass
3 Pass
6 Pass
7 Pass
9 Unknown

10 Not  Appl i cabl e
11 Pass
13 Pass

cat 6k> ( enabl e)  show modul e

r out er # show modul e
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cat 6k> enabl e

cat 6k> ( enabl e)  set  v l an c&c_vl an_number
i dsm2_sl ot _number / c&c_por t _number
cat 6k> ( enabl e)  set  v l an 10 6/ 2
cat 6k> ( enabl e)  sessi on s l ot _number
cat 6k> ( enabl e)  sessi on 6
…
i dsm- 2# pi ng 10. 1. 1. 1

r out er # conf i gur e t er mi nal

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number management -
por t  access- vl an vl an_number
r out er  ( conf i g) # i nt r usi on- det ect i on modul e 6 management - por t access-
vl an 10
r out er # sess i on s l ot  modul e_number pr ocessor 1
r out er # sess i on s l ot  6 pr ocessor  1
…
i dsm- 2# pi ng 10. 89. 149. 254
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On setting up the IDSM2
Start with running the “setup” command to initialize the IDSM2

I DSM2( conf i g) # user name i dm- admi n passwor d i dmadmi n pr i vi l ege admi ni st r at or
Ent er  Logi n Passwor d:  * * * * *
Re- ent er  Logi n Passwor d: * * * * *

I DSM2( conf i g) # user name i dm- admi n passwor d i dmadmi n pr i vi l ege admi ni st r at or
Ent er  Logi n Passwor d:  * * * * *
Re- ent er  Logi n Passwor d: * * * * *

Create the userid to be used when
accessing IDSM2 IDM Web interface

sensor ( conf i g) # set up
<sni p>
Cont i nue wi t h conf i gur at i on di al og?[ yes] :  yes
Ent er  host  name[ sensor ] :  I DSM2
Ent er  I P addr ess[ 10. 1. 1. 150] :  192. 168. 102. 150
Ent er  net mask[ 255. 255. 255. 0] :  255. 255. 255. 0
Ent er  def aul t  gat eway[ 10. 1. 1. 1] :  192. 168. 102. 1
Ent er  t el net - ser ver  st at us[ enabl ed] :  enabl ed
Ent er  web- ser ver  por t [ 443] : 443

Use t hi s conf i gur at i on? [ yes] : yes
Conf i gur at i on Saved.  
War ni ng:  The node must  be r eboot ed f or  t he changes t o go i nt o ef f ect .

sensor ( conf i g) # set up
<sni p>
Cont i nue wi t h conf i gur at i on di al og?[ yes] :  yes
Ent er  host  name[ sensor ] :  I DSM2
Ent er  I P addr ess[ 10. 1. 1. 150] :  192. 168. 102. 150
Ent er  net mask[ 255. 255. 255. 0] :  255. 255. 255. 0
Ent er  def aul t  gat eway[ 10. 1. 1. 1] :  192. 168. 102. 1
Ent er  t el net - ser ver  st at us[ enabl ed] :  enabl ed
Ent er  web- ser ver  por t [ 443] : 443

Use t hi s conf i gur at i on? [ yes] : yes
Conf i gur at i on Saved.  
War ni ng:  The node must  be r eboot ed f or  t he changes t o go i nt o ef f ect .
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 �� � � 3

� � �� � � � � 	 
 � � 
� � 	 � � �� 
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 � � �� � �� � �� � � �� 
 � � � � � ��� � � � �� � �� � �� � �� � " #�	 � $� �� � �
	 � � ��� 
 �	 � � %� � &' ( '  

� $ � �� �%	 
 � � 
� 	 � � � � � "
� ! � � 
�  ! 
� 	 � � � � � &' ! � 
(� 
() �
� � ��� � �) � � � � 
 � �* � 
 � �+� ) * ,�
 � - � �
 � � �� 
 �* � � � �� � � � ( . ##

� ��� � � �� � � �� � �� � 
 �� � 
 �� � �� �� � � � � �� 
 � � � ��

/ � � �0� �� ��� ��� � 1 � 	 � 
 �� � �
 $�0
 � � � � 
 1 �
 � � 
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 �� 	 � 
 ��
 � � 
 � � � � ��� �
� � 
 � �$� 
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 �* �� � � �23 � � ) 4
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 � � �� � �� � �� � � �� 
 � � � � � ��� � � � �� � �� � �� � �� � " #�	 � $� �� � �
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 �	 � � %� � &' ( '  
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 � �� �� � � �� �� � �� � �� � �� � � 	�� � 	� 
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 � � � �� � ���  ! "#�� � �� �� � � ��� � �
 � �� �� � $%&�� � � �	� � �	� � �� � � ��� � � �� �
' %( ) �� � � �� � � �� � � ���
 � � � � � � ���  ! "#�* 	���� � ��� � � � 	+� ��� � ��	� ��, � 	� �� � � ��� � � �	
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cat 6k> ( enabl e)  set  span 3/ 3 13/ 7
Dest i nat i on     :  Por t  13/ 7
Admi n Sour ce    :  Por t  3/ 3
Oper Sour ce     :  Por t  3/ 3
Di r ect i on       :  t r ansmi t / r ecei ve
I ncomi ng Packet s:  di sabl ed
Lear ni ng        :  enabl ed
Mul t i cast        :  enabl ed
Fi l t er           :  -

Sessi on Number   :  1

r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  sour ce i nt er f ace 
i nt er f ace/ por t _number [ ,  |  - |  r x |  t x |  bot h]
r out er  ( conf i g) # moni t or  sessi on 1 sour ce i nt er f ace 
Gi gabi t Et her net 2/ 23 bot h
r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  dest i nat i on 
i nt r usi on- det ect i on- modul e modul e_number dat a- por t  dat a_por t _number
r out er  ( conf i g) # moni t or  sessi on 1 dest i nat i on i nt r usi on- det ect i on-
modul e 6 dat a- por t 1
r out er  ( conf i g) # moni t or  sessi on ( sessi on_number )  { f i l t er  v l an
{ vl an_I D}  [ ,  |  - ] }
r out er  ( conf i g) # moni t or  sessi on 1 f i l t er  v l an 146
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cat 6k> ( enabl e)  set  secur i t y ac l i p acl _name per mi t  i p [ per mi t  ( . . . )  |  
deny ( . . . ) ]  capt ur e
consol e> ( enabl e)  set  secur i t y acl i p CAPTUREALL per mi t  i p any any
capt ur e

consol e> ( enabl e)  commi t  secur i t y ac l CAPTUREALL

consol e> ( enabl e)  set  secur i t y acl map acl _name vl an_number
consol e> ( enabl e)  set  secur i t y acl map CAPTUREALL 650

consol e> ( enabl e)  set  secur i t y acl capt ur e modul e_number / por t _number
consol e> ( enabl e)  set  secur i t y acl capt ur e 6/ 7
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r out er  ( conf i g) # i p access- l i s t  [ s t andar d |  ext ended]  acl _name
r out er ( conf i g) # i p access- l i s t  st andar d CAPTUREALL

r out er ( conf i g) # v l an access- map map_name [ 0- 65535]
r out er  ( conf i g- access- map) # mat ch [ i p addr ess { 1- 199 |  1300- 2699 |  
acl _name} ]
r out er ( conf i g- access- map) # act i on f or war d capt ur e

r out er  ( conf i g) # v l an f i l t er  map_name vl an- l i s t  v l an_l i st

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number
capt ur e al l owed- vl an vl an_l i st

r out er  ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number capt ur e
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r out er ( conf i g) # i p access- l i s t  ext ended wor d
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g- i f ) # ml s i p i ds wor d
cat 6k> ( enabl e)  set  secur i t y ac l capt ur e modul e_number / por t _number

r out er ( conf i g) # i p access- l i s t  ext ended wor d
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g) # i nt r usi on- det ect i on modul e modul e_number dat a- por t  
dat a_por t _number capt ur e al l owed- vl an capt ur e_vl ans
r out er ( conf i g- i f ) # ml s i p i ds wor d
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!  Set  t he nat i ve VLAN f or  each I DSM- 2 moni t or i ng por t :
set  v l an vl an_number sl ot _number / por t _number
cat 6k ( enabl e) > set  v l an 651 9/ 7
cat 6k ( enabl e) > set  v l an 652 9/ 8

;  Cl ear  al l  VLANs f r om each I DSM- 2 moni t or i ng por t  except  f or  t he 
nat i ve VLAN
cat 6k ( enabl e) > c l ear  t r unk s l ot _number / por t _number vl an_r ange
cat 6k ( enabl e) > c l ear  t r unk 9/ 7 1- 650, 652- 4094
cat 6k ( enabl e) > c l ear  t r unk 9/ 8 1- 651, 653- 4094

;  For  I PS 5. 0( 2) ,  omi t  t hi s st ep.  
cat 6k ( enabl e) > set  spant r ee bpdu- f i l t er  6/ 7- 8 enabl e
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! Cr eat e t wo VLANs,  one f or  each s i de of  t he i nl i ne I DSM- 2:
r out er ( conf i g) # v l an vl an_number
r out er ( conf i g) # name vl an_name
r out er ( conf i g) # exi t

!  Conf i gur e an I OS access por t  f or  each i nt er f ace on each i nl i ne VLAN
r out er ( conf i g) # i nt er f ace i nt er f ace_name
r out er ( conf i g- i f ) # descr i pt i on descr i pt i on
r out er ( conf i g- i f ) # swi t chpor t
r out er ( conf i g- i f ) # swi t chpor t access v l an v l an_number
r out er ( conf i g- i f ) # swi t chpor t mode access

! Conf i gur e one I DSM- 2 dat a por t  t o be on each of  t he t wo VLANs you 
cr eat ed
r out er ( conf i g) # i nt r usi on- det ect i on modul e s l ot _number dat a- por t  
dat a_por t _number access- vl an vl an_number
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