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Intrusion Detection Module 2

THE WS-SVC-IDSM2 SUPPORTS
THE FOLLOWING...

Supports connection to

Supports

C hensive attack iti
R PR Same code base as Cisco IDS/IPS appliances
*VMS 2.3, MARS, CTR, SNMP PP

Monitors up to of traffic (IPS:

- Catalyst performance not affected by

additional VLANSs or devices in the Cisco ) S:Eﬁ:;:.so‘;z to 500,000 concurrent
Catalyst chassis (IDS) ections

R 2.5A@42V Passive monitoring

» Over-sampling alert generates “993 o

Bandwidth Exceeded” alert Extensive signature database

« Unlimited VLAN support (IDS) Built in web-based management (IDM)

* Trend Micro collaboration: network Supports alarms, shunning and TCPresets,
based AV drop, ...
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- Eight per chassis
- No Slot Restriction

Traffic Capture Methods (Passive
Mode)

- VACL capture

- SPAN

- RSPAN (2)

- ERSPAN (4) (Sup 720 Only)
Minimum Code Revision

- Release 4.x, S47

- Current release: 5.x Sxxx

Hot-Swap Requirements

- Module insertion/removal never affects the Cisco
Catalyst switch.

Processor

Dual Pentium P3 1.13 GHz on main board with 232 MHz
IXP 32 bit StrongARM policy processor on the

accelerator
Memory and Hard Drive
- 20 Gigabytes (not all used)
- 2 Gigabytes RAM
- 32 Megabytes Event Storage with IDSv5.0
- 64 MB Flash
Operating System
GNU Linux kernel version 2.4.26
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Intrusion Detection Module 2
Architecture...

C6509#show nmodul e
Mod Ports Card Type Serial No.

2 Supervisor Engine 720 (Active) WE- SUP720- BASE SAD07260096
@ | ntrusi on Detection System WS- SVC- | DSM 2 SAD072001DF

SIGNIFIES
8 GE PORTS Port Role

1. Reset

2. Command and
Control

3—6. IGNORE

7, 8. Sniffing — IPS pair

SWITCHING BACKPLANE

Only in This Group Can Be Set up to Monitor Traffic

This Port Is Set up as a and Should Be Used Whenever
You Set up SPAN or VACL CAPTURE

Cisco Public




Intrusion Detection Module 2
Packet Flow

The Administrator Sets up a SPAN
Source Port/VLAN and a SPAN
Destination Port

SPAN Sends a

to the SPAN
Destination Port
Which Is the IDSM in
Our Case...

Cisco Public




Intrusion Detection Module 2
Packet Flow

The Administrator Sets up a VACL
Capture and Applies It to the
Source Port, then Defines

IDSM Monitor Portas {

the VACL Capture Port
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Intrusion Detection Module 2
Design Consideration

The IDSM2 as a Promiscuous Device and with the Use of RSPAN Can Be
Positioned Anywhere in the Network, as Long as There Is a Valid Contiguous
RSPAN VLAN to Carry the Traffic from Source to Destination...

INTRUSION DETECTION

Cisco Public




Cat OS - |0S support

m Supervisor i Supervisor 32 | SUPZSC"
IDSM2 -
CatOS 7.6.1 7.6.1 -“
'DSMIZO'S"at"’e No Support | 12.2(17d)SXB | 12.2(18)SXF | 12.2(14)SX1

Min. Recommended
SupEngine SupEngine
IDSM2 -
CatOS 7.5.1 7.6.9

Cisco Public




In-line support

Latency : ~1 us/packet

Native I0S Branch Catalyst OS
Supervisor with Inline Branch with Inline
Operation Operation
Sup 720 (all versions) 12.2(18)SXE 8.4.1
Sup 1a (no PFC, with PFC and with MSFC2) TBD 8.4.1
Sup 2 (no PFC, with PFC and with MSFC2) TBD 8.4.1

Cisco I0S software 12.2(18)SXE with Supervisor Engine

720 supports only one IDSM-2 inline between two VLANSs.

Cisco Public



IDSM-2 — with IPS 5.0

Interfaces
Supporting
Inline

Possible Port
Combinations

Interfaces Not
Supporting Inline

port 7 and 8
GigabitEthernet0/7
GigabitEthernet0/8

0/7<->0/8

GigabitEthernet0/2

Cisco Public



IDSM-2 ALAPKONFIGURACIO
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0. Show Module

Mod Ports Card Type

mb RJ-45 et her net
nb RI45
port 10/100/1000nb RJ

rout er# show nodul e

CISCO SECURITY
2006
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N

1
2
3
6
7
9
(0]
1

PO O~NOWNPE

SFM capabl e 16 port 1000nb GBI C
Supervi sor Engi ne 720 (Active)

1 port 10-G gabit Ethernet Mdul e
Anomal y Det ector Mdul e

Intrusi on Detection System

MAC addr esses

. 101
. 102

Policy Feature Card 3 W5- F6K- PFC3BXL
MBFC3 Daught er boar d W5- SUP720
I DS 2 accel erator board WE- SVC- | DSUPG

Online Diag Status

Pass

Pass

Pass

Pass

Unknown

Not Applicabl e
Pass

WS- X6248- RJ- 45
WS- X6348- RJ- 45
45 WS- X6548- CE- TX
WE- X6516A- GBI C
WE- SUP720- 3BXL
WS- X6502- 10GE
WS- SVC- ADM 1- K9
W&- SVC- | DSMe

4.2(0.24) VAl 8.5(0.46)
5. 4(2) 8. 5(0. 46)
7.2(1) 8. 5(0. 46)
7.2(1) 8.5(0. 46)

SAD0401012S
SAL04483(BL
SADO73906GH
SALO740MWYJ

SADO8320L2T
SADO071903BT
SAD084104JR
SAD05380608

St at us

ROC Ck
ROC Ck
ROC Ck
ROC Ok

8.1(3) 12. 2( Pl KESPE Ok

Unknown Unknown
7.2(1) 4.0(0. 25)
7.2(0.67)

Seri al

SADO83305A1
SAD083206JX

Pwr Down




1. Command & Control i/f config + gw check

router# configure term nal

router (config)# intrusion-detection nodul e nodul e nunber managenent -
port access-vlan vl an_nunber

router (config)# intrusion-detection nodule 6 nanagenent-port access-
vlian 10

router# session slot nodul e nunber processor 1

router# session slot 6 processor 1

i dsm 2# ping 10.89. 149. 254

Cisco Public




Service Module Reference Designs
IDSM2 Configuration

On setting up the IDSM2
Start with running the command to initialize the IDSM2

sensor (confi g)# setup

<sni p>

Conti nue wth configuration dial og?[yes]:
Ent er host nane[sensor]: | DSM

Enter | P address[10.1.1.150]:

Ent er net mask[ 255. 255. 255. 0] :

Enter default gateway[10.1.1.1]:

Enter tel net-server status[enabled]:
Enter web-server port[443]:

Use this configuration? [yes]: yes
Configuration Saved.
War ni ng: The node nust be rebooted for the changes to go into effect.

| DSM2( confi g)# username i dmadnin password idmadmin privil ege admi ni strator
Enter Login Password: *****
Re-enter Login Password: *****

Create the userid to be used when
accessing IDSM2 IDM Web interface

Cisco Public
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First Step:
Getting Traffic to Your Network IDS

 Traffic must be mirrored (replicated) to sensors in
IDS mode

 Choices:

Switch-based traffic mirroring (SPAN) directly or from
aggregation switch

Selective mirroring (traffic capture—VACLSs)

Cisco Public




Switch-Based Traffic Capture

« Port mirroring: SPAN functionality and command syntax
varies between product lines and switch vendors
Some limit the number of SPAN ports
Some allow you to monitor multi-VLAN traffic
Note that not all sensor vendors can handle multi-VLAN traffic
www.cisco.com/warp/public/473/41.html

www.cisco.com/univercd/cc/td/doc/product/iaabul/csids/csids10/hwquide/
hwclipr.htm#wp89697

* Rule-Based capture: VLAN ACL capture/MLS IP IDS
Policy Feature Card (PFC) required on Catalyst® 6500
Allows you to monitor multi-VLAN traffic

Use “mis ip ids” when using “router” interfaces or when interface is
configured for Cisco I0S® FW

www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids10/hwquide/
hwclipr.htm#wp89697
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Promiscous mode

If you configure both ports (7/8) as monitoring ports, make sure that they are configured
to monitor different traffic.

You should not configure an IDSM-2 data port as both a SPAN destination port and a
VACL capture port, because IDSM-2 will not receive traffic. This dual configuration
(SPAN and VACL) causes problems on the switch and traffic is not sent properly.

Using the TCP Reset Interface

The IDSM-2 has a TCP reset interface—port 1. The IDSM-2 has a specific TCP reset interface because it cannot send TCP
resets on its sensing ports.

If you have reset problems with the IDSM-2, try the following:

» If the sensing ports are access ports (a single VLAN), you need to configure the reset port to be in the same VLAN.

» If the sensing ports are dot1q trunk ports (multi-VLAN), the sensing ports and reset port all must have the same native VLAN, and
the reset port must trunk all the VLANSs being trunked by both the sensing ports.

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




filter keyword to monitor

PrOm iscous mOde SPAN traffic on specific VLANs

on source trunk ports.

cat 6k> (enabl e) set span 3/3 13/7
Desti nati on . Port 13/7

Adm n Source . Port 3/3

Oper Source . Port 3/3
Direction . transmt/receive
| ncom ng Packets di sabl ed

Lear ni ng . enabl ed

Mul ti cast . enabl ed

Filter -

Sessi on Nunmber : 1

router (config)# nonitor session (session_nunber) source interface
i nterface/ port_nunber [, | - | rx | tx | both]

router (config)# nonitor session source interface

G gabi t Et hernet 2/ 23 both

router (config)# nonitor session (session _nunber) destination

| nt rusi on-det ecti on-nodul e nodul e_nunber data-port data _port nunber
router (config)# nonitor session destination intrusion-detection-
nodul e 6 data-port 1

router (config)# nonitor session (session_nunber) {filter vlan
{vlan_ID} [, | - ]}

router (config)# nonitor session filter vlan 146

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




SPAN Parameters

interface—SPAN source interface
remote—SPAN source Remote

vlan— SPAN source VLAN
« GigabitEthernet— GigabitEthernet IEEE
802.3z
* Port-channel— Ethernet Channel of
interfaces
« ,— Specify another range of interfaces
« -— Specify a range of interfaces
 both— Monitor received and transmitted
traffic
* rx— Monitor received traffic only
* tx— Monitor transmitted traffic only
* intrusion-detection-module— SPAN
destination intrusion detection module
« destination— SPAN destination interface
or VLAN
« filter— SPAN filter VLAN
« source— SPAN source interface, VLAN
+ type— Type of monitor session

Cisco Public



Permit = capture
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VACL

router (config)# ip access-list [standard | extended] acl nane
router(config)# ip access-list standard CAPTUREALL

router(config)# vlan access-nmap [ 0- 65535]

router (config-access-map)# match [ip address {1-199 | 1300-2699 |
acl nane}]

router(config-access-nmap)# action forward capture

router (config)# vlian filter vlian-list vlian |ist
router (config)# intrusion-detection nodul e nodul e nunber data-port

dat a_port nunber
capture all owed-vlan vlian |ist

router (config)# intrusion-detection nodul e nodul e nunber data-port
dat a_port nunber

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




mls ip ids

Cisco 10S Firewall on the MSFC, you cannot use VACLs to capture traffic, you can use the
mls ip ids. Packets that are permitted by the ACL are captured. The permit/deny parameter
does not affect whether a packet is forwarded to destination ports.

The mis ip ids command only captures traffic.

You will need to use the mls ip ids command on both the client-side router interface and
server-side router interface, so that both directions of the connection will be captured.
For IDSM-2 to capture all packets marked by the mls ip ids command, data port 1 or data
port 2 of IDSM-2 to which those packets are routed.

router(config)# ip access-list extended word

router(config)# interface interface_nane

router(config)# intrusion-detection nodul e nodul e nunber dat a-port
data_port nunber capture all owed-vlan capture_ vl ans
router(config-if)# mMs ip ids word

Cisco Public
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In-line CatOS

For IPS 5.0(1) you can only configure one IDSM-2 for inline mode between two VLANSs. This
restriction has been removed for IPS 5.0(2).

Cisco Public



In-line - 10S

Cisco 10S software 12.2(18)SXE with Supervisor Engine 720 supports only one IDSM-2
inline between two VLANSs.

Create two VLANs, one for each side of the inline | DSM 2:
router(config)# vlan vlan_nunber

router(config)# nanme vlan_nane

router(config)# exit

I Configure an | OS access port for each interface on each inline VLAN
router(config)# interface interface nane

router(config-if)# description description

router(config-if)# switchport

router(config-if)# switchport access vlan vlan_nunber
router(config-if)# swtchport npde access

I Configure one |DSM 2 data port to be on each of the two VLANs you
creat ed

router(config)# intrusion-detection nodul e sl ot _nunber data-port
dat a_port nunber access-vl an vl an_nunber

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




Capturing Support

-
swmwere | x| x
Swmwercromsol| x| x
S mwrrczowrser| x| x

Sup w/PFC2 or MSFC2
Sup720

Cisco Public




IPS KONFIGURACIO
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IPS Sensor Packet Analysis:

Black Box ™™ Alarms

Response - I Response
Actions Actions

Cisco Public




Producer

Capture Parse L3 AND Check Validity Check Validity

AND Buffer L4 Headers of Chksums of Packet

Cisco Public




Virtual
Sensor |
Processors

Deny Filter I Internal I Layer 2
Processor Database Handler

L3 Fragment I L4 TCP Stream I Signature |

Normalizer Normalizer Processor

Cisco Public




Virtual
Alarm I
Processors

Event ; Risk Rating
Counter I i Calculator

Event
Action || Response ||
Override Action

Cisco Public




Scaling Analysis: Signhature Engines

« Traffic analysis is incredibly computationally
intensive with large numbers of signatures

 Cisco IPS analysis implemented with a series of
engines that each inspect for a specific type of
activity
« Signature engine types:
Atomic Flood Traffic
Meta Service Normalizer
State String AlIC
Sweep Trojan Other

Cisco Public




Signatures Revisited

Signatures Do Not Necessarily Mean
String Matching

« Simple pattern matching

E.g. look for “root”

 Stateful pattern matching

E.g. decode a telnet session to look for “root”

* Protocol decode and anomaly detection

E.g. RPC session decoding and analysis; SNMP protocol
anomaly detected from use of protos tool

* Heuristics
E.g. rate of inbound SYNs—SYN flood?

Cisco Public




Signature Example:
Protection at Layer 2 (Data Link Layer)

Host Z is a malicious user, attempting to gain
access to traffic from hosts X and Y

Host Z sends gratuitous ARP replies, telling
all that he is 10.10.10.1 (router), with his MAC
address

Since ARP replies are broadcast, all hosts on
the same L2 subnet see and accept the 10.10.10.0/24
gratuitous ARP

If host Z is more persistent than the actual
router in asserting its identity, host X and Y
will believe that host Z is the router

Host Z has effectively inserted himself as a
man in the middle, since host X and Y will
send it their IP traffic

Signature ID 7105 Detects the Above Attack

Cisco Public




Alarm Guidance: NSDB

* Most products
have an alarm
database that
provides
guidance
on alarms

 Web or text-
based DBs can
allow addition
of custom
information or
directions for
operations staff

Cigen Svitems

Main

Whats New

Prooucts
Cisco Home

ORK SECURITY DATABASE

Countermeasures Research Team
Exploit Sighature
ARP Inbalance-of-Requests
ID: 7105

Default
Alarm Level:

Sub ID: O

INFORMATIONAL
(1)

ATOMIC

Signature

Type: MET'WORE

Signature

Structure: Implementation: COMTEMT

Release

Version: 537

Description: The sensor saw many more requests than it saw
replies for an

IP address out of the ARP payload. The parameter
FequestInbalance

is used to define this threshold. This is not a normal traffic
situation and can indicate that an ARP poisoning attack is
LUnderway.

Mote: This signature is only available in Cisco IDS versions 4.0 and
areater.

Benign Trigger{s): Mo known triggers.

Recommended Signature Filter: Mo recommended filters.,

Cisco Public



Signature Updates

Much like anti-virus, network IPSs must be kept up to date

Process must be developed to rapidly update new signatures
as released

Cisco has developed a new partnership with Trend Micro to
provide enhanced virus and worm coverage as part of the
normal IPS signature updates

Cisco has a new home for security information in general:

tools.cisco.com/MySDN/Intelligence/home.x

There is also a new home for all things IPS related:

www.cisco.com/qgol/ipsalert

Cisco Public




MySDN: Cisco’s Security Portal

My SDN - Cisco Systems - Mozilla Firefox
File Edit Wew Go  Bookmarks Tools  Help

€-»-SOR0C

Cisco SYSTEMS

Achieve Security Through Intelligence
MySDM provides up-to-date inteligence reports about current vulnerabilties and thrests, a5 well as
education on advanced security topics to help you protect your netwaork, prioritize remedistion, and
structure your systems to reduce organizational risk.
Understanding the threst landscape is animportant component in securing and managing &
netweark. 'z important to knowe howe the latest vulnerahility or threst might affect your network and
wehether you need to act immedistely and how you can use your existing infrastructure to reduce
EXPOSUE.

Most Recent Intelligence Reports Security News

oo = Hew. More Sophisticated
Description Last Severity Iz‘ Urgency Iz‘ Phishing Tactic
Published A ey form of phishing sttack
uzes accurate customer
information to target customers of
leading financial instituions.

bzip2 Decompression Denial of A7 -May-2005 dedium
Service Yulnerability

Mozilla Suite and Firefox Privilege 16-hay-2005  High oo = Read more at Mews com

Ezcalation via DO Property
Owerrides

Mozilla Browser Search Pludin 1 B-May-2005 Medium ] B

Remote Script Code Execution Brotect Aquinst Wormis
Advanced tools and practices

Mozilla Firetox Javascript Injection 16-May-2005  High oo enahle early detection of worm

in Plugin Findsr Service activity and help protect your
organization by responding

Mozilla Firetax Sidebar Panel 16-May-2005  High 0o e,

Inzecure search Targets Handling Implement Risk Triage and
Prototyping

Ethereal Multiple Protocol Dissector 1 E-hay-2005 a] A newy risk-modeling method uses

wulnerabilities efficient prioritization to save time

T e and money, and improve

Linus: Kernel Bufer Overflow Yia____16:May-2005 Prodiativity of Sectiit toams]

=
°

¥ 0w G

| Register | Contacts & Feedback | Help | Site Map

iSearch All Cisco.com (v

Related Tools

Software Advigor
Open a TAC Senvice Request

Related Links

Products

Security and YPMN Products
Cisco Intrusion Prevention
Systern

Tec al Support
Technical Suppoart
Diocuments: Security
Cisco Product Security
Advisories and Motices
Les g and Events
Security Track CCIE
information

Cisco Public



IPS Alert Center for All Things IPS Related

sco IPS Alert Center - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help Q
@ 2 I. i @ a3 1"@ | L1 httpiffenee,cisco, comypogi-binffront, xfipsalertsfipsalertsHome . pl bl @ & [Q,

Cisco SYSTEMS ' i | Profile | Contacts & Feedback | Site Help

. Al SUPPOR

Cisco Intrusion Prevention Alert Center

| The Cisco IPS Alert Center provides information on emerging threats and the Cisco network IPS signatures

available to protect your network.
||||||||||||||||||||||_

11 May 2005: Breaking News

TrendLabs has declared a Medium Risk Wirds Alert to contral the spread of
WORM_MYTOBEC WORM_WYyTOB.ED, and WORM_MYyTOB.EG. TrendLabs has received several infection IPS Alert Search
reports indicating that it is spreading in Japan and Australia.
Search:'
TrendLabs has declared a Medium Risk Wirus Alert to contral the spread of WORM_WLURMARK.J. TrendLabs has A~ § _— - ’
received several infection reports indicating that this malware is spreading in France, India, Taiwan, and Signature Keyword :ﬂ
Singapore. T
Active Updates

Subscribe to Active Update
Motifications

Wiew Active Update Archives

17-MAY-2005, bzip2 Decornpression Denial of Service Vulnerabilit. .
Severity: © Mediur  Status: Infarmation Only Related Tools

Software Center

13-MAY-2005, libTIFF BitsPerSample Tag Buffer Cverflow

e : = ; CiscolPS Home Pade
Severity: (5] High Status: Information Only : )
IPE Technical Documentation

11-MAY-2005, Wurmark Wirus Cisco MetPro Forum
Severity: e High Status: Released with 5166, Updated by 5166 CigcovWorks YMS Solution

11-MAY-2005, Mozilla Browser Favicon Remote Script Code Executi. . w
Severity: @ High  Status: Information Only Licensing

T1-MAY-2005, Meteyes Mexustay Remate Command Execution via Web
Severity: @ High  Status: Infarmation Only

11-MAY-2005, Meteyes MNexusWay Weak Authentication in YWeb Admini...
Saverity: e High Status: Information Only

Cisco Public



Tuning Your Sensors

 Tuning is most important part of intrusion
detection and prevention deployments

The data reduction that results from proper tuning is
essential for a fully functional system

* Not every sensor needs to alert on every event

Implementing environment specific configurations
increases scalability of the entire system

Cisco Public




Tuning: Where to Start

* Most sensors ship with a default signature
configuration

This is a good starting point for an initial deployment in
most cases

« Start by monitoring the default configuration

Prioritize the tuning of the high priority alarms, and then
move on to the mediums

Cisco Public




How to Tune a Sensor: Techniques

 Understand the environment and traffic patterns

 List out potential false positives
Analyze each alert and classify stimulus and response
* Define policy, and policy exceptions

I.e. ping sweeps generate alarms, when coming
from the management network

 Turn down severity of signatures not applicable to
that environment

* lterative process: as traffic patterns change,
sensors can require re-tuning

Cisco Public




Example Tuning Features

Signature specific:

Ports, protocols, services, analysis length, etc.
Filtering: what networks to alarm on
Event count: number of events to see before alarm
Severity: what level of alarm to send

Alarm aggregation: how many alarms to send
Summary mode: fire all, summarize, global summarize
Summary interval: summarization window

Summary threshold: high water mark to change summarization

Event action: what to do following when the sig is triggered
(includes producing an alert)

Cisco Public




Customizing Your Signature Set

Customize vendor-provided signatures
New environment specific signatures can be created

Cisco custom signature configuration tasks:

Select the signature micro-engine that best meets
your requirements

Enter values for the signature parameters that are required and meet your
requirements

Save and apply the custom signature to the sensor

Writing signatures requires detailed knowledge of the attack; poorly
focused signatures will generate false positives and too narrowly focused
or outright mistakes might result in false negatives

Test, test and test again before you deploy

Cisco Public




Configuration>
Signature Configuration>
Add

Custom Signatures

File Help

&l ] (€) @ 9 Cisco Srsteus

Configuration onitaring Back Forwward Refresh Help

B Q Sensor Setup | —Signature Configuration

---@Network
- SDallowed Hosts SelectBy. [Engine ~| selectEngine: [weta ~]

e i i - L |Fidelity <] selectan
+ Q, Certificates Sig 1D [SubSig Mame Enabled Action Severity Rating Tupe

- RITime Rk T | vindows LoASS RFC OV, Yes | Froduce Aler High 75 Defaul NSDB Link

---@USers .
5 Q Interface Configuration 6110_ 0 _ RFC RSTATD Sweep _ Yes _Produce}\len High | 100 Default [ Add

---@Inteﬁaces 6110 1 RFPC RESTATD Sweep Yes Froduce Alert High 100 Default
| | ! 1 1 T Clane

~Finterface Pairs fi111 RPC RUSESRD Sweep Produce Alert High 100 Diefault

~BBypass BT | | RPC RUSESRD Sweep | | Produce Alert High | 100 | Defaut | Edit
- BWITraffic Flow Notifications | | | | 9 | |

B+ Q Analysis Engine 6112 RFC MFS Sweep Produce Alert High 100 Default Enahle

: Blvirtual Sensor 6112 RPC MFS Sweep Produce Alert High 100 Default
- TGlobal Variables - - - ' ' [ Disakle

B Q Signature Definition 6113 RRC MOUNTD Sweep | Froduce Alert High 100 Default

---%Signature “ariahles 6113 RPC MOUNTD Sweep Produce Alert High 100 Default Actians

i Al 6114 RPC YPASSWDD Sweep Produce Alert High 100 Default Restore Defaults
---@Custum Signature Wizard T T 1 | | |

. 6114 RPC YPASSWDD Sweep Produce Alert High 100 Default
---@mscellaneuus | | | | | | Delete

B Q. Event Action Rules 6114 RPC SELECTION SWC 8. Produce Alert High 100 Default

~TlEvent Variables 6115 RPC SELECTIOMN SWC 5. Fraduce Alert High 100 | Default Activate

---@Target\‘falue Rating

---@Event Aifinh Cverides 6116 | | RPC REXD Sweep | | Froduce Alert High | 100 Cefault [ Retira

---%Event Action Filters G116 RFC REXD Sweep Produce Alert High 100 Default
~fGeneral Setiings 117 RPC STATUS Sweep Fraduce Alert High 100 | Default
EHQ Blocking T T T T i
---@Blocking Froperies Al
---%Device Login Profiles 6118 RPC TTDB Sweep Froduce Alert High 100 Default

~§RBlocking Devices 5118 RFC TTDE Sweep Froduce Alert High 100 | Default
---@Router Blocking Device Int " "
-8R at 6K Blocking Device Int
---‘@Master Blocking Sensoar

B Q SHMP

?—---@ﬂnnnrnl Cnnfin ratinn j
'| 7

DM iz initialized successiully. administrator

6117 RPC STATUS Sweep Produce Alert High 100 Default

BOO0Z | 0 | MyMeta

Cisco Public



Example: Meta Signature
Correlation)

®. Add Signature

Name Value

Sighature |D; |auoou
SubSignature 1D |0
& Alert Severity [High ﬂ
& Sig Fidelity Rating: |95
Il Promiscuous Delta: |
[S] Sig Description:
& Signature Marne: |n.1\,r META Sig

@ Alert Motes:

| MIMDA META Sig

B User Comments; :
B Alert Traits:

B Release:

[S] Engine:

B heta Reset Interval;

Carmponent List: {Click the pencil icon to viewfedit the data)

| (=] hlata Lo lattarlar adrrace
4

B Parameter uses the Default Value. Click the icon to editthe value.
& Parameter uses a User-Defined Value. Click the icon to restore the default value,

OK Cancel

Cisco Public



META (Cont.)

®. Add Signature
(=} Engine: Meta v]

& Event Action: IRy et Inling
Log Attacker Packets
Log Pair Packets
tirm

B Meta Reset Interal;

| 4l (Click the pencilicon to view/edit the data)

S Meta Key |attacker address |

M Unigue Yictims: 1

mpanent List In Order; ] .

ount: |

ount Key: | ket adidres

AlertInterval: [MNo =

© Summary Mode:

Specify Summary Threshald: Mo v]

B Summaty Key: |

(] Status:
<

B FParameter uses the DefaultValue. Click the icon to editthe value.
& Parameter uses a User-Defined Yalue. Click the icon to restore the default value.

Ok Cancel
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8. Component List

Auvailahle Entries:

Add Entry ey

Delete

% Edit List Entry

S

Name

Entry Key:

Camponent Group:

Select==

== Unselect

Value

META Component 2

Companent Sig 10:
| 4 Component SubiSig ID:

| [ Component Count:

Selected Entries:

Restore Default Entry kKey

META Component 1

|5114

[1

‘ i

Reset Ordering




Active Response: IDS

* A sensor deployed in IDS mode allows a number of
response actions to be taken when an alert is
generated:

Log packets to a file in PCAP format
Blocking using an external device (router or firewall)

TCP resets—sends TCP reset packets to break a TCP
connection

« Actions configurable per signature

- False Positives Can Be Problematic <
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Active Response: IPS

* A sensor deployed in IPS mode operates on the
actual network packets instead of copies

Multiple different deny actions are possible in addition to
all actions supported in IDS mode

Deny attacker
Deny connection

Deny packet

» Actions configurable per signature

- False Positives Are Still Problematic <
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Deny Packet (Inline Only)

When Signature Fires, Sensor Discards
the Packet That Triggered the Alarm
* Pros:

Stops the attack packet

Most useful for events that are triggered frequently (i.e. worms)

Lower chance of self-inflicted DoS if wrong (unless deny attacker is used)

 Cons:
Less useful to stop a determined attacker as he will move on to other

attacks or victims that may not be protected (unless deny attacker
is used)

Sensor must be inline to perform this action

- Limitation: Traffic that does not pass through the sensor
cannot be scrubbed in this manner (must have full featured
IPS everywhere to be most effective)
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Logging: Session Capture

iplog.171.59.152.244 - Ethereal

Logs traffic associated
with a signature trigger
(in PCAP format)

Generally, only trigger and
subsequent packets logged

Does impact sensor
performance ource por i ol SFE ¢ Dst Port: 1151 (1151), seq: 23

Usage guidelines:

Tuning: Use during sensor tuning for e
event analysis and subsequent '
signature tweaking

Forensics: Useful to monitor
“critical” signatures/resources

Handy tip: Use with a custom
signature to monitor a specific
service/server/user

Do not log unless you know what you
plan to use the log for

Cisco Public




Logging (Alternative): Produce
Verbose Alert

®. Details for 1110004670538711179

L4 Instead Of kvldsﬁlert: eventId=1110004670538711179 wendor=Cisco severity=high

originator:
hostId: lab4255

creating a Iog file applame: sensoripp

appInstanceld: 5219
time: May 19, 2005 4:36:31 PM UTC offset=-300 timeZone=UTC

u
Wlth man signature: description=Nachi Worm ICMP Echo Request 1id=Zl156 wersion=354
subsigId: 0

sighetails: Nachi ICHP

packets, capture et

participants:

| |
and include as N

target:

part Of the alert actizrci::r: 10.89.174.2 locality=IN

droppedPacket: true

deryadittaclar- e

just the packet

oooooo 0o 50 54 FF FE E& 54 0A 08 00 45 00

oooolo oo sC 98 C7 oo 04 59 4E 1E 04 59

that triggered 0000z0  AE 02 08 00 3D 52

Q00030 A& AL AR A& Ad

ooood0 A4 AL AR AR
the alert sonst L ok 1
ok

000060 A& AL Ab

Al
Al
Ad
Ad

Al
A
AL

riskRatingValue: 100
interface: gel 0
protocol: icmp
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TCP Resets

For TCP applications, connection is prematurely terminated
by a RST sent from “sensing” interface

Must guess correct TCP sequence number and successfully
insert RST into session

Makes TCP resets somewhat unreliable especially when source and
destination are “close”

Certain applications will automatically reconnect
and resend (e.g., SMTP), making this less effective

Note that initial trigger packet will make it to its destination, so
can’t necessarily stop event

Code red 1 was a single packet attack and couldn’t be reset

TCP resets are a temporary solution while you
readjust your security posture

Cisco Public




Gotchas: TCP Resets and SPAN

If You Use TCP Resets, You Must
so Switch Will Accept RST Packets on SPAN

Port (Check Your Switch to Determine Exact Support
for IPS Reset Packets)

set span <src_nod/src _ports...|src_vlans...|sc0>
<dest nod/dest port> [rx|tXx |
| < | di sabl e>]
[ mul ti cast <enabl e| di sabl e>]
[filter <vlans...>]

CISCO SECURITY
2006 © 2006 Cisco Systems, Inc. All rights reserved.




Blocking (Shunning)

 When signature fires, sensor inserts ACL
on router/issues shun command on PIX® firewall

Deny subsequent traffic from that source IP address or
associated with that specific connection

Note that initial trigger packets will make it to the
destination because of the time required to establish
the block

« Sensor connects to firewall and/or router from
management interface

Need to configure authentication credentials for
firewall/router

Blocking can be effective at stopping
an infected host but can’t stop first attack

Cisco Public




Blocking

Can Be Very Successful in Helping to
Implement a Security Policy
* Pros:
Best used to thwart an attacker at the first location possible
Can be used to block a source address at multiple locations

Sensor can be “out of band” (IDS)

 Cons:
Does not stop the attack packet or even the connection

Less useful in stopping thousands of automated attackers (i.e. worms), or
for e-mail viruses

« Limitation: User must have a well thought out security policy
combined with a good operational understanding of their IDS
deployments (correctly tuned sensors are a must)

Cisco Public




Configuring Response Actions

®. Cisco IDM 5.0 - 10.89.174.8B - : :
. Assign Actions .
File. Help @

B fou can specify actions the sensaor should perform when it detacts the selected
@ G d @ sighatureds). To assign an actioh, selectthe check box next to the action. A check
Configuration  Monitoring Back Forward | Refresh mark indicates the action will be performed. Mo check mark indicates the action
=+ @ Sensor Setup +| —signature Corfiguration will not he performed. & gray check mark indicates the action is assigned to some,
---@Netwnrk hut not all ofthe sighatures you zelected.

---@Alluwed Hosts Select By |All Signatures ﬂ

i 3, 55H ] Ceny Attacker Inline Select All
- Q, Certificates S | S [ Deny Connection Inline

"'ﬁﬂme ' Select Mone
~BlUsers 3314 windows Lol | [ DEny Packetinline
| ] Log Attacker Packets

& Q Interface Configuratio 2314
[] Log Pair Packets

---@Interraces EEE T
~Blinterface Pairs [] Log Victim Packets
Project! DO Produce Alert

~BEypass 2316
& Q;-EﬁTlrafﬁcEFluw hofifle EXi LSASS DCE || | [] Produce Verbose Alert
- nalysis Engine ;
;—---@Vinual I— _ CsRalerlUpg [] Reguest Block Connection
L BGIabal Variables 3319 oce RPo R | [ Reguest Block Host
' awe apmi | O Reguest Snmp Trap
[] Reset Tcp Connection

e

Windows Lo

Microsoft Wi

3318

& Q Signature Definition 3390
---@Signature Yariable
& N Signature Configu I
~BICustom Signature 3322
~EMiscellaneous [ 2373 |
&+ G, Event Action Rules
---@Evenwariables

3321 SME: UserE
SMB: Windo,
SME: RFPais

SMB MIMDA

3324

Actrvate
3324 Samhba call_trans2open Over... (] Produce Alert

3326 windows LD b5 Praduce Alert RElle
ﬁ-w Set SevertyTo rmj
4 »

meset ‘

ool oo olo|l o ol oo 0 a

Restore Defaults
I

IDM i initialized successiully. cisco administrator
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High Availability for IPS

* Deploying an IPS sensor into the traffic stream introduces a
new device to possibly fail and prevent traffic from flowing (It
will be the first thing blamed for any problems)

« High availability is defined as building into the network, the
ability to cope with the loss of a component of that network to
ensure that network functionality is preserved

Solutions:

Failopen techniques: Hardware or software that functions to detect
problems and pass packets through the device without inspection
when required

Failover: One or more paths through the network to allow packets, in
the event of a device failure, to either go through a backup IPS sensor
or through a plain wire

Load balancing: Using devices or software features to split a traffic
load up across multiple devices; this can achieve both higher data
rates and redundant paths in case of failure

Cisco Public




IPS Fail-Open

IPS Fail-Open Mechanisms

« Hardware based fail-open functions by closing a circuit when
either power is removed, a link fails, or potentially when
triggered by software

« Software based fail-open functions by building some software
feature to pass packets when a failure is detected or packets

are not flowing normally for
any reason

- Best Case Is Reliance on Fail-Open
Strategies Leaves You with No Protection
and, at Worst, Can Bring Down Your
Entire Network <

Cisco Public




Failover

Network Failover Allows the Network to Recover
from a Device or Physical Layer Failure

« Layer three: Pix failover, Cisco I0OS HSRP

- Later two: spanning tree

Typical IPS sensors (non layer three) do not

control network failover; they function like a wire and a
failure of the sensor should look like a failure of a wire; the
network will respond accordingly; fail-open capabilities
help but do not truly solve the problem.

- True High Availability Is Something
Built into the Network, Never Built into a
Single Piece of Hardware or Software <

Cisco Public




Fail-Open and Failover Deployments

IPS Appliance Sensor Solutions

« Standalone sensor in hardware bypass deployment

 Redundant deployment using spanning tree for active/
passive failover

 Redundant deployment using spanning tree for high
availability (along with plain wire)

Cisco Public




EtherChannel Load Balancing

IPS Sensors Can Be Deployed Inline as
Part of an EtherChannel® (EC) to
Provide Redundancy

e Allows up to elght sSensors IDSMv2 EtherChannel Loadbalancing

deployed inspecting the
same data set

(VLAN X)

* Relies on EC algorithm to
split flows amongst the
different blades (no
guarantee of equal load)

Cisco Public




Design Metrics for EC Load Balancing

Number
Perf. if 1 of Units

Design : . Load per
(Mbps)* Unit Fails Thla:ta ﬁan Device

1 5x

1x 1x

Redundancy Max Avg.

2x 2x 1 .66x
2x 2x 5x

4x 4x .8x
4x 4x
4x 4x

4x 4x

*Maximum Attainable Performance in Mbps **Data Lost

Cisco Public
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Tovabbi informaciok

www.cisco.com/go/ips
Cisco IPS

www.cisco.com/qo/srnd
Solution Reference Network Design
Includes Data-Center architectures with services
modules

www.cisco.com/go/cvdm
Cisco View Device Manager

Cisco Public




Tovabbi informaciok

Cisco IPS product documentation
www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/index.htm

Cisco MySDN

tools.cisco.com/MySDN/Intelligence/home.x

Cisco IPS alert center
www.cisco.com/pcgi-bin/front.x/ipsalerts/ipsalertsHome.pl

Cisco IPS discussion forum
wWWwWWw.cisco.com/go/netpro

Cisco security advisories (includes a number of security
documents)
www.cisco.com/en/US/products/products security advisories listing.html

Vulnerability information
www.cert.orqg www.incidents.orq
www.securityfocus.com whitehats.com

Ethereal tool to view IP session logs
www.ethereal.com

Cisco Public




Cisco SYSTEMS

M@




