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C6509#show nmodul e
Mod Ports Card Type Serial No.

5 2 Supervisor Engine 720 (Active) WE- SUP720- BASE SAD07260096
8 @ | ntrusi on Detection System WS- SVC- | DSM 2 SAD072001DF
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Mod Ports Card Type

mb RJ-45 et her net WB- X6248- R]- 45 SAD0401012S

mb RJ45 W5- X6348- R]- 45 SAL04483(BL

port 10/100/1000nb RJ45 WS- X6548- GE- TX SADO73906GH

SFM capabl e 16 port 1000nb GBI C WS- X6516A- GBI C SALO740MWYJ
Supervi sor Engi ne 720 (Active) WS- SUP720- 3BXL SAD08320L2T
1 port 10-G gabit Ethernet Mdul e WS- X6502- 10GE SAD071903BT

rOUt er # ShOW ITDdUl e Anomal y Det ector Mdul e WS- SVC- ADM 1- K9 SAD084104JR
Intrusi on Detection System W5- SVC- | DSM2 SAD05380608

MAC addr esses St at us

4.2(0.24)VAI 8.5(0.46) ROC Ck
5.4(2) 8. 5(0. 46) ROC k
7.2(1) 8. 5(0. 46) ROC k
7.2(1) 8. 5(0. 46) ROC
8.1(3) 12. 2( Pl KESPE Ck

. Unknown Unknown Pwr Down

.101 7.2(1) 4.0(0. 25)

.102 7.2(0.67)
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Seri al

Policy Feature Card 3 W5- F6K- PFC3BXL SAD083305A1
MSFC3 Daught er boar d W5- SUP720 SAD083206J X
IDS 2 accel erator board WE- SVC- | DSUPG

:

Online Diag Status

Pass

Pass

Pass

Pass

Unknown

Not Applicabl e
Pass
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router# configure term nal

router (config)# intrusion-detection nodul e nodul e nunber managenent -
port access-vlan vl an_nunber

router (config)# intrusion-detection nodule 6 nanagenent-port access-
vlian 10

router# session slot nodul e nunber processor 1

router# session slot 6 processor 1

i dsm 2# ping 10.89. 149. 254




On setting up the IDSM2
Start with running the command to initialize the IDS\VR2

sensor (confi g)# setup

<sni p>

Conti nue wth configuration dial og?[yes]:
Ent er host nane[sensor]: | DSM

Enter | P address[10.1.1.150]:

Ent er net mask[ 255. 255. 255. 0] :

Enter default gateway[10.1.1.1]:

Enter tel net-server status[enabled]:
Enter web-server port[443]:

Use this configuration? [yes]: yes
Configuration Saved.
War ni ng: The node nust be rebooted for the changes to go into effect.

| DSM2( confi g)# username i dmadnin password idmadmin privil ege admi ni strator
Enter Login Password: *****
Re-enter Login Password: *****

Create the userid to be used when
accessing IDSVR IDMWeD interface
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cat 6k> (enabl e) set span 3/3 13/7
Desti nati on . Port 13/7

Adm n Source . Port 3/3

Oper Source . Port 3/3
Direction . transmt/receive
| ncom ng Packets di sabl ed

Lear ni ng . enabl ed

Mul ti cast . enabl ed

Filter -

Sessi on Nunmber : 1

router (config)# nonitor session (session_nunber) source interface
i nterface/ port_nunber [, | - | rx | tx | both]

router (config)# nonitor session source interface

G gabi t Et hernet 2/ 23 both

router (config)# nonitor session (session _nunber) destination

| nt rusi on-det ecti on-nodul e nodul e_nunber data-port data _port nunber
router (config)# nonitor session destination intrusion-detection-
nodul e 6 data-port 1

router (config)# nonitor session (session_nunber) {filter vlan
{vlan_ID} [, | - ]}

router (config)# nonitor session filter vlan 146










router (config)# ip access-list [standard | extended] acl nane
router(config)# ip access-list standard CAPTUREALL

router(config)# vlan access-nmap [ 0- 65535]

router (config-access-map)# match [ip address {1-199 | 1300-2699 |
acl nane}]

router(config-access-nmap)# action forward capture

router (config)# vlian filter vlian-list vlian |ist

router (config)# intrusion-detection nodul e nodul e nunber data-port
dat a_port nunber
capture all owed-vlan vlian |ist

router (config)# intrusion-detection nodul e nodul e nunber data-port
dat a_port nunber




router(config)# ip access-list extended word

router(config)# interface interface _nane

router(config)# intrusion-detection nodul e nodul e nunber dat a-port
data_port nunber capture all owed-vlan capture_ vl ans
router(config-if)# mMs ip ids word










# -, ,021 34 + 4 ( 5,/

Create two VLANs, one for each side of the inline | DSM 2:
router(config)# vlan vlan_nunber

router(config)# nanme vlan_nane

router(config)# exit

I Configure an | OS access port for each interface on each inline VLAN
router(config)# interface interface nane

router(config-if)# description description
router(config-if)# switchport

router(config-if)# switchport access vlan vlan_nunber
router(config-if)# swtchport npde access

I Configure one |DSM 2 data port to be on each of the two VLANs you
creat ed

router(config)# intrusion-detection nodul e sl ot _nunber data-port
dat a_port nunber access-vl an vl an_nunber
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set span <src_nod/src _ports...|src_vlans...|sc0>

<dest nod/dest port> [rx|tXx |
| < | di sabl e>]
[mul ticast <enabl e| di sabl e>]
[filter <vlans...>]
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