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F W S M 3 . 1  l i c e n s i n g  a n d  o v e r v i e w  
A S D M  5 . 0 ( 1 ) F  o v e r v i e w
F W S M / A S D M  f e a t u r e  d i s c u s s i o n s
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F W S M 3 . 1  L i c e n si n g
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F W S M 3 . 1  L i c ens i ng C h anges

• Additional 250 Virtual Firewall Tier of Licensing
F R -S V C -F W M -V C -T 4 (250 Virtual Firewalls)
F W -S V C -F W M -U P G R 3 (U p g rad e 1 00 to  250 Virtual Firewalls)

• Additional G TP  license ( sam e as P I X  7 . 0)
F R -S V C -F W M -G T P
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F W S M  L i c ens i ng I nf o r m at i o n

Licensed
f ea t u r es

FWSM# show act i vat i on- key 
Ser i al  Number :   SAD065102T5
Runni ng Act i vat i on Key:  0x00000000 0x00000000 0x00000000
0x00000000
The Runni ng Act i vat i on Key i s not  val i d,  usi ng def aul t  
set t i ngs:

Li censed f eat ur es f or  t hi s pl at f or m:
Maxi mum I nt er f aces          :  256       
I nsi de Host s                :  Unl i mi t ed 
Fai l over                     :  Act i ve/ Act i ve
VPN- DES                     :  Enabl ed   
VPN- 3DES- AES                :  Enabl ed   
Cut - t hr ough Pr oxy           :  Enabl ed   
Guar ds                      :  Enabl ed   
URL Fi l t er i ng               :  Enabl ed   
Secur i t y Cont ext s           :  2         
GTP/ GPRS                    :  Di sabl ed  
VPN Peer s                   :  Unl i mi t ed 

The f l ash act i vat i on key i s t he SAME as t he r unni ng key.



6© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

AS D M  5 . 0 ( 1 ) F  L i c ens i ng S c r een

Licensing  t a b
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F W S M 3 . 1  &  A S D M  5 . 0 ( 1 ) F  
O v e r v i e w
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F W S M  3 . 1  új do ns ágo k
• H ig h er S c alab ility :  2 5 0  c o n t e x t s
• H ig h  A v ailab ility :  A c t i v e / A c t i v e
• S tro n g er D ef en se A g ain st T h reats:  P I X  O S  7 . 0 Features
• - M o d u l a r  P o l i c y  C L I
• - A d v a n c e d  A p p  I n s p e c t i o n  ( P o r t  8 0  M i s u s e )
• - A d d i t i o n a l  P r o t o c o l s
• - M o b i l e  W i r e l e s s  S e c u r i t y  ( G T P / G P R S )  
• - V o I P E n h a n c e m e n t s ,  S k i n n y  V i d e o
• N etwo rk  I n teg ratio n :
• - I P v 6  ( S W  )
• - P I M -S p a r s e  M o d e  M u l t i c a s t  ( S i n g l e  M o d e )
• - M ultip le L 2 I n terf ac es p er C o n tex t
• - M ix ed  L 2 &  L 3 ,  P r i v a t e  V L A N s
• - A s y m m e t r i c  R o u t i n g
• M an ag em en t:  
• - C V D M ,  A S D M  5 . 0 ,  V M S ,  M A R S
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F W S M  F eat u r e S u m m ar y
• M aj o r FW S M 3 . 1  f eatures are sum m ariz ed  in  term s o f  

– feature description
– feature av ail ab l e in L 2  or L 3  firew al l
– feature av ail ab l e in sing l e or m ul ti m ode
– P I X  feature parity  inform ation

L eg ends
M o d e

L2: feature is available in transparent mode firewall
L3 : feature is available in routed mode firewall
N / A : feature is not applic able in th is mode
( blank ) : presently ,  feature is not supported in th is mode

C o n t e x t
S : feature is available in sing le mode
M : feature is available in multi mode
N / A : feature is not applic able in th is mode
( blank ) : presently ,  feature is not supported in th is mode

P I X  P a r i t y
n. n: feature was implemented in P I X  version n. n
( blank ) : feature is not supported on P I X  platform
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U s ab i l i t y ,  S c al ab i l i t y  &  P er f o r m anc e
Mo deMo de

2 5 0  v i r t u a l  c o n t e x t2 5 0  v i r t u a l  c o n t e x t

S e s s i o n i z i n g n o n  T C P / U D P  p a c k e t sS e s s i o n i z i n g n o n  T C P / U D P  p a c k e t s

A C L  m e m o r y  e n h a n c e m e n tA C L  m e m o r y  e n h a n c e m e n t

C L I  i m p r o v e m e n t sC L I  i m p r o v e m e n t s
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

A p p l y i n g  “w r i t e  m e m ” t o  a l l  c o n t e x tA p p l y i n g  “w r i t e  m e m ” t o  a l l  c o n t e x t N / AN / A

7 . 07 . 0

g l o b a l  s t a t e m e n t s  u p  t o  4 , 0 0 0g l o b a l  s t a t e m e n t s  u p  t o  4 , 0 0 0

N / AN / A
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N et w o r k  I nt egr at i o n
Mo deMo de

M u l t i  p a i r s  o f  L 2  i n t e r f a c e s  p e r  T F WM u l t i  p a i r s  o f  L 2  i n t e r f a c e s  p e r  T F W

P r i v a t e  v l a n s u p p o r tP r i v a t e  v l a n s u p p o r t

M i x e d  L 2  &  L 3  m o d eM i x e d  L 2  &  L 3  m o d e
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

N / AN / A

N / AN / A
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A d d r e ss tr an slati o n  an d  A CL  E n h an c e m e n ts

Mo deMo de
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

O v e r l a p p i n g  s t a t i c  c o n f i g u r a t i o nO v e r l a p p i n g  s t a t i c  c o n f i g u r a t i o n

T i m e  b a s e d  A C LT i m e  b a s e d  A C L

N A T  c o n t r o lN A T  c o n t r o l

I n t e r f a c e  a s  a d d r e s s  i n  A C LI n t e r f a c e  a s  a d d r e s s  i n  A C L

A C L  e d i t i n gA C L  e d i t i n g

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

6 . 36 . 3

6 . 36 . 3
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D eep  P ac k et  I ns p ec t i o n ( H T T P )
Mo deMo de

L2L2 L3L3
C o nt ex tC o nt ex t

SS MM
P I X
P a r it y
P I X
P a r it y

R F C  c o m p l i a n t  c h e c k i n gR F C  c o m p l i a n t  c h e c k i n g

H T T P  c o m m a n d  f i l t e r i n gH T T P  c o m m a n d  f i l t e r i n g

D e t e c t  &  b l o c k  t u n n e l e d  a p p  +  a t t a c k sD e t e c t  &  b l o c k  t u n n e l e d  a p p  +  a t t a c k s

M i n / M a x  s i z e  c h e c k  o n  m s g ,  h d r  l e n  &  U R IM i n / M a x  s i z e  c h e c k  o n  m s g ,  h d r  l e n  &  U R I

C o n t e n t  v a l i d a t i o nC o n t e n t  v a l i d a t i o n

M I M E  t y p e  f i l t e r i n gM I M E  t y p e  f i l t e r i n g

K e y w o r d  b a s e d  H T T P  m s g  f i l t e r i n gK e y w o r d  b a s e d  H T T P  m s g  f i l t e r i n g

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0
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I ns p ec t i o n E ngi nes  E nh anc em ent s
Mo deMo de

L2L2 L3L3
C o nt ex tC o nt ex t

SS MM
P I X
P a r it y
P I X
P a r it y

E S M T P  i n s p e c t i o nE S M T P  i n s p e c t i o n

T C P  s t r e a m  r e a s s e m b l y  f o r  i n s p e c t i o n  e n g i n e sT C P  s t r e a m  r e a s s e m b l y  f o r  i n s p e c t i o n  e n g i n e s

E n h a n c e d  F T P  i n s p e c t i o nE n h a n c e d  F T P  i n s p e c t i o n 7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

C o n n e c t i o n  o p t i m i z a t i o n  f o r  U R L  f i l t e r i n gC o n n e c t i o n  o p t i m i z a t i o n  f o r  U R L  f i l t e r i n g 7 . 07 . 0

A c t i v e X / J a v a  f i l t e r i n gA c t i v e X / J a v a  f i l t e r i n g

P P T P  E n h a n c e m e n t sP P T P  E n h a n c e m e n t s

6 . 06 . 0

6 . 36 . 3

F i x u p t o  i n s p e c t i o n  e n h a n c e m e n t s  F i x u p t o  i n s p e c t i o n  e n h a n c e m e n t s  7 . 07 . 0
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M o du l ar  P o l i c y  F r am ew o r k
Mo deMo de

L2L2 L3L3
C o nt ex tC o nt ex t

SS MM
P I X
P a r it y
P I X
P a r it y

M o d u l a r  P o l i c y  C L IM o d u l a r  P o l i c y  C L I 7 . 07 . 0



16© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

H i gh  Av ai l ab i l i t y
Mo deMo de

A c t i v e / A c t i v e  p r e -e m p t  o p t i o nA c t i v e / A c t i v e  p r e -e m p t  o p t i o n

A s y m m e t r i c  R o u t i n g  ( w  a n d  w / o  A / A )A s y m m e t r i c  R o u t i n g  ( w  a n d  w / o  A / A )

A c t i v e / A c t i v eA c t i v e / A c t i v e
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

7 . 07 . 0
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C o r e ( I P )  E nh anc em ent s

* F W S M 2 . x  b r i d g e s  m u l t i c a s t  t r a f f i c  i n  L 2  m o d e .

Mo deMo de
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

I P v 6  p h a s e  II P v 6  p h a s e  I

d N A T f o r  m u l t i c a s td N A T f o r  m u l t i c a s t

M u l t i c a s t  s u p p o r tM u l t i c a s t  s u p p o r t

O S P F  n e i g h b o rO S P F  n e i g h b o r

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

**

T C P  N o r m a l i z e rT C P  N o r m a l i z e r 7 . 07 . 0

N / AN / A
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V o I P  and M u l t i m edi a
Mo deMo de

L2L2 L3L3
C o nt ex tC o nt ex t

SS MM
P I X
P a r it y
P I X
P a r it y

H . 3 2 3  e n h a n c e m e n t  - G K R C SH . 3 2 3  e n h a n c e m e n t  - G K R C S

M G C P  N A TM G C P  N A T

H . 3 2 3  e n h a n c e m e n t  – T . 3 8H . 3 2 3  e n h a n c e m e n t  – T . 3 8

S I P  i n s t a n t  m e s s a g i n g  f i x u pS I P  i n s t a n t  m e s s a g i n g  f i x u p

T A P I / C T I Q B E  f i x u pT A P I / C T I Q B E  f i x u p

G T P  f i x u pG T P  f i x u p

S k i n n y  v i d e o  s u p p o r tS k i n n y  v i d e o  s u p p o r t

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

6 . 36 . 3
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Au t h ent i c at i o n,  Au t h o r i z at i o n &  
Ac c o u nt i ng

Mo deMo de
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

A c c o u n t i n g  f o r  m a n a g e m e n t  t r a f f i cA c c o u n t i n g  f o r  m a n a g e m e n t  t r a f f i c

F T P  a u t h e n t i c a t i o n  c h a l l e n g eF T P  a u t h e n t i c a t i o n  c h a l l e n g e

S i m u l t a n e o u s  R A D I U S  a c c o u n t i n g  s e r v e r sS i m u l t a n e o u s  R A D I U S  a c c o u n t i n g  s e r v e r s

C u t  t h r o u g h  p r o x y  a u t h e n  u s i n g  l o c a l  D BC u t  t h r o u g h  p r o x y  a u t h e n  u s i n g  l o c a l  D B

M A C  b a s e d  A A A  e x e m p tM A C  b a s e d  A A A  e x e m p t

7 . 07 . 0

7 . 07 . 0

6 . 36 . 3

6 . 36 . 3
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M o ni t o r i ng and M anagem ent  
I m p r o v em ent s

Mo deMo de
L2L2 L3L3

C o nt ex tC o nt ex t
SS MM

P I X
P a r it y
P I X
P a r it y

P i n g ,  l o g g i n g  &  m e m o r y  m g t  e n h a n c e m e n t sP i n g ,  l o g g i n g  &  m e m o r y  m g t  e n h a n c e m e n t s

S y s l o g  s e r v e r  f a i l u r e  p o l i c y  ( T C P  t r a n s p o r t )S y s l o g  s e r v e r  f a i l u r e  p o l i c y  ( T C P  t r a n s p o r t )

S S H v 2S S H v 2

O u t  o f  b a n d  m a n a g e m e n tO u t  o f  b a n d  m a n a g e m e n t

S N M P v 2 C  a n d  A d d i t i o n a l  M I B sS N M P v 2 C  a n d  A d d i t i o n a l  M I B s

P r o m p t  w i t h  s l o t / s t a t u s / … r e p o r t i n gP r o m p t  w i t h  s l o t / s t a t u s / … r e p o r t i n g

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0

7 . 07 . 0
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AS D M  5 . 0 ( 1 ) F  O v er v i ew

• W h at is AS D M  ( Adap tiv e S ecurity  D ev ice M anager)
A  b r o w s e r  b a s e d  t o o l  d e s i g n e d  t o  h e l p  c o n f i g u r e  a n d  m o n i t o r  t h e  f i r e w a l l  s e r v i c e  m o d u l e .
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F W S M  – AS D M  R eq u i r em ent s
• M in im um  A S D M  an d  FW S M  so f tware c o m p atib ility  v ersio n   (A S D M :  5. 0(1 )F &  FW S M 3 . 1 )
• S up p o rted  Java 1.4.2 and 5.0 (also known as 1.5)

I B M  J av a (n o t o f f ic ially  sup p o rted )
• T o  ac c ess A S D M  th ro ug h  a b ro wser f o llo win g  m ust b e m et:

J av aS cript and J av a m ust b e enab l ed
B row ser support for S S L  m ust b e enab l ed
P op-up b l ock ers m ay  prev ent A S D M  from  starting  ( A S D M  w il l  notify  y ou )

• S up p o rted  B ro wsers
– W indow s 2 0 0 0  ( S erv ice P ack  4 ),  W indow s X P  ( E ng l ish  or J apanese v ersion of W indow s) 

I nternet E x pl orer 6 . 0  w ith  J av a P l ug -in 1 . 4 . 2  or 5 . 0  ( al so k now n as 1 . 5 . 0 )
F irefox 1 . 0  w ith  J av a P l ug -in 1 . 4 . 2  or 5 . 0  ( or 1 . 5 . 0 ) 

– S un S P A R C  S ol aris 8  or S ol aris 9  
F irefox 1 . 0  w ith  J av a P l ug -in 1 . 4 . 2  or 5 . 0  ( or 1 . 5 . 0 ) 

– R ed H at D esk top,  R ed H at E nterprise L inux  W S  v ersion 3  
F irefox 1 . 0  w ith  J av a P l ug -in 1 . 4 . 2  or 5 . 0  ( or 1 . 5 . 0 )
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AS D M  5 . 0 ( 1 ) F  – F W S M  H o m e W i ndo w
M e n u  B a r

M a in  t ool  B a r

D e v ice  I n f or m a t ion
- G e n e r a l
- L i c e n s e

S y st e m  R e sou r ce s T r a f f ic S t a t u s

I n t e r f a ce  S t a t u s

S y sl og  M e ssa g e s

S y st e m / con t e x t
se l e ct ion
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AS D M  5 . 0 ( 1 ) F  C o nf i gu r at i o n

I n t e r f a ce s

S e cu r it y  P ol icy

N A T

R ou t in g

P r op e r t ie s

G l ob a l  O b j e ct s
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AS D M  5 . 0 ( 1 ) F  M o ni t o r i ng

I n t e r f a ce s

R ou t in g

P r op e r t ie s

L og g in g
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AS D M  5 . 0 ( 1 ) F  S u p p o r t  o f  F W S M 3 . 1
• S u p p or t s all t h e  ne w c onf i g u r at i on f e at u r e s of  F W S M  3 .1 (I P v6  e x c lu de d)
• I nc lu de s t h e  ne w m anag e m e nt  f e at u r e s i n A S D M  5.0 f or  A S A / P I X  su c h  as L i ve  L og ,  S e r vi c e  P oli c y  R u le s T ab le ,  F i le  M anag e m e nt ,  U p g r ade  S of t war e ,  and a ne w G U I  look-and-f e e l
• S y slog t o A C E  C or r e lat i on
• C r e at e  t h e  op p osi t e  A C E  r u le  t o p e r m i t  or  de ny  t r af f i c
• I de nt i f y  t h e  A C E  t h at  g e ne r at e d t h e  sy slog
• S e t  di f f e r e nt  c olor  f or  di f f e r e nt  sy slog le ve ls
• S e ar c h  on any  t e x t  i n t h e  sy slog t ab le
• B e t t e r  su p p or t  f or  h andli ng  m any  c ont e x t s – c ont e x t  c ac h i ng  and di sp lay  a li st  of  c ont e x t s
• R u n A S D M  i n de m o m ode  wh i c h  doe sn’t  r e q u i r e  a li ve  F W S M
• N u m b e r  of  A S D M  se ssi ons i n m u lt i  m ode  i s i nc r e ase d t o 80 f r om  3 2
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AS D M  5 . 0 ( 1 ) F  S y s l o g C o r r el at i o n F eat u r e
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AS D M  5 . 0 ( 1 ) F  L au nc h er
• W indow s

– b r o w ser  m o de
– l o ca l  m o de

• S ol aris and L inux
– b r o w ser  m o de

• T o run A S D M  in l ocal  m ode,  y ou m ust first instal l  th e A S D M  L aunch er on y our P C . Y ou w il l  onl y  need to do th is once

A S D M  L a u n ch e r :  n o m or e  d e p e n d e n cy  on  b r ow se r  - only need to install the Java Plug-in
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AS D M  5 . 0 ( 1 ) F  D em o  M o de

• allows y ou to see wh at AS D M  look s lik e with out 
h av ing a liv e FW S M

• sim ulate th e m onitoring data!
• Lim itations

– File/Disk operations will not be supported 
– m onitoring  and log g ing  data are sim ulated.  H istoric al 
m onitoring  data is not av ailable 
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FWSM3.1 & ASDM 5.0(1)F Training
U sability ,  S c alability  and P erf orm anc e
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C L I  C h anges
• M ake FW S M 3 . 1  C L I  m ore like I O S

– C om m and c om p le t i on
– C om m and sy nt ax  c h e c k
– C ont e x t  se nsi t i ve  h e lp
– L owe r  le ve l c om m and e x e c u t i on
– C om m and li ne  e di t i ng

• ^ K  - del et e f r o m  cu r so r  t o  t h e end o f  t h e l ine
•^ U  - del et e f r o m  cu r so r  t o  t h e st a r t  o f  t h e l ine
•^ E  - Mo v e t h e cu r so r  t o  t h e end o f  t h e l ine 
•^ Y  - r eca l l  t h e m o st  r ecent  del et e
•^ L - r edisp l a y  t h e cu r r ent  l ine

– C om m and-ali as
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F W S M 3 . 1  C L I  S c r een S nap s h o t s
FWSM# di r  di sk: ?

di sk: / i nt er nal 1. c f g    di sk: / i nt er nal 2. c f g  
FWSM# di r  di sk:

FWSM# changet o cont est  admi n
^

ERROR:  % I nval i d i nput  det ect ed at  ' ^ '  mar ker .

FWSM( conf i g) # show r un
:  Saved
:
FWSM Ver si on 3. 1( 0) 103 <syst em>
!
r esour ce acl - par t i t i on 12
host name FWSM
…

FWSM( conf i g) # hel p l ogout  
USAGE:

l ogout

DESCRI PTI ON:
l ogout           Exi t  f r om cur r ent  user  pr of i l e t o unpr i v i l eged mode

FWSM( conf i g) # command- al i as exec ct x show cont ext

FWSM( conf i g) # c t x
Cont ext  Name      Cl ass      I nt er f aces           Mode         URL
* admi n            def aul t     Vl an10               Rout ed       di sk : / admi n. cf g

i nt er nal 1        def aul t     Vl an105, Vl an50       Rout ed       di sk : / i nt er nal 1. c f g
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N ew  I ns p ec t  Ar c h i t ec t u r e

• S ignificant ch ange from  2. 3
• “fix up ” now is referred to as “insp ect”
• fix up C LI  ( fix up p rotocol x x x  <p ort> )  is sup p orted 
b ut is dep recated and M P C  m ech anism  sh ould b e 
used going forward
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E x t end P ac k et  C ap t u r e S u p p o r t
FW S M 3 . 1  P ac ket C apture c onsists of
• C apabilities f or pac ket snif f ing  and network f ault isolation
• FW S M  c an trac k pac ket inf orm ation f or traf f ic  th at passes 
th roug h  it,  inc luding  m anag em ent traf f ic  and inspec tion 
eng ines

• I P v 6  support
• C onf ig uration ex am ple

– c ap t u r e  < nam e > t y p e  < dat a_ f or m at > [ ac c e ss-li st  < ac c e ss-
li st _ nam e >]  i nt e r f ac e  < i nt e r f ac e >
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“S es s i o ns ” f o r  no n T C P / U D P  F l o w s

• All non TC P / U D P  p ack ets were h andled b y  S ession 
M anagem ent and not Fast P ath  p rior to 3 . 1

• FW S M 3 . 1  inserts sessions in Fast P ath  for th ese 
ty p e of traffic resulting in p erform ance 
im p rov em ents

• U se following wh en deb ugging non tcp / udp
sessions ( see nex t slide)

– sh ow c onnec tion
– sh ow np 3  stats
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D eb u ggi ng N o n T C P / U D P  “S es s i o ns ”
FWSM# sh conn
2 i n use,  3 most  used

Net wor k Pr ocessor  1 connect i ons 
PROT: 80 out  50. 1. 1. 1 i n 50. 1. 2. 1 i dl e 0: 00: 30 Byt es 94 
TCP out  50. 1. 1. 1: 39390 i n 50. 1. 2. 1: 23 i dl e 0: 00: 02 Byt es 1701 FLAGS - UBOI

Net wor k Pr ocessor  2 connect i ons 
Mul t i cast  sessi ons:

Net wor k Pr ocessor  1 connect i ons 
Net wor k Pr ocessor  2 connect i ons 

I Pv6 connect i ons:

FWSM# sh np 3 st at s
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Sl ow Pat h St at i st i cs                       
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Packet s f r om Fast  Pat h
…
Sessi on Management  St at i st i cs

- - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Sess i on Mgmt  I nser t s    :  4
TCP Fi xups :  1
UDP Fi xups :  0
I CMP Fi xups :  33
Ot her  Fi xups :  3

N ot e  n on  t cp / u d p
con n e ct ion s

“O t h e r  F ix u p ” f ie l d
w il l  in cr e m e n t  d u e  t o
1st p a ck e t  h it t in g
se ssion  m a n a g e m e n t  
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M i s c el l aneo u s  S c al ab i l i t y  I m p r o v em ent s
• 2 5 0  v irtual c ontex t ( f rom  1 0 0 )

– m ax i m u m  nu m b e r  of  c ont e x t  (250) sh ou ld b e  m anag e d p r op e r ly  
am ong st  avai lab le  r e sou r c e s

• O v erall A C L  m em ory  usag e im prov em ents
– I nc lu de s f i lt e r s,  f i x u p r u le s,  r e g u lar  A C L s,  A A A  r u le s,  …
– E ar ly  e x p e c t at i ons ar e  ove r  10%  and 3 0%  i m p r ove m e nt s of  
ove r all A C L  m e m or y  u sag e  i n b e st  c ase  sc e nar i os f or  si ng le  and 
m u lt i  m ode  r e sp e c t i ve ly

• S I P  f ix up im prov em ents
– S I P  si g nali ng  i m p le m e nt at i on wi ll u se  r e g u lar  p i n-h ole s r at h e r  
t h an “e st ab li sh e d r u le s” (N P 3  li m i t e d r e sou r c e )
– T ot al c onc u r r e nt  S I P  c all sh ou ld i m p r ove  ab ove  5000 
(de p e ndi ng  on avai lab le  sy st e m  r e sou r c e s)
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FWSM3.1 & ASDM 5.0(1)F Training
N etwork I nteg ration
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T r ans p ar ent  F i r ew al l  M u l t i  P ai r  I nt er f ac e
• P re FW S M 3 . 1  issues:  m ax im um  of  2  interf ac es per transparent 
f irewall.  M ade sc alability  and m anag ing  th e f irewall 
c um bersom e.

• FW S M 3 . 1 :  N o ex tra lic ense nec essary  to benef it f rom  
inc reased num ber of  interf ac es

• FW S M 3 . 1  N otes
– I nt e r f ac e  nam e s u ni q u e  wi t h i n one  c ont e x t .
– I nt e r -g r ou p  I nt e r f ac e s c an not  t alk t o e ac h  ot h e r  
– M ax  nu m b e r  of  8 p ai r s (g r ou p s) allowe d p e r  c ont e x t
– E ac h  i nt e r f ac e  g r ou p  wi ll h ave  i t s own I P  addr e ss,  and t h e r e  i s
one  de f au lt  r ou t e  p e r  c ont e x t . T h e  I P  addr e ss c an b e  se t  t h r ou g h
“i nt e r f ac e  B V I ”.
– N o ove r lap p i ng  su b ne t  b e t we e n g r ou p s 
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Signif ic ant  Trans p are nt  Fire w al l  E nh anc e m e nt s

• Av ailab ility  of up  to 8  p airs of interfaces with in a 
transp arent firewall,  including in v irtual firewall 
m ode

• S essions are created in th e network  p rocessors’
fast p ath  for non U D P  or TC P  p rotocol ( ex am p le:  
G R E )  as well as I P  m ulticast traffic
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M u l t i  P ai r  I nt er f ac es  i n T F W

1

S u b ne t  10.10.10.0/ 24

[ 2 0 ]

B V I  1
1 0 . 1 0 . 1 0 . 1

B ridg e-g roup 1 :  one pair of
I nterfaces ( V L A N  1 0 , 2 0 )

G R 1

2

S u b ne t  10.10.20.0/ 24

[ 4 0 ]

B V I  2
1 0 . 1 0 . 2 0 . 1

B ridg e-g roup 2 :  one pair of
I nterfaces ( V L A N  3 0 , 4 0 )

G R 2

8

S u b ne t  10.10.80.0/ 24

[ 1 6 0 ]

B V I  3
1 0 . 1 0 . 8 0 . 1

B ridg e-g roup 8 :  one pair of
I nterfaces ( V L A N  1 5 0 , 1 6 0 )

G R 3
[ 1 0 ] [ 3 0 ] [ 1 5 0 ]

M S F C

O ne V irtual Firewall
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P r ac t i c al  Ap p l i c at i o n ( T F W  m anagem ent )

Net wor k Mgmt

Vl an 10

Vl an 20

Vl an 30

Vl an 40

Vl an 50

Vl an 60

Cont ext  One

Cont ext  Two

Cont ext  Thr ee

Vl an 100

Vl an 101

Vl an 102

Gr oup 1 Gr oup 2

Gr oup 2

Gr oup 2

Gr oup 1

Gr oup 1
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F W S M 3 . 1  M u l t i  M o de

• S cales up  to 250 contex ts p er b lade
• Transp arent and R outed m ode v irtual contex ts can 
coex ist on th e sam e b lade
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F W S M 2 . x  M u l t i m o de:  L 2  X O R L 3

D M Z 2

D M Z 1

L2

I nt2

I nt1

L2

I nside

O utside

L2

I nside

O utside

L2

I n2I n1

D M Z
O ut

L3

I nside1 , 2 , 3

O utside

L3

I nside

O utside

L3

I nside

O utside

L3
D M Z

M ultim ode
Transp arent

M ultim ode
R outed
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F W S M 3 . 1  M u l t i  M o de ( M I X E D  L 2  &  L 3  
V F W ! )

I nside

O utside

L3
D M Z

I n2I n1

D M Z
O ut

L3

D M Z 2

D M Z 1

L2

I nside

O utside

L2
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F W S M 3 . 1  M u l t i  M i x ed M o de

FWSM/ i nt er nal 2( conf i g) # f i r ewal l  ?
conf i gur e mode commands/ opt i ons:

t r anspar ent   Swi t ch t o t r anspar ent  mode
FWSM( conf i g) # show cont ext
Cont ext  Name      Cl ass      I nt er f aces           Mode         URL
* admi n            def aul t     Vl an10               Rout ed       di sk : / admi n. cf g

i nt er nal 1        def aul t     Vl an105, Vl an50       Rout ed       di sk : / i nt 1. cf g
i nt er nal 2        def aul t     Vl an106, Vl an51       Tr anspar ent   di sk: / i nt 2. cf g

C ontex t m ode can b e set in indiv idual contex t’s 
configuration and can b e Transp arent or R outed M ode

S h ared I nterfaces:  D o not sh are interfaces b etween 
transp arent and routed contex ts.  As b efore no sh aring 
b etween transp arent contex ts!
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FWSM3.1 & ASDM 5.0(1)F Training
A ddress T ranslation and A C L  enh anc em ents
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N at -c o nt r o l  o p t i o ns
• FW S M 3 . 1  h as nat-c ontrol disabled by  def ault th at allows 
inside h osts to c om m unic ate with  outside network with out 
N A T  

• A  f lag  is set in th e slow path  f or eac h  v irtual f irewall.
• T h is f lag  is used wh ile alloc ating  X lates

[ no]  nat - cont r ol[ no]  nat - cont r ol
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D eb u ggi ng N AT  C o nt r o l  I s s u es
• ‘sh ow np 3  v f t v f w_ id’ will sh ow th e status of  nat-c ontrol

FWSM/ i nt er nal 1# show np 3 vf t 2
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Sl ow Pat h Vi r t ual  Fi r ewal l  Tabl e
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Cont ext  Name                  :  i nt er nal 1 ( #2)

Xl at e Ti meout               :  3: 00: 00 sec
AAA Absol ut e Ti meout        :  0: 05: 00 sec
AAA I nact i v i t y  Ti meout      :  0: 00: 00 sec
TCP MSS Mi n                :  0 Byt es
TCP MSS Max                :  0 Byt es
Sysl og Mask ( Bi t s 96- 127)   :  0x0
Sysl og Mask ( Bi t s 64- 95)    :  0x7f
Sysl og Mask ( Bi t s 32- 63)    :  0xf f f f f f f f
Sysl og Mask ( Bi t s 00- 31)    :  0xf f f f f f f f
Vi r t ual  Ht t p Addr ess       :  0. 0. 0. 0
Vi r t ual  Tel net  Addr ess     :  0. 0. 0. 0
ACL Deny Fl ow Max          :  4096
ACL Al er t  I nt er val          :  300 sec
MAC Li st                    :  None
Sysl og Level                :  7

Fl ags                      :  0x80000
| - Nat  Cont r ol            :  Di sabl ed
| - VF                    :  Enabl ed
| - I CMP Fi xup :  Di sabl ed
| - I CMP Fi xup Er r or       :  Di sabl ed
| - Fi r ewal l  Mode         :  Rout er
| - Same Secur i t y  Tr af f i c  :  Di sabl ed
| - I nt r a I f c Tr af f i c      :  Di sabl ed
| - New Connect i ons       :  Al l owed
| - Fi xup Packet s         :  Al l owed
| - No DNS Al i as I nbound  :  Di sabl ed
| - No DNS Al i as Out bound :  Di sabl ed
| - HTTP Redi r ect  War ni ng :  Di sabl ed
| - Reset  I nbound         :  Di sabl ed
| - AAA Tel net  Chal l enge  :  Enabl ed
| - AAA FTP Chal l enge     :  Enabl ed
| - AAA HTTP Chal l enge    :  Enabl ed
| - AAA HTTPS Chal l enge   :  Enabl ed
` - AAA Conf i g St y l e      :  Not  Conf i gur ed

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
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I nc r eas e N u m b er  o f  G l o b al  S t at em ent s

• N um b er of glob al statem ents is increased form  
1 , 000 ( FW S M 2. x )  to 4 , 000

• G lob al statem ents includes b oth  N AT and P AT
• G lob al P AT sup p ort

– ex trem ely  m em ory  c onsum ing
– in c ase of  P A T ,  sc ale up to 2 , 0 0 0
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O v er l ap p i ng S t at i c  C o nf i gu r at i o n
• O v erlap p ing static configurations were allowed in 
initial v ersions of FW S M  1 . x

• I n FW S M  2. x  code th e actual root cause of th e tree 
h andling code was fix ed

• I n FW S M  3 . 1 ,  ov erlap p ing configurations are 
sup p orted again

• S am p le C onfiguration
– static  ( inside, outside) 4 1 . 1 . 1 . 1 0  4 0 . 1 . 1 . 2  netm ask
2 5 5 . 2 5 5 . 2 5 5 . 2 5 5  
– static  ( inside, outside) 4 1 . 0 . 0 . 0  4 0 . 0 . 0 . 0  netm ask 2 5 5 . 0 . 0 . 0  
0  0
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T i m e-r ange

• P rov ides a way  to sp ecify  a tim e interv al wh en  
connectiv ity  to th e sp ecified destinations is 
p erm itted or denied.  M ultip le tim e-ranges can b e 
defined.  Th e com m and allows easy  and routine 
control of traffic connectiv ity  th rough  th e firewall 
dev ice

– def ine th e tim e rang e
– spec if y  tim e-rang e option on ac c ess-list to desc ribe th e 
allowed ac c ess tim e
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T i m e b as ed AC L
• Configure time-ra nge a nd  a p p l y  it to A CL

FWSM( conf i g) # show r un t i me- r ange 
!
t i me- r ange weekdays

per i odi c weekdays 8: 00 t o 16: 59
!
FWSM( conf i g) # show r un access- l i st  
access- l i st  out si de_mpc_i n r emar k Onl y www t r af f i c dur i ng weekdays
access- l i st  out si de_mpc_i n ext ended per mi t  t cp any any eq www t i me-
r ange weekdays 

• D eb ugging ma y  b e d one v ia :
• d eb ug a c l c onfig
• s h ow  a c c es s -l is t
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AC L  O p t i o ns

• U seful new op tions
– “tim e-rang e”
– “inac tiv e” to turn of f  th e A C L

access- l i st  out si de_i n ext ended per mi t  t cp any obj ect - gr oup mai l - ser ver s 

eq smt p i nact i ve

access- l i st  out si de_i n ext ended per mi t  t cp any obj ect - gr oup mai l - ser ver s 

eq smt p i nact i ve
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D eb u ggi ng AC L  i s s u es

• sh ow access-list will giv e AC E s status in th e P C  
side ( inactiv e AC E  does not increase its h it count)

• N P  k ey  flag indicating activ e/ inactiv e status of AC L 
can b e ob tained from  [ no]  deb ug acl config

FWSM/ i nt er nal 1# show c l ock 
21: 04: 49. 590 UTC Tue Nov 22 2005
FWSM/ i nt er nal 1# sh access- l i s t  
access- l i s t  mode aut o- commi t
access- l i s t  cached ACL l og f l ows:  t ot al  0,  deni ed 0 ( deny- f l ow- max 4096)

al er t - i nt er val  300
access- l i s t  ALLOW;  2 el ement s
access- l i s t  ALLOW l i ne 1 ext ended per mi t  i p any any ( hi t cnt =176)  
access- l i s t  ALLOW l i ne 2 ext ended per mi t  i cmp any any ( hi t cnt =0)  
access- l i s t  out s i de_weekend;  1 el ement s
access- l i s t  out s i de_weekend l i ne 1 ext ended per mi t  i p any any t i me- r ange weekends 
( hi t cnt =0)  ( i nact i ve)
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AC L  E di t i ng

• P rov ides ab ility  to ch ange th e order of AC E s b y  
sp ecify ing th e line num b er

• N ote th at reordering AC E s h as a p erform ance h it
• D eb ugging m ay  b e done v ia:

– debug  ac l c onf ig
– debug  ac l error
– sh ow ac c ess list
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AC L  I nt er f ac e P ar am et er

• P rov ides ab ility  to configure an AC E  with  interface 
nam e.  Th e AC E  will get up dated with  p rop er I P  
addresses

• C onfiguration m ay  b e done b y  sp ecify ing “interface 
<if_ nam e>  in access-list definition

• D eb ugging m ay  b e done v ia:
– debug  ac l c onf ig
– debug  ac l error
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FWSM3.1 & ASDM 5.0(1)F Training
M odular P olic y  Fram ework
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M o du l ar  P o l i c y  C L I
• B ased on M odular P olicy  Fram ework  ( M P F)
• Addresses th e need to h av e greater granularity  and 
flex ib ility  in configuring network  p olicies.

• E x am p les
– C reate tim eout c onf ig uration th at is spec if ic  to a 
partic ular T C P  applic ation as opposed to setting  tim eouts 
th at is applied g lobally
– S et m ax im um  c onnec tion lim its th at are spec if ic  to a 
partic ular T C P /U DP  applic ation
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M o du l ar  P o l i c y  C L I  p ar adi gm
I m m ediate b enefit:  I O S  lik e C LI

nam eif v l an3 1 5  users security 8 0
nam eif v l an3 1 6  outside security 0
nam eif v l an2 9 8  fov er security 5 0
nam eif v l an3 2 6  ex tranet security 2 0
nam eif v l an3 2 4  inside security 1 0 0
fix up protocol  h ttp
ip address users 1 3 7 . 2 2 2 . 2 5 0 . 1 8 6  

2 5 5 . 2 5 5 . 2 5 5 . 2 4 0
ip address outside 1 3 7 . 2 2 2 . 2 5 0 . 2 1 8  

2 5 5 . 2 5 5 . 2 5 5 . 2 4 0
ip address fov er 1 3 7 . 2 2 2 . 2 5 1 . 1 2 6  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
ip address scum net 1 9 3 . 6 0 . 1 9 8 . 2  2 5 5 . 2 5 5 . 2 5 5 . 1 9 2
ip address inside 1 3 7 . 2 2 2 . 2 4 9 . 2 5 1  

2 5 5 . 2 5 5 . 2 5 5 . 2 2 4

interface V L A N 3 1 5
ip address 1 3 7 . 2 2 2 . 2 5 0 . 1 8 6  

2 5 5 . 2 5 5 . 2 5 5 . 2 4 0
nam eif users
security  8 0
no sh ut

!
cl ass-m ap test

m atch  access-l ist 1 0 0
!
P ol icy -m ap test

cl ass test
inspect h ttp

FWSM 1. x,  2. 2,  2. 3 FWSM 3. 1
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M P C  P ar adi gm

FWSM- 6K4( conf i g) # sh namei f
I nt er f ace                Name                     Secur i t y
Vl an822                  mgmt                       82
FWSM- 6K4( conf i g) # sh r un namei f
!
i nt er f ace Vl an822

namei f mgmt
secur i t y- l evel  82

!
FWSM- 6K4( conf i g) # 

D istinct dom ains b etween configuration and runtim e data

FWSM- 6K4( conf i g) # sh r un f i xup
I NFO:  Al l  ' f i xup'  commands have been conver t ed t o ' i nspect '  commands.
Pl ease use ' show r unni ng- conf i g ser vi ce- pol i cy '  i n conj unct i on
wi t h ' show r unni ng- conf i g pol i cy- map'  t o vi ew t he new conf i gur at i on.

Autom atic conv ersion of P re FW S M 3 . 1  configurations
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M o du l ar  P o l i c y  C L I  D ef i ni t i o ns

• C lass-m ap :  S p ecify  traffic class th rough  sp ecific 
traffic identification b ased on its p ack et contents

• P olicy -m ap :  Associate actions to each  of th e ab ov e 
class of traffic in order to form ulate p olicies

• S erv ice-p olicy :  Activ ate p olicies th rough  
associating p olicy -m ap  with  one or m ore interfaces 
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c l as s -m ap  m at c h i ng c r i t er i a

• Access list using I P  5-tup le ( p rotocol,  
S ource/ D estination I P  address,  S ource/ D estination 
p ort)

• TC P / U D P  p ort num b er 
• D efault insp ection traffic
• any  p ack et
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P o l i c y -m ap  and s er v i c e-p o l i c y  

• P olicy -m ap  action op tions are:
– I nspec tion ( f ix up)
– S et m ax im um  num ber of  c onnec tions.  
– O th er c onnec tion ac tions suc h  as setting  m ax im um  
num ber of  em bry onic  c onnec tions will not be done in th e 
f irst release of  M P C  ( 3 . 1 ) 

• S erv ice-p olicy  m ay  activ ate th e ab ov e p olicy  on 
glob al b asis or on p er interface b asis
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M P C  L o gi c al  V i ew

Service-p o l icy

P o l icy -m a p

C l a s s -m a p
InterfaceF W SM

Classify the traffic based on
various criteria (access-list,
TCP/UDP port number,
Default inspection traffic or
Any packet).

Associate classes of traffic
defined below with specific actions.
E.g. Inspection, TCP 
Connection actions.

Apply defined polices (from below) to global
or interface level. This activates the associated 
policies

1

2

3
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M P C  E x am p l e

1 . C reate an A C L  th at c atc h es th e traf f ic  subj ec t to th e c ustom  
idle tim eout
a cces s -l is t  cu s t o m  p erm it  t cp h o s t  10 . 1. 1. 1 h o s t  19 2. 16 8 . 1. 1 eq 8 6 5

2 . Def ine a c lass-m ap wh ose m atc h  c riteria is th e A C L  we j ust 
def ined
cl a s s -m a p  cu s t o m -t im eo u t

m a t ch  a cces s -l is t  cu s t o m
3 . C reate a polic y  m ap to apply  c onnec tion-related param eters 

to th e c ustom  c lass
p o l icy -m a p  t im eo u t

cl a s s  cu s t o m -t im eo u t
s et  co n n ect io n  t im eo u t  t cp 0 : 18 : 5 5

S et connection idle tim eout for a giv en TC P  stream
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M P F  C o ns t r ai nt s

• Th e interface “serv ice-p olicy ” tak es p recedence 
ov er glob al serv ice-p olicy  if b oth  are configured

• O nly  “class insp ection_ default”m ay h av e m ultip le 
insp ects under it.  O th er user defined classes can 
only  h av e one “insp ect <serv ice>  p er class.



68© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

D eb u ggi ng M P C  I s s u es

• N o ex p licit sh ow/ deb ug com m ands related to M P C
– use inspec t related sh ow/debug
– use sh ow “c onn” or “x late” as bef ore
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FWSM3.1 & ASDM 5.0(1)F Training
Deep P ac ket I nspec tion ( H T T P )
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Ap p l ic at io n Fire w al l  (d e e p  p ac k e t  ins p e c t io n)

• enh anced H TTP  insp ection feature,  is also k nown 
as an ap p lication firewall ( AFW )  p rov ides deep  
analy sis of web  traffic

• AFW  enab les granular control ov er H TTP  sessions 
to p rev ent ab use of th e H TTP  p rotocol

• AFW  allows adm inistrativ e control ov er 
ap p lications th at attem p t to tunnel ov er p ort 8 0,  
such  as ap p lications lik e gotom y p c and th e v arious 
form s of I nstant M essenger

• AFW  features k nown as deep  insp ection or 
ap p lication intelligence
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Ap p l i c at i o n F i r ew al l  F eat u r e S u m m ar y
• R FC  c om plianc e enf orc em ent
• H T T P  req uest m eth od auth oriz ation and enf orc em ent
• R esponse m essag e v alidation
• P ort M isuse and enf orc em ent
• M I M E  ty pe enf orc em ent
• T ransf er enc oding  ty pe v alidation
• C ontent c ontrol based on m essag e data c ontent and ty pe
• U R I  leng th  enf orc em ent
• M essag e siz e enf orc em ent
• N O  applic ation awareness ( web serv ic es,  X M L )
• N O  f low dec ry ption th roug h  th e box  
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Ap p l ic at io n Fire w al l  C o nf igu rat io n C o m p o ne nt s

• c lass-m ap
– Identify the traffic for inspection. The port to use for traffic 
inspection is identified here …

• h ttp-m ap
– D escrib es the param eters that http inspection w il l  use for 
processing

• K ey words
– ( and param eters)  specific to the function they perform .
e.g . content-l eng th has m inim um  and m ax im um  acceptab l e siz e 
l im its. O ut of rang e v al ues initiates specified actions

• A c tions
– al l ow ,  drop,  reset,  and l og
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Ap p l ic at io n Fire w al l  K e y w o rd s  and  Fu nc t io ns

• c ontent-leng th :  I n s p e c t i o n  b a s e d  o n  t h e  l e n g t h  o f  t h e  H T T P  
c o n t e n t

• c ontent-ty pe-v erif ic ation:  I n s p e c t i o n  b a s e d  o n  t h e  t y p e  o f  H T T P  
c o n t e n t

• m ax -h eader-leng th :  I n s p e c t i o n  b a s e d  o n  t h e  l e n g t h  o f  t h e  H T T P  
h e a d e r

• m ax -uri-leng th :  I n s p e c t i o n  b a s e d  o n  t h e  l e n g t h  o f  t h e  U R I
• port-m isuse:  I n s p e c t i o n  o f  p 2 p ,  I M ,  a n d  t u n n e l e d  a p p l i c a t i o n s
• req uest-m eth od:  I n s p e c t i o n  b a s e d  o n  t h e  H T T P  r e q u e s t  m e t h o d
• stric t-h ttp:  E n a b l e s  s t r i c t  H T T P  i n s p e c t i o n
• transf er-enc oding :  I n s p e c t i o n  b a s e d  o n  t h e  t r a n s f e r  e n c o d i n g  
t y p e
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Ap p l i c at i o n F i r ew al l  C o nf i gu r at i o n S t ep s
• Create a class-m ap  f o r h ttp  i n sp ecti o n

• Create h ttp  m ap  to  d ef i n e  p aram eters f o r 
h ttp  i n sp ect

sh r un cl ass- map ht t p- por t
!
c l ass- map ht t p- por t

mat ch por t  t cp eq www
!

sh r un ht t p- map i nbound- ht t p
!
ht t p- map i nbound- ht t p

cont ent - l engt h mi n 100 max 200 act i on r eset  l og
cont ent - t ype- ver i f i cat i on mat ch- r eq- r sp act i on r eset  l og
max- header - l engt h r equest  100 act i on r eset  l og
max- ur i - l engt h 100 act i on r eset  l og
por t - mi suse p2p act i on dr op
por t - mi suse i m act i on dr op
por t - mi suse def aul t  act i on al l ow
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Ap p l i c at i o n F i r ew al l  C o nf i gu r at i o n S t ep s
• Create a p o li cy  m ap  f o r h ttp  i n sp ecti o n

• Create serv i ce p o li cy  to  d ef i n e sco p e o f  
i n sp ecti o n

sh r un pol i cy- map out si de_pol i cy
!
pol i cy- map out si de_pol i cy

cl ass ht t p- por t
i nspect  ht t p i nbound- ht t p

sh r un ser vi ce- pol i cy 
ser vi ce- pol i cy gl obal _pol i cy gl obal
ser vi ce- pol i cy out si de_pol i cy i nt er f ace out si de
ser vi ce- pol i cy i nsi de- pol i cy i nt er f ace i nsi de
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D eep  P ac k et  I ns p ec t i o n E x am p l e ( M P C )

1 . C reate an A C L  that catches the traffic
access-l i st  cu st o m  p er m i t  t cp an y  an y eq f t p

2 . D efine a F TP  m ap that denies G E T com m ands
f t p -m ap  n o g et f o r y o u

r eq u est -co m m an d  d en y  g et
3 . C reate a cl ass m ap to catch F TP  traffic

cl ass-m ap  f t p
m at ch  access-l i st  cu st o m

4 . C reate a pol icy m ap that uses the F TP -m ap
p o l i cy -m ap  f t p
cl ass f t p
i n sp ect  f t p  st r i ct  n o g et f o r y o u

5 . A ppl y the pol icy-m ap to an interface
ser v i ce-p o l i cy  f t p  i n t er f ace i n si d e

D eny  FTP  get com m and
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S h o w  and D eb u g C o m m ands
• Verify  configuration v ia

– sh ow running -c onf ig h ttp-m ap
– sh ow running -c onf ig f tp-m ap
– sh ow running -c onf ig c lass-m ap
– sh ow running -c onf ig polic y -m ap
– sh ow running -c onf ig serv ic e-polic y

• P erform  deb ugging v ia
– sh ow serv ic e-polic y
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FWSM3.1 & ASDM 5.0(1)F Training
I nspec tion E ng ines E nh anc em ents
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I ns p ec t i o n E ngi nes  E nh anc em ent s

• ‘fix up ” com m and is now rep laced with  “insp ect”
• E ach  of th e insp ection engines m ay  b e enab led and 
disab led th rough  C LI
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E nh anc ed F T P  I ns p ec t i o n

• E nh ance ex isting strict FTP   insp ection
• I nclude FTP  req uest com m and filtering
• I nclude additional security  ch eck s
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F T P  I ns p ec t i o n
• B asic FTP  insp ection

FW S M /internal1 ( c onf ig )#  polic y -m ap g lobal_ polic y
FW S M /internal1 ( c onf ig -pm ap)#  c lass inspec tion_ def ault
FW S M /internal1 ( c onf ig -pm ap-c )#  inspec t f tp

• S trict FTP  insp ection
– W h en FT P  T unneled ov er H T T P  it P rev ents web  browsers 
f rom  sending  em bedded c om m ands.  I t will also c ontain th e 
B asic  FT P  I nspec tion
– I f  FT P  req uest does c ontain c om m ands wh ic h  is not R FC  
c om pliant,  c onnec tion will be c losed and sy slog will be 
g enerated
FW S M /internal1 ( c onf ig -pm ap-c )#  inspec t f tp stric t
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F T P  C o m m and F i l t er i ng C o nf i gu r at i o ns
• A llo w  o r d i sallo w  sp eci f i c f tp  co m m an d s.  I f  
d i sallo w ed ,  co n n ecti o n  w i ll b e clo sed  an d  
sy slo g w i ll b e g en erated .

sh r un f t p- map 
!
f t p- map f t p- i n

r equest - command deny appe cdup
!  [ del e get  hel p mkd put  r md r nf r r nt o si t e st ou]

!
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Addi t i o nal  F T P  I ns p ec t i o n S ec u r i t y  C h ec k s
• P rev en t f ro m  d i sp lay i n g  serv er sy stem  ty p e

FWSM( conf i g- f t p- map) # ?
Ft p- map conf i gur at i on commands:

mask- syst - r epl y  Mask r epl y t o syst command
no               Negat e a command or  set  i t s def aul t s
r equest - command  FTP r equest  command i nspect i on

Connected to 10.89.129.63.
220 Wi ndows f t p Ser ver v1.32b ready
User (10.89.129.63:(none)):

Connected to 10.89.129.63.
220 Wi ndows f t p Ser ver v1.32b ready
User (10.89.129.63:(none)):

• P rev ent a client  guessing v alid U ser nam e 
( R FC 257 7 )

– ( N ot C onf ig urable) W ill not allow th e S erv er to return a 
“I nv alid U sernam e” For O lder FT P  S erv ers

R ep l aces w i t h  “* * * * * * * ”
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S h o w  and D eb u g C L I s
• C onfiguration

– sh ow running -c onf ig h ttp-m ap
– sh ow running -c onf ig f tp-m ap
– sh ow running -c onf ig c lass-m ap
– sh ow running -c onf ig polic y -m ap
– sh ow running -c onf ig serv ic e-polic y

• D eb ugging
– sh ow serv ic e-polic y
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E S M T P  I ns p ec t i o n
• C urrently ,  FW S M  supports S M T P  inspec tion
• C ustom ers use M ail S erv ers th at lev erag e S M T P  E x tensions th at were def ined in f ollow-on R FC s
• T h ese ex tensions are c om m only  used with  M ic rosof t E x c h ang e
• FW S M 3 . 1  inspec ts additional supported E S M T P  c om m ands f or R FC  c om plianc e

– A dds support for eig ht ex tended S M TP  com m ands,  incl uding  A U TH ,  E H L O ,  E TR N ,  H E L P ,  S A M L ,  S E N D ,  S O M L  and V R F Y . A l ong  w ith the support for sev en R F C  8 2 1  com m ands ( D A TA ,  H E L O ,  M A IL ,  N O O P ,  Q U IT,  R C P T,  R S E T)
– O ther ex tended S M TP  com m ands,  such as A TR N ,  S TA R TL S ,  O N E X ,  V E R B ,  C H U N K IN G ,  and priv ate ex tensions are not supported

• S inc e S M T P  and E S M T P  f ix ups operate on th e sam e port,  only  one of  th em  c an be ac tiv e ( f irst c onf ig ured)
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E S M T P  I ns p ec t i o n C o nf i gu r at i o n
• S p eci f i ed  as p art o f  p o li cy -m ap  cri teri a

FWSM/ i nt er nal 2( conf i g- pmap- c) # i nspect  ?
mpf - pol i cy- map- cl ass mode commands/ opt i ons:

ct i qbe
dns
esmt p
f t p 
…
smt p
snmp
sql net
sunr pc
t f t p
xdmcp
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T C P  S t r eam  R eas s em b l y
• A pplic ation I nspec tions ( f ix up/inspec t) c annot reliably  inspec t 
applic ation data wh en th e data is seg m ented by  T C P .  T h e 
problem  is espec ially  ac ute with  inspec tions th at f ilter 
applic ation data.  I n suc h  c ases,  a f ailure to rej ec t seg m ented 
data or f ailure to reassem ble and inspec t th e data is a breac h  
of  sec urity .  

• T h is f eature will allow f ix ups to proc ess T C P  stream s rath er 
th an pac kets

• spec if ic  f ix ups th at will lev erag e th is f eature are S I P ,  FT P ,  
S kinny  and E S M T P  
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T C P  S t r eam  R eas s em b l y
• T h ere are no c onf ig uration C L I /A S DM  f or th is f eature
• Debug

– deb ug  fix up tcp ( useful  if l og  m essag es are reported)  
• L og g ing  outputs

– D efaul t l og  l ev el :  4 / W arning  
– 5 0 7 0 0 1 :  TC P  P rox y term inated connection from  < src>  to < dst>  -
reassem b l y l im it of < l im it>  b ytes ex ceeded

• C av eats/L im itation
– W hen the reassem b l y l im it is ex ceeded,  the l og  m essag e is sent 
and the connection reset
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Ac t i v eX / J av a F i l t er i ng

• R em ov e Activ eX  ob j ects from  H TTP  traffic as it 
p asses th rough  FW S M

• R em ov e J av a ap p lets from  H TTP  traffic as it p asses 
th rough  FW S M

• C onfiguration m ay  b e done v ia:
– [ no]  f ilter ac tiv ex |  j av a <port>[ -<port>]  |  ex c ept <lc l_ ip> 
<m ask> <f rg n_ ip> <m ask>
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C o nnec t i o n O p t i m i z at i o n f o r  U R L  F i l t er i ng

• Currently, FWSM creates a new TCP connection to the 
url-serv er f or each  H TTP req uest it need s to v alid ate

• This f eature enhances p erf orm ance b y creating  the 
TCP connection once and  using  it f or m any req uests.  
I nstead  of  j ust one p ersistent connection p er url-
serv er, the system  will create a p ool of  connections 
( the d ef ault is 5  connections and  can b e set f rom  1  to 
1 0 0 )  and  round -rob ins b etween each connection

• B oth Web sense and  N 2 H 2  are sup p orted
• [ connections < num b er> ]  is ad d ed  too url-serv er CL I
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P P T P  E nh anc em ent s
• U ses G R E  tunnels to enc apsulate pac kets between c lient and 
serv er

• S tatef ul inspec tion will be added
• “sessioniz ing non T C P /U DP  traf f ic ” im prov em ent will be used 
f or c reating  data c h annels

• C onf ig uration m ay  be done v ia:
– “inspect pptp” config uration in pol icy-m ap

• Debug g ing  m ay  be done v ia:
– “show  connection” w il l  refl ect the G R E  tunnel s for P P TP  
sessions on the N P U  side.
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FWSM3.1 & ASDM 5.0(1)F Training
C ore I P  E nh anc em ents
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I P v 6  S u p p o r t
• Dual IP stack supporting IPv4 and IPv6
• N e igh b or discove ry .  T h is is th e  IPv6 e q uivale nt of  AR P
• IPv6 static routing
• IPv6 AC L s
• S e curity  ch e cks of  IPv6 h e ade r,  including e x te nsion h e ade rs
• IC M Pv6 support
• S e parate  IPv6 acce ss list,  conn,  f ragm e nt datab ase ,  h ost,  routing ( static only )  and x latetab le s.  T h e se  w ould only  b e  allocate d if  IPv6 is conf igure d.
• F ix ups m odif ie d to support IPv6:

– TCP (sequence number randomization, open and close state transition enf orcement, and TCP option policing )
– U D P
– F TP
– H TTP
– I CM P
– S M TP

• M anage m e nt acce ss to th e  de vice  using H T T P,  S S H v1 ,  S S H v2  and T e lne t w ill b e  supporte d f or b oth  IPv4 and IPv6.  Ping to and f rom  th e  de vice  w ill also b e supporte d f or b oth  IPv4 and IPv6
• O nly  sof tw are  b ase d and not acce le rate d!
• O N L Y  IN  R O U T E D
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I P v 6  C o nf i gu r at i o ns
• IP v 6  A ddress

– [no] ipv6 address au t oc onf ig
– [no] ipv6 address [ ipv6-pref ix /  pref ix -l eng t h  [eu i-64 ]]
– [no] ipv6 address [ ipv6-address l ink -l oc al ]

• IP v 6  neig hb or discov ery ( dupl icate address detection,  neig hb or 
sol icitation,  router adv ertisem ent param eters)

– [no] ipv6 nd dad at t em pt s at t em pt s-val u e
– [no] ipv6 nd ns-int erval  [ ns-int erval ]
– [no] ipv6 nd pref ix  ipv6-pref ix /  pref ix -l eng t h | def au l t [[ val id-l if et im e 
pref erred-l if et im e]| [at val id-dat e pref erred-dat e]| inf init e| noadvert ise|  of f -
l ink | no-au t oc onf ig ]]
– [no] ipv6 nd ra-int erval  [ ra-int erval ]
– [no] ipv6 nd ra-l if et im e [ ra-l if et im e]
– [no] ipv6 nd reac h ab l e-t im e [ reac h ab l e-t im e]
– [no] ipv6 nd su ppress-ra
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I P v 6  C o m m ands
• Following  c om m ands will be added f or I P v 6  support

– IP v 6  access-l ist
– IP v 6  route
– IP v 6  neig hb or
– IP v 6  IC M P
– show  N P  < N >  stats
– show  com m ands

FWSM/ i nt er nal 2# show i pv6 ?
access- l i st   Show hi t  count er s f or  access pol i ci es
i cmp Show I CMPv6 access r ul es conf i gur ed on al l  i nt er f aces
i nt er f ace    I Pv6 i nt er f ace st at us and conf i gur at i on
nei ghbor      Show I Pv6 nei ghbor  cache ent r i es
r out e        Show I Pv6 r out es
r out er s      Show l ocal  I Pv6 r out er s
t r af f i c      I Pv6 t r af f i c st at i st i cs
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I P v 6  C o m m ands
– D eb ug  com m ands/ output w il l  b e chang ed to refl ect IP v 6  support
– [ no]  deb ug  ipv 6  icm p |  interface |  nd |  pack et |  routing

• icm p:  D ispl ay deb ug  m essag es for IP v 6  Internet C ontrol  
M essag e P rotocol  ( IC M P )  transactions ( ex cl uding  IP v 6  IC M P  
neig hb or discov ery transactions) .
• interface:  D ispl ay deb ug  m essag es for IP v 6  interfaces.
• nd:  D ispl ay deb ug  m essag es for IP v 6  Internet C ontrol  
M essag e P rotocol  ( IC M P )  neig hb or discov ery transactions.
• pack et:  D ispl ay deb ug  m essag es for IP v 6  pack ets.
• routing :  D ispl ay deb ug  m essag es for IP v 6  routing  tab l e 
updates and route cache updates.
• S ysl og ing :  E x isting  sysl og m essag es are chang ed to support 
IP v 6  addresses in addition to IP v 4  addresse
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I P v 6  L i m i t at i o ns  and C av eat s

• No IPv6 multicast support
• No support on  F ailove r an d  T ran spare n t F ire w all
• A S D M  5 . 0 ( 1 ) F  d oe s n ot support IPv6 man ag e me n t
• No IPv6 support on  sh are d  in te rf ace s ( multi mod e )
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FWSM3.1 & ASDM 5.0(1)F Training
H ig h  A v ailability  E nh anc em ents
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Ac t i v e/ S t andb y  v s .  Ac t i v e/ Ac t i v e

SiSi

C onte x t 1

C onte x t 2

FWSM1

FWSM2

SiSi

C onte x t 1

FWSM1

FWSM2

Active / S tandb y Active / Active

S tandb y

Active

S tandb y

Active S tandb y

Active

C onte x t 1

C onte x t 2

C onte x t 1

C onte x t 2

Active

S tandb y

C onte x t 2
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Ac t i v e/ S t andb y  and Ac t i v e/ Ac t i v e

6 5 0 0

F W S M 1

F W S M 2

F W S M 1 F W S M 2

6 5 0 0 6 5 0 0

Intra and Inte r ch assis H igh  Availab ility
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Ac t i v e/ Ac t i v e F eat u r es
• W h en FW S M  is running  in v irtual f irewall m ode it is possible 
to use ac tiv e/ac tiv e redundanc y

• N o spec ial lic ense nec essary  f or f ailov er
• S im ilar to H S R P  ( two f ailov er g roups are av ailable)
• T h e g roup’s status is eith er ac tiv e or standby
• V irtual f irewalls are m apped to a f ailov er g roup
• R edundanc y  alway s f unc tions with  a pair of  FW S M  ( one 
prim ary ,  one sec ondary  – both  c an be ac tiv e f or g iv en v irtual 
f irewalls)
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Ac t i v e/ Ac t i v e H A:  “p r i m ar y ” v s .  “ac t i v e”
• J ust like bef ore,  one FW S M  is desig nated prim ary  wh ile th e 
oth er one is sec ondary  – h owev er,  at th e f ailov er g roup lev el it 
is now possible to elec t th e unit wh ic h  sh ould bec om e ac tiv e 
or standby

FWSM- 6K1/ pr i / 9/ act ( conf i g- f over - gr oup) # ?

Fai l over  User  Gr oup conf i gur at i on mode:

hel p              Hel p f or  user  Fai l over  Gr oup conf i gur at i on commands

i nt er f ace- pol i cy  Set  t he pol i cy f or  f ai l over  due t o i nt er f ace f ai l ur es

no                Remove user  f ai l over  gr oup conf i gur at i on

pol l t i me Conf i gur e f ai l over  i nt er f ace pol l i ng i nt er val

pr eempt            Al l ow pr eempt i on of  l ower  pr i or i t y  act i ve uni t

pr i mar y           Pr i mar y uni t  has hi gher  pr i or i t y

r epl i cat i on       Conf i gur e t he r epl i cat i on opt i on

secondar y         Secondar y uni t  has hi gher  pr i or i t y

<cr >

FWSM- 6K1/ pr i / 9/ act ( conf i g- f over - gr oup) #
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Ac t i v e/ Ac t i v e:  q u i c k  c o nf i g o v er v i ew
FWSM-6K1/pri/9/act(config-ctx)# sh run context
admin-context Cluster-1-admin
context Cluster-1-admin

allocate-interface Vlan822 
config-url disk:/transparent.cfg
j oi n- f ai l over - gr oup 1

!
context one

allocate-interface Vlan1448 
allocate-interface Vlan448 
config-url disk:/one
j oi n- f ai l over - gr oup 1

!
context two

allocate-interface Vlan1121 
allocate-interface Vlan121 
config-url disk:/two
j oi n- f ai l over - gr oup 2

!

FWSM-6K1/pri/9/act(config-ctx)# sh run failover 
| beg group

f ai l over  gr oup 1

preempt

replication http

polltime interface 3

interface-policy 100

f ai l over  gr oup 2

secondary

preempt 10

replication http

polltime interface 3

interface-policy 52

Now properties of the failover

Group are no longer global!
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Ac t i v e/ Ac t i v e:  P r eem p t i o n i n ac t i o n

Gr oup 1 Det ect ed Act i ve mat e

Gr oup 2 Det ect ed Act i ve mat e

Access Rul es Downl oad Compl et e:  Memor y Ut i l i zat i on:  < 1%

End conf i gur at i on r epl i cat i on f r om mat e.

Gr oup 2 pr eempt  mat e

Dec 19 2005 11: 22: 46 syst em :  %FWSM- 1- 104001:  ( Secondar y_gr oup_2)  Swi t chi ng t o 
ACTI VE - Fai l over  s t at e check.

FWSM- 6K1/ pr i / 9/ act ( conf i g- f over - gr oup) # 

Dec 19 2005 09: 39: 46 syst em :  %FWSM- 1- 103001:  ( Pr i mar y)  No r esponse f r om ot her  
f i r ewal l  ( r eason code = 1) .

Dec 19 2005 09: 39: 46 syst em :  %FWSM- 1- 104001:  ( Pr i mar y_gr oup_2)  Swi t chi ng t o 
ACTI VE - HELLO not  hear d f r om mat e.

Dec 19 2005 09: 42: 37 syst em :  %FWSM- 1- 709003:  ( Pr i mar y)  Begi nni ng conf i gur at i on 
r epl i cat i on:  Send t o mat e.

Dec 19 2005 09: 43: 18 syst em :  %FWSM- 1- 709004:  ( Pr i mar y)  End Conf i gur at i on 
Repl i cat i on ( ACT)

Dec 19 2005 09: 43: 41 syst em :  %FWSM- 1- 104002:  ( Pr i mar y_gr oup_2)  Swi t chi ng t o 
STNDBY - Ot her  uni t  want  me St andby

P
R

I
M

A
R

Y
S

E
C

O
N

D
A

R
Y
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Ac t i v e/ Ac t i v e F eat u r es  ( c o nt )
• Failover is configured by the system administrator. 
I ndividual contex ts see nothing sp ecial regarding 
failover,  ex cep t for interface monitoring w hich 
remains available as in p revious releases

• A n entire failover group  can be flip p ed over to the 
other FW S M  if necessary

• Failover is now  p reemp tive if configured to do so –
should the other FW S M  advertise a higher p riority 
for a given failover group ,  the FW S M  w ith the low er 
p riority can give up  its active role



10 6© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

Ac t i v e/ Ac t i v e S am p l e T o p o l o gy

#1 act

VLAN 1101

Ct x A

VLAN 1200

FWSM
One

FWSM
Two

#1 sby

TOP

DOWN

Ser ver
10. 10. 10. 100

VLAN 100

Fai l over
t r unk

101. 101. 101. 0/ 24

. 1

. 1

. 50 . 51

. 2 . 3

. 1

102. 102. 102. 0/ 24

Sout h

Nor t h

Ct x A#2 sby #2 act

VLAN 1201

VLAN 1102

202. 202. 202. 0

201. 201. 201. 0

. 1

. 1

. 50. 51

. 3 . 2

FWSM One is configured with 2 failover 
group s.  I t has elected a p reference to b ecom e 
active for group  1  and standb y  for group  2.
V irtual firewall # 1  is m ap p ed to group  1 ,  while 
V FW # 2 is m ap p ed to group  2.  
A s such,  V FW # 1  b ecom es active on this 
FWSM.
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M AC  addr es s  al l o c at i o n
• O ne ph y sic al M A C  per FW S M  ( 2  M A C s total per f ailov er setup,  
wh eth er ac t/sby or ac t/ac t)

• I n ac tiv e/standby ,  th e ac tiv e FW S M  uses M A C  A  wh ile standby  
uses M A C  B ;  if  standby  takes ov er it borrows M A C  A

• I n ac tiv e/ac tiv e,  th e sam e proc ess ex ists on per f ailov er-g roup 
basis:

G roup 1 :
M A C  A  used b y activ e,  B  b y standb y

G roup 2 :
M A C  A  used b y activ e,  B  b y standb y

• C orollary :  don’t sh are interf ac es between f ailov er g roups
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As y m m et r i c  R o u t i ng

• 2  op tions for asymmetric routing on FW S M
a) S ing le FW S M  ( or with in a v irtual f irewall)
b) W h ile in ac tiv e/ac tiv e m ode

• O p tion “a” is achieved using a new  concep t called 
“A S R  group ”

• O p tion “b” is achieved using “A S R  group ” w ith 
active/ active redundancy

F W S M  &
PIX / AS A

O N L Y
F W S M
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As y m m et r i c  R o u t i ng
• U p  to 8  interfaces in an A S R  group
• 3 2  group s p er FW S M
• A llow s traffic to arrive on a different unit or 
interface than the traffic originated and w ill be 
forw arded to the unit or interface w here the traffic 
originally p assed through

• O p erates in both M ultimode and S inglemode
• O p erates in both R outed and T ransp arent mode
• O p erates in Failover and N on-failover configuration
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As y m m et r i c  R o u t i ng ( AS R  G r o u p )

F W S M
O ut-one O ut-tw o

Top

Cl i ent
10. 20. 10. 100

A B

S Y N

S Y N -AC K

C lie nt initiate s a conne ction to T op.  
T h e  initial S Y N  could take  th e  R oute r 
A route ,  w h ile  th e  S Y N -AC K  could 
com e  b ack via th e  R oute r B route .  
T h is is norm ally  not a supporte d 
conf iguration,  b e cause  conne ction 
e ntrie s in F W S M  are  tie d to th e  
original source  and de stination 
inte rf ace s.
U sing th e  ne w  AS R  group conce pt it 
is possib le  f or th e  F W S M  to acce pt 
th e  re turning S Y N -AC K  se gm e nt e ve n 
th ough  no corre sponding S Y N  w as 
e ve r se e n on th at inte rf ace .  
U p to 8  inte rf ace s can b e  place d into 
an AS R  group,  and th e re  can b e  up to 
3 2  groups pe r F W S M .  Inte rf ace s 
inside  a com m on AS R  group se e  th e  
usual F W S M  re strictions lif te d 
re garding pre viously  e stab lish e d 
state  – in oth e r w ords,  packe ts 
b e longing to a give n se ssion can 
e nte r and le ave  f rom  any  inte rf ace  
w ith in th e  AS R  group.

K e e p in m ind th at b e f ore  a se ssion is 
cre ate d,  one  valid initial packe t m ust 
h ave  crosse d th e  F W S M .  T h is m e ans 
th at AS R  doe s not disab le  th e  state  
m ach ine .  A S Y N -AC K  w ill b e  pe rm itte d 
on a dif f e re nt inte rf ace  th an th e  
original one  if  and only  if  a valid S Y N  
m atch e s th e  re turning S Y N -AC K !
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As y m m et r i c  R o u t i ng w i t h  Ac t i v e/ Ac t i v e
• W ith active-active netw ork  designs,  it is fairly easy 
to run into an asymmetric routing condition

• T raffic could leave via one FW S M ,  contex t A  and 
come back  through the other FW S M  in the failover 
p air using a different active contex t

• W ith no sp ecial p rovision to tak e care of this 
p articular condition,  traffic w ould be left out in the 
dark  and drop p ed

• T he active-active code automatically handles traffic 
w andering off the beaten p ath and “reroutes” it 
back  to the ap p rop riate contex t
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S y m m et r i c  R o u t i ng w i t h  Ac t i v e/ Ac t i v e

• T C P  and U D P  sessions are automatically rerouted 
using A S R

• I C M P  connections are not rep licated,  therefore A S R  
can’t help  asymmetric I C M P  traffic

• A S R  is sup p orted both in routed and transp arent 
mode
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Asymmetric Routing – Activ e/ Activ e H A
( O nl y f orw a rd ed  b y L a yer2 )

Ct x A

VLAN Z

VLAN Y

VLAN W

VLAN X

FWSM
One

FWSM
Two

TOP

DOWN

Ser ver
10. 10. 10. 100

Cl i ent
10. 20. 10. 100

SYN SYN- ACK

Ct x A Ct x A Ct x BCt x ACt x BCt x B

I n t e r f a ce  V L A N  X  in  A S R  g r ou p ?  
L e t ’s p e r f or m  a  se ssion  l ook u p  
a cr oss a l l  con t e x t s u sin g  t h e  A S R  
g r ou p  a s t h e  k e y !
M a t ch  f ou n d  in  Ct x A  – w e ’r e  
st a n d b y ,  l e t ’s se n d  t h e  S Y N -A CK  
a cr oss V L A N  W

A S R  g r ou p  con f ig u r e d
O n  t h e se  in t e r f a ce s
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F W S M 3 . 1  &  AS D M  5 . 0 ( 1 ) F  T ra ining
M isc ellaneous I m prov em ents
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S S H v 2
• S S H 2  is im plem ented to h elp inc rease th e c om patibility  to 
support wide rang e of  S S H  c lients.

• O nly  serv er side support is im plem ented.   
• T h e f ollowing  f eatures are supported:

– 3 D E S ,  A E S  sym m etric ciphers
– hm ac-( sha,  m d5 )  al g orithm s for pack et integ rity
– R S A  pub l ic k ey al g orithm  for host authentication
– D iffie-H el l m an-g roup1 -sha1  k ey ex chang e m ethod
– P assw ord b ased user authentication
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S S H v 2  C o nf i gu r at i o n and D eb u g

• C onfiguration may be done via:
[ no]  ssh <loc al_ ip> <m ask> <if _ nam e>
[ no]  ssh tim eout <num ber>
[ no]  ssh v ersion 1 | 2

• D ebugging maybe done via:
sh ow ssh sessions [ <c lient_ ip>]
S h ow debug  ssh <debug  lev el>
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L i m i t at i o ns  and C av eat s
• The user authentication attem pt l im it is set to 3  – it is not 
config urab l e 

• R eq uires 3 D E S  L icense for S S H  V 2  to w ork .
• The cryptog raphic al g orithm s used b y S S H 2  is l im ited to 3 D E S  and
A E S . O nl y S H A  and M D 5  are av ail ab l e for the integ rity.

• S S H 2  is l im ited to a m ax im um  of 1 0 0  sessions per physical  dev ice,  
w ith a further l im itation of 5  sessions per security contex t.

• S ev eral  features of the S S H 2  drafts w il l  not b e im pl em ented. These 
incl ude

– X11 Forwarding
– P ort  Forwarding
– S FT P  s u p p ort
– K e rb e ros  and A FS  T ic k e t  P as s ing
– D at a C om p re s s ion
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S y s l o g s er v er  F ai l u r e P o l i c y  ( T C P  
t r ans p o r t )

• allow  new  netw ork  access sessions for a T C P -
based system log server that is not op erational –
default is FW S M  denies new  connections for failed 
server.

h ostnam e ( conf ig) #  logging pe rm it-h ostdow n
h ostnam e #  sh ow  running-conf ig logging
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V P N  E nh anc em ent s

• T o the box  management connections
• M ax imal 5  connections for S ingle M ode and 1 0  
connections for M ultip le M ode

• V irtualiz ed
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V P N  I m p l em ent at i o n and D ev i at i o ns

• I mp lementation
– A ll proc essing  done on P C  side
– N P s punt all c ontrol and data pac kets to P C

• D eviations from P I X 7 .0
– no support N A T -T ,  I P S E C  ov er U DP ,  c T C P
– no transport m ode ex c ept L 2 L  answer m ode
– no inh eritanc e in S A  ( V P N 3 k)
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S N M P v 2 c  and Addi t i o nal  M I B s

• S N M P  v2 c is imp lemented to sup p ort 6 4 bit counters 
p reventing “rap id counter rollover” on high 
bandw idth media

• S N M P  v2 c is essentially S N M P  v1  w ith 6 4 bit 
counters. T he contex t and security features of 
S N M P  v2  are not p resent

• T he R FC s that define S N M P v2 c are 1 9 0 1 -1 9 0 7
• M I B s w ill be on p ar w ith P I X 7 .0
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O u t  o f  B and M anagem ent

• A llow s only management traffic to be allow ed on 
configured interfaces.

• T his is only allow ed in routed mode and not 
transp arent mode

• C onfiguration via
F W S M / adm in( conf ig) #  int vlan1 0
F W S M / adm in( conf ig-if ) #  m anage m e nt-only
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P r o m p t  D i s p l ay  C o nf i gu r at i o n
• FW S M  p rom p t  m ay b e  c h ange d t o dis p l ay  av ail ab l e  s t at u s
• U s age :

prom pt < ke y w ord>  [ < ke y w ord>  . . . ]
• S y nt ax :

ke y w ords:
H ostnam e C onf igure s th e  prom pt to display  th e  h ostnam e
Dom ain C onf igure s th e  prom pt to display  th e  dom ain
C onte x t C onf igure s th e  prom pt to display  th e  curre nt conte x t ( m ultim ode  only )
Priority C onf igure s th e  prom pt to display  th e  ' f ailove r lan unit'  se tting
S tate C onf igure s th e  prom pt to display  th e  curre nt traf f ic h andling state
S lot C onf igure s th e  prom pt to display  th e  slot location ( w h e n applicab le )

• E x am p l e :
F W S M / inte rnal1 / se c/ actN oF ailove r/ 4( conf ig) #
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M i s c el l aneo u s  I m p r o v em ent s
• P ing ,  l og g ing  and m em ory m anag em ent enhancem ents

E x t e nde d p ing,  l ogging of  m e m ory  de p l e t ion c ondit ions ,  and im p rov e d c h e c k s  f or de t e c t ing m e m ory  c orru p t ions
– E x t e nde d p ing

FW S M #  p ing
I nt e rf ac e :  m gm t
T arge t  I P  addre s s :  10 . 10 . 10 . 2
R e p e at  c ou nt :  [ 5 ]  
D at agram  s iz e :  [ 10 0 ]  
T im e ou t  in s e c onds :  [ 2 ]  
E x t e nde d c om m ands  [ n] :  
S we e p  range  of  s iz e s  [ n] :  
S e nding 5 ,  10 0 -b y t e  I C M P  E c h os t o 10 . 10 . 10 . 2 ,  t im e ou t  is  2  s e c onds :

• Increase current num b er of H TTP S  to A S D M  form  3 2  to 8 0
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F W S M 3 . 1  &  AS D M  5 . 0 ( 1 ) F  T ra ining
A S DM  5 . 0 ( 1 )F
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N at -c o nt r o l  o p t i o ns
• FW S M 3 . 1  h as nat-c ontrol disabled by  def ault th at allows 
inside h osts to c om m unic ate with  outside network with out 
N A T  

R e m ov e  ch e ck m a r k  t o 
e n a b l e  N A T  r e q u ir e m e n t
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T i m e-r ange – AS D M  5 . 0 ( 1 ) F

D e f in e  t im e -r a n g e
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T i m e-r ange - AS D M  5 . 0 ( 1 ) F

A p p l y  t o 
a cce ss-l ist  &
a cce ss-g r ou p
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AC L  I nac t i v e o p t i o n

R e m ov e  ch e ck m a r k
t o d isa b l e



130© 20 0 6 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C I S C O  S E C U R I T Y  
20 0 6 Cisco P u b l ic

Ap p l i c at i o n F i r ew al l  – AS D M  5 . 0 ( 1 ) F

S e r v ice  P ol icy
W iz a r d s I nsp ection

rules
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F T P  C o m m and F i l t er i ng C o nf i gu r at i o ns
• Allow or disallow specific ftp commands. If 
disallowed,  connection will b e closed and 
sy slog will b e g enerated.

• AS D M :  gl o b al  o b j ec t s  -> I ns p ec t  m ap s  ->  
f t p
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E S M T P  I ns p ec t i o n C o nf i gu r at i o n
• S pecified as part of policy -map criteria
AS D M :  S ec u r i t y  P o l i c y  ->  R u l e Ac t i o ns
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T C P  Adv anc ed O p t i o ns  ( t c p -m ap )
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S ec u r e S h el l  C o nf i gu r at i o n – AS D M  5 . 0 ( 1 ) F
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S ysl og S erv er F a il ure P ol icy ( T C P  tra nsp ort)

• allow new network ac c ess sessions f or a T C P -based sy stem  
log  serv er th at is not operational – def ault is FW S M  denies 
new c onnec tions f or f ailed serv er.
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O u t  o f  B and M anagem ent
• A llows only  m anag em ent traf f ic  to be allowed on c onf ig ured 
interf ac es.

• A S DM :  C onf ig uration-> I nterf ac e
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