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FWSME show acti vati on- key

Serial Nunmber: SADO65102T5

Runni ng Activation Key: 0x00000000 0x00000000 0x00000000
0x00000000

The Running Activation Key is not valid, using default
settings:

Li censed features for this platforn1
Maxi mum | nt er f aces . 256

| nsi de Hosts : Unlimted
Fai | over . Activel/ Active
VPN DES . Enabl ed
VPN- 3DES- AES . Enabl ed
Cut -t hr ough Proxy . Enabl ed
GQuar ds . Enabl ed
URL Filtering . Enabl ed
Security Contexts .2

GIP/ GPRS . Di sabl ed
VPN Peers : Unlimted

The flash activation key is the SAME as the running key.




Cisco ASDM 5.0F for FWSM - 192.168.20.85 | active context: admin (Preview Release)

File: Ruls= h Options  Tools. Wizards  Help

Mode: v | A e & . _ Cisc0 SysTEms
= @ o 2 O U Q| & @ i

1E?J admin :J | Configuration tonitoring Back  Forward | Search | Refresh Save
Device Information 1 Interface Status

wen.al Licenze | | Interface ] P Addressiask ] Line ] Link
gt 192.168.20.85/24 @ down @ down

Enictyption: JDES-AES GTRIGRRS: Disabled
Mz Security
Contexds:

Failowver: Active/Active 2

hizximuim 256
Interfaces;

Select aninterface to view input and output Kbps

System Resources Status- -~ Traffic Status
-CFU “CPU Usage (percent) — 1l “Connections Per Second Usage

/M UDF: 0 TCR O
temony Usage (bB) ‘mgmt Interface Traffic Usage (Kbps)

| Graph not available. *ou may not have enough privilege to access the data or interface not
| defined yet.

1niB
Input Khps: B Sutput Kps:

Latest ASDM Sysiog Messages Configure ASDM Syslog Filters
Moy 10 2005 04:44:03 106015; Deny TCP (ho conmection) from 192.168.20.1 001 329 10 1921682085443 flags RET on interface mgnt ﬂ :i!

Mo 102005 04: 44:01 106015 Deny TCP (ho connection) from 192 168.20.1001 32910192 165820 8544 3 flags ACK on interface mgrnt

Mo 10 2005 04:44:01 302014: Teardovwn TCP connection O for mgrnt: 192,168,201 0001 329 to mgrt:192.165.20.55/443 duration 12:35: 42 bytes 45963549 TCP FiNs
Moy 102003 04:44:00 BOE002: ASDM session number O from 192.168.20.100 ended

Mow 10 2005 04:435:49 502014: Teardowwn TCP connhection O for mgrmt: 1921682001 0003757 to mgrnt:192.165.20.585/4 435 duration 0:00:00 hytes 2451 TCP FiMs

Mo 102005 04:43:49 302014: Teardowwn TCP connection 0 for mgmt: 192,168,201 0003791 to mornt:192.168.20.585/44 5 duration 0:00:00 bytes 2059 TCP FiNs

Mow 10 2005 04:43:49 111008 User 'enable_15" executed the 'changeto context admin' command.

<adtin= - i e 11110005 4:44:30 AM UTC
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Cisee SystTens

admin.default.domair
3.1{0)103 i 2d 1h 44m 165
5.0{0)20F WS SUC FwM 1
Muttiple
Total FI% 1024 MB




Eﬁtisco ASDM 5.0F for FWSM - 192.168.20.85 | active context: internall {Preview Release)

bl Cwbiewns Tesls Afmavds

File M

Interfaces

Security Policy

Global Ohjects

Properties

Digwvic

File FRules Search COptions  Tools

EEIS(D ASDM 5.0F For FWSM - 192.168.20.85 | active contex!
Wizards Help

Wfirarcds  Haln

Wifirards  Healn

@

Cption= Tools  Wizards Help

% 0 00

Configuration

Monitaring Back

Forward

~ = Cisco Svsveus
Qe

Search Refresh Save

—i Startug Wizard

&l 88 Setup

R a8 Server Grol
— @‘ 288 Servers
5§ auth. Promat

—fA anti-spoofing
=13 arp

1" il ARP Static Table

A certificate

—[ER Authertication

!Ea Enroliment

—IF Import Certificate

@ Hey Pair

- !Ea Manage Certificat
@ Trustpoint

i’ﬁ' Device Access

T !3]‘ ALA Access

— 38 HTTPSASDM

= -.'& Secure Shell

L= Telnet

i Device Administration

] Bariner

—ItiE- ICMP Rules

—&E0 Password

—3& ShiTP

i, SHMP

—all TFTP Server

£l User Accourts

88" DHCP Services
| DHCP Relay
" DHCP Server

= DS Client

Failower
= il

Define inkerface monitoring status and bridge group standby IP addresses.

outside 172,19,105.458

Interface Name | Active IP | Standby IP Monitored | Edit I
[

=it ﬁ 11H4/05 12:09:44 AM UTC




[ Cisco ASDM 5.0F for FWSM - 192.168.20.85 | active context: internall {Preview Release) [_ |5}

File: : arch  Options  Tools Wizards Help

SN o2 Cisco ASDM 5.0F for FWSM - 192.168.20.85 | active context: internall {Preview Release) B
Options  Tools. Wizards  Help

=l B3
=l B3

0%; @ P Q @’ D ) Cisco Srstems

Configurstion | Monitoring Back  Forward | Search | Refresh  Save Help

Live Lo
N it}

Interfaces

qv Click the view button below to start displaving syslog messages in real time. Select the
desired logging level to see messages at that severity or higher.

Routing
®

Logaging Level: Cebugging il i
Properies
Logging Buffer Limit: 1000

|

Data Refreshed Successfully, =tnin | 1111005 2:08:32 AM UTC
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'_ Cisco ASDM 5.0F for FAWSM - 192.168.20.85 | active context: internall (Preview Release)

Dyl S5 che D i d,
ternall {Preview Release)

Thistg file Bules Search Options Tools Wizards  Help

Mode:

: v
i 1 internall ¥ ! T
]

@&

% [ O O Q| & & 2 Bisto Ststius

| Configuration  honitoring Eack  Forward | Search | Refresh  Save

@0 (%,
L= Interfaces
@0 ;
Q0

MNAT

Rauting
%)
Global Ol‘ajeds

Propetties

@ 0 || Security Policy

<

A N |

AR Rules " Fitter Rules " Service Policy Rules

Show Rules for Interface:

h Bn B [

!AII Interfaces - ! Shaw all I

Fuile
Enahiled

Action

Interface Service Ti

Hostiletnork Hostiletinork To Traffic

Source Destination Rule &pplied
Interyal

| Syslog Level

v @ any @ any —F incoming  insice IF-ip Emergencies (... -- Mot

|

v & @ oany @ any _F incaming  inside e icrp - Mot
i @ any @ any B outgoing insids IE- Etnergencies (... -- Mot

- bt

E:
B jncoming  outside - icrip

4

@ outgoing  outside 28 ip Emergencies (... Mot
@ outgoing  outside - icrp -- Mot

|

' Allow traffic

@ Emergencies

&3 Deny traffic * Show Summary ¢ Show Detail
Advanced. ..

=
<ackrin= 15 B g8k 11/24005 2:27:14 AMUTG !Ll_l

& Alerts @ Critical e Errors t. Marnings 1 Motifications i Informational o Debugging

adtnins 5 5 2 sl A [11124008 218:54 AM UTC
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FWSME dir di sk: ?
di sk:/internal 1.cfg di sk:/internal 2. cfg
FWSME di r di sk:
FWEM¢ changet o contest admn
N
ERROR. % Invalid input detected at '~ nmarker.

FWBM confi g) # show run
. Saved

FWEM Ver si on 3. 1(0) 103 <systenp
!

resource acl-partition 12

host nane FWSM

FWSM confi g) # hel p | ogout
USAGE:
| ogout

DESCRI PTI ON:
| ogout Exit fromcurrent user profile to unprivil eged node

FWSM confi g) # command- al i as exec ctx show cont ext

FWBM confi g)# ctx

Cont ext Nane Cl ass | nt erfaces Mbde URL

*adm n def aul t VI an10 Rout ed di sk:/adm n. cfg
internal 1 def aul t VI an105, VI an50 Rout ed di sk:/internal 1. cfg













FWSM¢ sh conn
2 in use, 3 nost used
Net wor Kk Processor 1 connections
PROT: 80 out 50.1.1.1 in 50.1.2.1 idle 0:00:30 Bytes 94
TCP out 50.1.1.1:39390 in 50.1.2.1:23 idle 0:00:02 Bytes 1701 FLAGS - UBO
Net wor kK Processor 2 connecti ons
Mul ti cast sessions:
Net wor kK Processor 1 connecti ons
Net wor kK Processor 2 connections
| Pv6 connections:

FWSM¢ sh np 3 stats

Session Mgnt Inserts
TCP Fi xups

UDP Fi xups

| CMP Fi xups

O her Fi xups
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VI an 100

g --...I Vl an 101

Net wor k Mgt

VI an 102

VI an 60













FWBM i nt ernal 2(config)# firewal | ?

configure node commands/ opti ons:
transparent Switch to transparent node

FWSM confi g) # show cont ext

Cont ext Nane Cl ass | nt erfaces

*adm n def aul t VI anl10

i nternal 1 def aul t VI an105, VI an50
i nternal 2 def aul t VI an106, VI an51

Mbde

Rout ed

Rout ed
Transpar ent

URL

di sk:/adm n. cfg
disk:/intl. cfg
di sk:/int2.cfg
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FWSM i nt er nal 1# show np 3 vft 2 . 0x80000

Nat Contr ol : Di sabl ed
Slow Path Virtual Firewall Table VF : Enabl ed

| CVP Fi xup : Di sabl ed

internal 1 (#2) | CVP Fi xup Error : Disabl ed
Firewal | Mde . Router

: 00: 00 sec Sane Security Traffic : Disabled
:05: 00 sec Intra Ifc Traffic : Di sabl ed
AAA I nactivity Ti neout :00: 00 sec New Connecti ons . Al owed
TCP M5S M n ; Byt es Fi xup Packets : Al'l owed
TCP MSS Max : 0 Bytes No DNS Alias Inbound : D sabled
Syslog Mask (Bits 96-127) : 0xO No DNS Alias Qutbound : Disabl ed
Sysl og Mask (Bits 64-95) © Ox7f HTTP Redirect Warning : Disabl ed
Sysl og Mask (Bits 32-63) © Oxffffffff Reset | nbound : Disabl ed
Syslog Mask (Bits 00-31) © Oxffffffff AAA Tel net Chal l enge : Enabl ed
Virtual Http Address : 0.0.0.0 AAA FTP Chal | enge : Enabl ed
Virtual Tel net Address : 0.0.0.0 AAA HTTP Chal | enge : Enabl ed
ACL Deny Fl ow Max . 4096 AAA HTTPS Chal | enge : Enabl ed
ACL Alert Interval : 300 sec “- AAA Config Style : Not Confi gured
MAC Li st : None
Sysl og Level D7

Xl at e Ti neout
AAA Absol ute Ti neout

3
0
0
0
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FWEM confi g)# show run ti ne-range
|

ti me-range weekdays

peri odi c weekdays 8:00 to 16:59
|

FWEM confi g)# show run access-1|i st

access-list outside npc_in remark Only ww traffic during weekdays
access-list outside npc_in extended permt tcp any any eq ww ti me-
range weekdays




; < ( 0%%

access-list outside_in extended pernmt tcp any object-group nail-servers
eq sntp




+
A4

A4

FWSM i nt er nal 1# show cl ock

21: 04: 49. 590 UTC Tue Nov 22 2005
FWSM i nt er nal 1# sh access-1i st
access-1ist node auto-conmmt
access-list cached ACL | og fl ows:
alert-interval 300
ALLOW 2 el enents
ALLOWIine 1 extended permt
ALLOW I ine 2 extended permt
access-1list outside_weekend; 1 elenents
access-1list outside_weekend |ine 1 extended permt
(hitent=0) (inactive)

t ot al

access-|i st
access-1|i st
access-1|i st

0, denied O (deny-flow max 4096)

ip any any (hitcnt=176)
i cmp any any (hitcnt=0)

i p any any tine-range weekends
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FWEM 3. 1
1, /0

| > .0 /4
00. 00. 00. ("




FWSM 6K4( confi g)# sh naneif

I nterface Name Security
VI an822 ngm 82
FWEM 6K4(config)# sh run naneif

|

i nterface VI an822

namei f ngnt
security-level 82
|

FWSM 6K4( confi g) #

FWSM 6K4(confi g)# sh run fixup

I NFO Al '"fixup' commands have been converted to 'inspect' conmmands.
Pl ease use 'show runni ng-config service-policy' in conjunction

wi th 'show runni ng-config policy-map' to view the new configuration.













Apply defined polices (from below) to global
or interface level. This activates the associated
policies

O

Associate classes of traffic

defined below with specific actions.
E.g. Inspection, TCP :
Connection actions. Interface

Classify the traffic based on
various criteria (access-list,
TCP/UDP port number,
Default inspection traffic or
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sh run cl ass-map http-port
!
cl ass-map http- port
mat ch port tcp eq wwww
!

sh run http-map i nbound-http

|

htt p- map i nbound-http

content-length mn 100 nax 200 action reset |og
content-type-verification nmatch-reqg-rsp action reset |og
max- header-| ength request 100 action reset |og
max-uri-|length 100 action reset |og

port-m suse p2p action drop

port-m suse imaction drop

port-m suse default action all ow




sh run policy-map outside policy
I
pol i cy-map outside policy
cl ass http-port
| nspect http inbound-http

sh run service-policy

servi ce-policy global _policy gl obal
service-policy outside policy interface outside
service-policy inside-policy interface inside
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sh run ftp-map
|

ftp-map ftp-in
request - command deny appe cdup

I [dele get help nkd put rnd rnfr rnto site stou]
!




( 0+

Connected to 10. 89. 129W
vl. 32b ready

220 W ndows ftp Server
User (10.89.129.63:(none)):

FWSM confi g-ftp-map) # ?

Ft p- map confi gurati on conmands:
mask-syst-reply Mask reply to syst command
no Negate a command or set its defaults
request -command FTP request comrand i nspecti on
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FWSM i nt er nal 2(confi g- pmap-c)# i nspect ?
npf - pol i cy- map-cl ass node conmands/ opti ons:
ctigbe
dns
esntp
ftp

sntp
snnp
sqgl net
sunr pc
tftp
xdncp
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)IE $0)
4) A4B

FWSM i nt er nal 2# show i pv6 ?
access-list Show hit counters for access policies
I cnp Show | CMPv6 access rules configured on all interfaces
I nterface | Pv6 interface status and configuration
nei ghbor Show | Pv6 nei ghbor cache entries
route Show | Pv6 routes
routers Show | ocal |Pv6 routers
traffic | Pv6 traffic statistics
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FWSM 6K1/ pri/ 9/ act (confi g-fover-group)# ?
Fai | over User Group configuration node:
hel p Hel p for user Failover G oup configuration conmands
interface-policy Set the policy for failover due to interface failures
no Renove user failover group configuration
pol I time Configure failover interface polling interval
pr eenpt Al ow preenption of |ower priority active unit
pri mary Primary unit has higher priority
replication Configure the replication option
secondary Secondary unit has higher priority
<Cr>
FWSM 6K1/ pri / 9/ act (confi g-fover-group) #




FWSM 6K1/ pri/ 9/ act (config-ctx)# sh run context Now properties of the fail over

adm n-cont ext Cluster-1-admn

context Cluster-1-admn
al l ocate-interface VI an822
config-url disk:/transparent.cfg
join-failover-group 1

|

cont ext one
al l ocate-interface Vlanl448
all ocate-interface VI an448
config-url disk:/one
join-failover-group 1

I

cont ext two
all ocate-interface Vlanll21
all ocate-interface Vlanl2l
config-url disk:/two
join-fail over-group 2

|

G oup are no | onger gl obal!

FWSM 6K1/ pri/ 9/ act (config-ctx)# sh run failover
| beg group

falilover group 1
pr eenpt
replication http
polltime interface 3
i nterface-policy 100
fail over group 2
secondary
preenpt 10
replication http
polltinme interface 3
interface-policy 52




FWSM 6K1/ pri/ 9/ act (confi g-fover-group)#

Dec 19 2005 09: 39:46 system: %WSM 1-103001: (Primary) No response from ot her
firewall (reason code = 1).

Dec 19 2005 09: 39:46 system: %W5SM 1-104001: (Primary_group_2) Switching to
ACTI VE - HELLO not heard from mate.

Dec 19 2005 09:42: 37 system: % WSM 1-709003: (Primary) Begi nning configuration
replication: Send to nate.

Dec 19 2005 09:43:18 system: 9% WSM 1-709004: (Primary) End Configuration
Replication (ACT)

Dec 19 2005 09:43:41 system: %W5SM 1- 104002: (Primary_group_2) Switching to
STNDBY - Ot her unit want ne Standby

G oup 1 Detected Active mate

G oup 2 Detected Active mate
Access Rul es Downl oad Conplete: Menory Utilization: < 1%
End configuration replication from nate.

Group 2 preenpt mate

Dec 19 2005 11:22:46 system: 9%W5SM 1- 104001: (Secondary_group_2) Switching to
ACTI VE - Fail over state check.







VLAN 1200 102. 102. 102. 0/ 24

Nor t h

FWsM 2 3

.50 .51

Sout h

202.202.202.0 VLAN 1201
[ ]

[ |
PHEY .3 .2
- gg
Fai | over #2 act
.51 .50

trunk

|
201.201.201.0 VLAN 1102

VLAN 100




0 %% %
' <

0 %% %
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Server

10. 10. 10. 100 #

Client
10. 20. 10. 100
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85 | active context: internalZ (Preview Release}
File  Rules Search Options Toolz \Wizards Help

Mode: v @ @ D O O Q% e I - Cisco Srs1tus

Home Configuration Monitaring Back Forweard Search Refresh Save

Interfaces: W= traffic through the firewall without address translation

L Translation Rules " Translation Exemption Rules
Securty Policy
F: Shaow Rules For Interface: W Shiows All

i e
HAT it Original

4% Type Interface Source Network Destieley Interface Address DMS Rewrite i
22 Nebwork:

¢ Ediit |
Rauling : nside 100 % any . 19,105.54

inside @ inside: anyj0 autside 172.19.105.54 - 172,19.105.55 L Delete I

Translated Add

Global Ohjects

Froperties

‘ I 2
317 Static NAT d Static Palicy AT .;';__ﬂ Dynamic Palicy NAT Manage Pools

Reset

(=acdmin= i EI 11105 11:40:35 PWM UTC
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