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New Computing Cycles — 10x More Dewces
New = Reduce Usage Friction Via Better Processing Power + Improved User
Interface + Smaller Form Factor + Lower Prices + Expanded Services

Computing Growth Drivers Over Time, 1960 — 2020E
1,000,000 . (

Mobile iPad

Internet Smartphone
100,000 e

DESktOP Tablet
Internet .___ MP3

Cell phone /
PDA

Car Electronics
GPS, ABS, AV

. Mobile
1B+ Units / Video

100MM+ Home
Entertainment

Games

Devices / Users (MM in Log Scale)

__________________________________________________________________________________________ Wireless Home
Appliances

1MM+ Units

1960 1970 1980 1990 2000 2010 2020

Nofe: PC instalied base reached 100MM in 1993, celiphone / Internei users reached 1B in 2002 / 2005 respectively;

Mo rgan Stan ley ) ' Source: ITU, Mark Lipacis, Morgan Stanley Research. 7
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Windows 7

v
What devices are Who are the users in How do | enforce How do | scale
in my network? my network? role-based access control? my access policy
across my network?
T
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“Employees should be able to
access everything but have
limited access on personal

devices”

Data
Center

Campus
Network

“Printers should only
ever communicate

internally”
[
ﬁ’ EE a2z | |
Cisco Access Cisco Cisco Wireless CI SC O® I d enti ty
Point Switch LAN Controller Services Engine
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PHYSICAL VIRTUAL & CLOUD

PHYSICAL APPLIANCES AND MODULES CLOUD FIREWALL
Multi-scale™ data center-class ASA devices Enhanced cloud security

Cisco ASA ASA SM for Cisco Virtual Cisco ASA 1000V

5585-x Catalyst 6500 Security Gateway
(VSG)

» Scalable in-line performance *Proven firewall to secure your cloud
» Data center edge security policies » Tenant-edge to VM-specific policies
* Flexible deployment options » Automated, policy-based provisioning
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Nexus 1000V

Extending existing operational
workflows to virtualized environments

Extending network services to
virtualized environments

Extending networking to virtualized
environments

Cumulonimbus
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Nexus 1000V
Distributed Virtual Switch —

upgrade

ASA
1000V

(Standby) (Active)

& Altocumulus translucidus Cisco



Delivery’of Cis¢o'Vi

Virtual Network
Management Center

Virtual Security Gateway

Nexus 1000V with vPath
« Distributed virtual switch
« Runs as part of hypervisor

Management console for VSG
Runs on one of the VMs

fenaiee) Aunoag enui 008)9

Physical Host

- UCS
Software-based firewall « Other x86 server

Runs on one of the VMs ’—\
alraln Q) .
Provides zone-based policy m— VM\Vare
and secure segmentation for . .
all VMs Security Serw_ce
Admin Admin

L Iir
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Nexus 1000V
Distributed Virtual Switch

d) Initial Packet Flow @ Flow Access Control

Log/Audit
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Nexus 1000V
Distributed Virtual Switch

ACL Offloaded
to Nexus 1000V e

Remaining Packets from Flow Log/Audit
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Condition

Condition
Aftribute Type .
Expression

ibute Name !

etk T~

Destination
Condition

Attribute Type

Network

VM

User Defined

vZone

| IP Address

VM Attributes Network Attributes

Instance Name

IP Address

Guest OS full name

Network Port

Zone Name

Parent App Name

Port Profile Name

Cluster Name

Hypervisor Name

En Cumulonimbus

[~ [ Operatgr: |eq

Action

!

(») drop () permit
[ ] log

() reset

v|  Atibute Value: |192 . 168 .1 .2

member
neq Not-member
gt Contains
It
range

Not-in-range

Prefix
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Proven Cisco Security...Virtualized

Physical — virtual consistency

Collaborative Security Model

VSG for intra-tenant secure zones
ASA 1000V for tenant edge controls

Seamless Integration

With Nexus 1000V & vPath
ASA 1000V ASA 1000V
Nexus 1000V

Multi-instance deployment for Hypervisor
horizontal scale-out deployment

Nimbostratus CISCO
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Nexus 1000V
Distribgted Virtual Switch

S > @ Initial Packet

Flow

‘A’
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Nexus 1000V
Distribgted Virtual Switch

N 0 Initial Packet (2)ASAin line
Flow

‘*ﬁ Cirrus’intortus CISCo,




E E w w w (policy evaluation)
[ v | [VM] (v | [VM] [VM] w w w L VSG
S

Nexus 1000V

Distributed Virtual Switch e e e

0 Initial Packet (2)AsAin line
Flow

Cirrus’'uncinus CISCO .



E E w w w (policy evaluation)
DIDOEOEDEE] M 0 o g
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Nexus 1000V

Distributed Virtual Switch e e e

OS2 0 Initial Packet (2)ASAin line
Flow

Cumulus <00
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(policy evaluation)

VSG
~\\ s

Nexus 1000V = %

Distrlbuted Virtual Switch

Initial Packet @ASA in line
Flow

Altostratus CISCO .



Nexus 1000V
Distribyted Virtual Switch

(policy
downloaded)

CISCO.



Developed using existing ASA
Infrastructure

Single code base across all
ASA deployments

Customized to provide
enhanced security for tenant
edge deployments

Virtual Appliance

Altocumulus CISCO




Server Team Security Team

vCenter

VM
Attributes

Network Team

Stratus opacus CISCo
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