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Upravljanje sigurnosnim informacijama

- Prikupljanje, analiza i ocjenjivanje sigurnosti i
dogadaja

- Brza identifikacija, prioretizacija i odgovor na
kKrsenja korporativnih sigurnosnih propisa, vanjske
napade | unutarnjih rizike

- Korelacija logova, uloga korisnika i mreznih tokova
- Tko, sto, gdje | kada

- Upravljanje aplikacijama, mrezom, IT operacijama,
sigurnosti umrezenog informacijskog sustava i
poslovna analitika
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Cisco TrustSec

- Napredna kontrola pristupa mrezi i upravljanje identitetima

- Integracija u mreznu infrastrukturu (switchevi, wireless kontroleri)
 Velika koliCina korisnih podataka o dogadajima pristupa mrezi

- Provjereno rjeSenje sa detaljno testiranom integracijom komponenti

« Funkcije za koje rjeSenja ostalih vendora zahtijevaju dodatne appliance
| overlay uredaje — unutar TrustSec tehnologije switch radi samostalno

- Uz standardne IEEE 802.1X i VLAN kontrole podrzava napredno
upravljanje identitetima i kontrole njihovih prava

- Fleksibilna autentikacija, Downloadable Access Control Lists (dACLs),
Security Group Tagging (SGT), profiliranje uredaja i utvrdivanje
sukladnosti uredaja
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Izvori informacija : ISE monitoring
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|zvori informacija : ISE monitoring : Profilirani uredaji

- Probe:
NetFlow
DHCP
DHCP SPAN
HTTP
RADIUS
NMAP (ISE 1.1 - 19.03.)
DNS
SNMP Query
SNMP Trap
|OS Sensor (ISE 1.1 - 19.03.)
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|zvori informacija : ISE monitoring : Profilirani uredaji
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Izvori informacija : ISE monitoring : Autentikacija i autorizacija

- Metoda autentikacije (802.1X, MAB, web)
Username

NAD, NAS Port ID

|dentity store

Authorization policy match
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Izvori informacija : ISE monitoring : Autentikacija i autorizacija
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Feb 01, 11 08:13:25 587 AM o 00:22BOD4FCO1  0022BDD4FCO1  3560-Access 0401640100000 ise-pap-1 FastEthemet0r2
Feb01,11080738247AM B a D022BDD4FCO1  00:22BDD4FCO1  3560-Access 0401640100000 Ise-pap-1 FasiEthemetli2
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<] B — "
Last update: Feb 01, 11 09:15:21.738 AM UTC Records shown: 20
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Izvori informacija : ISE monitoring : Autentikacija i autorizacija

Had =+ Launch Interactive Viewer
Showing Page 1 of 1 I Gntnl'nnﬂl Go
|Authentication Method: mab &
EAP Authentication Method - Lookup
{EAP Tunnel Method -
Usemame: ZE0ID4FCO1
RADIUS Usemame - 00-22-B0-D4-FC-01
iEaHing Station [D: Qr22 B0 DeFCO1
[Framed IP Addrass:
Ise Case Haost Lookup
Metwork Device: J560-Access
Network Device Groups Device Type#All Device Types Location®#All Locations
[NAS IP Address. 1011001
INAS Identfier:
INAS Port 50002
NAS Port 1D: EastEthemet(/2
NAS Port Type: Ethemnet
|ccess Service: Diafault N cosg =
Senice Type Call Check '
|dentity Store: Internal Hosts
\Authorization Profiles PermitAccess
[Exception Authotization Profiles: ]
Active Directory Domain:
ildenﬁty Group: Profiled MY IP_Cameras
{Accass Sapvice Selaction Matched Rule: MAS
fldentity Policy Matched Rule: Default
{Selected Identity Stores: Intemnal Hosts
IQuery Identity Stores:
‘Selected Query Identity Stores:
\Group Mapping Policy Matched Rule
{Authonzation Policy Matched Rule: Profiled IP Cameras -
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Izvori informacija : ISE monitoring : Posture services

+ Ocjenjivanje sukladnosti krajnjih uredaja (assessment)

- Granulacija i filtriranje prava pristupa u ovisnosti o sukladnosti
(policy enforcement)

- Windows i MacOS klijenti

- lzvor informacija o nesukladnosti (ili sukladnosti) krajnjih uredaja
Koji se spajaju na mrezu

« UkljuCuje informaciju o utvrdenom uzroku nesukladnosti
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Izvori informacija : ISE monitoring : Posture services

Status Usermame  MAC Address Failure Reason
C 2011-03-2005:52:36.804 ¢ confractor1 00:10:18:88:22:24

2011-03-30055236.804 & contractor1

" 2011-03-30 05:52:03.305 contractor1

Diagnosis
Details of policy(s) for Mac Address - 00:10;18:88:22°24

FPosture policy - Contractor_Windows AV Installed and Curren - has Falled
Here is the list of requirements that failed and aszociated conditions, also the remediations that can be applied

Guest_AV Installed[Mandatory] Passed av_insi_ANY_vendo None None LocalCheck{Predefined local check)
uest_AV CurrentMandatory]  Failed None av_def_AN Mone LocalCheck(Predefined local check

© 2012 Cisco and/or its affiliates. All rights reserved.
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Izvori informacija : ISE monitoring : Posture services

Posture > Posture Trend
Diate Febrnsary 06,2011 ( Last 30 Minutes | Last Hour | Last12 Hours | Today | vesterday | Last 7 Davs | Last 30 Dayvs )
Generated an February B, 2011 572533 A UTC

E 24
2
a 20
§ ig
B B
o Ml Compliant Poilcy

4 Bl NonCompliamt

0

E,
a5
g ‘}011
Day Hit Count Palicy Status Type

February &, 2011 2 Guest_AY Current Passed tandatory
Febroary &, 2011 2 Guest AV Current Failed Mandatory
February &, 2011 22 Screen Saver On and Secure Pazzed Mandatory
February &, 2011 4 Screen Saver On and Secure Failed Mandatory
February &, 2011 21 A Installed Passed Mandatory
February B, 2011 2 AN Current Pazsed Mandatory
February &, 2011 2 Guest_AY Installed Passed hdandatory
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Izvori informacija : SGT (security group taq) ACL logging

YACLLOG 6- ACLLOG FLOW | NTERVAL: SGT: 10, Source |P:
1.1.1.1, Destination IP: 1.1.1.2, Source Port: 1111,

Destination Port: 2222, Source Interface: Ethernet4d/1,
Protocol: tcp, Ht-count = 2#

- Ne sadrzi destination group tag (DGT)

- |IP-SGT mapping se moze dobiti pomocu
show cts role-based sgt-map
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|zvori informacija : OAL

« Optimized Access-list Logging

- RazliCito od tradicionalnog 10S ACL logginga

- Hit notifikacija se Salje u odredenim intervalima
- Uvedeno kao opcija na 6500/7600

- Na Nexus 7000 jedino OAL
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|zvori informacija : OAL

RP_7k2# show |l og i p access-list cache

Source | P Destination I P S-Port D-Port I nterface Pr ot ocol Hts
11.0.0.2 10.0.0.2 0 0 Et her net 2/ 11 (1)1 aw
10.0.0.2 11.0.0.2 0 0 Et her net 2/ 10 (1) 1aw

Nunmber of cache entries: 2

RP_7k2(config)# show |l og ip access-list status
Max fl ow = 8000

Alert interval =

Threshol d val ue =

RP_7k2(config)#

0
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|zvori informacija : OAL

switch(config)# |ogging level acllog 3
switch(config)# acllog match-1o0g-1|evel 3
switch(config)# logging logfile [nane] 3

2010 Nov 16 18:08:14 RP_7k2 %ACLLOG- 3- ACLLOG FLOW I NTERVAL: Source |P: 10.0.0. 2,

Destination IP: 11.0.0.2, Source Port: 0O, Destination Port: 0, Source Interface
Et hernet 2/ 10, protocol: "ICwW" (1), Ht-count =5

2010 Nov 16 18:08:17 RP_7k2 %ACLLOG 3- ACLLOG FLOW I NTERVAL: Source |IP: 11.0.0. 2,

Destination IP: 10.0.0.2, Source Port: O, Destination Port: 0O, Source Interface
Et hernet 2/ 11, protocol: "ICwW" (1), Ht-count =5
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Izvori informacija : NetFlow Security Group Tag (SGT)

flow exporter EXPORTER-1 collect ipv4 source mask
destination 172.16.10.2 collect ipv4 destination prefix
transport udp 90 collect ipv4 destination mask

exit collect interface input

flow record rm_1 collect interface output

match ipv4 protocol collect counter bytes

match ipv4 source address collect counter packets

match ipv4 destination address collect timestamp sys-uptime first
match transport source-port collect timestamp sys-uptime last
match transport destination-port !

match flow direction flow monitor mm_1

match flow cts source group-tag record rm_1

match flow cts destination group-tag exporter EXPORTER-1

collect routing source as !

collect routing destination as interface FastEthernet0/0

collect routing source as peer ip address 172.16.2.2 255.255.255.0
collect routing destination as peer ip flow monitor mm_1 input
collect routing next-hop address ipv4 !

collect routing next-hop address ipv4 bgp end

collect ipv4 source prefix
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Tehnike prikupljanja informacija: ISE API

- Representational State Transfer (REST) Application Programming
Interfaces (APIs)

« Dvije verzije na razini HTTP:
HTTP GET - jednostavnije koriStenje
HTTP PUT — veca fleksibilnost kod upita koji sadrze veci broj parametara

- Informacije dostupne kroz API:
Broj aktivnih sessiona
Tip aktivnih sessiona
Autentikacijskih status aktivnih sessiona (sazeta ili detaljna lista)
MAC adrese koje se koriste
NAS IP adrese koje se koriste
Verzije nodeova i njihovi tipovi
Razlozi autentikacijskih pogresaka
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Tehnike prikupljanja informacija: ISE API

- Primjer HTTP GET upita i odgovora (sazeta lista):

https://ise-1.demo.local/ise/mnt/api/Session/Activel ist

<activeSessionList noOfActiveSession="1">

<activeSession>
<user_name>user2</user_name>
<calling_station_id>00:10:18:57:3A:44</calling_station_id>
<nas_ip_address>10.1.250.2</nas_ip_address>
<acct_session_id>00000366</acct_session_id>
<audit_session_id>0A01FA0200000176A3FCBF6E</audit_session_id>
<server>ise-1</server>

</activeSession>
</activeSessionList>
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Tehnike prikupljanja informacija: ISE API

- Primjer HTTP GET upita i odgovora (detaljan ispis):
https://ise-1.demo.local/ise/mnt/api/Session/MACAddress/00:10:18:57:3A:44

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>user2</user_name>
<nas_ip_address>10.1.250.2</nas_ip_address>
<calling_station_id>00:10:18:57:3A:44</calling_station_id>
<nas_port>50001</nas_port>
<network_device_name>3k-
access</network_device_name>
<acs_server>ise-1</acs_server>
<authen_protocol>EAP-MSCHAPv2</authen_protocol>
<framed_ip_address>169.254.241.229</framed_ip_addres
s>

<network_device_groups>

Device Type#All Device Types#Wired,Location#All
Locations

</network_device groups>
<access_service>RADIUS</access_service>
<auth_acs_timestamp>2011-03-
17T23:23:06.841Z</auth_acs_timestamp>
<authentication_method>dot1x</authentication_method>

<execution_steps>
11001,11017,15008,15048,15048,15004,11507,12500,126
25,11006,11001,11018,12301
,12300,12625,11006,11001,11018,12302,12318,12800,12
805,12806,12807,12810,1230
5,11006,11001,11018,12304,12305,11006,11001,11018,1
2304,12305,11006,11001,110
18,12304,12318,12812,12804,12801,12802,12816,12310,
12305,11006,11001,11018,12
304,12313,11521,12305,11006,11001,11018,12304,11522
,11806,12305,11006,11001,1
1018,12304,11808,15041,15006,15013,24430,24416,2440
2,22037,11824,12305,110086,
11001,11018,12304,11810,11814,11519,12314,12305,110
06,11001,11018,12304,12306
,11503,24423,15036,15004,15016,11002
</execution_steps>
<audit_session_id>0A01FA0200000176A3FCBF6E</audit
_session_id>
<nas_port_id>GigabitEthernet0/1</nas_port_id>
<auth_id>1300156207684327</auth_id>
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Tehnike prikupljanja informacija: ISE API

- Primjer HTTP PUT upita (veca fleksibilnost kod slanja parametara):

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmiIns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>
<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<xs:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="mnTRESTRequest" abstract="true">
<xs:sequence>
<xs:element name="valueList">
<xs:complexType>
<xs:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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Scenariji koristenja : lokacija uredaja

- Detekcija istovremenog spajanja ('1"““‘“'“““'““" 2
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Scenariji koristenja : profiliranje po SGT

- Korelacija security group taga [. S o
(SGT) i identiteta sa netflow (i |-
ostalim) profilima

- Detekcija odstupanja
pojedinog korisnika od profila
SGT kojem pripada

BES (= inpaEa S * aann
- 1} H 3 z H

- Profiliranje tokova prometa

(UL Ha I 1Ll
L B e LB (=Ll (==l ] [—LL Wl rees (B re=ntraamica E Oracle-THE

uredaja i korisnika za koje je =
posture status failed
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Scenariji koristenja

 lzmjene u profilu uredaja (npr. printer -> notebook) — mogucnost
MAC address spoofinga)

- Odredivanje izvoriSnog identiteta korisnika kod evenata
(kaskadirano spajanje VPN, viSestruki remote desktop, ssh port

tunneling...)
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Zasto S&T7?

- Jedinstvena kombinacija dugogodisnjeg iskustva sa naprednim
Cisco sigurnosnim tehnologijama i vode¢im Enterprise Threat and
Risk Management (ETRM) rjeSenjima (ArcSight)

- Implementacije za Siroki spektar industrija, tipova namjena i
razina slozenosti

- Mogucnost integracije sa najvecCim brojem tipova, proizvodaca i
modela opreme, ukljucujuci i opremu koja nije na sluzbenom
popisu podrzanih uredaja

- Realizacija najslozenijih zahtjeva i izvan standardnih mogucnosti
ETRM rjesenja (realizacija naprednih add-on funkcionalnosti)

s&t




