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Warning - Disclaimer - Upozorenje

Neither Cisco or the presentor encourages the
use of any methods and/or tools mentioned
within this presentation without the expresses
aproval and signed agreement with the owner
of the IT infrastructure in question.

The unathorised usage of the aforementioned
tools and/or methods could lead to legal
prosecution and severe penalties.
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www.metasploit.com

mEEaEFIniE ALWAYS HOT EXPLOITS . ALWAYS.

LODE

PRESEARCH  BLOs

The Metasploit Project

Metasploit provides Lseful information to people who perform
penetration testing, I0S signature development, and exploit research.
This project was created to provide information on exploit techniques
and to create a usefil resource for exploit developers and security
professionals, The tools and information on this site are provided for
legal security research and testing purposes only, Metasploitis 2
community project managed by Metasploit LLC,
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Introducing Cisco’s ACE Web App Firewall

* Builds on top of industry-leading ACE XML Gateway platform

» Simple software upgrade to install Web Application Firewall

s peg—

. . . Protects your custom HTTP/HTML applications
Web Appllcatlon Firewall from high-impact web-borne attacks

SOA/Web Services/ XML Threat Defense Secures and offload web services transactions




—A malicious script is echoed back into HTML returned from a
trusted web site. The scripts executes locally on the client.

—Extremely widespread — some experts estimate 70%-80% of
websites are vulnerable

—Web Site Defacement

—Session IDs stolen (cookies exported to hacker’s site)
—Browser security compromised — control given to hacker
—All data sent between client and server potentially hijacked



Getting started with the Cisco ACE WAF

'él's'ét' ACE XML Manager EBEErRyz-Rl008yi a2 rinn administrator | Logout | Helg

Subpolicy | Shared,
% Manager Dashhoard

virtual Web Apps > New Yirtual wWeb App e

= Policy
HTTP Ports & Hostnarmes
Destination HT TP Servers

Yirtual Services

|NEW ¥IRTUAL WEB APP |

HIDE MEMU s

| Basic Yirtual web App wWizard |E|

Arcess Control web App URL: | |
LDAP Servers web App Group: | test B

Exception Mapping Defaults
Cienial-of-Service Protection
Content Scresning Defaults

»

Fireswall Profile: |§_Elaﬁil: Profile iE“

Monitor means the
A ) WAF alerts but
web App Firewall Rules E : dee | L doesn’t block —
Pugzg_.:h;?;eaggefnent' : extremely
S Specify the convenient if you're
leery of deploying

Resources
inline

L] create in Monitor Made

IP/name of the
R e backend server

wieh App Firewall Incidents
Event Log

Service Health

Performance Monitor:
T Call the WAF
Compliance Repart .
Service Directory wiZa rd

Administration




Getting started with the Cisco ACE WAF

itfranfns
CiscCo

ACE XML Manager

CISCO WEB APPLICATION FIREWALL

“tpelcy | Shared.

administrator | Logout | Helg

| Deploy, Policy... |

* Manager Dashboard

HTTP Ports & Hostharnes
Destination HTTE Servers
Virtual Services
Access Control
LOAPE Servers
Exception Mapping Defaults
Denial-of-Service Protection
Content Screening Defaults
Virtual web Apps
Web App Fireweall Profiles
Web App Fireweall Bules
Policy Management
Subpolicies

B Reports & Tools

Message Traffic Log

Web App Firewall Inciderits
Event Log

Service Health
Petforrnanice Monitor

Cache Manager
Cormpliance Report

Service Directory

Virtual Web Apps > New Yirtual wWeb App

e

HIDE MEML

| MNEW VIRTUAL WEB APP

Full virtual Web App Editar |

Yirtual URL Request Filter

Port/Hostrarme: | http:ﬂi_l;Default HTTP part) |;ﬂ

Path: [ ' |

Methods: | ionore

HTTE Headers: | ignore

Parameters; | ignore

Destination Server

Server: | http:/f172,.25.89.140 (172.25,89.140) [

Firewall Profile

Profile: |_E-EISiE Profile o details

[ monitor Mode




Protecting the web site from XSS

P ; Authenticated by Reackivity
'él;ét' ACE XML Manager fhac s EE AL ATEE adinistrator | Logout | Help

FIREWALL

Subpolicy lm | Deploy Policy... |

+ Manager Dashboard

FY

Web App Firewall Profiles > Test profile e

= Policy
HTTE Ports & Hosthares
Destination HT TP Servers

| GENERAL [ EDIT ]|

Marne: Test profile

HIDE MEMT

Virtual Services Description:
Access Control
v | FIREWALL CONFIGURATION |
Denial-of-Service Protection HTTF Header Processing ... [ edit ]
Content Screening Defaults HT TP Exception Mapping  not configured [ edit ]
Ulrtgal “.‘"Eh A 5 Referer Enforcerent disabled [ edit ]
-WEJB'APD Ffrewall Brofiles 2 Cookie Security cookies processing is disabled [ edit ]
Web App Fireweall Bules :
5 Data Owverflow Defense ... [ edit ]
Policy Management
Subpolicies
) CARDMUMBEREEWRITING -- disabled -- [ edit ]
& Resources
Message Inspection .
= Reports & Tool
o - XSS protection
Meszane Traffi Log CORMANDINIEC TICM disabled
wieh App Firewall Incidents i
Evert Log LOAPIMIECTION -- disabled --
S CROSSSITESCRIPTING - disabled - [ edit ]
Performanice Monitor SOLIMIECTION -- disabled -- [ edit ]
Cachie Manager _ _ _
Compliance Report | Esit to Profies List | | Duplicate | [ Rerove

Service Directory



Fine-tuning a security profile

'él;élc"' ACE XML Manager L1506 e AERLTEAT N administrator | Logout | Helb

Subpalicy W o Deploy Policy... ]

web App Firewall Profiles > Test profile > Configure e
Rule Group: CROSSSITESCRIPTING
HTTP Ports & Hosthames

Beshinatr b TE Sarvars |RL|LE GROUP: CROSSSITESCRIPTING XSS rules Ievel
Virtual Services Mode: |_Enabled B

FIREWALL

F S

% Manager Dashboard

= Policy

HIDE MEMU

ﬂ.EE.ESS Control G ] @
LDAP Servers . e _
Exception Mapping Defaults [enicc s rossSiteScriptingl [ details ]
Denial-of-Service Protection [
Content Screening Defaults Actions
¥irtual Web Apps Event Log: I Info-level Event i_I-]l

‘wigb App Firewall Profles  »
Weh Anp Firewall Rules
Policy Management =
ST | Save Changes | [ cCancel |
bpal : - L .
Action to take when a
XSS is detected

Message Traffic Log
wioh App Firesyall Incidents

Response: | Return an HTTP Error Response - 400 Client Error fv_]i

Event Log e e e e e e
Service Hesith {Return an HTTP Error Response - 400 Client Error ||
Performance Monitor ) Return an HT TP Error R - 400 Clhent Error
Cache Manager Return an HTTP Error Resporise - S00 Server Error
Compliance Report 1 Return a Custom HTTP Error RESEI:IP'EE

Service Directory Allow Message




Associate the profile to the web site

Vvirtual Web Apps > test (7]
WEB APP GROUP [ EDIT ]
Mame: test

Default Profile; Basic Profile

VIRTUAL WEB APPS [ ADD A VIRTUAL WEB APP ]

L: htt[:l:l

ation: bttp:fffoobarfoo2k, cisco.com

Firewall Profile: Test profile
Firewall Modifiers (1) [ add modifier ]

| Exit to virtual web Apps || Disable virtual welNgp | | Switch to Monitor Mode | | Turn Off Monitor Mode |
[ Wiew Logs ][ Rermoye ]

Profile “Test” mapped

to our web site




Deploy the policy to the WAF gateway(s)

'él's'élé' ACE XML Manager [gucefiisRizaBryyla,Baiiz LI administrator | Lagout | Help

cuisoicy | Shared.

“ Manager Dashboard il Policy Manager > Deploy > Step 1 of 3: Review Changes a
i Flease review the changes in the current working compared to the previously deploved wersion before continuing.
HTTE Ports & Hosthames =
Destination HTTE Servers | =2 WAFHANDLER
Virtual Services Changed - these are different between the previously deploved version and the current wersion:
Access Control
LOAP Servers 0 L detailed differences
Exception Mapping Defaults
.D '.:‘D . ) 2 WAFPROFILE
Denial-of-Service Protection
Content Screening Defaults Mewr - these exist in the current version, but not the previously deployed version:
Virtual Web Apps €Y Test prafie

Web Anp Fireweall Profiles
wieh Apn Firesyall Bules

policy Management  »
Subpolicies

B Reports & Tools

Message Traffic Log
Weh Ape Firesall Incidents

Event Log Deltas between current

Service Health

Perforrmanice Monitor app“ed p0|lcy and
=t proposed one are

Compliance Report ) .
Service Directory h |g h I |g hted




Verification of successful deployment

o ACE XML Manager

administrator | Logout | Help

CISCO WEB APPLICATION FIREWALL

subpolicy | Shared.

Deploy Poilcy..,

“* Manager Dashboard

HTTE Ports & Hosthames

Destination HT TP Serves
¥irtual Seryvices

Access Control
LOAP Servers

Exception Mapping Defaults

Cienial-of-Service Protection

Content Screening Defaults
¥irtual Web Apps

(= ﬁlr:lr:u Fireswal Profiles

Weh ﬂ«r:lr:u Flrewall Rules

ub |:|In:|e

= Reports & Tools

‘Message: Traffic Log

Wieh App Firewall Incidents
Event Log

Service Health
Performanice Monitor
Cache Manager
Compliance Report

Service Directory
e e e |

Policy Manaqger > Deploy > Step 3 of 3: Compile and Deploy

HIDE MEML

This policy is cormpiled and can now be deployed. To deploy a different policy, load it from the Policy History.

[ check all | uncheck all ]

ACE XML Deploved Policy
lm T"T.EStarnp =

] 171.69.45, 233 6,0Apha5-2008-02-05T19 Yes

Deploy To Sels

Compiled Policy
Timestamp & ID

Feb 13 2008 01:24:20 &M PST
eagbsaSboedcdsss

Feb 13 2008 01:24:21 AM PST
eathS69bcedcda63

ted Gateways

Policies can be
deployed to N
gateways

[ UDD Publishing... |

Policy
Description

I

Deployved
Policy Stat
Description

Lp to
date

l R&fresh Btams



The web site is under attack!

web App Firewall Incidents e

.Gruu_p-'b}r | Wirtual Web App |_i-||| - all recards - |_i-||
incdent records are avalable for thelast 12 minutes s ) [ Export Raw Data. ]

|DES_EI‘-'i|1ﬁDI'I Im:il:lent5|
b App at Feb 13 2008 D1:50:35 AM PST 4 100.0%
test 4 100.0% [
hittp 4 100.0% [ even
CrossSiteSoripting 1 25.0% [
2
1

T R
P

ents By Virtual W

Data Cwerflow 50.0% [ events

25.0% [ events

Sqllrjection

Immediate incident

report view




Let’s drill down

Event Log Yiewer

Current Manager Event Logging

alert, error, warning, natice [ edit ]
Current ACE XML Gateway Event Logging  alert, error, warning, notice, info, debug — [edit ]
During| last hiour E”
search events logged an far events of bype | alert, errar, warning, nokice E” Displum o
with message ISLIIIZ)| | gvents per page
EﬂtEQDW| |l{e.|;|.1 /policy faccess)
cnmpn:lnent| ||:e.n;|.J core o console)
descripkion |

|E'||'ENT LOG SEARCH RESULTS AT FEB 18 2008 09:30:39 AM PST

| First | | = Prew | Displaving events 1 - 8 (more recent events are shown at the top)
|T|me (P5T)

Feb 18 2003 09:29:41.714 AM

DescHpton

| Message GUID
CROSSSITESCRIPTING, CrossSibeScriphin

detected by rule; returning errar,

| Host | Eumpunent| Categor
LEQUEST_POSTRPARAM'name] 45ABFAZDO0001 42920930A4F 03343620 ciscowalf reackar

fwaf fincic
Feb 18 2003 09:29:41.714 4M m Terminating HTTP session: 500 An errar ocd) 45ABFAZDO0000] 4292 0950A4F08849E20 ciscowal reactor [session
Feb 18 2008 09:29:41.714 AM H An error occured For this request: An error gcurred while handling the 45ARFA 2000001 4292 Da30A4F03349620 ciscowal reackor Jerror
request,

ID of the rule which

The name of the attack
caused the alert

vector is provided




Detailed security event drill down

|E'|||'ENT LOG SEARCH RESULTS AT FEB 18 2008 09:34:51 AM PST

| First | | < Prew | Displaving events 1 - 14 fmore recent events are shown at the top)

|T|rne (P5T) Descrpton

Feb 18 2003 09:29:41.714 AM ‘E Suwaiting nesw request on inbound conneckion

Feb 13 2003 09:29:41.714 AM m CRIOSSSITESCRIPTIMG, CrossSiteScriptingl 52 REQUEST _POSTRPARAM'name'] detected by rule; returning errar,

Feb 18 2003 09;29:41.714 AM m Terminating HTTP session; 500 An error occurred

Feb 18 2003 09:29:41.714 AM m an error occured For this requesk: &n error occurred while handling the request,

Feb 13 2003 09:29:41.714 &M ﬂ Mo policy-specific error handler for WaF, CROSSSITESCRIPTIMG, CrossSiteScripting 1 ${5IG_MATCH_SIGIDY: ${51a_MATCH_IMPUT_MAMED):

Feb 18 2008 09:29:41.713 AM nChEEking lirnit 1

Feb 13 2003 09:29:41.713 AM nChecking lirnit 0

Feb 158 2003 09:29:41.713 &AM n Checking 3 limits

Feb 13 2003 09:29:41.713 AM ﬂ Accepted a new HTTP POST request From 171.69,141.0 For [SCRIPTS xss.php

Feb 18 2003 09:29:41.713 AM ﬂ HTTP POST request For fSCRIPTS «ss.php from 171,69, 141,0 matched Port ‘Default HTTP part’; checking For handler

Feb 18 2008 09:29:41.713 AM n Performing normalization on fSCRIPTS wss. php' with mode 7211

Feb 18 2003 09;29:41.713 &AM HTTP Trace IN: Conkent-Type: application)x-www-Form-urlencoded : :
Conten-Length: 58 Full dump of incoming
name=%3Cscript%3Ealert % 28document., cookie %299 3C % 2Fsoript %3 req u est

Feb 18 2003 09:29:41.711 AM HTTP Trace IM: POST JSCRIPTS xss. php HTTRS1.1
Huosk: foobarfoozk, cisco,com
zer-agent: Mozila/S, 0 OWindows; U Windows WNT 5.1 en-US; rvi1,8.1,12) Gecka 20030201 Firefoxf2,0.0,12
Accept: texkxml, application)xml, application)xhkml+:ml, bext iRkl g=0. 9, kextfplain; g=0.8,image/png, **;0=0.5
Accept-Language: en-us,en;q=0.5
Accepk-Encoding: gzip,deflate
Accept-Charset: I50-8859-1,ukF-8;9=0.7,%,0=0.7
Keep-alive: 300
Connection: keep-alive
Referer: http:fffoobarfook, cisco,comfSCRIPTS) xss. php
Cookie: cec_user_jd=cpaggen;
SMIDEMTITY =zwShwichtFbot4nGFC Syvsnzid koo 3BEaYMOS0Z0EHDUD b4 mPyEBKBIDA D0+ 00 I TR Ziz0UoMeR a3 nmLDn3PaHSz 7 4d =y 310




| @ Mozilla Firefox

File Edit Miew History Bookmarks  Tools  Help

<o - - 3 _.‘?._T http: 172, 25,89, 140, cisco. com’SCRIPTS xss. php

ahle ACE ML Manager: cisc. .. i__j http://foo..S/xss.php [ | i Cisco Systems, Inc

An error occurred while handling the request.

The error message are HTTP return code are fully
customizable! You can return your own HTML code
and for example redirect the hacker to the main page.
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