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Warning – D is c l aim e r - U p o z o re nj e
Neither Cisco or the p resen tor en cou ra g es the
u se of  a n y  m ethod s a n d / or tool s m en tion ed  

w ithin  this p resen ta tion  w ithou t the ex p resses 
a p rov a l  a n d  sig n ed  a g reem en t w ith the ow n er 

of   the I T  in f ra stru ctu re in  q u estion .
T he u n a thorised  u sa g e of  the a f orem en tion ed  

tool s a n d / or m ethod s cou l d  l ea d  to l eg a l  
p rosecu tion  a n d  sev ere p en a l ties.
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D e m o 1



D e m o 2  – b uši,  b uši...







Introducing Cisco’s A CE  W e b  A p p  F ire w a l l

Protects your custom HTTP/HTML applications 
f rom h ig h -impact w eb -b orne attack s

S O A / W eb  S er v ices/ X M L  T hr ea t D ef en se S ecures and  of f load  w eb  serv ices transactions

W eb  A ppl ica tion  F ir ew a l l

• B u il d s on  top of  in d u str y -l ea d in g A C E  X M L  G a tew a y  pl a tf or m
• S impl e sof tw a r e u pgr a d e to in sta l l  W eb  A ppl ica tion  F ir ew a l l

E x ten siv e H T M L  a n d  X M L  a ppl ica tion  secu r ity



Cross-S ite  S crip ting ( X S S )  a tta ck s
� W hat i s  i t?

–A  ma l iciou s scr ipt is echoed  b a ck  in to H T M L  r etu r n ed  f r om a  
tr u sted  w eb  site. T he scr ipts ex ecu tes l oca l l y  on  the cl ien t.
–E x tr emel y  w id espr ea d  – some ex per ts estima te 7 0 % -8 0 %  of  
w eb sites a r e v u l n er a b l e

� W hat are the i m p l i c ati ons ?
–W eb  S ite D ef a cemen t
–S ession  I D s stol en  ( cook ies ex por ted  to ha ck er ’s site)
–B r ow ser  secu r ity  compr omised  – con tr ol  giv en  to ha ck er
–A l l  d a ta  sen t b etw een  cl ien t a n d  ser v er  poten tia l l y  hij a ck ed



G e tting sta rte d w ith  th e  Cisco A CE  W A F
1. A wizard helps you define the web sites you want to protect
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W AF  alerts but 
doesn’t block  –

ex trem ely 
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leery of deploying  

inline

M onitor m eans the 
W AF  alerts but 
doesn’t block  –

ex trem ely 
conv enient if you’re 
leery of deploying  

inline



G e tting sta rte d w ith  th e  Cisco A CE  W A F
2 . I f ( host +  U R L )  classification isn’t sufficient,  an ex pert m ode is av ailable

P rofileP rofile



P rote cting th e  w e b  site  f rom  X S S
5 . T he W AF  ships with predefined profiles that you can clone and edit

X S S  protectionX S S  protection



F ine -tuning a  se curity  p rof il e
6 . I nside a profile you find g roups of rules ( rule =  sig nature)  – each g roup 

contains rules rank ed by security lev el

X S S  rules lev elX S S  rules lev el

Action to tak e when a 
X S S  is detected

Action to tak e when a 
X S S  is detected



A ssocia te  th e  p rof il e  to th e  w e b  site
9 . M ap the profile to the web site

P rofile “T est” m apped 
to our web site

P rofile “T est” m apped 
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D e p l oy  th e  p ol icy  to th e  W A F  ga te w a y ( s)
10 . C isco AC E  W AF  ships with strong  chang e control and audit log capabilities

D eltas between current 
applied policy and 
proposed one are 
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V e rif ica tion of  succe ssf ul  de p l oy m e nt
12 . M ulti-unit deploym ent +  tim estam p/ rollback  of policies

P olicies can be 
deployed to N  
g ateways
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tim estam pstim estam ps



T h e  w e b  site  is unde r a tta ck !
13 . W e are launching  a X S S  attack  ag ainst the web site

I m m ediate incident 
report v iew
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L e t’s dril l  dow n
14 . L et’s see what the attack  look s lik e

T he nam e of the attack  
v ector is prov ided
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caused the alert



D e ta il e d se curity  e v e nt dril l  dow n
15 . D etailed forensics are av ailable for each attack

F ull dum p of incom ing  
req uest

F ull dum p of incom ing  
req uest



W h a t th e  use r/ h a ck e r/ v ictim  se e s
16 . D efault error tex t returned to browser ( fully custom izable)

� The error message are HTTP return code are fully 
customi z ab le!  Y ou can return your ow n HTM L  code 
and for ex amp le redi rect the hack er to the mai n p age.






